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Segmentation - Policy vs. Enforcement

« The "three-body problem”

» Security rules - who can do what, talk to who,
etc.

 Identity - how to identify the subject of the
rule?

 Observe and Enforce - how to make sure we
see the behavior of a subject and how to
enforce the rules?




Segmentation in DC

- Identity - IP address, |IP subnet

- Security rules - ACL-like, requires a lot of knowledge and work,
hard to maintain over time

- Observe and Enforce - make sure data flow is seen: network
ACLs, Firewalls (often routing between subnets), ACI policies,
host based firewalls
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Kubernetes - the cloud native application platform

Kubernetes (K8s) is an open-source system for automating deployment,
scaling, and management of containerized applications.

It provides a platform for managing resilient, scalable, and distributed
systems.

Key benefit: Abstracts away the complexities of managing individual
containers.

It allows for declarative configuration.
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Kubernetes cluster

Pod network - flat address space, random IP addresses of pods

Master nodes 1 Worker node Worker node Worker node
kube-apiserver pod pod pod pod pod pod
etcd Pod IP

Pod network

containerd containerd containerd containerd

Linux kernel Linux kernel Linux kernel Linux kernel

H—lTr Node IP Node IP Node IP
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How are application really exposed

« Pods have "random” IPs - direct communication is rather rare
« Pods have replicas - we need loadbalancing among the replicas

- Services
» Expose applications in pods to other pods and to external world
» Loadbalance traffic to pod replicas
« Check availability of pods via probes (readiness, health)



Services types

B Tyl  Cluster IP - not exposed outside of the cluster, for
d: Service internal Pod-Service communication only

- NodePort - the same port assigned to an application
on all nodes on node IPs. Externally, connect to any
node on that port to reach the service

: my-loadbalancer-service

: LoadBalancer

- LoadBalancer - single external entrypoint to the
service, often relies on NodePort mappings. Not
native part of Kubernetes, it can be external to the
cluster (physical F5,...) or SW running on the cluster
(MetallB,...). External IP address provided by the
LoadBalancer management and sent back to the K8S
management.

: My-app
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Gateway APl - Application Routing into K8S

B T apiVersion: gateway.networking.k8s.io/v1
foo-route i kind: Gateway
' corviee metadata:
| foo.example.com/login | > foo-sve > Pod name : example—gateway
E'f;;;:;;;:;;;:;;::;{ spec:
Load Balancer /! igﬂﬁmf i gatewayClassName: example-gateway-class
= : - . listeners:
bar.example.com/* i > :::Ys'ii > Pod ] - name: http
—— protocol: HTTP
Gateway bar.example.com/* > Service > Pod T port: 80
prod-web Do env: canary : bar-svc-canary -
e I S | apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: example-route
Implementations: spec:
https://gateway-api.sigs.k8s.io/implementations/ parentRefs:
- name: example-gateway
hostnames:
- "example.com"
rules:
- backendRefs:
Al e Cisco andor its affiates. Al rights reserved. - name: example-svc
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Kubernetes Networking - Summary

- IPAM - Dynamic (CNI)
- Routing - Dynamic (CNI)

172.16.0.0/16

- East-West connectivity
- Service type: ClusterlP (kube-proxy)

- North-South connectivity
- Service type: LoadBalancer (kube-proxy)

- Service discovery: Dynamic (CoreDNS)

- Security:
« NetworkPolicy (CNI)
« Transparent Encryption (CNI / Service Mesh)



Challenges of iptables

. ACLs as sequential list of rules

. Updates all rules in single

transaction

- Matches based on IP
proto/addr/port only

- New IP/Port require rules added
and chain changed

. Larger overhead

- Reduced performance and
increased latency at scale

alialn
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Node Pod
App
|
iptables =
c INPUT Socket
o
n |
't' Linux
v Routing
2 |
c
K iptabl
PREROUTING mangle
e Tin N
iptables 'M‘
Conntrack |
x / |
Overhead Context-Switch Overhead m.

- iptables
POSTROUTING mangle

iptables
POSTROUTING nat

iptables Overhead

_ iptables !
PREROUTING nat PREROUTING mangle

Standard Container
Networking
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A Solution Arises

]
Cisco

© 2025 Cisco and/or its affiliates. All rights reserved.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



</> Process
w P I execvel) l

Syscall

| "
Linux Kernel L ae’BPF

Makes the Linux kernel

Scheduler

programmable in a secure

and efﬁCient WaY- int syscall__ret_execve(struct pt_regs *ctx)
{
struct comm_event event = {
" . . .pid = bpf_get_current_pid_tgid() >> "
What JavaScript is to the _type = TYPE_RETURN,
s
browser, eBPF is to the Linux ,
bpf_get_current_comm(&event.comm, sizeof(event.comm));

comm_events.perf_submit(ctx, &event, sizeof(event));

Kernel”

return 0;
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Run eBPF programs on events

Process Process
| |
read() ﬁeBPF connect() aeBPF
File Descriptor Sockets
TCP retrans
VFS TCP/IP

Block Device

10 Read @'eBPF

HeBPF

Network Device

Send Packet aQBPF

alialn
cisco

v

Disk
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Attachment points

Kernel functions (kprobes)
Userspace functions (uprobe)
System calls

Tracepoints

Sockets (data level)

Network devices (packet level)
Network device (DMA level) [XDP]



Removing iptables

Node Pod
App
iptables
c INPUT Socket
3 —_—r
n [
r(\ Linux
; Routing
a
: |
k iptables
PREROUTING mangle ﬁ
I
|
|

Kubernetes

eBPF
Linux ————— Host Routing ‘

Routing 1

Cilium eBPF Container
Networking
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— ISOVALENT

Platform Engineering
Key Infrastructure Trend

©

Zero-Trust
Security

_ _ Microservices &
Platform Engineering Toolchains

Platform engineering is the newest sociotechnical discipline to arise in
response to the cloud native world. As the process of designing, building,
and maintaining workflows and tools for software engineering
organizations, platform engineering helps drive consistency and speed up
common tasks.



Kubernetes Networking Tool Sprawl

Load Balancer

Container Networking Interface (CNI)

Service Mesh

Legacy Workload & Multi-Cloud
Connectivity

Network Security

Runtime Security & Observability

Network Observability

3rd Party K8S Building Blocks
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The Isovalent Overview

AUTHENTICATION TRAFFIC MANAGEMENT

Service Mesh RESILIENCE

.80 cilium B Ingress

.OO Service Mesh ‘%‘ Gateway API Splffe

Observability METRICS TRACING SERVICE MAP

o%e cilium ) 6
.80 Hubble JiiN fluentd Grafana

ENCRYPTION  LOAD-BALANCING NETWORK POLICY NETWORKING

Networking

Kubernetes DNS © L7 IPv4 « IPv6 -« Overlay - BGP
DSR © Maglev L3/L&

:80 cilium e

OO CNI Wireguard

Kubernetes Container VM

aWS, €_) Google Cloud

BRKSEC-2169

Egress Gateway - Multi-Cluster

(-] AlibabaCloud T

Runtime
Security

OBSERVABILITY
ENFORCEMENT

Tetragon

U%

SIEM JSON

L G

fluentd Grafana

Metal

vmware
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Cilium Architecture - More Detall

cluster

worker node

User
Space

e}

Linux
Kernel

kube-apiserver

A

& oaws A

cilium cloud provider
operator APIs

V[

Q.

[. kubelet ]

pod

v
cilium-cni —»

Lo
oge

cilium-agent

=3

KV Store

v

hubble-export
S o
[JSON]
> HeBPF

etno-

I

SIEM

y O ’“
fluentd

Grafana
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|dentity-based Security

v DstIP+Port

» Timestamp

v SrclP+Port

v Protocol

load. LoaNjore) -~ v Start Time + End Time
> 2022-93-31T13:39:33.000-04:00 2 29.3.102. .3.101.94 420, 8811 748373 164874 ACCEPT oK
2 10.3.192.179 4245 18737 .94 49440 6 8 416 16 648748483 ACCEPT OK

2 10.3.102.179 4245 10.3.101.94 34788 6 8 416 1648748373 1648748403 ACCEPT OK

Traditional Linux Networking & Security

> 2022-93-31T13:39: 33.000-04:00
> 2022-93-31T13:39:33.000-04:00

v Packets v Byt
es

e tenant-jobs ess crawler-697dcbc985 -xdwwz.
L 1 systemd [
L 2668 dockerd
-—T 2672 containerd o
@ tenant-jobs > &09 crawler-697dcbc985-xdwwz pie20s containerd-shin g
1 (18933) node
17 (14190) sh

Q Label Service Identity 7 e e

17 (14190) bash
19 (14216) curl

17 (14198) nc
LL 17 (14198) bash
19 (14216) curl

@ Process Execution Identity

3 apiawitter.com
‘ ’ api.twitter.com
@ g6fvfiglcswipcrz.not-reverse-shell.com

(@) app=elasticsearch tenant-jobs Q DNS Ser\"ce Identlty

9200 TCP
GET  /users/_search

9200 TCP

GET Jusers/ search @ app=elasticsearch tenant-jobs

@ API-call Identity @ Label Service Identity
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Micro-Segmentation Co®

Label based East-West Application or Multi-tenant Security Enforcement Ci | | um
252 252
4 4
[ jobs team 1 store team
jobs-frontend.yaml jobs-policy.yaml jobs-backend.yaml store-frontend.yaml
role: frontend role: backend role: frontend
app: jobs app: jobs app: store

v X

888 identity = 10 888 identity = 20 888 identity = 30

W
a
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Example Layer 7 Rule

. CiliumNetworkPolicy
. Allows matching pods on labels

- Defines ingress from source
labels

. Defined on destination range

- Applies to POST operations to
specific URI

apiVersion:
kind: CiliumNetworkPolicy
metadata:
name :
spec:
description:
endpointSelector:
matchLabels:
org: empire
class: deathstar
ingress:

- fromEndpoints:
- matchLabels:

org: empire

toPorts:
- ports:
- port:
protocol: TCP
rules:
http:
- method:
path:

© 2025 Cisco and/or its affiliates. All rights

O
Oad
o2

@

cilium

reserved. Cisco Public 28



O

. . O
Enforce Consistent Policies across Clusters 980

Simplify Network Management and set Guardrails for your Platform - -
cilium

----------------------------------------------------------------------------

]
L}
! Cluster 888 Cilium Cluster Wide Network Policy
:
[}

Namespace A Namespace B

----------------------------------------------------

]
1 ]
é: Cilium Network Policy ! X 803: Cilium Network Policy !

Network Policy

= Network Policy

__________________________________________________
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DNS-aware Cilium Network Policy

Worker Node

O
%0

50

cilium

Worker Node

— resolve www.mydomain.io
< A 130.57.66.19

I
v

kube-dns

Allowed egress:
130.57.66.19

HTTP Request [r— | WwwW.mydomain.io

~sion: "cilium.io/v2"
CiliumNetworkPolicy

"*_ mydomain.io"

. "443"
col: TCP

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Service Mesh

Cost of sidecar injection

Kernel

Pod
App
Service Mesh Proxy
Tt ]
Sockets] || Sockets| || Sodkets
TCP/IP TCP/IP TQP/IP
Network Networ NetWwork
\
loopback veth

CP/IP

7 1
Network Netwdrk
eth

eth(

O
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Service Mesh

Envoy for Layer 7 termination when needed

-------------------

Pod
° Layer 7 termination
App Service Mesh Proxy @’@
3
Sockets Sockets || Sdckets

Kernel

O
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Transparent Data Encryption Co®

cilium

]

]

]

]

]

]

]

]

]

]

]

]

]

! r

! |

: : @ Namespace A frontend R, 3 backend

! |

! 1

! 1

: 1 backend {§i;4 frontend < P backend {j;4 frontend
]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]

]
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Egress Gateway ?..
clium

Legacy DB

Kubernetes

- = EgressNATPolicy
= od

% Worker Node Egress Gateway Node

V‘ 9
G vod | [ P8 | [Bagent]
192.168.1.1 192.168.1.2 g : Allow:10.24.0.5
eBPF e e eBPF = <o

13'@ (Cethe )

192.168.1.x 10.24.0.5
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Consistent Peering

Peer into your existing spine and leaf network

o0
cilium
« BGP Support
* Service Advertisement

Kubernetes cluster * BFD functionality
e [7218.0.0  Supported by CiliumBGP CRD
— &8 BP )
# Compute node cilium nete‘ . @ ¢ LocaIPref
oo m | | - Communities
cil:m Ll L EgreZnOde 172.18.0.43 ° |PAM
- (@) (0 .
morkernode — C:S' BGP ) » ClusterlP and ExternallP advertisments
clium
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Cluster Mesh - Introduction ...

B < o & o & o

Cluster *cilium Y Cluster *cilium

. aws D Google Cloud A Awre € AlbabaCloud Bt VIMIWArE |

...................................................................................................................
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Multi-Cluster Security oo
Policy Enforcement across Multiple Clusters

C@BCuumCuser widePoliy | @Bciium Clster idePaliey | 5 cilium
: ' .
! ]

Region / Availability Zone : X Region / Availability Zone
O L 0}
Cluster g88cilium Lo =) Cluster  ga8cilium
(9) : ' (8)
@Team A Policy pod E E pod
pod pod pod pod

———————————————————————————————————————————————————————————————

_______________________________________________________________

_______________________________________________________________

...............................................................
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Cluster Mesh - High Availability !..
cilium

Cluster 1 cilium Cluster 2 cilium
% &

frontend-1 frontend-2 frontend-1 frontend-2 frontend-3

\ J \ )
)

Backend Service Backend Service

I\
{ !

backend-1 backend-2 ®,® hackend-1 ®,®* backend-2
+H +H

+—failover J




Cluster Mesh - Shared Services

cilium

Vault Service

i3 Cluster 2

g cilium

frontend-1

frontend-2

rontend-3

J

Y

Vault Service

Shared Services

Vault Service

vault-1

ggBcilium

vault-2




Cluster Mesh - Local Service Affinity

So

50
cilium

Cluster 1

frontend-1

g8 cilium

L

frontend-2

J

Backend Service

l local

(

backend-1

backend-2

Cluster 2

g8 cilium

frontend-1

frontend-2

frontend-3

J

!

Backend Service

l local

backend-1

\

backend-2




Cluster Mesh - Remote Service Affinity

So

50
cilium

Cluster 1

frontend-1

g8 cilium

L

frontend-2

J

)

Backend Service

L remote —

Cluster 2

g8 cilium

frontend-1

frontend-2

frontend-3

L

J

!

Backend Service

backend-1

\
+

backend-2

Y

backend-1

\

backend-2




Cluster Mesh with Service Mesh

Canary Rollout to other Cluster

Cluster 1 a Ingress

@cilium

Cluster 2

@cilium
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Hubble Overview

3 5O

fo

h
hUbble hUbble Grafana Prometheus
Ul CLI HUBBLE METRICS
* Service Dependency Maps * Detailed Flow Visibility * Built-in Metrics for
* Flow Display and Filtering * Extensive Filtering Operations & Application
* Network Policy Viewer * JSON output Monitoring
\ \ )
| 4
gcilium — 3 hubble
I I
HeBPF
1 1 ]
= Pod =3 Pod 1
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Hubble Observability

- i from ¢ fo namespace=tenant-jobs X Add filter - Clear filters
. Overview

Network

: Y Connections @ api.github.com @ kube-apiserver

© 50 1o HTP © w3 1P

A Metrics

tenant-jobs

& Policies

Runtime

£ Processes sema

() resumes ;
crawler ol demo-ce-01] nant fovs () coreani loader
df-hubble-demo-ce-01 | tenant-jobs. df-hubble-demo-ce-01 | tenant-jobs. df-hubble-demo-ce-01| tenant-jobs

sa730 1o
© 3568 TP

© o070 TP © o080 Tep- TP © 50051 - Tep - HTTP

@ Live View

Cluster Flows Metrics =Services £l v
v Src Clust...: Src Names...: Srcldenti..: DstClust..: DstNames..: Dstldent... Dst Pori: L7 info Traffic D..: Verdict TCP Flags: Auth Type: Timesta...
df-hubbl...  tenant-jobs coreapi df-hubbl...  tenant-jobs elasticse... 9200 - PUT /applicants/_create ingress forwar... 2024/10...
Namespace df-hubbl...  tenant-jobs coreapi df-hubbl...  tenant-jobs elasticse... 9200 - PUT /applicants/_create ingress forwar... 2024/10...
tenant-jobs v | X df-hubbl...  tenant-jobs  crawler — — api.githu... 80 - GET /Oms egress forwar... 2024/10...
df-hubbl...  tenant-jobs crawler — — api.githu... 80 — egress forwar... SYN 2024/10...
Flows verdict df-hubbl...  tenant-jobs crawler — — api.githu... 80 — egress redirec...  SYN 2024/10...
O df-hubbl...  tenant-jobs coreapi df-hubbl...  tenant-jobs elasticse... 9200 - PUT /applicants/_create ingress forwar... 2024/10...
df-hubbl...  tenant-jobs strimzi-cl... — — kube-api... 443 — egress forwar... ACK 2024/10...
== Notifications df-hubbl...  tenant-jobs  entity-op..  df-hubbl..  tenant-jobs  kafka 9091 — egress forwar...  ACK PSH 2024/10...
df-hubbl...  tenant-jobs jobs-app...  df-hubbl...  tenant-jobs kafka 9091 — egress forwar... ACK PSH 2024/10...
42.3 flows/s < 10/10 nodes df-hubbl...  tenant-jobs  entity-op..  df-hubbl..  tenant-jobs  zookeeper 2181 — egress forwar...  ACKPSH 2024/16...
df-hubbl...  tenant-jobs jobs-app...  df-hubbl...  tenant-jobs zookeeper 2181 — egress forwar... ACK PSH 2024/10...
df-hubbl...  tenant-jobs jobs-app... — — kube-api... 443 — egress forwar... ACK PSH 2024/10...

€ anthony.burke@isov... v
df-hubbl...  tenant-jobs jobs-app... — — kube-api... 443 — egress forwar... ACK 2024/10...
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Hubble Network Policy Editor

2% Overview

Network

2! Connections

Al Metrics
2 Policies
Runtime

T | Processes sema

@ Live View
Cluster

Namespace
tenant-jobs v X
Flows verdict

Any verdict B

Aggregate flows

Network policies
== Filters applied

@ vVisualize all

All policies visualized on map

Notifications

42.3 flows/s « 10/10 nodes

@ anthony.burke@isov... v

from & to  namespace=tenant-jobs X

Add fiiter +

& outside Cluster

Any endpoint

{ } In Namespace

Any pod

strimzi.io/cluster=jobs... - :2888|TCP
strimzi.io/cluster=jobs... - :3888|TCP
strimzi.io/cluster=jobs... - :9090|TCP
strimzi.io/kind=cluster-... - :2181|TCP
strimzi.io/kind=cluster... - :8443|TCP
strimzi.io/name=jobs-a... - :9091|TCP

K8S | & Cilium

apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: jobs-app-network-policy-zookeeper
namespace: tenant-jobs
spec:
endpointSelector:
matchLabels:
strimzi.io/cluster: jobs-app
strimzi.io/kind: Kafka
strimzi.io/name: jobs-app-zookeeper
ingress:
- fromEndpoints:
- matchlLabels:
strimzi.io/cluster: jobs-app
strimzi.io/kind: Kafka

etrimzi din/nama* dinhe-_ann-7nnlkaoanar

{ } Matched selectors

Ingross.
Defautt Dany

Egross
Defaut Dony

@9 outside Cluster

Any endpoint

Any endpoint

:80|TCP

{ } In Namespace

Any pod

In Cluster

Everything in the cluster

Kubernetes DNS

{# Preferences

Src Identity
coreapi

coreapi

coreapi

coreapi

crawler

crawler

crawler

coreapi
jobs-app-entity-operator
coreapi

coreapi

coreapi

coreapi

resumes
jobs-app-entity-operator
coreapi

coreapi

coreapi

coreapi

DNS proxy on

Dst Identity
elasticsearch-master
elasticsearch-master
elasticsearch-master
elasticsearch-master
api.github.com
api.github.com
api.github.com
elasticsearch-master
kube-apiserver
elasticsearch-master
elasticsearch-master
elasticsearch-master
elasticsearch-master
coreapi
kube-apiserver
elasticsearch-master
elasticsearch-master
elasticsearch-master
elasticsearch-master

© 2024 Cisco and/or its affiliates.

Traffic Direction
ingress
ingress
ingress
ingress
egress
egress
egress
ingress
egress
ingress
ingress
ingress
ingress
ingress
egress
ingress
ingress
ingress
ingress

All rights reserved.

Clear filters

Verdict

forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
redirected
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
redirected
forwarded
forwarded
forwarded
forwarded
forwarded
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Tetragon

Open Source

e Apache 2.0 (userspace) & GNU GPL (eBPF)
o Part of CNCF as a subproject of Cilium

eBPF-based

e Generic low level process events

]
=
V

e In-kernel filtering and enforcement

~ 400

dgon

Kubernetes-native t

e Kubernetes metadata in events
o Configuration via custom resources
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Tetragon Overview

| Metrics Events
= OL S ¥
sieM fluentd
| |
‘ ' Logs Traces
o

tetragon 10 %

Tetragon Agent

a8 | I [
- QF < Funccals S||[F

400
S af

tetra

5

od

-GO

| Code Exec

O

Pod

O

6 Linux Kernel

Process

Kernel Runtime a ==
Qi iRk

(| (] EUEL File
Q F ? SUP. Access
Smart

tetragon Collector %\:’ NS
< Stack = Ring NP 1@ Escapes
< Traces == Buffer

oEE . ¢ Hash ] Data
aas Metrics  IT0 \aps YT Access

Execution

% | . syscall P d
S[UP " 17 Activity System Calls
k= g =/~/' Seq <
VFS SUPL L Attack  TCP/IP
n .
%‘ EL' ::t‘:,alations 8
Namespaces

HTTP,
DNS, TLS  Network

© ]
Storage E'\T?\!;.
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What activities do we care about?

- Network traffic

- File & I/O traffic

- Running of executables

- System Call activity

- Changing privileges & namespace boundaries

Every malicious actor will do one or more of these thigs




£f [

Let’s Deep Dive into a Kubernetes Pod 9 >

Namespace Pod Name

() tenant-jobs > ®®® crawler-c57f9778c-wtcbc
1init
945 containerd

24261 containerd-shim

@D crawler
1 node server.js @
LD 16 sh
16 nc
—0 18 curl
—e 20 curl

Nl 4
Tetragon

@ api.twitter.com

443 TCP

@ grrma4jz6jeqy6cc.not-reverse-shell.com

443 TCP

elasticsearch.tenant-jobs.svc.cluster.local

9200 TCP

malicious-bucket.s3.amazonaws.com

80 TCP
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Learn more!

ISOVALENT

For the Enterprise

Hardened, enterprise-grade eBPF-
powered networking, observability, and
security.

isovalent.com/product

isovalent.com/Iabs

%0,

o
cilium

0SS Community

eBPF-based Networking, Observability,
Security

cilium.io
cilium.slack.com

Regular news

A eBPF

Base technology

The revolution in the Linux kernel, safely
and efficiently extending the capabilities
of the kernel.

ebpf.io
What is eBPF? - ebook

ISOVALENT


https://cilium.io/
https://cilium.herokuapp.com/
https://cilium.io/newsletter/
https://ebpf.io/
https://isovalent.com/ebpf/
https://isovalent.com/product
https://isovalent.com/labs
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Hypershield Management Layer

{ Autonomous Segmentation }

(micro & zone segmentation)

Behavioral L. . .
Graph Distributed Exploit Protection

Isovalent Smart Switches

eBPF-powered hardware-accelerated
v

Network

. a4
Nstwqu E%D Segmentation Network goon  Network
& [unlime QOO0 & Runtime Visibility &5 Segmentation

it Enforcement

]
Cisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Fully Autonomous Policy 1

Incremental Roll-out & Continuous Validation .
Increasing

Recommendation Engine Levels of
Al-driven

Simplified & Centralized Simplified & Centralized Automation
Segmentation Policy Mgmt Distributed Exploit Protection

SHIELD Mgmt

DevOps-based DevOps-based
Kubernetes Security Visibility

Segmentation & Distributed
Policy Mgmt Exploit Protection

Third Party Smart Switch Isovalent Spl
: unk Isovalen Isovalent
Firewalls (w /DPUs) (Cilium + Tetragon) or Ote]er SIEM sovaient

Linux Windows

Non-Agent Workloads Kubernetes VMs VMs

Increasing Breadth of Enforcement Points




Best of breed platforms for data center services

Target General availability April 2025

N9324C-SE1U
24-port 100G

» Cloud Edge, Zone-Based
segmentation, DCI, Top-of-Rack

+ 800G Services Throughput
+ Silicon One E100 ASIC + AMD DPUs
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Target General availability July 2025

N9348Y2C6D-SE1U
48-port 25G, 6-port 400G, 2-port 100G

* DC Top-of-Rack
» 800G Services Throughput
 Silicon One E100 + AMD DPUs

UltraEthernet

Consortium




Unmatched flexibility, performance, and efficiency

Silicon One |

* Rich NX-OS Features and Services
* High-speed connectivity and scalable performance
* Optimized for latency and power efficiency

= © R @ @

Routing EVPN/MPLS/ Rich Line-rate Power
Switching VXLAN/SR Telemetry Encryption Efficiency
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Software-defined Stateful Services -

Programmable at all layers: add new services
without HW change

Scale-out services with wire-rate performance
Power down DPU complex when not used

® © £ 1

Large-Scale IPSEC Distributed Event-Based DoS
NAT Encryption Firewall Telemetry Protection




A game changer to deliver network services at scale

Forwarding

'!U U U U Power :
‘ ‘ V‘ ‘ Efficiency Services

HIGH FORWARDING PERFORMANCE - LOW
LOW -IIGH TOUCH PROCESSING/SERVICES HIGH

Flexibility

NPU m DPU m CPU
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Telemetry and Performance and
Analytics Optimization

» Packet inspection * Virtual network bridging
* Timestamping » High scale traffic filtering

» DDoS offload

Cisco N9300 Series
Smart Switches Security and Policy Network services

« Stateful segmentation offload
* Service chaining/steering - Encryption
» Large scale NAT
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duths Security Cloud Control

Application Dependency Map

. Q
Dashboard

Environments > Production

Web app

3\
©

database

Legend

Q Search

©

®

frontend

®

analytics

Nik
b/ @ 0 ‘ B:Jsiness Corp, Inc

= Filters Custom hierarchy

@ Web app
Application

Identifiers

Enforcement available

@D View policies in map

v Allow Web app frontend can access database
v Allow Web app frontend can access analytics
~ Allow Web app analytics can access database

v Default allow and observe Web app policy...

¥ Why are these policies recommended?




Hypershield policy is automatically
placed on relevant enforcement points

Control
Hypershield

Private Cloud a

==

.

Cisco
@ @ Smart Switches @ Q)
Public Cloud

Security Cloud
Control
Hypershield

o
v Allow Web app frontend can access database —I

Effect v Allow and do not log
Principal Web app frontend
Action TCP port 3306

Resource LEIELER
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Nasledujici Tech Club webinar:

15.4. Co je nové v SP a ve svéte rozlehlych siti?
Prednasejici: Peter Morvay

Registrovat se mUzete na oficidlnim webu Cisco Tech Club webinéare







