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Isovalent Enterprise Platform - full network-related stack for K8S

Reliable connectivity, rich observability, and security & compliance, without the complexity.

Cloud Building Isovalent

3rd Party K8S Building Blocks Blocks [

1w £ dWs
Container Networking Interface (CNI) ° romma W @ "

‘\ O fll ) (G
Service Mesh o ~ solo.io linkerd Consul ISOVALENT
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Legacy Workload & Multi-Cloud Connectivity ° o i = )
r
Network Security °

Runtime Security & Observability e i 3
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Network Observability ° solo.io linkerd Consul
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How does Isovalent Load Balancer fit into our platform?

Isovalent Enterprise Platform

Networking / Firewall / Load Network VPN / Runtime
Routing Microseg Balancing Visibility Encryption Security

C-J Alibaba Cloud

——— Bare ¥
= Vet vmware LA A{ﬁe =redes
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eBPF: The Kernel Innovation Powering the Cloud-Native Era

Programmable infrastructure for networking, security, and observability.

<[> Process

execve() |
— Syscall
QB F F ko | Hemp

Scheduler

01 Makes the Linux kernel programmable ‘ " e -
. . . 1nt syscall__ret_execve(struc regs *ctx)
in a secure and efficient way. ¢ .

struct comm_event event = {
.pid = bpf_get_current_pid_tgid() >>
.type = TYPE_RETURN,

“What JavaScript is to the browser, "
eBPF IS to the Llnux Kernel” bpf_get_current_comm(&event.comm, sizeof(event.comm));

comm_events.perf_submit(ctx, &event, sizeof(event));

return

© 2026 Cisco and/or its affiliates. All rights reserved. 5 Ccisco



Run eBPF programs on events

@ Attachment points

= Kernel functions (kprobes)

= Userspace functions (uprobe)
= System calls

= Tracepoints

= Sockets (data level)

= Network devices (packet level)

= Network device (DMA level)
[XDP]

© 2026 Cisco and/or its affiliates. All rights reserved.

Process Process \
i !
read() l aeBPF connect() l aeBPF
File Descriptor Sockets
TCP retrans
VFS TCP/IP
W eBPF
Block Device Network Device
10 Read aeBPF Send Packet aeBPF
& 4
Disk NIC
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One Load Balancer

For all your environments

r~—

Kubernetes

= Public Cloud

) Servers & Virtual Machines

— O || Amue || WS | e | ymware
Bare Metal
For Data center, Streamline .
@ Multi Cloud, and @@ Operations & @ gegg;es Complexity
Kubernetes Security
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Run Anywhere - Natively

EE - i
Run Anywhere - Data center, Multi Cloud, and Edge CONTROL PLANE

» Power load balancing in large data centers, seamlessly across l
any cloud, and efficiently at distributed edges. Variable footprint ,
based on your needs. —

Native Platform Integrations Ill

» Runs on and integrates with any platform to provide a seamless

operational experience: ‘ J
= Kubernetes: Kubernetes Ingress & Gateway API Controller
= VMware vSphere

= Red Hat OpenShift

= Public Cloud: AWS, Google Cloud, Azure,.. Linux Native integration
= Data Center: BGP : o
g Cost-Efficient Scaling _ ‘m:lsa;m e /A Azure

> Save costs by avoiding overprovisioning. Scale your application
delivery infrastructure dynamically and provision what you need,
when you need it.

vSphere maws-,

© 2026 Cisco and/or its affiliates. All rights reserved.



ISOVALENT

Level Setting ALENT

What It Is What It’s Not

Automation-friendly load balancer with declarative Product built around imperative, hard to automate
API APIs (CLI or Ul)

Suitable for all types of workloads Kubernetes-specific solution

Horizontally-scalable dataplane with consistent Monolithic vertically-integrated application with state
hashing replication

Native integration with cloud environments Replacement for cloud NLB

A combination of eBPF (L4) and an application eBPF-only load balancer

gateway (L7)
Targeting 90% most common use cases All-purpose load balancer

L7 header inspection and filtering Complete feature parity with F5’s iRules

© 2026 Cisco and/or its affiliates. Al[rlghts reserved. 9 cisco



ISOVALENT

Features at a Glance ALENT

L4 LB proxy TCP, UDP, TLS offload, L4 fastpath
L7 LB proxy HTTP, HTTPs, HTTP/2, gRPC, Websockets, proxy protocol
L7 LB routing HTTP host header, URI path, SNI, cookie or source IP, weight
LB algorithms Round-robin, least connections, source IP hash, consistent hashing, WRR
Health checks HTTP, TCP, UDP (ICMP), automatic route health injection
Client Traffic Policies Connection filtering based on IPs, rate limiting

securty |
Client authentication Basic, JWT/OIDC, mTLS
TLS policies Configurable ciphers, ECDH curves, TLS versions, signature algorithms
TLS protocol Offload, re-encrypt, passthrough, SNI routing, TLS session tickets
External integrations ACME protocol, HSM support
Authorization Policy Backend access control by allowing traffic matching a set of conditions

Reminder: Remember to speak to the BU b nyone!

2026 Cisco and/or its affiliates. All rights reserved. 10 cisco



ISOVALENT

Features at a Glance

Standalone VMs via VMware vCenter, AWS, Azure, GCP APIs or Baremetal hosts
In-cluster A Kubernetes cluster add-on, utilizing the existing cluster control plane
feopemanagement ||
Installation & Upgrades Automatic deployment and bootrstrapping, centralized rolling upgrades
Scale in/out and self-healing Scripted scale in/out, self healing, minimal traffic disruptions
operors ||
APIs K8s-style APls, with additional CLI and Ul for troubleshooting and provisioning
Logging Flexible application, access and flow logs with configurable exporters
Monitoring Rich set of metrics with customizeable dashboards
RBAC Configurable users, roles and tenants, LDAP integration
Neworkmegrtors ||
On-premises L2 (ARP) or feature-rich BGP stack (BFD, communities, LL interface)
Cloud Cloud-native L4 LB (e.g. NLB)
IPv6 NAT64, NAT46 for L4 LB

Reminder: Remember to speak to the BU before selling this to anyone!

© 2026 Cisco and/or its affiliates. All rights reserved. - 11 Cisco




Deployment Scenarios

Standalone mode In-cluster mode

= Customer provides a VM management =  Customer provides a Kubernetes cluster
platform = Isovalent Networking for Kubernetes (Cilium) is

= |LB is deployed as a set of virtual appliances deployed as the underlying CNI to enable ILB

= |LB manages the lifecycle of all its required = |LB manages the lifecycle of its data plane
components components

= |LB includes built-in logging and monitoring = |LB relies on customer Kubernetes cluster for
support the persistent storage (for logging & monitoring)

and control plane (API server access)

vmware| | 3aws A Azure Qe vl

VM hypervisor manager / Public Cloud Kubernetes distribution

alraln
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ISOVALENT

Architecture Overview ALENT

~| Backends aop

. N Stateful nodes with
e 2 Neees no state sharing
%D %D %{) Tier 1 Nodes

= ——

k Clients

Stateless nodes with
consistent hashing

Note: Two-tier architecture enables near-infinite horizontal scalability without impacting performance or convergence time

© 2026 Cisco and/or its affiliates. All rights reserved. 16 cisco



BGP - Integral part of the Loadbalancer Setup SOV

BGP Routers

VIP anouncements

e e T >

© 2026 Cisco and/or its affiliates. All rights reserved.

BGP peering between
network routers and
Cilium

-

~

Backends

e
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Control Plane vs Data Plane

Admin/Operator

Control Plane

& Telemetry | State

User User
Traffic d%b Q%D Q%D B Pleine Traffic

Note: A single node can perform both control and data plane functions

N : :
Operational State | Configuration

alraln
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Packet flow example | T1-only datapath

ISOVALENT

now part af €360

( N
BGP/BFD ILB Control Plane
L2/gARP XDP health checks 5
|_4 |_B .................................................................................... >
] VIP:Port | belP:Port{
Client J > >l Backend
= e
Client IP T1 P

Note: T1-only data

© 2026 Cisco and/or its affiliates. All rights reserved.
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Packet flow example | T1-T2 datapath

BGP/BFD

L2/gARP

|

ILB Control Plane

XDP . health checks
Maglev < ....................... >

VIP:Port

Client J

VIP:Port

IPIP

Note: DSR is only possible when T2 mode is in the forwarding path

© 2026 Cisco and/or its affiliates. All rights reserved.

Client IP

ISOVALENT
checks,,
beIP:Port(
L Backend
T2 IP
afraln
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Data Model | Traffic Management CRDs

LBBackendPool
A\
[ LBService } P
LBBackendPool
LBVIP \
Backend Routing
\S/lhp _ { LBService } 4
aring LBBackendPool
A\
[ LBVIP } f
LBBackendPool

[ LBService } -

Reuse Backend

Note: The data model resembles the traditional load balancer (frontend, backends, VIP IPs)

© 2026 Cisco and/or its affiliates. All rights reserved.
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Traffic Management CRDs | Example

apiVersion: isovalent.com/vlalphal
kind: LBBackendPool
metadata:

apiVersion: isovalent.com/vlalphal

kind: LBService namespace: default

metadata: name: 1lb-1

namespace: default

spec:
apiVersion: isovalent.com/vlalphal name: 1lb-1 P
kind: LBVIP Sner: backendType: IP
metadata: . healthCheck:
vipRef:

namespace: default intervalSeconds: 2
name: 1b-1 name: 1lb-1

spec: port: 80
ipv4Request: "100.64.0.101" applications: http:
path: "/health"

backends:

timeoutSeconds: 2

httpProxy:
routes:

- backendRef: - ip: 9.9.9.9
name: lb-1 port: 80806

- ip: 8.9.9.9
port: 80806

The data model resembles the traditional load balancer (frontend, backends, VIP IPs)

© 2026 Cisco and/or its affiliates. All rights reserved. 24 cisco



Outcomes

Reduce Complexity & Cost: Turn
commodity Linux servers into powerful
load balancers. Save costs by
automating the deployment, horizontal
scaling, and centralizing the
management of devices.

Maximize Security & Observability:
Elevate your security with zero-trust
principles. Free application teams from
handling SSL certificates. Gain
valuable observability across your
application delivery layer

© 2026 Cisco and/or its affiliates. All rights reserved.

Future-Proof your Infra for Multi-Cloud
& Kubernetes: Built on powerful open
source technology, built for demanding
Container, and hardened in hyperscale
Kubernetes environments. Prepare for
infrastructure for Multi-Cloud,
Kubernetes, and Al.

Accelerate Application Delivery: Stop
disrupting application development,
start accelerating deployment
workflows with API-driven CI/CD
integration and native integrations into
Kubernetes, OpenShift, and managed
container platforms

alraln
31 cIsco



Demo Time




Lab setup

S Network Topology

& Established / OK €3 Down / Error
4 - ~N )
= BGP PEERS T1 NODES (EBPF L3/L4) T2 NODES (L5-L7 / ENVOY)
BGP advertise - L7 traffic [
@ 172.19.0.1 = kind-worker 172.19.0.2 = kind-worker2 172.19.0.4
ASN 65200 1 t2
e e @ 172.19.0.1 (AS65200)  established up 782337s No L7 services
.
m= kind-worker3 172.19.0.3
12
No L7 services
docker \
i \ J
\_ Linux )

» Using Centos Stream 9 with docker and kind K8S cluster
« 2 vCPUs, 4 GB RAM, 16GB disk will do
* FRR router deployed for BGP peering with ILB and lab network
« Using iptables fixes to allow traffic from external networks to docker bridge(s)

© 2026 Cisco and/or its affiliates. All rights reserved.
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Lab Guide

« Repository: https://github.com/chrlic/isovalent-loadbalancer-labs
« Lab Guide: https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md

If in doubts, get in touch

HAVE FUN!

* To see more examples and capabilities, visit Isovalent Labs at https://isovalent.com/labs/ilb-
getting-started/

LKA
© 2026 Cisco and/or its affiliates. All rights reserved. cisco
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Closing Thoughts

» Currently in very mode of introduction, always talk to Cisco/lsovalent when interested
» Sure, there are gaps, but there’s also a roadmap and it’s all software!

* Very friendly to the current direction to GitOps based management - native! Tools like
ArgoCD...

 BGP peering and VIP announcements - aligns well with the security model of ACI with ExtEPG
and VXLAN BGP EVPN with GPO

* GUI you have seen IS NOT part of the product, rather hobby development

* Pricing? Not finalized yet

LA L
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Learn more!

(EARN A BADGE] | |
Getting Started e wgl"‘w
ISOVALENT with the jimi > —
' e % ? - ¢3 PUBLIC CLOUD
Load Balancer T L Rt R »

@ ©1SOVALENT : (2 scavens + vm
For e Enorpric

Hardened, enterprise-grade eBPF- Step into the world of modern, high- The revolution in the Linux kernel,
po;vered r_1tetwork|ng, observability, performance load balancing with the safely and efficiently extending the
and security.
y Isovalent Load Balancer. capabilities of the kernel.
isovalent.com/product _ : :
isovalent.com/labs.com/product isovalent.com/briefs

© 2026 Cisco and/or its affiliates. All rights reserved. n
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Splunk - DC Observability




The Unified
Security and
Observability
Platform

Detect | Investigate | Respond

Powered by Splunk Al

APls | Integrations | Models | Visualizationg

Custom &
Third-Party Third-Party
Services
Events | Logs | Metrics | Traces
Public & Private = & S Devices
Clouds !
On-Prem Owned &

Data Centers Unowned Networks



Download Cisco DC Networking App from Splunkbase

Splunkbasew Collections Apps Q_ Find anapp Submit an app

() Main Page / Apps / Cisco DC Networking

aliali. Cisco DC Networking

cisco The Cisco Data Center Networking App delivers a comprehensive solution for data onboarding and visualization tailored to Cisco Data Center

Networking products, including Cisco Nexus 9000 Series Switches, Cisco ACI, and Cisco Nexus Dashboard. Data collection is achieved through...

Built by Cisco Systems, Inc.

e
| splunks {} Download
X ’ ¥

Latest Version 1.2.0 Compatibility @ Rating Support Ranking

February 5, 2026 Splunk Enterprise, Splunk Bhxhkhkhk (2 63 Cisco Supported App HO in Network Device
Cloud

Platform Version: 10.3, 10.2,
10.1,10.0,9.2
CIM Version: 6.X, 5.X

Rate this app Learn more

https://splunkbase.splunk.com/app/7777

© 2026 Cisco and/or its affiliates. All rights reserved.




splunk>dev

2 €ISEQ company

Don’t Have Splunk, but Want to Try?

Platform ~ Observability ~ | MD | [ Q Search.. @ System ~
Documentation and Tooling by Platform
{ Splunk Platform ‘ Splunk Observability J
2A
2 " ? s 0 Y
Developer Guide API Reference Tutorials Code examples Downloads
Documentation Splunk Platform REST Learn by doing Python, Javascript, Java
endpoints

Free trials and more

Splunk Cloud Developer Edition (Private Preview)

Develop, test and validate your Splunk apps with a provided Splunk
Cloud environment. Request information to get updates.

> Splunk Developer License

== Free 10 GB Splunk Enterprise license for app development.

| W, t 1 »
llllll' w - )]
7

L
P

-
L

Request Interest

Request Developer License

https://dev.splunk.com/developer-program/

© 2026 Cisco and/or its affiliates. All rights reserved.
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onfigure Accounts... Inputs...

splunk'> enterprise Apps ¥ Administrator ¥ Messages ~ Settings v

Inputs Configuration ND+ ACl~ Nexus 9K~ Search

Configuration

Set up your add-on

ND Accounts ACI Accounts Nexus 9K Accounts Logging

1ltem Search... Q
Account Name = Hostname(s)/IP Address(es) 2 Port 2 Authentication Type 2% Username 2
PRGLAB_ACI 10.62.10.111,10.62.10.112,10.62.10113 443 Password Based Authentication admin

spIunk'-—- i Administrator + 4 Messages ¥ Settings *

Inputs Configuration ND~ ACl~ Nexus 9K~ Search

Inputs

Manage your data inputs

9 Inputs 10 Per Page = I ACI - I Search. Q
i Name = Account Name % Interval 2 Index % Status 2
> authentication PRGLAB_ACI 300 default (D Active
>  classInfo_aaaModLR PRGLAB_ACI 300 default () Active
>  classinfo_faultinst PRGLAB_ACI 300 default @) Active
b3 classinfo_fvRsCEpToPathEp PRGLAB_ACI 300 default (D Active
> fex PRGLAB_ACI 300 default ) Inactive
> health_fabricHealthTotal PRGLAB_ACI 300 default (D Active
> health_fvTenant PRGLAB_ACI 300 default () Active
>  microsegment PRGLAB_ACI 300 default @ ) Active
> stats PRGLAB_ACI 300 default @ ) Active 1

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



View the Dashboards!

splunk 5 C RTING! f Administrator v Messages otting Activity v Help v Find Q

Inputs Configuration AClv Nexus 9K v Search Cisco DC Networking App for Splunk

System Faults Edt | Export v
Time Picker APIC Sites/Cluster Severity

Last 4 hours - Al v | X All X Hide Filters

Dashboard Overview Faults Acknowledged Faults Unacknowledged Faults

This all of the faults by APIC

over the time perlod specified using the time picker. The severity
level can also be filtered such that less-important events are not
shown.

view full report

view fault transition report

Faults by Node Faults by Tenant Faults by Severity Faults by Domain
Spine-202 other (6) P
Spine-201 i) mgmt medm aical —
RL502 venzho!_K8s Chumiaty -
S splunk: r Apps ~  ((DEVLICENSEMDIVIS@ M Administrator v+ (8) Messages »  Settings v Activity v  Help v Find Q
Common 0_Application
Leat106 FRE] thared.Jnke FMC_test Inputs  Configuration NDv  ACl»  Nexus9K~v  Search Cisco DC Networking App for Splunk
cat104 Nutanix_Demo
LasED) Hyperfiex_and_MGMT
mocy All Interfaces details Rl | REdt |y iExpont >
Leat105 NoK nigh
Time Range Device Operational State Admin State Ethernet speed
Last 60 minutes v All N All v All - Hide Filters
Faults by Severity Over Time
200
Dashboard Overview
This dashboard gives visibility into traffic pattern on switch interfaces. It lets user drill down into particular interface by clicking on it and display unicast, multicast, broadcast packets count.
100
Apr 9, 2026 12:05 PM
o 2_a8
Interface Statistics (Packets Per Second)
100 AM 115 AM 130 AM 45 AM 1200PM 1215PM 1230PM 1245 PM 100 PM 15 M 130 PM 1w Toget more information about Interface click on “Interface"field
.
Hostname Operational Admin Speed  InputRate Input Discard Output Rate Output Discard
Device $ = Interface State & State & Description + = Trend & Trend $ Input Error Trend Trend + Trend # Output Error Trend &
prg- prg- port- up up DC-ACI-L2-30UT 40 Gb/s | |
nxs.cisco.com:443 nxs-9504 channel59
prg- prg- port- up up PRG-UCS-FI-B 40 Gb/s | L
nxs.cisco.com: 443 nxs-9504 channel52
prg- prg- port- up up PRG-UCS-FI-A 40 Gb/s 1l I
nxs.cisco.com: 443 nxs-9504 channel51
prg- prg- port- up up To C9800-40 (R12) 10 Gb/s Ls 1
nxs.cisco.com: 443 nxs-9504 channel40 Jjacizek
prg- prg- port- up up PRG- 10 Gb/s 1l |
nxs.cisco.com:443 nxs-9504 channel22 CORE_P022_janeuzil .
prg- prg- port- up up jmartan test 8200 1000
nxs.cisco.com:443  nxs-9504 channel212 Mb/s
prg- prg- port= up up jmartan test 4451 1000
nxs.cisco.com:443  nxs-9504 channel211 Mb/s
prg- prg- port- uwp uwp FEX-126-R6 10 Gb/s | | [ I
nxs. cisco. com: 443 nxs-9504 channel126 =
© 2026 Cisco and/or its affiliates. All rights reserved. prg- prg- port- w wp FEX-125-RS 10 Gb/s 1 Ll
nxs.cisco.com:443 nxs-9504 channel125
prg- prg- port- up up FEX-124-R4 10 Gb/s N 1
\  nxs.cisco. nxs-9504 channel124 W




Wait, | Have all this in Nexus Dashboard, too!

© 2026 Cisco and/or its affiliates. All rights reserved.

* DC Networking application is only one from many from
Cisco

* There are many other vendors providing applications for
different parts of IT stack

» Splunk enables monitoring of all domains in one place
and using Al to evaluate and corelate data

alraln
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