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Isovalent Enterprise Platform – full network-related stack for K8S

Load Balancer

Ingress

Container Networking Interface (CNI)

Service Mesh

Legacy Workload & Multi-Cloud Connectivity

Network Security

Runtime Security & Observability

Network Observability

Cloud Building 
Blocks

3rd Party K8S Building Blocks
Isovalent 
Platform

Reliable connectivity, rich observability, and security & compliance, without the complexity.
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How does Isovalent Load Balancer fit into our platform?

Isovalent Enterprise Platform

Networking / 
Routing

Firewall / 
Microseg

Load
Balancing

Network
Visibility

VPN / 
Encryption

Runtime
Security

Bare 
Metal
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eBPF: The Kernel Innovation Powering the Cloud-Native Era
Programmable infrastructure for networking, security, and observability.

Makes the Linux kernel programmable 
in a secure and efficient way.01

“What JavaScript is to the browser, 
eBPF is to the Linux Kernel”02
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Run eBPF programs on events

Attachment points

▪ Kernel functions (kprobes)

▪ Userspace functions (uprobe)

▪ System calls

▪ Tracepoints

▪ Sockets (data level)

▪ Network devices (packet level)

▪ Network device (DMA level) 
[XDP]

▪ ...
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One Load Balancer
For all your environments

v

For Data center, 
Multi Cloud, and 
Kubernetes

v

Streamline 
Operations & 
Security

v
Reduce Complexity 
& Costs

Kubernetes

Public Cloud

Servers & Virtual Machines

vSphere

Bare Metal
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Run Anywhere - Natively

Run Anywhere - Data center, Multi Cloud, and Edge 

Power load balancing in large data centers, seamlessly across 

any cloud, and efficiently at distributed edges. Variable footprint 
based on your needs. 

Native Platform Integrations 

Runs on and integrates with any platform to provide a seamless 

operational experience: 

▪ Kubernetes: Kubernetes Ingress & Gateway API Controller 

▪ VMware vSphere 

▪ Red Hat OpenShift 

▪ Public Cloud: AWS, Google Cloud, Azure,.. 

▪ Data Center: BGP 

Cost-Efficient Scaling 

Save costs by avoiding overprovisioning. Scale your application 

delivery infrastructure dynamically and provision what you need, 
when you need it. 

CONTROL PLANE

LB LB LB LB

Linux Native integration

vSphere
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Level Setting

What It Is What It’s Not

Automation-friendly load balancer with declarative 
API 

Product built around imperative, hard to automate 
APIs (CLI or UI) 

Suitable for all types of workloads Kubernetes-specific solution

Horizontally-scalable dataplane with consistent 
hashing

Monolithic vertically-integrated application with state 
replication

Native integration with cloud environments Replacement for cloud NLB

A combination of eBPF (L4) and an application 
gateway (L7)

eBPF-only load balancer

Targeting 90% most common use cases All-purpose load balancer 

L7 header inspection and filtering Complete feature parity with F5’s iRules
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Features at a Glance

Category Feature Details

Traffic Management

L4 LB proxy TCP, UDP, TLS offload, L4 fastpath

L7 LB proxy HTTP, HTTPs, HTTP/2, gRPC, Websockets, proxy protocol

L7 LB routing HTTP host header, URI path, SNI, cookie or source IP, weight

LB algorithms Round-robin, least connections, source IP hash, consistent hashing, WRR

Health checks HTTP, TCP, UDP (ICMP), automatic route health injection

Client Traffic Policies Connection filtering based on IPs, rate limiting

Security

Client authentication Basic, JWT/OIDC, mTLS

TLS policies Configurable ciphers, ECDH curves, TLS versions, signature algorithms

TLS protocol Offload, re-encrypt, passthrough, SNI routing, TLS session tickets

External integrations ACME protocol, HSM support

Authorization Policy Backend access control by allowing traffic matching a set of conditions

Reminder: Remember to speak to the BU before selling this to anyone!
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Features at a Glance

Reminder: Remember to speak to the BU before selling this to anyone!
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Category Feature Details

Deployment options

Standalone VMs via VMware vCenter, AWS, Azure, GCP APIs or Baremetal hosts

In-cluster A Kubernetes cluster add-on, utilizing the existing cluster control plane

Life cycle management

Installation & Upgrades Automatic deployment and bootrstrapping, centralized rolling upgrades

Scale in/out and self-healing Scripted scale in/out, self healing, minimal traffic disruptions

Operations

APIs K8s-style APIs, with additional CLI and UI for troubleshooting and provisioning

Logging Flexible application, access and flow logs with configurable exporters

Monitoring Rich set of metrics with customizeable dashboards

RBAC Configurable users, roles and tenants, LDAP integration

Network Integrations

On-premises L2 (ARP) or feature-rich BGP stack (BFD, communities, LL interface)

Cloud Cloud-native L4 LB (e.g. NLB)

IPv6 NAT64, NAT46 for L4 LB
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Deployment Scenarios

Standalone mode

▪ Customer provides a VM management 

platform
▪ ILB is deployed as a set of virtual appliances
▪ ILB manages the lifecycle of all its required 

components
▪ ILB includes built-in logging and monitoring 

support

In-cluster mode

▪ Customer provides a Kubernetes cluster 

▪ Isovalent Networking for Kubernetes (Cilium) is 
deployed as underlying CNI to enable ILB 

▪ ILB manages the lifecycle of its data plane 

components
▪ ILB relies on customer Kubernetes cluster for the 

persistent storage (for logging & monitoring) and 

control plane (API server access) 

VM hypervisor manager / Public Cloud Kubernetes distribution

Standalone mode

▪ Customer provides a VM management 

platform
▪ ILB is deployed as a set of virtual appliances
▪ ILB manages the lifecycle of all its required 

components
▪ ILB includes built-in logging and monitoring 

support

In-cluster mode

▪ Customer provides a Kubernetes cluster 

▪ Isovalent Networking for Kubernetes (Cilium) is 
deployed as the underlying CNI to enable ILB 

▪ ILB manages the lifecycle of its data plane 

components
▪ ILB relies on customer Kubernetes cluster for 

the persistent storage (for logging & monitoring) 

and control plane (API server access) 
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Architecture Overview

Note: Two-tier architecture enables near-infinite horizontal scalability without impacting performance or convergence time

Clients

Tier 1 Nodes

Tier 2 Nodes

Backends APPAPP

… 

… 

Stateless nodes with 

consistent hashing 

Stateful nodes with 

no state sharing
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BGP – Integral part of the Loadbalancer Setup
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Tier 1 

Nodes

Tier 2 

Nodes

Backends

APP

APP

APP

APP

BGP Routers

VIP anouncements

BGP peering between 
network routers and 
Cilium
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Control Plane vs Data Plane

Note: A single node can perform both control and data plane functions

Data Plane… 

Control Plane

User 

Traffic

User 

Traffic

Configuration 

State
Operational State 

& Telemetry

API ServerRBACLogging Monitoring

Admin/Operator
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Packet flow example | T1-only datapath

Note: T1-only datapath SNATs packets to ensure the replies are coming back via the same node
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ILB Control Plane

Client Backend
VIP:Port

XDP

L4 LB

beIP:Port

T1 IPClient IP

health checks

BGP/BFD

L2/gARP

T1 T2
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Packet flow example | T1-T2 datapath

Note: DSR is only possible when T2 mode is in the forwarding path
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ILB Control Plane

Client Backend

BGP/BFD

VIP:Port VIP:Port

IPIP

XDP 

Maglev
DSR

beIP:Port

T2 IPClient IP

L4/L7 Proxy

L2/gARP health checks health checks

T1 T2
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Data Model | Traffic Management CRDs

LBVIP

LBVIP

LBService

LBService

LBBackendPool

LBService

LBBackendPool

LBBackendPool

LBBackendPool

VIP 

Sharing

Reuse Backend

Backend Routing

Note: The data model resembles the traditional load balancer (frontend, backends, VIP IPs)
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Traffic Management CRDs | Example

Note: The data model resembles the traditional load balancer (frontend, backends, VIP IPs)
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Outcomes

Future-Proof your Infra for Multi-Cloud 

& Kubernetes: Built on powerful open 
source technology, built for demanding 
Container, and hardened in hyperscale 

Kubernetes environments. Prepare for 
infrastructure for Multi-Cloud, 
Kubernetes, and Al. 

Accelerate Application Delivery: Stop 

disrupting application development, 
start accelerating deployment 
workflows with API-driven CI/CD 

integration and native integrations into 
Kubernetes, OpenShift, and managed 
container platforms

Reduce Complexity & Cost: Turn 

commodity Linux servers into powerful 
load balancers. Save costs by 

automating the deployment, horizontal 

scaling, and centralizing the 
management of devices. 

Maximize Security & Observability: 

Elevate your security with zero-trust 
principles. Free application teams from 

handling SSL certificates. Gain 

valuable observability across your 
application delivery layer



Demo Time
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Lab setup

• Using Centos Stream 9 with docker and kind K8S cluster

• 2 vCPUs, 4 GB RAM, 16GB disk will do

• FRR router deployed for BGP peering with ILB and lab network

• Using iptables fixes to allow traffic from external networks to docker bridge(s) 

docker
Linux
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Lab Guide

• Repository: https://github.com/chrlic/isovalent-loadbalancer-labs

• Lab Guide: https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md

• To see more examples and capabilities, visit Isovalent Labs at https://isovalent.com/labs/ilb-
getting-started/

If in doubts, get in touch

HAVE FUN!

https://github.com/chrlic/isovalent-loadbalancer-labs
https://github.com/chrlic/isovalent-loadbalancer-labs
https://github.com/chrlic/isovalent-loadbalancer-labs
https://github.com/chrlic/isovalent-loadbalancer-labs
https://github.com/chrlic/isovalent-loadbalancer-labs
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://github.com/chrlic/isovalent-loadbalancer-labs/blob/main/doc/lab-guide.md
https://isovalent.com/labs/ilb-getting-started/
https://isovalent.com/labs/ilb-getting-started/
https://isovalent.com/labs/ilb-getting-started/
https://isovalent.com/labs/ilb-getting-started/
https://isovalent.com/labs/ilb-getting-started/
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Closing Thoughts

• Currently in very mode of introduction, always talk to Cisco/Isovalent when interested

• Sure, there are gaps, but there’s also a roadmap and it’s all software!

• Very friendly to the current direction to GitOps based management – native! Tools like 
ArgoCD…

• BGP peering and VIP announcements – aligns well with the security model of ACI with ExtEPG 
and VXLAN BGP EVPN with GPO

• GUI you have seen IS NOT part of the product, rather hobby development

• Pricing? Not finalized yet
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Learn more!

For the Enterprise Get Started with the Lab Get the Brief

Hardened, enterprise-grade eBPF-

powered networking, observability, 
and security.

isovalent.com/product

Step into the world of modern, high-

performance load balancing with the 

Isovalent Load Balancer.

The revolution in the Linux kernel, 

safely and efficiently extending the 

capabilities of the kernel.

isovalent.com/briefs isovalent.com/labs.com/product

https://isovalent.com/product
http://isovalent.com/briefs
http://isovalent.com/labs


Splunk – DC Observability
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The Unified 
Security and 
Observability 
Platform
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Download Cisco DC Networking App from Splunkbase

https://splunkbase.splunk.com/app/7777
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Don’t Have Splunk, but Want to Try?

https://dev.splunk.com/developer-program/
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Configure Accounts… Inputs…
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View the Dashboards!
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Wait, I Have all this in Nexus Dashboard, too!

• DC Networking application is only one from many from 
Cisco

• There are many other vendors providing applications for 
different parts of IT stack

• Splunk enables monitoring of all domains in one place 
and using AI to evaluate and corelate data
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