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BOT MANAGEMENT 2022 o,!lldm,,t WAF 2022 GIGAOM FORRESTER
LEADER e LEADER APP & API PROTECTION 2022 DDoS MITIGATION WAVE 2021
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BOT DETECTION MATRIX, 2022
BEST IN CLASS

sKuppingercoie

OVERALL

WAF LEADERSHIP
COMPASS 2025 ‘ (=)

OVERALL LEADER
Product, Innovation

y¥3ava

“The largest global financial
institutions, brokerage firms,
and financial services companies

, ” & Market Leader ——
use Radware’s Bot Manager. Bis s

CHALLENGER



Chranit se snadno a ucinne?

) o=
WWas

Too Busy for
Improvements?
Jf ’C’/\""\g
LWy, byl




fungovat dnes

cera nemusi

4

Co fungovalo v




Proc resit bezpecnost webu?

* Web ma kazdy
"\ Cyber Israel @ Lo

sraei_Lyoe!

* Jeto,brana k dalsi infrastrukture!“ (sit, databaze, ...)

In the past few hours, a DDoS attack against a

* Denné je hacknuto vice nez 30 000 web(* communications provider was identified. As a result,
access to several websites, among them government
;o . websites, was denied for a short time. As of now, all of the
* Obchodni nastroj.

websites have returned to normal activity.

- v s ; @I|sraelgov
* Financni ztratal!!! » _

10:10 PM - Mar 14, 2022 O

e Ztrata reputace?

* Pokuta (GDPR, NIS2 - zakon o kybernetické bezpecnosti)?

*https://techjury.net/blog/how—many—cyber—attacks—per—day/ , IROZHLAS .

Sledujte déni na Ukrajing v nasi online reportazi —

Weby ministerstva vnitra a policie kratce
nefungovaly, byly teréem kybernetickych DDoS tutoku
Wedove strdnky manisterstv il & i

& polic osledich
kY,

e\

oSl nruni ndend wtliewinih

B aavy KTt sTE meieT
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Zabezpeceni webu?

Zabezpecit web neni nic jednoduchého:
* Co je legitimni pozadavek?
* Pro vyvojare neni bezpecnost ,priorita”
* Weby jsou distribuované (vlastni datové centrum, verejny cloud, ...)
* Vrstvy / komponenty / frameworky
* Prlbéiné updaty (verze)

* Prabezny vyvoj aplikaci (CI/CD)

Types of Attacks in OSI Layer

Web Apps.

3rd Party
Web Apps.

Web Server

Database

Applications

oS

Network




TOP 10:2021 Vulnerabilities

2017 2021
» A01:2021-Broken Access Control
> A02:2021-Cryptographic Failures
. # A03:2021-Injection
(New) AD4:2021-Insecure Design
% A05:2021-Security Misconfiguration
_» A06:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (XSS) " AD7:2021-dentification and Authentication Failures
ADB: 2017 Insecure Deserialization ey (New) AD8:2021-Software and Data Integrity Fallures
AD9:2017-Using Components with Known Vulnerabllities — > ADS:2021-Security Logging and Monitoring Failures®
A10:2017-insufficient Logging & Monitoring = ' (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

AD1:2017-Injection
AD2:2017-Broken Authentication
AD3:2017-Sensitive Data Exposure
ADA:2017-XML External Entities (XXE)
ADS5:2017-Broken Access Control
AD6:;2017-Security Misconfiguration

A1:2019

A3:2019
A4:2019
A5:2019
A6:2019
A7:2019
A8:2019

A10:2019

OWASP Automated Threats

OAT-020
OAT-019
OAT-003
OAT-009
OAT-010
OAT-001
OAT-012
OAT-007
OAT-008
OAT-015

Account Aggregation
Account Creation

Ad Fraud

CAPTCHA Bypass
Card Cracking
Carding

Cashing Out
Credential Cracking
Credential Stuffing
Denial of Service

OWASP API SECURITY TOP 10

Broken Object Level Authorization

Excessive Data Exposure
Lack of Resources & Rate Limiting
Broken Function Level Authorization

Mass Assignment

Security Misconfiguration

Injection

Insufficient Logging & Monitoring

OAT-006
OAT-004
OAT-018
OAT-005
OAT-01
OAT-016
OAT-013
OAT-017
OAT-002
OAT-014

Expediting
Fingerprinting
Footprinting

Scalping

Scraping

Skewing

Sniping

Spamming

Token Cracking
Vulnerability Scanning



Jak se meni utoky?

10

Al - revoluce

Komunita utocnikt

Motivace



Motivace - hacktivismus

Politicka motivace Nabozenstvi Financni motivace

MEGRMEDUSA

$250 $500 $1000 $20000

Francouzské Holy League RipperSec — Ceské viadni Marketplace
vladniorganizace, Nﬁ?}‘iﬁfo francouzské organizace
AXA, 12/24 banky (12/24)

(1224)



VsSe v jednom — volné na Githubu

12

MHDDoS - DDoS Attack Script Witll 56 Methods

Mogrmmnmng Language  Pythan 1)
XU g ]
el hae s "

Uto¢nik ma k dispozici vesket
WAF, DDoS, Bot, API

VsSe v jednom utoky vyzaduiji
ochranu

DDoS attack
vectors

Bot attack
vectors

Web
application
exploits

Built-in
bypass again
common
defenses



Motivace

] 25 itarmy.com.ua/instruction/?lang=en#custom Bk @ * $ I}

i .

INSTRUCTIONS FOR SETTING UP DDOS ATTACKS ON THE ENEMY COUNTRY

Targets are automatically pulled and coordinated from IT Army of Ukraine.

& Instructions for recommended VPN services

Every tool has its own benefits so we cannot recommend one of them more than the others. We suggest you to try them all and choose what works best for you.

The only thing we do recommend is to run the attack on cloud virtual server (VPS). This approach doesn't overload your local network and is more efficient since it
allows you to run the tool on multiple instances thus having more resources.

Attention!
Please turn off the antivirus, install and add the DDOS tool to the exclusions folder before restarting the PC.
Our russian foes leveraged antivirus software to consider DDOS potentially unsecured hence blocked.
We guarantee the DDOS tools recommended on our official website does not conclude any harmful components for your cyber security.

e
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AI pro automatizaci Gtok

J Dear stresser.cat customers

We are happy to announce a new
update to our browser method
"HTTP-TESTAROSSA"

Now this method perfectly
bypasses DDoS-Guard protection
and, with the help of our neural
system, perfectly passes the Text
DDoS-Guard captcha and hCaptcha

@ Also, a new browser-based
flooder has bi-

specifically fc

is able to sub:

headers parai "

| target. b

—> Je potieba vyuzit Al pro ochranu pred Al

Vulnerability GPT-4 success rate
LFI 60%
CSRF 100%
XSS 80%
SQL Injection 100%
Brute Force 80%

SQL Union 80%
SSTI 40%
Webhook XSS 20%
File upload 40%

[2404.08144] LLM Agents can Autonomously Exploit One-day
Vulnerabilities (arxiv.org)



https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144

Viiv AI na utoky

15

Neroste sofistikovanost utokt ale roste pocet sofistikovanych utoku

attacks
attacks

X X

sophistication sophistication



Viiv AI na utoky

Signature-based vs. Non-Signature-based
attack mitigation

'] Blocked Transactions
A B Signature Attacks

A
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i novou kvalitu

\lyrazné usnadnuje moznost sofistikovanych utokut

Nove a Castejsi

Dynamickeé a promeénllivé

Potreba Al nastroju pro mitigaci — schopnost UCIt'SE
9 detkovat anomalie a a jejich zmény v realnem case




-+ Radware 360° ochrana
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Ochrana webu, ochrana prohlizece a vseho ,mezi tim"

@ SUPPLY-CHAIN ATTACKS ~ KNOWN BAD ACTORS
- (FORMIACKING)

BAD BOTS

mn!9
o

 CLIENT-SDE
PROTECTION

1

Mobile & Web Applications API

JE:?E ?NVY,S 3 A\ Azure

API ABUSE

DA
[ R

DDOS ATTACKS



Web Application Firewall (WAF)

Firewall Web Application Firewall Web Server
(WAF)

* Rozumi HTTP a plné chape konverzaci

* Dokaze desifrovat provoz

e Chrani konkrétni aplikaci

* Nenahrazuje jina reSeni a ani jina reSeni nemohou nahradit WAF




Na co myslet pri vybéru reseni?

e Jak rychle reaguje na zmény?

* V jaké formé (on premise / sluzba) ?
* Naroky na zdroje?

 Jak rychle/snadno lze nasadit?

* Snadny provoz?

* Jak dlouho vydrzi?

/

Jednoduchost
pouZziiti

Bezpecnost
webu

N

Problémy




Pozitivni i negativni model

Negativni bezpecnostni model

 Detekuje a blokuje znama rizika (efektivni)

«  NEDOKAZE chranit pfed neznamymi riziky (zero day)

Pozitivni bezpecnostni model

* Je schopen se naucit co je legitimni (a blokuje tak vSe ,,co neni povoleno®)
e Chranii pfred neznamymi (0-day) utoky a zranitelnosti

» Bez blokovani legitimnich pozadavku (bez false-positives)

21


https://www.google.co.il/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiCkKDbgd7MAhXIChoKHfc9DaQQjRwIBw&url=https://www.iconfinder.com/icons/387516/+_add_character_increase_math_plus_sign_icon&psig=AFQjCNGVXdV36L8YPIJ-hlVdHD6XQhbmzg&ust=1463468111992656
http://www.google.co.il/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiG2bXngd7MAhVErRoKHXDGAjEQjRwIBw&url=http://www.iconsdb.com/black-icons/minus-4-icon.html&psig=AFQjCNGVXdV36L8YPIJ-hlVdHD6XQhbmzg&ust=1463468111992656

/n\ B Struktura aplikace

22

www.reservations.com

[register/




ﬁ p Struktura aplikace Analyza rizik

23

www.reservations.com

Podvrzeni identity, zcizeni uzivatelskych

informaci, modifikace dat
A SQL Injection

Unik informaci

[register/ A CCN breach

Ziskani pristupu s root pravy

o Directory Traversal

Nepredvidatelné chovani, pad systému,
) Buffer Overflow kompromitace systému
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ﬁ p Struktura aplikace Analyza rizik

P e /

wWWwWw.reservations.com

A SQL Injection

[register/ A CCN breach

o Directory Traversal

@ ) Buffer Overflow

Zabranéni pristupu k citlivym informacim (mimo rozsah
opravnéni)

Maskovani informaci (CCN, SSN...), v odpovédi

Ovéreni HTTP standardu

Kontrola parametri

-
»
4
®\

Q @ & d



ﬁ p Struktura aplikace Analyza rizik pravidel /

25 Bez false
positive”

cas do plné
ochrany
.,,., ................................. 'S

Optimalizace

pravidel

wwWw.reservations.com

A SQL Injection

[register/ A CCN breach E
‘'

Directory Traversal
R

Specificka
v pravidla
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chrana API

> ARI SECURITY TOP 10
A1:2019 Broken Object Level Authorization
A3:2019 Excessive Data Exposure

A4:2019 Lack of Resources & Rate Limiting
A5:2019 Broken Function Level Authorization

A6:2019 Mass Assignment
A7:2019 Security Misconfiguration
A8:2019 Injection

A10:2019 Insufficient Logging & Monitoring




API schémata — schopnost uceni se

27

24h Display
Collection

Process

Generate
OpenAPI

Start
Discovery

Discovery

Protect!
Analyzer

Discovered
EP

WAAP - Web Application and API Protection



BLA (Business Logic Attack)

Reconnaissance API1 - Broken
Object Level
Authorization

(BOLA)

POST o
/login OS_

/login

POST POST POST
/wareho /wareho o
use use use/id1

A

GET POST GET
/product /product /wareho
use/id2

POST POST POST
/logout /logout /wareho
use/id3

Non-admin  Admin Non-admin

Legitimni

o

API1 - Broken
Object Level
Authorization
(BOLA)

POST
/login

POST
/wareho
use/id1

GET
/id2/pro
duct

POST
/logout

Non-admin

Utok

API2 - Broken
Authentication

POST
/wareho
use

POST

/product

POST
/logout

API3 - Broken
Object Property
Level Authorization

POST
/wareho
use/id1

POST { .
/id9/pro quantity=31,
el exp=1/2040

}

POST
/logout

Admin

“radware | 28
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OAT-020
OAT-019
OAT-003
OAT-009
OAT-010
OAT-001
OAT-012
OAT-007
OAT-008
OAT-015

OWASP Automated Threats

Account Aggregation
Account Creation

Ad Fraud

CAPTCHA Bypass
Card Cracking
Carding

Cashing Out
Credential Cracking
Credential Stuffing

Denial of Service

OAT-006
OAT-004
OAT-018
OAT-005
OAT-011
OAT-016
OAT-013
OAT-017
OAT-002
OAT-014

Expediting
Fingerprinting
Footprinting
Scalping
Scraping
Skewing
Sniping
Spamming
Token Cracking

Vulnerability Scanning



00

. HEADLESS Simulujici lidské o ,
Skripty BROWSER cth)vénl’ Distribuované

(prohlizece bez GUI)
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Typické utoky

ACCOUNT
TAKEOVER

DENIAL OF
INVENTORY

SCRAPING

APPLICATION
DOS

PAYMENT
DATA ABUSE



. Client-side ochrana

\ B
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Formjacking

Ovladnuty server

treti strany

-— /’5' @ Uto¢nik vloZi na server (pfipadné i na server tieti strany, na ktery se server
- — odkazuje) malware

pl-—- Uto¢nik ,vloZi“ skript to formulai na webové strance

?ﬁr___-
”f:: @ UzZivatel vyplni formuldf a data jsou odesldna i na Utocnik(v server

e - e e tm—— o

Uzivatel

—

%Utoc’m’k dostdvd data na svij server

Utoénikav

server

Aplikace



Zneuziti Google Analytics

34

Legitimni cilova aplikace s nelegitimnimi parametery — Gtocnik je odesle prostfednictvim Google analytics ,,na svij Gcet”
@ Uto¢nik vlozi $koldlivy kéd do aplikace
@Tento kdd ,posbira“ data a posle je ,ven” prostfednictvim Google Analytics

@ Uto¢nik k nim ma pfistup pod svym Uétem

7
Y 3 E=
— >
O )
UZivatel
- -l— 2 v 7 ’ Vd V4 v . Vé oy @ V4 v Apllkace
Utocnik ziskava data prostrednictvim legitimni sluzby
=

> Legitimni GA ucet UA-184626541-1
>

cllpdi @ Utoénikiv GA uéet UA 184593557-1
metrics scripts |
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Efektivni ochrana

Analyza legitimniho provozu -> Behavioralni analyza -> Dynamicka
signatura

Radware Standardni pristup

Behavioralni analyza o ,
Staticka konfigurace

aaaa
»~ So

Snadné nasazeni, automaticka detekce a mitigace




DDoS - globalni infrastruktura

22 scrubbinovych

% center

© 09 ©
V Y 9 @ 15 Tbps
kapacity
© © ©

@ DDoS Mitigation Scrubbing Center
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S
L

TIME TO
DETECT

Jak rychle je utok
detekovan

TIME TO
MITIGATE

Jak rychle je utok Cistén

Jednoznacne SLA

&

TIME TO
ALERT

Jak rychle je zakaznik
informovan

CONSISTENCY
OF MITIGATION

Efektivita mitigace

(=)

.

TIME TO
DIVERSION

Jak rychle dojde k
presmeérovani

SERVICE
AVAILABILITY

Dostupnost



% Web DDoS
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Kombinovany utok mitigovany RADWARE

Czech Republic

www.zakaznik.cz

ab ooy port:443 ssl: True path:/novinky?do[datalist]=1&paging.pageNo=% 2

ab ooy port:443 ssl:True path:/web/karta-overeni_html

ab 0000 Xy port:443 ssl True path:/hledat?searchString=%_1

ab 0000y port:443 ssl:True path:/iweb/widget html
widget_zakazniknewsletterregirwidget2_email=%_1%~&widget_zakazniknewsleterwidget2 _c
onfirm=0&widget_zakazniknewsletterregisterwidget? do%oBregistertsD=& w=163d6929
9119af2b50114e88abf2bb9f1tb2151058233736823bc8bdc2da%98ch52840e4 3abdelfeabs
d2cal16bd44eB8arfascbch5i82ae8726265c3166i 795

ab oo xy tcp-syn port:443 sslTrue path:

ab 0000y tcp-syn port:80 sslFalse path:

ab ooy ngind_lons- port:443 ssl: True path:

DDoS
Low&Slow
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Mitigation

WebDDoS “chirurgicka presnost”

Total Requesis

Recsived

Dropped

7,323,560,508 7,322,893,004

Average Values
Requests per Second

839,857 RPS

Maximum Values

Da st mar Qarm
HKequests per second

Mitigation

Total Requests

Average Values

Maximum Values
1892 054 RPS Received Dropped Requests per Second Requests per Second
i 1,546,214,661 1,544,249,607 333,235 RPS 1,289,856 RPS
Requests Rate 1,500k
Detection Attack Start Value
Manual 92,937 RPS
1,000k
w
[+ 8
(24
500k
0
- e 15:15:00 15:30:00 15:45:00 16:00:00 16:15:00 16:30:00
@ [nbound Blocked Clean
Mitigation Mitigation

Total Requests

Detection

Requests Rate
Detecton

Manual

ATTaCk Start Value

4,140 w

Average Values
Regquests per Secong

138,022 RPS

- (nboung

Maximum Values
Reguests per Second

1,776,723 RPS

Biocked Clean

Total Requests

Average Values

575,899 561,448 559 Rf
Requests Rate
;.;\-nml :;1525‘. :

- Indound

m

Maximum Values

Clean
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S presmeérovanim nebo bez?

SecurePath™

DNS presmerovani

END USER

END USER

Data Path




Certlflkace a audity

BSI qualified DDoS Protection Vendor Listing

* 1SO 22301
* 1SO 27001
* 1SO 27017
* 1SO 27018
* 1SO 27701
* 1SO 27032
* 1SO 28000

Business Continuity Management System

Information Security Management Systems

Information Security for Cloud Services

Information Security Protection of Pll in public clouds

Privacy Information Management for Pll controllers and processors
Security Techniques -- Guidelines for Cybersecurity

Specification for Security Management Systems for the Supply Chain

 EU GDPREU General Data Protection Regulation

* PCI-DSSv4

Payment Card Industry Data Security Standard

* HIPAA Health Insurance Portability and Accountability Act

* US SSAE16 SOC-1 Type Il, SOC-2 Type I

* DORA Digital Operational Resilience Act

* NIS2 Network and Information Systems Directive 2022/0383

TR
ST,

ISO

X754/
kR

. * Kk
HPAA @ A
Sy




RADWARE WAFaa$S
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Radware CWAF nabizi:  Sluzba:

* Manage service/SLA * Technologie

e DDOS * Know-how (Emergency response tym 24x7, 200+)
* BOT Management * Best practices (certifikace, audity)

e IP reputace signatury * SLA +support

e CDN * Response time 30 minut (10 minut pro prémiovou
. sluzbu)

Jednotny portal (MSSP)



-+ Radware 360° ochrana
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Ochrana webu, ochrana prohlizece a vseho ,mezi tim"

@ SUPPLY-CHAIN ATTACKS ~ KNOWN BAD ACTORS
- (FORMIACKING)

BAD BOTS

mn!9
o

 CLIENT-SDE
PROTECTION

1

Mobile & Web Applications API

JE:?E ?NVY,S 3 A\ Azure

API ABUSE

DA
[ R

DDOS ATTACKS
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Learning

OWASP Top 10

+

Zero-Day

Client-Side
Protection

Kompletni ochrana

Learning

AP
Protection

Machine learning

Bot

anagement

“Dodavatelsky Ochrana API Ochrana pred

retézec”

boty

Behavioral

S hh
A

DDoS
Protection

DDoS ochrana

Web DDoS

Source blocking (Threat Scoring, Al)

N
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Vas se to netyka? GEO WISE DISTRIBUTION OF VARIOUS OWASP

RELATED INCIDENTS RECORDED

g \,{* [ i
XYZ.COM: OVER 5 THOUSAND VULNERABLE EVENTS 5 YT 4
CAPTURED ON YOUR PLATFORM el £ Vg '
- § == & A X T A

i _ IDENTIFICATION & AUTHENTICATION FAILURES — A7 :

vulnerable incidents plotted
as per their time stamp in

theedractedlogperiod.  "* 2 ¢ OVER 2.9K INVALID REQUESTS ON THE LOGIN SECTION!

Idents

OWASP Attack Ectaenions s g 1 T s o
SQL injection Executation 5 Sign in
(?‘I.A’.ED €5
Jjectior § ? E-Mall Aodress:
niect ' 8 :
. Passworg: ::
¥

Incidents

4

- Attacks typically inject / brute force mu'tiple user credentiais obtained from the black market to check for
potential sign-in success. A7 (Identification and Authentication Fadures)
Total No. of Unique Signatures identified to capture the events: ~850
Top IPsindude:- 103.54.43.155, 150.211.142.102

o Passe
37 2 : ; ; Tim it Min Wise) A\/‘
*Cbserved between Sth Jul21 to 11th Jul2l on xyzcor ime - line (Split Min Wise)

URL %/index.phproute=acco unt flo gin%

8

Analyza webovych logii zdarma!!!
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