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• Datová suverenita – vlastní data, vlastní práce s AI (modely, processing)

• Data Science – machine learning

• Agentic – AI Canvas, business-to-consumer (chatbot, voicebot)

• Aplikovaná AI v IT (AIOps) – sítě (Cloud Control), bezpečnost, 

collaboration… asistenti

• Součást produktu vs. vlastní řešení – Cisco AI Assistants, Open Source

• AI-driven Company

Cisco AI - Úlohy
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AI That Revolutionizes Network Operations
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Streamlined OperationsEmpower IT & NetOps Instant Intelligence
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Different AI “Hats” for Network 
Engineers

User of AI Tools User of Custom Tools
(no AI)

Builder of AI 
Tools/Infrastructure
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Agenda

Cisco Cloud Control
dCloud demo

2
AI Assistant Deep Agent1

Cisco MCP Servers3
Cisco Time Series Model4

For Users

For Builders
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AgenticOps

Cross-domain Multiplayer Purpose-built models
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Meraki Demo
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• AI PCAP analyzer
uses multi-modal AI models using contextualized PCAP 
model, Client events and configuration data

• Intelligent capture 
automatically seize the moments of client failure and 
upload PCAP files to AI Cloud

• AI PCAP model 
uses supervised fine-tuning and RLHF to analysis client 
packet exchanges

• Generative AI
translate & summarize dozens of PCAP exchanges into 
human-readable text

AI Packet Analyzer



Cisco Cloud Control
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Cisco Cloud Control with AI Canvas
The unified operations platform for AgenticOps
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The power of 
Cisco Cloud Control

One login
Sign in once. See everything.

One inventory and topology
Every asset. See how it all connects, in real time.

One view for alerts
Actions correlates alerts across every product.

One assistant
Quick answers and tasks with AI Assistant.

One agentic workspace
Investigate, execute and resolve with AI Canvas.
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The industry’s first multiplayer workspace for cross-domain agentic operations
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Cloud Control Demo
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For Builders



MCP Background
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What is Model Context Procol (MCP)?
MCP provides a common language and structure for 
interactions, much like HTTP did for the web.

BRKOPS-2001 22

Lightweight protocol connecting AI agents to 
tools, APIs, databases, and filesystems

Secure, scalable client/server architecture for 
AI-powered workflows

Simplifies integration by providing a uniform 
interface to diverse infrastructure and 
operational tools
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MCP Workflow

BRKOPS-2001 23

AI Host (Client) MCP Server Product

Request via

MCP

JSON-RPC 2.0

Fetch/

Execute

Return Data

Claude, Cursor, VS Code Adapter for data sources, 
executing APIs and tools

Files, Databases, APIs, 
Internet, CLI commands

https://www.jsonrpc.org/
https://www.jsonrpc.org/
https://www.jsonrpc.org/
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From intent to insight
User

Custom agent/

MCP client

User’s LLM 
of choice

Meraki / Catalyst 
Center MCP Server

1 Ask

Natural language request

2 Connect and discover

The MCP client discovers the tools available from the MCP server

3 user’s LLM of choice decides which tools to use based on its reasoning model

5  user’s LLM of choice interprets the responses generates output to the user

4 The MCP Server execute tools towards Meraki / Catalyst Center

MCP standardizes the client-server discovery, tool calls, and results – 

allowing any standard LLM with MCP support to be used.



Client
MCP

Protocol
REST API

File System
DB – SQL/ODBC

Client

Client

MCP

Protocol

MCP

Protocol

Tools
Resources

Prompt Templates

Tools
Resources

Prompt Templates

Tools
Resources

Prompt Templates

REST API
File System

DB – SQL/ODBC

Host
LLM/App/Agent MCP Server Tool Resources



Click to edit Master title style

If the user needs to… AI Assistant MCP Server

Ask a question and get help understanding or troubleshooting their Meraki/Catalyst 
Center environment ✅

Work within the Meraki experience, without building or managing an AI integration ✅

Leverage Cisco Deep Network Model and purpose-built flows ✅

Use an approved private or self-managed LLM environment ✅

Build a custom AI assistant, copilot, report, or workflow that uses Meraki data ✅
Combine Meraki context with systems such as ITSM, security, documentation, or other 
network vendors ✅

Build an AI workflow in an on-premises, private, or air-gapped LLM environment ✅
Catalyst Center
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Sample prompts

• “Generate a switch port stability report across the organization. Find switch ports with link flaps, STP 
changes, high error rates, or excessive packet loss in the last 7 days. Show the top 10 switches and ports 
by instability count, identify recurring issues, and recommend what to investigate first”.

• "Generate a wireless client experience report for the organization. Identify where clients had poor 
performance, including low SNR, high retries, roaming, DHCP, DNS, and authentication failures. Show the 
top 5 networks and access points by impacted client count, highlight failure patterns, and recommend 
how to improve reliability”.

• "Generate an MX WAN health report across the organization. Identify WAN uplink degradation, failovers, 
packet loss, latency spikes, jitter, and VPN interruptions over the last 30 days. Show the top 5 networks 
by impact, identify recurring failover or brownout behavior, and recommend how to improve resiliency”.

• "Generate a switching capacity report across the organization. Identify switches, uplinks, and ports 
approaching capacity based on utilization, packet drops, errors, PoE usage, and client density. Highlight 
congestion or power-exhaustion risk, and recommend where upgrades, rebalancing, or configuration 
changes are needed”.



Meraki MCP
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Meraki MCP Server Overview

• A public, secure MCP server to expose Meraki to any MCP-compliant AI assistant.

• Available as open-source, for organizations interested in customization.

• Enforces existing account permissions.

• Uniform way to plug AI models into existing tool-based infrastructure, enabling AI agents to 
discover, request, and invoke capabilities without custom code 

• The MCP Server supports all read-only operations available via API, example flows include:

• Troubleshooting

• Custom reporting

• Capacity planning

• Compliance checks

The What
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Sample output
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• Get Anomalies - Detect metric anomalies in 
test data over time

• Get Metrics - Retrieve aggregated metrics for 
custom dashboards and reports

Advanced Analysis

• Troubleshooting - Diagnose application and 
network issues

• Views Explanation - Explain specific test 
results and visualizations

AI-Powered Skills

• Get Path Visualization - See 
network paths and hop-by-
hop routing information

• Get Full Path Visualization - 
Comprehensive path data for 
all agents and rounds

• Get BGP Test Results - BGP 
reachability and routing 
information

• Get BGP Route Details - 
Detailed AS path and routing 
information for specific 
prefixes

Network Path Analysis

• Get Account Groups - List 
available account groups

Account Management

• List Endpoint Agents and Tests - List 
endpoint agents with filtering as well as tests

• Get Endpoint Agent Metrics - Time series 
data from endpoint agents (network, web, 
wireless, cellular metrics)

Endpoint Monitoring

• List Tests - View all configured 
tests (web apps, services, 
networks being monitored)

• Get Test Details - Retrieve 
detailed information about a 
specific test

• List Events - Find network and 
application problems within a time 
range

• Get Event Details - Deep dive into 
specific events with impacted 
targets, locations, and agents

• List Alerts - View triggered or 
cleared alerts

• Get Alert Details - Get 
comprehensive information about 
specific alerts

• Search Outages - Find network 
and application outages with 
various filters

• Instant Tests – Active 
troubleshooting run and rerun tests 
on demand

• Create, Delete and Update 
Synthetic Tests - Based on 
selected agents.

• Get Connected Devices – 
Comprehensive info for CDev

Core Monitoring & 
Investigation

ThousandEyes MCP Tools



ThousandEyes MCP
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Security
Agent

Task 
executor

A2A Server 
Module

Network
Agent

A2A Client 
Module

Task 
manager

Discovery

Authentication

Task

A2A and MCP are open standards that let AI agents interoperate end-to-end—A2A for agent-to-agent coordination and 
MCP for consistent, secure access to tools and data. Together they reduce bespoke integrations and make multi-agent 
systems easier to connect, scale, and govern.

MCP client

MCP server

Agent 1 Agent 2

MCP Protocol

Notifications

Agent Card



Cisco Time Series Model
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Learn More?

Session ID: BRKSEC-XXXX

• DevNet Learning Labs
AI Defense -
https://developer.cisco.com/learning/search/?contentType=lab&page=1&products=AI%20Defe
nse
Vibe Coding 101 - https://developer.cisco.com/learning/labs/VibeCoding101/vibe-coding-
with-guardrails/
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• Cisco Cloud Control dCloud demo:
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• Cisco at Huggingface:
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• Cisco Time Series Model
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