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• Úvod

• Návrh sítě
• Připojení zařízení a jejich konfigurace

• Kontrola souladu s nastavenými politikami
• Dohled sítě

• Migrace ze stávajících řešení
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Úvod
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Jaké kroky je potřeba řešit v průběhu životního 
cyklu sítě
• Návrh sítě
• Volba zařízení, topologie, lokality, přístup (tradiční, SDN, ...), segmentace, 

...
• Připojení zařízení do sítě a jejich konfigurace
• Onboarding a inicialní konfigurace, konfigurace funkcí, …

• Kontrola souladu s nastavenými politikami
• Konfigurace, softwarové verze, zranitelnosti, ...

• Dohled existující sítě
• Monitorování sítě a provozu v ní, analýza a řešení problémový stavů, 

běžná správa a údržba sítě

• Kontinuální rozvoj
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Návrh sítě



Platformy
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Cisco Catalyst Access Network 
Best Access Experience for IT and IoT

Automation Security AnalyticsBuilt for intent-
based networking

Fully Integrated End to End

Access SwitchesAccess Points Distribution/Core Wireless Controller

9200/9300/9400
Catalyst Catalyst

9500/9600 Series
Catalyst

9800 Series
Catalyst

9100 Series

Most comprehensive 
mGig portfolio

Wi-Fi 6/6E

Campus Optimized 
25G/40G/100G/400G

Industry’s only modular 
WLC with 40G/100G 

uplinks

Wi-Fi 6, 802.3bt

48x 1/2.5/5/10G downlinks 
25G/40G/100G uplinks

Wi-Fi 6/6E

Wi-Fi 6/6E

Wi-Fi 6/6E
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Catalyst 9000 – Expanding Industry Leadership
Adding The ‘X’ Factor to the Industry’s Leading Switching Family

Catalyst 
9000

Switching 
PlatformCatalyst 

9400 SeriesCatalyst 
9300 Series

Catalyst
3650/3850

Catalyst
4500-E Series

Catalyst 
3850-XS/4500-X

Catalyst 
6840-X/6880-X

Catalyst
2960-X/XR

Catalyst
9200 Series

Catalyst 
9500 Series

Catalyst 
6500-E/6807-XL

Catalyst 
9600 Series

Core Switching 

Cisco 
ASIC

Open 
IOS XE

Catalyst 
9400XCatalyst 

9300X

Catalyst 
9500X

Catalyst 
9600X

Access Switching 

IPsec, 1T stacking, 
100G uplinks, 

Enhanced App hosting

480G/slot, 100G 
uplinks

400G, Deep buffers, Internet scale, WAN-MACsec, 
VoQ Architecture, Coherent DWDM optics

Catalyst 
9200CX

Compact format, 
fanless
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Catalyst Wireless - Fully Refreshed Portfolio

Cisco Catalyst 
9120

Cisco Aironet
2800 Series

Cisco Aironet 
3800/4800 

Series

Cisco AireOS WLC 
/ Mobility Express

Cisco AireOS
WLC

Cisco Catalyst
9115

Cisco Catalyst 
9800 Series

Cisco AireOS
Virtual WLC

Cisco Catalyst 
9800 Virtual

Access Points Wireless LAN Controllers

Common IOS-XE operating system and licensing

Cisco Catalyst
9105

Cisco Aironet 
1800 Series

Cisco Catalyst 
9100 Series

vWLC

Cisco Catalyst 
9124

Cisco Aironet 
1500 Series

Catalyst 9000
Wireless Platform

Cisco Catalyst
9162

Cisco Catalyst
9164

Cisco Catalyst 
9166

Cisco Catalyst 
9130

Cisco Catalyst 
9136

Cisco Catalyst 
9163



Technologie



Ethernet Roadmap

 
 

March 2015 The 2015 Ethernet Roadmap  3|Page 

 

Figure 1: The 2015 Ethernet Roadmap – A higher-resolution version is available online 
at www.ethernetalliance.org/roadmap/ 

Vývoj směrem k vyšším rychlostem:

25Gb/s, 50Gb/s, 200Gb/s, 400Gb/s
2.5Gb/s & 5Gb/s pro wireless

Nejenom data, ale i napájení:

PoE (15W), PoE+ (30W), UPoE 
(60W), UPoE+ (90W)
Standardizováno v IEEE 802.3bt

UPoE+
90W

(2018)

UPoE
60W

(2011)
PoE+
30W

(2011)

PoE
15W

(2003)
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Wi-FI Evolution

1999
2003

2004

2009

2013

2019

11B
11G

11A/G

11N

11AC

11AX

High Efficiency
4x Capacity
IoT Scale
• Cellular like Determinism 

for high quality services
• Higher power efficiency to 

accelerate IoT adoption
• Extended outdoor range
• Better app. performance 

in high density 
deployments

• 20+ years of constant evolution with faster speeds and 
density

• Shared spectrum in two bands 2.4 GHz and 5 GHz

Wi-Fi 1
Wi-Fi 2

Wi-Fi 3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6
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11AX

Wi-Fi 6E
2021

New 6 GHz 
Band
• Multi-lane 

expressway 
for Wi-Fi

• More 
bandwidth

Date Rate: 600 Mbps 
(max)
40 MHz Channel Bonding
4x4 MIMO
64 QAM

Date Rate: 7 Gbps (max)
80, 160 MHz Channel Bonding
4 DL MU-MIMO 
256 QAM

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel 
Bonding
OFDMA, UL, DL MU-MIMO
1024 QAM
TWT

Date Rate: 54 Mbps 
(max)
20 MHz Channels
64 QAM
5 GHz Band

Date Rate: 54 Mbps 
(max)
20 MHz Channels
64 QAM
2.4  GHz Band

Date Rate: 11 Mbps 
(max)
20 MHz
QPSK
2.4  GHz Band



Nasazení



#CiscoEngage ©2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public

One platform. Any place. Any speed (10Mbps to 400Gbps)

Catalyst 9000  – flexibilita nasazení (wired)

14

Klasický vícevrstevný 
model Layer 3 Core, MPLS, VPLS Fabric:  SDA, BGP-EVPN

MPLS

Site 1

Site 2

Site 3
CE

CE

PE PE CE

Customer-managed MPLS backbone

VRFs

25
G

/4
0G

/1
00

G
1G

/2
.5

G
/5

G

Core

Distribution

Access

Distribution DistributionCore

Fabric

Cisco řešení “na klíč”
• SD-Access
• Cisco DNA Assurance
• Cisco DNA Service for Bonjour
• Cisco DNA Application Visibility Service
• Encrypted Traffic Analytics 

Do-It-Yourself (DIY) řešení
• BGP-EVPN
• MPLS/VPLS
• Tradiční 2/3-vrstvé topologie
• Programabilita – YANG modely s Netconf, 

Restconf, gNMI API
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Catalyst 9000  – flexibilita nasazení (wireless)
Centralizovaný local mode Flexconnect mode Fabric Enabled Wireless



Připojení zařízení a 
jejich konfigurace



Onboarding 
zařízení do sítě
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Onboardring zařízení do sítě

• Tradiční přístup
• Náklady na dopravu, cestování, vyžaduje kvalifikovanou pracovní sílu na 

vzdálených lokalitách
• Vyšší pravděpodobnost vzniku chyb, bezpečnostních problémů atd.

• Plug-and-play
• Automatizovaný přístup
• Úspora nákladů, vyšší bezpečnost, nižší pravděpodobnost chyb, ...
• Online, offline 

26
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Onboarding zařízení - design workflow

Vytvoření hierarchického 
popisu sítě

Definice nastavení 
parametrů a 
přístupových 

informaci

Definice “Golden 
Image” (Volitelné)

Vytvoření šablony 
pro počáteční 

konfiguraci zařízení 
(Volitelné)

Definice síťového 
profilu

Přiřazení síťového 
profilu prvku 

hierarchie sítě

Síť

Oblast
Budova

Patro

AAA

DHCP
DNS

NTP
MoTD
SNMP

Syslog
NetFlow

Credentials

Volba 
požadovné 
verze 
programového 
vybavení pro 
dané zařízení

Obvykle 
konfigurace 
základní 
konektivity atd.

Sdružení 
šablony s 
typem zařízení

Sdružení profilu 
s lokalitou, 
patrem atd.
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Onboarding zařízení - provision workflow

Připojení dodaného 
zařízení do sítě

Zařízení 
vyhledá PnP 

server

Zařízení je 
zařazeno mezi 
“unclaimed”

“Claim” zařízení 
(krok 1)

“Claim” zařízení 
(krok 2)

Dokončení 
PnP

Nesmí se 
vstoupit do 
inicialní 
konfigurace

DHCP

DNS
Cloud 
redirection

Seznam 
detekovanýc
h zařízení 
PnP 
serverem

Možnost změny 
jména zařízení
Přiřazení do 
lokality
Možnost výběru 
programového 
vybavení
Volba šablony 
počáteční 
konfigurace
Možnost 
konfigurace stohu

Zadání 
parametrů 
konfigurační 
šablony

Konfigurace 
parametrů 
definovaných 
profilem a 
konfigurační 
šablonou

Kontrola SUDI
Zařazení 
zařízení do 
inventáře a 
lokality



Onboarding zařízení 
do sítě – příklad 
využití DNA center























Details available here: SUDI validation, configuration, etc.





Konfigurace zařízení 
(CLI, GUI, šablony, 
workflow, API)
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Možnosti konfigurace sítě

• Tradiční pomocí CLI
• Konzole, vzdálený přístup

• GUI
• Konfigurační šablony
• Předpřipravené úseky konfigurace, využití proměnných
• Využití AVL nebo Jinja

• Workflows
• Preskriptivní design
• Využití orchestrátoru

• Využití API
• “Network-as-a-code”
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Konsole, CLI, GUI

45
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Konfigurační šablony
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Workflow

47



API - SDA-as-Code Application Files

User Input – YAML File

SDA-as-Code Application

https://github.com/cisco-en-programmability/dnacenter_fabric_operations

https://github.com/cisco-en-programmability/dnacenter_fabric_operations


Příklad konfigurace 
zařízení pomocí
šablon s využitím 
DNA Center

























Software Image Management
Software policy
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Kontrola souladu s 
politikami
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Soulad uložené a běžící konfigurace
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Soulad uložené a běžící konfigurace

95
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Soulad běžící konfigurace s konfigurační šablonou
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Soulad běžící konfigurace s konfigurační šablonou
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Soulad se softwarowou politikou
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Soulad milníky životního cyklu zařízení a softwaru

99
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Hlídání zranitelností programového vybavení

100
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Hlídání zranitelností programového vybavení
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Dohled sítě



Hlavní trendy v provozu sítí

92% internetového 
provozu pochází z 

Wi-Fi

mGig a nové Wi-Fi 
standardy

Wi-Fi Only Office

Wi-Fi kam se 
podíváš

Kombinace Wi-Fi, 
IP a IOT 

Menší a chytřejší 
budovy

Silnější PoE

IOT

Optimalizace sítě a 
identifikace 

chování. 

Podrobnější vhled v 
rámci spotřeby 

Vizibilita a využití 
AI/ML přístupu
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Flexibilní možnost správy Cisco Catalyst

Cisco DNA / Meraki Standards-based 
interoperability Custom development

AnalyticsPolicy Automation
Zero touch 
provisioning

Guest shell 
(on-box Python)

Model driven 
programmability

YANG data 
models

Application 
hosting

Intent-based 
network infrastructure

Cisco Catalyst 9000 and 
9800 series

SDN controllers 

CI/CD tools

Network management 
systems

Open daylight

Open Flow
puppet

now
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Klíčové oblasti AIOps
Client & App 

Assurance
Wireless Switching Routing

Tools to distinguish between client and application 
anomalies and network anomalies.

RF Assurance
Wireless

Tools to automate RF tuning to optimize client 
connectivity and performance on Wi-Fi.

Infrastructure 
Assurance

Wireless Switching Routing

Tools to flag network and service issues, determine root 
cause, recommend actions and auto-remediate.

Serviceability
Wireless Switching Routing

Tools to reduce support engagement and to help 
improve support experience when engaged.



End-of-Life 
Announcement End-of-Sale 

date

End of vulnerability/ 
security support

End of SW 
maintenance 
releases date

End of service 
contract
renewal

Mar 31, 2023 Sep 29, 2023 Sep 28, 
2024

Sep 28, 2025 Sep 28, 2027 Sep 28, 2028

Last date of 
support

Important Dates

Prime EoL/EoS





Využití AIOps

Wireless 3D Analyzer 

AI-Enhanced RRM
Device Ecosystem Partnerships

Wi-Fi 6E Integrations
AI Network & Endpoint Analytics

Performance Advisories

108
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AI-Enhanced RRM Significantly Improved the Wireless Experience 
at Cisco IMPACT in August 2023

AI-Enhanced RRM converged the wireless network within 6 hours and continued to improve the wireless 
experience in the high-density environment after a large influx of clients began to join.
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Client SNR Increased by ~4dB!APs with High Co-Channel Interference Decreased by 28%!

Enabled 
August 26
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v Easily troubleshoot 
client issues

v Client 360 displays 
summary of key issues

v Client traffic usage can 
be seen in timeline

v Onboarding, Roaming, 
Connectivity details 
including issues

Select to view traffic 
usage of client

Summary of key client 
issues

Onboarding, Roaming, 
Connectivity details

Client Troubleshooting



© 2023   C isco and/or its  affi l ia tes. A ll r ights reserved.   C isco Confidentia l

Client Troubleshooting
v View Top failure 

reasons

v Event viewer displays 
event correlating to 
issue 

v Impact analysis can be 
used to view Top AP’s, 
floors, SSID’s and 
device types impacted 
by same issue

v Correlation can be used 
to select KPI’s for client, 
AP, WLC and switch

Top AAA failure 
reasons

Select onboarding status during 
time period to view details

Select Event viewer, Impact 
analysis or Correlation

Event matching failure 
reason
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AppX: Microsoft Teams integration Client 360



Event Analytics

• As a network administrator I would like the events dashboard to 
be more interactive and provide comprehensive analytics and 
powerful visualisation of the network events. It should provide 
valuable insights into network performance, security, and 
troubleshooting

• Event Analytics aggregates and processes event data, 
extracting relevant metrics and generating insightful analytics.

• It offers a user-friendly interface that allows users to explore 
data visually through intuitive graphs and charts to allow 
specific focus on areas of the network, time periods and 
event types of interest

• Type of events supported are Syslog and Reachability 

Innovation AIOps

Challenge/Pain Points

Feature Capability

Platform/Dependency

Assurance -> Issues and Events -> Event Analytics - Preview

• Event Analytics needs to be enabled under AI Analytics
• Requires DNA Advantage License



• As a network administrator, I need an option to identify my best 
and worst performing sites based on client KPI metrics

• Site Analytics dashboard introduces new KPI trends based on site 
hierarchy which will provide insights into best and worst 
performing sites in the network.

• New capabilities introduced in site analytics dashboard include

• Overall Site SLA distribution Analysis - To identify the 
Top(Worst) Impacted Sites

• Site 360 – Site Analytics SLA Dashboard

• SSID and Band Filtering

• Bubble Charts to better identify high client count sites with 
failed SLAs and drill down.

Site Analytics Enhancement Evolution AIOps

Challenge/Pain Points

Feature Capability

Platform/Dependency
• AI Network Analytics should be enabled
• Requires DNA Advantage License

Assurance -> Dashboard -> Health – AI Analytics -> Site Analytics



• To troubleshoot client onboarding issues along with the current 
ICAP feature as a network admin I would also like to run a sniffer 
to troubleshoot environmental problems and to capture 
management frames.

• Ability to launch OTA Capture from AP 360 and Client 360. 
This will enable AP to capture all the packets on the WiFi
channel and send it to Catalyst Center for analysis 

• OTA capture makes use of available AP radio channel and 
converts into sniffer mode.

• Option to convert either a Radio or complete AP into Sniffer 
mode

ICAP-OTA Sniffer (AP 360)
Provision -> Inventory -> Device 360Challenge/Pain Points

Feature Capability

Platform/Dependency
• Need ‘Automation - Intelligent Capture’ package to be installed

• Requires DNA Advantage License

Evolution AIOps
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200 Events in different areas such as …

Wired Connectivity  
CPU and Memory Utilization 

Software Image Management
Compliance

Device hardware and software 
Device Availability 

Sensor Test Troubleshooting  

Application Experience
Wireless Connectivity

AP Anomaly

Onboarding 
FabricBackup/Restore
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Cisco Public

Migrace ze stávajích řešení
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Postupná migrace a kompatibilita

Prosinec 2021Srpen 2012

916xx600

Červen 2022

AireOS 
Deployment
(8.8.111+ or 

8.5.164+)

Catalyst 
9800

Catalyst 9800
DeploymentSeamless 

roaming

WISM2

WISM2 AireOS
Deployment

Seamless 
roaming

Secure Mobility
(CAPWAP)

AireOS
8.8.111+
8.5.164+

EOIP-based
Mobility

2009 2018

1100



Understanding DNA Center
Learn about DNAC Capabilities, extent of 
Prime Parity and differentiated use cases 
compared to Prime

1

Assess Prime Usage and 
DNA Center Compatibility

PDART Tool provides a comprehensive 
summary of Prime Usage, DNAC 
compatibility of network devices, use cases, 
network scale  and other relevant details

2

Initiate Data Migration
Use Data Migration Tool (co-existence 
tool) within Prime to easily and securely 
port your network from Prime to DNAC

4

Complete Data Migration

Verify on DNAC that the necessary network 
elements, sites, maps, templates and 
credentials have been ported from Prime

5

Adopt DNA Center
DNAC offers superior automation, vastly 
greater visibility, complete with AI driven 
analytics that help keep your network healthy 
and reduce your operational expenditure

6

Sequential Approach to Prime Migration

Prepare for Data Migration

Follow recommendations from PDART report. 
If required, upgrade Prime, optimize network 
hierarchy, onboard DNAC appliance etc.

3



Cisco
DNA Center

Physical Appliance

Feature Parity and Upgrade Process same as 
Physical Appliance

Cisco DNA Center VA Cost - $0

VMware Licensing (customer) 

Virtual Appliance running on customer’s ESXi

Cisco DNA Center on ESXi Form Factor
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Cloud Monitoring for Catalyst

Unified View of Cisco Network Infrastructure

Centralized monitoring of IOS-XE and Meraki devices
Unified topology view

Consolidated device inventory

Device health and troubleshooting

Port-level packet and error counters
Remote troubleshooting

Email and webhook alerts for proactive response

Network client and traffic information

See connected devices across your network
Application visibility into network traffic 

121
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Requirements
Supported Platforms and 
Firmware

Models
Catalyst 9200/L/CX
Catalyst 9300/L/X

Catalyst 9500*

Firmware
IOS-XE 17.3+

Licensing
DNA Advantage
DNA Essentials 

*Please note that client-level utilization and traffic information is not 
currently supported on Catalyst 9500 models
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AIOPs Full-Stack Network Intelligence 

Cisco Wireless 91xx 
Access Points

Cisco DNA 
Center

Cisco Meraki 
Dashboard

Catalyst 
Cloud Monitoring

Infrastructure

Management

AI Services

Catalyst 9800 Series 
Wireless Controllers

Cisco AI Analytics Cloud

AI-Enhanced RRMAI-Driven 
Assurance

Cisco
Security Cloud

AI Endpoint 
Analytics

Power of the platform EFT



Diskuze


