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Agenda

. Uvod

- Navrh site

- Pripojeni zarizeni a jejich konfigurace

- Kontrola souladu s nastavenymi politikami
- Dohled site

- Migrace ze stavajicich reseni
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Uvod




Jaké kroky je potreba resit v prubéhu Zivotniho
cyklu site
- Navrh sité

- Volba zafizeni, topologie, lokality, pfistup (tradi¢ni, SDN, ...), segmentace,

- Pripojeni zarizeni do sité a jejich konfigurace
- Onboarding a inicialni konfigurace, konfigurace funkci, ...

- Kontrola souladu s nastavenymi politikami
- Konfigurace, softwarove verze, zranitelnosti, ...

- Dohled existujici site

- Monitorovani sité a provozu v ni, analyza a feSeni problémovy stavd,
bézna sprava a udrzba sité

- Kontinualni rozvoj

cisco E/W
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Navrh sité




Platformy




Cisco Catalyst Access Network
Best Access Experience for [T and loT

Access Points Access Switches Distribution/Core Wireless Controller

Catalyst Catalyst Catalyst Catalyst
9100 Series 9200/9300/9400 9500/9600 Series 9800 Series
Wi-Fi 6, 802.3bt

48x 1/2.5/5/10G downlinks
25G/40G/100G uplinks

Industry’s only modular

Campus Optimized WLC with 40G/100G
25G/40G/100G/400G uplinks

Most comprehensive

\¥( L mGig portfolio
Fully Integrated End to End

BU”t fOI‘ |ntent_. Automation Security Ana|ytiCS
based networking




Catalyst 9000 - Expanding Industry Leadership
Adding The ‘X’ Factor to the Industry’s Leading Switching Family

‘ ‘ 400G, Deep buffers, Internet scale, WAN-MACsec, ‘

IPsec, 1T stacking,

VoQ Architecture, Coherent DWDM optics
Compact format, 100G uplinks,

480G/slot, 100G
uplinks

fanless Enhanced App hosting

T e
@ @ [i= == @ Catalyst
@ Catalyst = = TR

9600X
Catalyst :
Catal Catalyst 9400X 9500X
atalyst 9300X
9200CX o mx —me= Catalyst —
——— il N - 9000 Catalyst
@ Switching Catalyst @ 9600 Series
@ @ Catalyst 9500 Series =
Catalyst 9400 Series Platform -
Catalyst ; : N
9200 Series 9300 Series
EET -
B 00
Cisco  Open
ASIC 10S XE
-
Catalyst Catalyst Catalyst Catalyst Catalyst Catalyst
2960-X/XR 3650/3850 4500-E Series

3850-XS/4500-X 6840-X/6880-X 6500-E/6807-XL

Access Switching Core Switching
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Catalyst Wireless - Fully Refreshed Portfolio

Gisco Catalyst 91569 Salalvst - Catalyst 9000

Cisco Catalyst

Cisco Catalyst 9166 \
Cisco Catalyst 9164 X ,
9162 K J ,

9136

Cisco Catalyst
9124

Cisco Catalyst

9130

J Cisco Catalyst \/\

Cisco Catalyst 9120

Cisco Catalyst 9115

i"/ / ™ v © "

g . . ' Cisco Aironet . =
Cisco Aironet Cisco Aironet Cisco Aironet
3800/4800 1500 Seri

1800 Series 2800 Series .
Series

‘ Wireless Platform
Cisco Catalyst

9800 Series Cisco Catalyst
9800 Virtual

Cisco Catalyst
9100 Series

Cisco AireOS WLC Cisco AireOS Ci_sco AireOS
/ Mobility Express WLC Virtual WLC

Wireless LAN Controllers

Common I0S-XE operating system and licensing

CISCO E/W
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Technologie




Ethernet Roadmap

Vyvoj smérem k vySSim rychlostem: B Q0

Poss e Fulure Spueed

25Gb/s, 50Gb/s, 200Gb/s, 400Gb/s
2.5Gb/s & 5Gb/s pro wireless

Nejenom data, ale i napajeni:

PoE (15W), PoE+ (30W), UPoE
(60W), UPoE+ (90W)

Standardizovano v IEEE 802.3bt

Ea

ethernet alliance




WIi-F| Evolution

+ 20+ years of constant evolution with faster speeds and
density

» Shared spectrum in two bands 2.4 GHz and 5 GHz

Date Rate: 7 Gbps (max)

80, 160 MHz Channel Bonding

4 DL MU-MIMO
256 QAM

Date Rate: 600 Mbps

(max)

40 MHz Channel Bonding

4x4 MIMO
Date Rate: 54 Mbps 64 QAM
(max)
20 MHz Ch: | H H
Date Rate: 54 Mbps 64 QAE/I annes Wi-Fi 4
Date Rate: 11 Mbps (ZrSa’\xA)m S 5 GHz Band 2009
Z0e BT Wi-Fi 3
QPSK 2.4 GHz Band
2.4 GHz Band . .
Wi-Fi 2 2004
Wi-Fi 1 2003
1999
VAN
/TN A
— =
VAN
=
L= VAN = =

#CiscoEngage

Wi-Fi 5
2013

/IU
“Dl
02

‘

é

©2022

Wi-Fi 6E
2021

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel
Bonding

OFDMA, UL, DL MU-MIMO
1024 QAM

TWT

Wi-Fi 6
2019 New 6 GHz

Band

¢ Multi-lane
expressway
for Wi-Fi

* More
bandwidth

o)))

High Efficiency
4x Capacity

loT Scale

Cellular like Determinism
for high quality services

5@
ol -

«gli

Higher power efficiency to
accelerate loT adoption

Extended outdoor range

Better app. performance
in high density
deployments
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Nasazeni




Catalyst 9000 - flexibilita nasazeni (wired)

r'i'gz';'w vicevrstevny Layer 3 Core, MPLS, VPLS | Fabric: SDA, BGP-EVPN

Core Distribution - Core : Distribution : :
9 v
g » 4 Site 1 E :
) padl  Distribution [ CE™. | =
o Site 3
» < _ . - - p abri
Site 2
10 Access e :
S CE N
E- :4 ........................... >: — \/RFS
o}
. Customer-managed MPLS backbone
Cisco reSeni “na kli¢” Do-lt-Yourself (DIY) feSeni
. SD-Access / . BGP-EVPN
+ Cisco DNA Assurance + MPLS/VPLS
+ Cisco DNA Service for Bonjour + Tradi¢ni 2/3-vrstvé topologie
+ Cisco DNA Application Visibility Service +  Programabilita - YANG modely s Netconf,
+ Encrypted Traffic Analytics Restconf, gNMI API

One platform. Any place. Any speed (10Mbps to 400Gbps)




Catalyst 9000 - flexibilita nasazeni (wireless

Centralizovany local mode

Flexconnect mode

Fabric Enabled Wireless

VSS Services Block

To Internet Edge
Guest Anchor
Controllers

(3]
tLt'\

B3

HA Pair

'
'
' On-site WLC
'
'

- CAPWAP Tunnel

CAPWAP MobilityTunnel
to Guest Anchor

w— CAPWAP Mobility Tunnel

—— Wireless Data

— Wireless Voice

Guest Traffic

cisco E/W

To Internet Edge Guest
Anchor Controllers

e

FlexConnect
Virtual WLC
N+1

FlexConnect 1 Gl
WLC HA Pair || 4% =
coooooo L, 1

Y E 3|

]

Data Center

L N

~N

CAPWAP Tunnel

CAPWAP Mobility Tunnel
to Guest Anchor

CAPWAP Mobility Tunnel

Wireless Data
Remote

= Wireless Voice Site

Remote
Site

Remote
Site

| Guest Traffic \@ H N AN

ISE/AD  DNA Center VXLAN Data plane

68 —

CAPWAP Control plane

LISP Control plane

SD-Access
Fabric

[ CAPWAP
{Control Piane)

#CiscoEngage
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Pripojeni zarizeni a .
jejich konfigurace :
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Orlpoa[ding .
zarizeni do site




Onboardring zarizeni do site

- Tradicni pristup
- Naklady na dopravu, cestovani, vyzaduje kvalifikovanou pracovni silu na
vzdalenych lokalitach

- VVy$Si pravdépodobnost vzniku chyb, bezpecnostnich problému atd.
- Plug-and-play

- Automatizovany pfristup

. Uspora nakladd, vy$si bezpedénost, niz&i pravdépodobnost chyb, ...

- Online, offline

cisco E/W _
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Onboarding zarizeni

design workflow

Vytvoreni hierarchického

Definice nastaveni
parametrd a

)

Definice “Golden

Vytvoreni Sablony
pro pocateéni

> (Volitelné)

Definice sitového

> profilu

Pfifazeni sitového
profilu prvku

popisu sité p‘ﬁf:;gf;;gzi:h Image” (Volitelné) konfiguraci zarizeni hierarchie sit&
Sit AAA Volba Obvykle Sdruzeni Sdruzeni profilu
Z : i Sablony s s lokalitou
| DHCP pozadovné k(l)nflgur,ace Sa w, ,
Oblast verze zakladni typem zarizeni patrem atd.
Budova DNS programového | konektivity atd.
Patro NTP vybaveni pro
dané zafizeni
MoTD
SNMP
Syslog
NetFlow
Credentials

cisco E/W
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Onboarding zarizeni - provision workflow

PFipojeni dodaného Zalizen calze i “Claim” zafizeni “Claim” zafizenf Dokon&ent
A o vyhleda PnP zafazeno mezi
zafizeni do sité e “unclaimed” (krok 1) (krok 2) PnP
Nesmi se DHCP Seznam Moznost zmény Zadani Konfigurace
vstoupit do DNS detekovanyc jména zafizeni parametr parametrl
inicialni h zafizeni Piitazeni do konfiguracni definovanych
konfigurace Cloud PnP lokalit Sablony profilem a
redirection serverem Y konfiguraéni
Moznost vybéru Sablonou
rogramoveho
prog . Kontrola SUDI
vybaveni
" Zarazeni
Volba Sablony v
OEAteEN zarizeni do
Eonfi urace inventare a
9 lokality
Moznost

cisco E/W

konfigurace stohu
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Onboarding zarizeni
do site - priklad
vyuziti DNA center




X Cisco DNA Center

& C

ﬂ vSphere VMware-EN

Cisco DNA Ce

Inventory

Q) Search Hierarchy

~ ¢ Global
© Unassigned Devices
> & Bratislava
> & Jezer
> & Kounov
& mnt

& Pardubice

v

& Plzen

¢

> @ PLZOY

& Prague

& TEST-DS

& Warehouse-test

v

& Zatec

Plug and Play

& Temp-PI-DNC-coexistence

% (L) Identity Services Engine X + = X
O a; &2 hitpsi//10.62.9.230/dna/provision/devices/inventory?devices-view=inventoryView&selectedSi 90% {} @ @ =
VMware-PAR VMware-Fusion & CiscovManage NI Cisco DNA Center () Identity Services Engine 4% APIC (192.168.130.10) 5w SMC i FMC
nter Provision / Network Devices / Inventory PreviewNewPage (I QA @ & O
Inventory Insights
A\, To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option. X

n

rch Help

1

DEVIC 4
Focus: Inventory v

 Fitter | © Add Device Tag Actionsv ( | Takea Tour

(] Device Name ~ IP Address Device Family Reachability
(] §  APS87DBASCAGIC © 192.168.138.19  Unified AP © Reachable
(] 7 C4351-8 @ Reachable

C3300

B-PLZ01.enprglablocal @

SN-FOC1911Y0QT.enprglab.ocal ©

C9300-FiaB-PLZ01, IOS-XE-17.9, TS-.

Switches and Hubs

192.168.102.33
(Wireless Enabled)

achable

192.168.138.148  Switches and Hubs leachable

@ Global / Plzen

EoX Status (U c @

A Not Scanned @ Managed N/A

7 0 alerts © Managed © Non-Compliant
7) 0 alerts @ Managed @ Non-Compliant
2 0alerts © Managed © compliant

Health Score

Site

...IPLZ01/PLZ01-1

../Plzen/PLZO1

../Pizen/PLZO1

../Pizen/PLZO1

Asof: 11:27 AM I Export = Refresh
MAC Address Device Role [T
00:df:1d:dbzed:10 2 ACCESS 17.9.1.8
f4:4e:05:d2:7:80 2 BORDER ROUTER 17.6:2
08:47:f9:84:69:80 £ ACCESS 17.9.1
8:00:84:75:2:00 & ACCESS 15.2(7)E0
>




IXI Cisco DNA Center X () Identity Services Engine X+
< C O & == i //10.62.9.230/dna/provision/devices/plug: 0% ¥ ® @ =

25 APIC (192.168.130.10) W SMC % FMC

= vSphere VMware-EN VMware-PAR VMware-Fusion s Cisco vManage NI Cisco DNA Center (:; Identity Services Engine

jo)
S
G
[}

= Cisco DNA Center Provision / Network Devices / Plug and Play

Inventory Plug and Play Inventory Insights

Device Status Unclaimed (1) Error (1) Provisioned (22) All (24)

Devices (1) Focus: Default v

Auto-Refresh: - 30 s VvV

Q

0 Selected Actions Vv @ Add Devices As of: Oct 4, 2022 11:29 AM £ Refresh

Site Last Contact

D # Device Name « Serial Number Product ID IP Address Source State Onboarding Progress

o FOC1722Z1FJ WS-C3850-48F-E 192.168.138.150 Network w - 10% NA Oct 04, 2022 11:29:32 AM




IXI Cisco DNA Center X () Identity Services Engine X+
< C O & == i //10.62.9.230/dna/provision/devices/plug: 0% ¥ ® @ =

25 APIC (192.168.130.10) W SMC % FMC

= vSphere VMware-EN VMware-PAR VMware-Fusion s Cisco vManage NI Cisco DNA Center (:; Identity Services Engine

jo)
S
G
[}

= Cisco DNA Center Provision / Network Devices / Plug and Play

Inventory Plug and Play Inventory Insights

Device Status Unclaimed (1) Error (1) Provisioned (22) All (24)

Devices (1) Focus: Default v

Auto-Refresh: - 30 s VvV

Q
1 Sel Add Devices As of: Oct 4, 2022 11:39 AM £ Refresh
, = Serial Number Product ID IP Address Source State Onboarding Progress Site Last Contact
a8 1 FOC1722Z1FJ WS-C3850-48F-E 192.168.138.150 Network Unclaimed 40% NA Oct 04, 2022 11:38:51 AM

Delete




IXI Cisco DNA Center X () Identity Services Engine X+

= X
< C O & == i //10.62.9.230/dna/provision/devices/plug: 0% ¥ ® @ =

ﬂ vSphere VMware-EN VMware-PAR VMware-Fusion % Cisco vManage IXC Cisco DNA Center (:; Identity Services Engine % APIC (192.168.130.10) E’,“V SMC & FMC

= Cisco DNA Center Provision / Network Devices / Plug and Play

jo)
S
G
[}

Inventory Plug and Play Inventory Insights
N
4 & Assign Provision -
0 Assign St 2 Configuration 3 Templates 4 Summary
Devices (1)
Q v
# Device Name Serial Number Product ID

Site (Recommended) (&) Actions

1 Switch FOC1722Z1F)  WS-C3850-48F-E »

Showing 1 of 1

Cancel Next




IXI Cisco DNA Center X
& C

() Identity Services Engine

O & =n

ﬂ vSphere VMware-EN VMware-PAR VMware-Fusion

= Cisco DNA Center

Inventory Plug and Play

0 Assign Site

Devices (1)

Q 23 Table

Inventory Insights

2 Assign
Configuration

Device Name

Switch

slals
st

x  +

CiscovManage [XC Cisco DNA Center (:; Identity Services Engine

3 Provision
Templates

//10.62.9.230/dna/provision/devices/plugandplay

APIC (192.168.130.10) & SMC

diés FMC

Provision / Network Devices [/ Plug and Play

4 Summary

Serial Number Product ID

FOC1722Z1F) WS-C3850-48F-E

Showing 1 of 1

Assign Site to Switch

Select a site

~

(), Search Hierarchy

> & B y

5 N

> & Kour
@ mnt

> & Pard

Cancel

o)

@
[& A

Help

X

|
.




IXI Cisco DNA Center X () Identity Services Engine
€ > c Oa =
[ vSphere VMware-EN VMware-PAR VMware-Fusion &l

= Cisco DNA Center

Inventory Plug and Play Inventory Insights

. Assign
A e
@ ssign Site Configuration

Devices (1)

Q

# Device Name

Gy G

//10.62.9.230/dna/provision/

CiscovManage [XC Cisco DNA Center (:; Identity Services Engine

x  +

ices/plug

25 APIC (192.168.130.10) W SMC % FMC

Provision / Network Devices [/ Plug and Play

Provisi
3 rovision BN i

Templates

Product ID

WS-C3850-48F-E

Showing 1 of 1

Serial Number

Assigned Site

Global/Pizen/PLZ01

o)
©)]

Clear Configuration v

Actions

Configuration

Image: Assign
Template:
C3K-PEN-onboarding (Switching)

Cancel Back

0

Le

]

X

|
.



X Cisco DNA Center X (:,' Identity Services Engine X +
< C O & =t //10.62.9.230/dna/provision/devices/plugandplay

ﬂ vSphere VMware-EN VMware-PAR VMware-Fusion &% Cisco vManage NI Cisco DNA Center C,” Identity Services Engine % APIC (192.168.130.10) E’f\; SMC & FMC

= Cisco DNA Center Provision / Network Devices / Plug and Play

Inventory Plug and Play Inventory Insights

2 D Copy running config to startup config
Devices

Select devices to fill out provisioning parameters

C3K-PEN-onboarding

Find Show
=Q Device All v Enter hostname: *
C3850-PEN1-PLZ01
v C3K-PEN-onboarding (1) !
SFOC1722Z1F) (hostname: Switch) o Entar.ugfink intarface;.*
TenGigabitEthernet1/1/1

Entar backup uplink interface:

TenGigabitEthernet1/1/2

Enter VLAN number for infrastructure pool: *

1023

Enter infrastructure pool name: *

PLZ01-INFRA-IoT_Pool

Enter IP address for infrastructure VLAN: *

192.168.138.154

Enter subnet mask for infrastructure VLAN:

255.255.255.240

Enter default gateway address: *

192.168.138.158

Export Template Parameters @ Import Template Parameters ®

Cancel Back

X

|
.

I



IXI Cisco DNA Center % (L) Identity Services Engine X +
&« C O & == i //10.62.9.230/dna/provision/davices/plug
ﬂ vSphere VMware-EN VMware-PAR VMware-Fusion % Cisco vManage IXC Cisco DNA Center (:; Identity Services Engine % APIC (192.168.130.10) E’,“V SMC & FMC

= Cisco DNA Center Provision / Network Devices / Plug and Play

Inventory Plug and Play

Assign Site Assign Provision
g Configuration Templates

Devices (1)

Inventory Insights

o Summary

Q o3 fable
# Device Name Serial Number Product ID Assigned Site
1 Switch FOC1722Z1FJ WS-C3850-48F-E Global/Plzen/PLZ01

Showing 1 of 1

Configuration

Image: No image selected
Template: C3K-PEN-onboarding
(Switching)

Device Config

Preview Config

0

N

Le

]

X

|
.



IXI Cisco DNA Center X () Identity Services Engine X+
< C O & == i //10.62.9.230/dna/provision/devices/plug: 0% ¥ ® @ =

25 APIC (192.168.130.10) W SMC % FMC

= vSphere VMware-EN VMware-PAR VMware-Fusion s Cisco vManage NI Cisco DNA Center (:; Identity Services Engine

jo)
S
G
[}

= Cisco DNA Center Provision / Network Devices / Plug and Play

Inventory Plug and Play Inventory Insights

Device Status Unclaimed (1) Error (1) Provisioned (22) All (24)

Devices (1) Focus: Default v

Auto-Refresh: - 30 s VvV

Q

0 Selected Actions Vv @ Add Devices As of: Oct 4, 2022 11:42 AM £ Refresh

Site Last Contact

D # Device Name = Serial Number Product ID IP Address Source State Onboarding Progress

g 1 Switch FOC1722Z1F WS-C3850-48F-E 192.168.138.150 Network m— 0% Global/Pizen/PLZO1  Oct 04, 2022 11:41:53 AM




IXI Cisco DNA Center X () Identity Services Engine X+
&« C O & == i //10.62.9.230/dna/provision/davices/plug

= vSphere VMware-EN VMware-PAR VMware-Fusion s Cisco vManage NI Cisco DNA Center (:; Identity Services Engine

= Cisco DNA Center

Inventory Plug and Play Inventory Insights

Device Status Unclaimed (1) Error (1) Provisioned (22) All (24)

Devices (1) Focus: Default v

Q
0 Selected Actions Vv @ Add Devices
O # Device Name ~ Serial Number Product ID
O 1 Switch FOC1722Z1FJ WS-C3850-48F-E

25 APIC (192.168.130.10) W SMC % FMC

Provision / Network Devices [/ Plug and Play

IP Address

192.168.138.150

Source

Network

State

Onboarding

Auto-Refresh: - 30 s

As of: Oct 4, 2022 11:44 AM

Onboarding Progress Site Last Contact

Global/Pizen/PLZ01 Oct 04, 2022 11:44:08 AM

Q
L3 ]
Iy

jo)
S
G
[}

v

£ Refresh

NG 11:44 B




X Cisco DNA Center % (L) Identity Services Engine X o = X
& C ://10.62.9.230/dna/provision/devices/plugandplay 0% T¥ @ @ =
6] vSphere VMware-EN VMware-PAR VMware-Fusion & Cisco vManage [NC Cisco DNA Center C‘ Identity Services Engine APIC (192.168.130.10) E’Q SMC & FMC
= Cisco DNA Center Provision / Network Devices / Plug and Play Q ® o b
Inventory Plug and Play Inventory Insights
Dovice Status  Unclaimed (0)  Error (1) Al (24) Details available here: SUDI validation, configuration, etc. :

Devices (23) Focus: Default v Auto-Refresh: - 30 s v

Q Y
0 Selected Actions v @ Add Devices As of: Oct 4, 2022 11:45 AM £ Refresh
D 8 Device Name ~ Serial Number Product ID 1P Address Source State Onboarding Progress Site Last Contact
= - B s o
d 5 AP1416.9D56.12F4 KWC242605FA 192.168.138.5 Network Provisioned ——— Q Global/Prague/PRG07/PRG07-5 Aug 05, 2022 4:14:33 PM
d 6 AP488B.0A77.5F6C FGL2628LKDZ C9124AXD-E 192.168.138.10 Network Provisioned — O Global/Prague/PRG07/PRG07-5 Aug 05, 2022 4:14:42 PM
O 7 APG87D.B45C.A2A0 FGL2618M4VP C9136I-E 192.168.138.8 Network Provisioned [ Global/Prague/PRG07/PRGO7-5 Aug 15, 2022 3:36:34 PM
(] 8 AP70F3.5A78.4FA8 KWC21400CHK AIR-AP1800S-E-K9 192.168.111.104 Network Provisioned — © Global/Prague/PRG07/PRGO7-5 Sep 20, 2022 6:56:57 AM
O 9 APF4DB.E621.84B2 FCWZ232NNS3 AIR-AP4800-E-K9 192.168.138.20 Network Provisioned — & Global/Plzen/PLZ01/PLZ01~-1 May 04, 2021 4:28:10 PM
O 10 APF4DB.E643.851C CW2232NNMS AIR-AP4800-E-K9 192.168.138.6 Network Provisioned — O Global/Prague/PRG07/PRGO7-5 Aug 05, 2022 4:14:23 PM
O 1 C3850-PCE FOC1647V2D7 WS-C3850-48P-E 192.168.112.217 Network Provisioned e Global/Pardubice/PARO1 Oct 04, 2022 4:25:47 AM
] 12 FOC1722Z1FJ WS-C3850-48F-E 192.168.138.154 Network Provisioned — © Global/Pizen/PLZ01 Oct 04, 2022 11:45:15 AM
a 13 C9300-E1 FCW2125G02E C9300-24P 192.168.101.2 Network Provisioned — Q) NA Mar 10, 2021 2:52:14 PM
a 14 C9300-E2 FCW2124G01Z C9300-24U 192.168.101.5 Network Provisioned — @ NA Mar 04, 2021 2:38:58 PM




IXI Cisco DNA Center % (L) Identity Services Engine X = X
« > C O Pg &2 hitpsi//10.62.9.230/dna/provision/devices/inventory?devices-view=inventoryView&selectedSite=5abe3714-6133-4a69-bece-e09d9bd 196d 1 &devices-filters={"family”;"switches and hubs') 0% ¥ @ @ =

[ vSphere . VMware-EN .+~ VMware-PAR -~ VMware-Fusion & CiscovManage NI Cisco DNA Center () Identity Services Engine :: APIC (192.168.130.10) & SMC

= Cisco DNA Center Provision / Network Devices / Inventory PreviewNewPage (D QA @ & O
@ Plug and Play Inventory Insights
Q s H ki " A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option. X ‘
earcl lerarchy \
Search Hel
ST Q Global / Pizen / PLZO1 E - N
v & Global
. DEVICES (3)
© Unassigned Devices racus: Inventory v
> & Bratislava = " 5 =
VW Filter | © Add Device Tag Actionsv (@ | Takea Tour Asof: 12:36PM (i Export 7 Refresh
> & Jezeri .
Device Family is switches and hubs X
> &b Kounov
)] Device Name « IP Address Device Family Reachability ()  EoX Status (1) [6) (6] Health Score Site MAC Address Device Role Image }
@ mnt
& () < C3850-PEN1-PLZ01.enprglab.local & >192.168.1384154 Switches and Hubs @ Reachable A Not Scanned @ Managed @ compliant No Health .../PIzen/PLZ01  0c:68:03:44:83:80 < ACCESS 16.12.6
> Pardubice
C9300-FiaB-PLZ01.enprglab.local @ Switches and Hubs = "
~ & Plzen O @ Co300-FiaB-PLZOY, IOS-XE-17.9..  192.168.10233 (O ] @ oalerts ©® Managed © Non-Compiiant 10 .../Pizen/PLZ0T  08:4f:f0:84:69:80 £ ACCESS  17.9.1
~ @ PLZ01
< pLz011 0 ¢ SN-FOC1911Y0QT.enprglab.local @ 192.168.138.148 Switches and Hubs @ Reachable @ 0 alerts @ Managed © compliant 10 .../Plzen/PLZ01  ¢8:00:84:75:f2:00 & ACCESS  15.2(7)EOs
> & Prague
> ¢ Temp-PI-DNC-coexistence I}
> & TEST-DS

> & Warehouse-test

> & Zatec

< >

o Show 25 V' entries Showing 3 of 3




Konfigurace zarizeni
(CLI, GUI, Sablony,
workflow, API)




Moznosti konfigurace site

- Tradicni pomoci CLI
- Konzole, vzdaleny pfistup

- GUI

- Konfiguracni sablony
- Predpfripravené useky konfigurace, vyuziti proménnych
- Vyuziti AVL nebo Jinja

- Workflows

- Preskriptivni design
- Vyuziti orchestratoru

- Vyuziti API
- “Network-as-a-code”

cisco E/W _
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Konsole, CLI, GUI

525.3) X CON0LEVPN-4 (10.629.222) X

Activities @ Google Chrome ~ Po 1125 L0 O~
Isco C3300L-24P-4 - Configuration - Ethernet - Google Chrome °50
5 CI300L-EVPN-4: Clsco €0 X
& > C O A Notsecure | hitps:/192:168.1.93 webuifohysicalinterface < % O

Cisco-Global... @ HTTPSRestric.. @ HTMLRestricted @ Sova-10.133.2... @ House-10.133.. @ IdentityServic.. @ APIC iti APIC(192.168. APIC(192.165.... @ Webmin @ vManage

il Cisco CO300L-24P-4X amedmoc so

stion ~ erface™ > Ethemet Configure Interface GigabitEthernet1/0/1
General

Admn i Operational
Namo i Sws staws Ius Address i 1pve Adar
GigabiEmemeto/o [ u nassignd

a] °
O cosbieemetijof o ° unassigned Unassi oo -
G iompchmreijo = = O O
[ JEEE— [ ° unassigned
[ JE—— ° ) ple =
O cosbiznematios ° ° unassigned [ []]
O Gomtememetio ° ° rassignes
O e ’ [ ) nassior S z
O s . ° ° pr— rnssiond (] |
O Gosbicem ° ° —
' o =
i 5
Fhows o n an D=

Updte & Apply to Device

CIsCoO W
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Konfiguracni Sablony

X Template Editor - Cisco DNA C- X [eF vSphere - PRGO7 Client 3 - Surr X PRGO7 Client 3 x +
& c O & //10.62.9.230/dna tor £
[ vSphere  * VMware-EN  +* VMware-PAR +* VMware-Fusion &l Cisco vManage [XI Cisco DNA Center () Identity Services Engine
Cisco DNA Center
% (] Configure access interfaces  x Provision C3K PEN

-Initial-configuration-PLZ01 V

- #f u‘sxnterfa:e in

al-configuration-P| 2 teme
#if ($interface.portTyp:
Configure FNF ¥ I$interface.de P

Configure VLAN interfaces ¥

| contoueac

Configure authentication tem
terface $interface.portName
Enable-CTS-at-Fabi v & $interface.porthame
lan- Closed
chauration V. t access
configuration :
HlgrBton attach-policy IPDT_POLICY
dnacmonitor input
B = Provision C3K PEN P
Clo yN Tempiate: eq 3
DefaultWiredDotlxClosedAuth
FNF configu: €9200 | portfast

bpduguard enable
input DNA-MARKING_IN
FNF configuartion with SGT - 9300 e 5 =

ip nbar protocol-discovery
Flex AP at SDA

ge

BA RS

Jc

IS

($interface.portType
$interface.des

Templates

&%

arry - pokusy

Onboarding Configuration

Redirect FNF to UDP director

er

Mumn s s BB s

SDA DHC

terface $interface.porthiame
Sinterface. portiiane

SDA-Fusion on Access -lan- Open <

cisco EW

-policy output DNA-dscp#APIC_QOS_Q_OUT

ach($interface in 5(Open_Authentication Interfaces})

APIC (192.168.130.10)  £W SMC 4 FMC

Tools / Template Editor

#CiscoEngage

Template S
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Workflow

X Cisco DNA Center X | [ vSphere - PRGO7 Client3-Surr X PRGO7 Client 3 X+ = a X
<« (¢} O & //10.62.9.230/dna/manage/sd-access/fabricSitestcdid=a103cbf2-7203-4e6b-866c-26e7542aB4dcRisiteld =4 1ec2124-aa31-49ef- 9045-b1bb7d8Bbb7adselectedtab=fabric 0% ¥ 2 @ =
[ vsphere * VMware-EN * VMware-PAR -+ VMware-Fusi ge IXC Cisco DNA Center (@) Identity Services Engine 244 APIC (192.168.130.10) &% SMC 44 FMC
Cisco DNA Center Provision / SD-Access Qe ®o
C3650-AH.enprglab.local (192.168.115.82 :
PRGO7 ViewSite Hierarchy ~ Site Actions v prg ( )
SITE SUMMARY @ Reachable  Uptime: 156 days 4 hrs 41 mins
9/22 p— 2’2 B =FS
Fabric Site Authentication  INFRA_VN LISP Pub/Sub  Dynamic Default Borde: 5 Run Ghammarck 7 View 350 Vst pdined: 07 PM.. [ RefreEh
Devices Details Fabric Port Channel Advisories Configuration Native VLANs Power Fans SFP Modules User Defined Fields Interfaces More v
Fabric Infrastructure  Authentication Template ~ Wireless SSIDs  Port Assignment
() 2 device(s) in this site are not compatible to be Edge Node, Wireless LAN Controller, Border
Fabric
Border Node C.
Control Plane Node C.
@ e @
Cancel Add

#CiscoEngage
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API| - SDA-as-Code Application Files

: Global

: BEAV
: 1400 Northeast Compton
: 45.5313708
¢ -122.8811613

: Cubes And Walled 0ffig
: 100
: 50
: 10

¢ 171.70.168.183
:10.93.141.1
: 171.68.38.66
: 10.93.141.37
: 10.93.141.38

[16.93.141.19, 10.93

User Input - YAML File

. Servers

[10.93.141.19]
: BGP

Global_Fabric_Pool : 65001

: 65002
: FortyGigabitEther
IP_Transit

Generic
10.200.0.0/20
10.200.1.1
10.93.141.46
10.93.141.46
IPv4

T 602

[10.93.141.20]

BEAV_Fabric_Subpool
Generic
10.200.1.08/24
10.200.1.1
10.93.141.46
10.93.141.46
IPv4

[10.93.141.28]

: No Authentication

BEAV_Transit_Pool
Generic
10.200.2.08/24
10.200.2.1
10.93.141.46
IPv4

SDA-as-Code Application

2 create_fabric_site.py

# create a new Global Pool

global_pool_payload = {...}

response = dnac_api.network_settings.create_global_pool(payload=global_pool_payload)
pprint(response)

print(*\n\nCreating the Global Pool: ', ip_pool_name)

time_sleep(10)

# create an IP sub_pool for site_hierarchy
ip_sub_pool_subnet = ip_sub_pool_cidr.split('/')[0]
ip_sub_pool_mask = int(ip_sub_pool_cidr.split('/')[1])

# get the site_id
response = dnac_api.sites.get_site(name=site_hierarchy)
site_id = response['response'][0]['id']

sub_pool_payload = {...}
response = dnac_api.network_settings.reserve_ip_subpool(site_id=site_id, payload=sub_pool_payload)

print('\n\nCreating the IP subpool: ', ip_pool_cidr)
time_sleep(10)

# cr

ip_transit_pool_subnet

transit_pool_cidr.split('/')[6]
ip_transit_pool_mask = int(ip_transit_pool_cidr.split('/')[1])

transit_pool_payload =

response = dnac_api.network_settings.reserve_ip_subpool(site_id=site_id, payload=transit_pool_payload)
print('\n\nCreating the IP transit pool: ', ip_pool_cidr)
time_sleep(16)

: Servers

https://github.com/cisco-en-programmability/dnacenter fabric operations



https://github.com/cisco-en-programmability/dnacenter_fabric_operations

Priklad konfigurace
zarlizeni pomoci
Sablon s vyuzitim
DNA Center
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X Cisco DNA Center X
< 2 G

[ vSphere -~ VMware-EN

= Cisco DNA Center

Inventory Plug and Play

Q) Search Hierarchy Y
Search Help
~ & Global
© Unassigned Devices
> & Bratislava
> &b Jezeri
> &b Kounov
@ mnt
> & Pardubice
~ & Plzen
~ @ PLZ01
£ PLZ01-1
> & Prague
> & Temp-PI-DNC-coexistence
> & TEST-DS
> & Warehouse-test

> & Zatec

. VMware-PAR - VMware-Fusion & CiscovManage I\C Cisco DNA Center () Identity Services Engine %5 APIC (192.168.130.10) &% SMC &

() Identity Services Engine X+

O a = https://10.62.9.230/dna/provision/devices/inventory?devices-view=inventoryView&selectedSite=5abe374-6133-4a69-bece-e09d9bd 196d 1 &devices-filters={"family":"switches and hubs"}

FMC

Provision / Network Devices / Inventory

Inventory Insights

0% ¥ ® @

PreviewNewPage (I QA @ & O

A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option. X ‘

Q Global / Pizen / PLZO1

DEVICLS (3)
Focus: Inventory v

VFiter | @ Add Des ionsv ® | Takea Tour 1 Sel

Device Family is switches and hut

=Q
[ 8BTS &
[} Device Name « e Family Reachability (0 EoX Status (1) ® ® Heaith Score
= (] BTS05-Trustsec
® O C3850-PENI-PLZR ihes and Hubs @ Reachable A Not Scanned @ Managed © compiiant No Health
C9300-FiaB-PI @ :hes and Hubs -
; Y 4 . "
O @ Cco300-FiaB-PLZOT [ EmERE FIoB-PLZO] focs Frabian)| | @-Rescheble. @0l ® Mnge @i 30
0 ¢ SN-FOC1911Y0QT.e [ rason-A ¥ hes and Hubs @ Reachable @ Managed © compiiant 10
Manage Tags
Apply

<

Show 25 V' entries Showing 3 of 3

Site

-../Plzen/PLZ01

.../Pizen/PLZ01

.../Plzen/PLZ01

g -

Asof 12:36PM 1 Export 7 Refresh
MAC Address Device Role Image  }
0c:68:03:44:83:80 £ ACCESS 16.12.6
08:41:19:84:69:80 £ ACCESS 17.9.41
c8:00:84:75:f2:00 & ACCESS  15.2(7)E0s
>




X Cisco DNA Center % (L) Identity Services Engine X +
2 B N

[ vSphere -~ VMware-EN

= Cisco DNA Center

Inventory Plug and Play Inventory Insights

 VUMware-PAR - VMware-Fusion & CiscovManage I\C Cisco DNA Center () Identity Services Engine %5 APIC (192.168.130.10) 5% SMC &

FMC

Provision / Network Devices / Inventory

O a = https://10.62.9.230/dna/provision/devices/inventory?devices-view=inventoryView&selectedSite=5abe374-6133-4a69-bece-e09d9bd 196d 1 &devices-filters={"family":"switches and hubs"}

0% ¥ ® @

PreviewNewPage (I QA @ & O

Q) Search Hierarchy \V4

A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option.

4

Search Hel
SRR Q Global / Pizen / PLZO1
v & Global
. DEVICES (3)
© Unassigned Devices rocus: Inventory v
> &b Bratislava = A
VFiter | @ AddDevice Tag ActionsA @ | Takea Tour 1 Sel
> & Jezeri . «
Device Family is switches and hubs Inventory >
> &b Kounov
[} Device Name Device Family Reachability (0 EoX Status (1) ® ®
Software Image >
@ mnt
C3850-PEN1-PLZ01.enprg rr A
> & Pardubice 8 @  caeeen Provision hable A Not (] ®c
Assign Device to Site
sl C9300-FiaB-PLZOY enprgle 1 S/oMelTY
-FiaB- 4 H @ Managed =
« @ PLZO7 [BEK J C9300-FiaB-PLZ01, 10S- ) hable © 0alerts [} g © Non-Compliant
Device Replacement >
£ PLZ01-1 LAN Automation
- 0 ¢ SN-FOC1911Y0QT.enprglal  ohers hable ) 0 alerts @® Managed @ Compliant
> & Prague LAN Automation Status
Compliance >

> & Temp-PI-DNC-coexistence
> & TEST-DS
> & Warehouse-test

> & Zatec

<

Show 25 V' entries

Learn Device Config

Configure WLC HA

Configure WLC Mobility

Manage LED Flash Status

Showing 3 of 3

Health Score

10

Site

.../Plzen/PLZ01

.../Plzen/PLZ01

.../Plzen/PLZ01

g -

Asof 12:37PM 1 Export 7 Refresh
MAC Address Device Role Image  }
0c:68:03:44:83:80 < ACCESS 16.12.6
08:4f:f9:84:69:80 & ACCESS  17.9.1
€8:00:84:75:f2:00 £ ACCESS  15.2(7)EOs
>




X Cisco DNA Center X () Identity Services Engine X +
& (@] O a; &2 hitps;//10.62.9.230/dna/provision/devices/inventory/provisioning

[ vSphere VMware-EN VMware-PAR VMware-Fusion s CiscovManage X Cisco DNA Center () Identity Services Engine % APIC (192.168.130.10) W SMC 4 FMC

= Cisco DNA Center Network Devices / Inventory / Provision Devices

Inventory | Provision Devices

N s

( 1) Assign Site o Advanced Configuration (3 ) summary

N— R

3 D Provision these templates even if they have been deployed before
Devices
Select devices to fill out provisioning parameters D Copy running config to startup config
Find Show
=Q Device All v
Miscelaneous configura... Configure authenticatio...

No Data Available

(7)C3850-PEN1-PLZ01.enprglab.local

onfigure FNF Configure VLAN interfa...

90 %

Export Deployment Parameters @® Import Deployment Parameters (0]

Export Template Parameters (0 Import Template Parameters @

Configure access interf...

Cancel

X




X Cisco DNA Center X () Identity Services Engine X +

& (@] O a; &2 hitps;//10.62.9.230/dna/provision/devices/inventory/provisioning

vSphere VMware-| VMware-PAR VMware-Fusion s Cisco vManage [N Cisco DNA Center () Identity Services Engine APIC (192.168.130.10) 5w s FMC
1 vsp EN M F sl CiscovManage N C dentity S Eng P 1 0) EWSMC & FM

= Cisco DNA Center Network Devices / Inventory / Provision Devices

Inventory | Provision Devices

A~ S

( 1) Assign Site o Advanced Configuration (3 ) summary

N— R
3 D Provision these templates even if they have been deployed before

Devices
Select devices to fill out provisioning parameters D Copy running config to startup config
Find Show
=Q Device All v

= Miscelaneous configura... Configure authenticatio... Configure FN

v [EProvision C3K PEN (1)

Enter VLAN numbers: *

(7)C3850-PEN1-PLZ01.enprglab.local 235, 236, 1021, 1022, 1034, 1035, 1040, 1041, 1042

Enter VLAN names: *

~

vian235, VLAN236, 192_168_137_0-Campus, 192_168_136_0-
Campus, VN-loT-Profiled_Devices, VN-loT-Quarantined_Devices,
PRGO2-VN-Hospital-End-Users, PRGO2-VN-Hospital-Resources, 7

( Configure VLAN interfa...

- X
0% ¥ ® ® =
Qe o b

Export Deployment Parameters @® Import Deployment Parameters (0]

Export Template Parameters (0 Import Template Parameters @

onfigure access interf...




X Cisco DNA Center X () Identity Services Engine X +

I

& (@] O a; &2 hitps;//10.62.9.230/dna/provision/devices/inventory/provisioning 0% ¥ @ @

[ vSphere VMware-EN VMware-PAR VMware-Fusion % Cisco vManage X Cisco DNA Center () Identity Services Engine

APIC (192.168.130.10) & SMC i FMC
= Cisco DNA Center Network Devices / Inventory / Provision Devices Qe ac

Inventory | Provision Devices

N
( 1) Assign Site o Advanced Configuration \
N—

® 0
Devices [7] Provision these templates even if they have been deployed before Export Deployment Parameters ) Import Deployment Parameters ©

) Summary

(w)

Select devices to fill out provisioning parameters [] Copy running config to startup config

Find Sho
o o port Template Parameters © Import Template Parameters @

=Q Device All v
= Miscelaneous configura... Configure authenticatio... Configure FNF Configure VLAN interfa...
v [EProvision C3K PEN (1)

2 C3850-PEN1-PLZ01.enpralab.local v Closed_Authentication_Interfaces
A o 1.

o < GigabitEthernet1/0/1 % GigabitEthernet1/0/2 % igabi 1/0/3 % igabi 1/0/4 % >
W Filter Reset  Select All

Closed_Authentication_interfaces ~

GigabitEthernet0/0

GigabitEthernet1/0/5

GigabitEthernet1/0/6

GigabitEthernet1/0/7 N
GigabitEthernet1/0/8

GigabitEthernet1/0/9

GigabitEthernet1/0/10

GigabitEthernet1/0/11

GigabitEthernet1/0/12

GigabitEthernet1/0/13

Showing 1 - 10 of 56 112134166




IXI Cisco DNA Center x O Identity Services Engine X +
& (@] O a; &2 hitps;//10.62.9.230/dna/provision/devices/inventory/provisioning
[ vSphere VMware-EN VMware-PAR VMware-Fusion % Cisco vManage X Cisco DNA Center () Identity Services Engine APIC (192.168.130.10) &W SMC & FMC

Cisco DNA Center Network Devices / Inventory / Provision Devices

Inventory | Provision Devices

A~ S
(\ 1) Assign Site e Advanced Configuration (3 Summary
~— L
. D Provision these templates even if they have been deployed before
Devices
Select devices to fill out provisioning parameters D Copy running config to startup config
Find Show
=Q Device All v
Configure authenticatio... Configure FNF C

v [Provision C3K PEN (1)
GigabitEthernet1/0/1, GigabitEthernet1/0/2, GigabitEthernet1/0/3, GigabitEthernet1/0/4

R Closed_Authentication_...
(2)C3850-PEN1-PLZ01 enprglab.local 2" Closed-Adthienticatinn:.

> Open_Authenticatio... GigabitEthernet1/0/5, GigabitEthernet1/0/7

> No_Authenticatio.. GigabitEthernet1/0/7, GigabitEthernet1/0/8

Access_VLANs
1041,1041

0% ¥ @ @

Qe ob

Export Deployment Parameters @ Import Deployment Parameters O

Export Template Parameters (0 Import Template Parameters @

Configure access interf...

Cancel

X




X Cisco DNA Center % (L) Identity Services Engine X +
< > G O & =2 hitpsy//10.62.9.230/dna/provision/devices/inventory/provisioning

[ vSphere . VMware-EN .+~ VMware-PAR -~ VMware-Fusion & CiscovManage NI Cisco DNA Center () Identity Services Engine :: APIC (192.168.130.10) & SMC

= Cisco DNA Center
Inventory |/ Provision Devices

@ Assign Site @ Advanced C e ummary

C3850-PEN1-
PLZ01.enprglab.local

v Device
Device Name:
Platform Id:
Device IP:

Device Location:

v Network
NTP Server:
AAA Network ISE Server
AAA Network Primary Server:
AAA Client ISE Server

AAA Client Primary Server:

DHCP Server:

DNS Domain Name:

DNS Primary Server:

Syslog Server

Netfiow Collector

Wired Endpoint Data Collection
Cisco TrustSec (CTS) Credentials
SNMP Trap Receiver

Cisco TrustSec (CTS) Credentials
Syslog Level

Controiler Certificates

v Achianand

Network Devices / Inventory / Provision Devices

C3850-PEN1-PLZ01.enprglab.local
WS-C3850-48F-E
192.168.138.154
Global/Plzen/PLZ01

192.168.111,16
192.168.111.136
192.168.111.136 (RADIUS)
192.168.111.136
192.168.111.136 (RADIUS)

WARNING: Do not use * sdmin” as the usemame for your device CLI credentials. If you are using 1S

devices.

192.168.111,16, 192.168.111.17
enprglab.local
192.168.111.249

Cisco DNA Center

Cisco DNA Center

Yes

Yes

Cisco DNA Center

Yes

6 - Information Messages

Yes

55 your AAA server. Il you da, this can result in you not being able to login to your

N

90%

-
® @
Q®ab

X




X Cisco DNA Center X Identity Services Engine X +
« -

@ vSphere VMware-EN VMware-PAR

= Cisco DNA Center

Inventory |/ Provision Devices

7 o
( 1> Assign Site ( 2> Advanced Configuration e Summary
N N—

€3850-PEN1- v Davies
PLZ01.enprglab.local
Device Name:
Platform Id:
Device IP:

Device Location:

~ Network
NTP Server:
AAA Network ISE Server
AAA Network Primary Server:
AAA Client ISE Server

AAA Client Primary Server:

DHCP Server:

DNS Domain Name:

DNS Primary Server:

Syslog Server

Netfiow Collector

Wired Endpoint Data Collection
Cisco TrustSec (CTS) Credentials
SNMP Trap Receiver

Cisco TrustSec (CTS) Credentials
Syslog Level

Controiler Certificates

v Advianend

VMware-Fusion % Cisco vManage X Cisco DNA Center () Identity Services Engine

O a = https://10.62.9.230/dna/provision/devices/inventory/provisioning

APIC (192.168.130.10) &W SMC & FMC

Network Devices / Inventory / Provision Devices

C3850-PEN1-PLZ01.enprglab.local
WS-C3850-48F-E
192.168.138.154
Global/Plzen/PLZ01

192.168.111,16
192.168.111.136
192.168.111.136 (RADIUS)
192.168.111.136
192.168.111.136 (RADIUS)

WARNING: Do not use * sdmin” as the usemame for your device CLI credentials. If you are using IS

devices.
192.168.111,16, 192.168.111.17
enprglab.local

192.168.111.249

Cisco DNA Center

Cisco DNA Center

Yes

Yes

Cisco DNA Center

Yes

6 - Information Messages

Yes

0% ¥

Q Later

(O Generate configuration preview

Creates preview which can be later used to deploy on selected devices. If Site assignment is invoked

during configuration preview, Device cantrollability configuration will be pushed to corresponding

device(s). View status in Work ltems

Task Name™
Provision Device

Cancel Apply

-
® @
Q®ab

X




X Cisco DNA Center X
& c

@ vSphere VMware-EN VMwa

= Cisco DNA Center

SUMMARY

v Status (4)
(O Upcoming
() In Progress
() Success
() Failed

v Last Updated
QO 3 hours
() 24 hours
() 7 days

> Categories (35)

v Recurring

(O Show

O Hide

() Identity Services Engine X+

O G = hitpsy//10.62.9.230/dna/activity/tasks

re-PAR

Q, Search by description

@ PROVISION
A& jpilar
Provision Device

Starts:  Oct 4, 2022 12:40 PM

Hostname: C3850-PEN1-PLZ01.enprglab.local

——

Status:

o DEVICE CONTROLLABILITY AND TELEMETRY

A jpilar
Update Telemetry Settings Task

Starts:  Oct 4, 2022 12:34 PM

o SITE ASSIGNMENT

A jpilar
Assign 1 Device(s) to Site

Starts:  Oct 4, 2022 12:33 PM

° DISCOVERY
A& jpilar
Clone of pnp

Starts:  Oct 4, 2022 12:24 PM

° DISCOVERY

2 jpilar
pnp
Starts:  Oct 4, 2022 12:20 PM

0 SITE ASSIGNMENT

&, zdroubal

Accinn 2 Navicale) ta Sita

Status: @

Status: @

Status: @l

Status: @

VMware-Fusion & CiscovManage NI Cisco DNA Center () Identity Services Engine 24 APIC (192.168.130.10) SW SMC & FMC

Activities |/ Tasks

PROVISION

Provision Device
Starts: Oct 4, 2022 12:40 PM Status: . Success

e: C3850-PEN1-PLZ01.enprglab.local
IP Addif#ss: 192.168.138.154

Configured At Oct 4, 2022 12:43 PM

Description Provision Device

App Name Device Provisioning, Device Controllability and Telemetry, Template Provisioning (System Defined)

= X

0% v ® ® =
Qe acb

X
Last updated: 12:43:47 PM £} Refresh




X Cisco DNA Center X
« 5 C

o vSphere « VMware-EN .+ VMware-PAR + VMware-Fusion &k CiscovManage X Cisco DNA Center @ Identity Services Engine 2 APIC (192.168.130.10) SWSMC ¢

= Cisco DNA Center

SUMMARY

v Status (4)
(O Upcoming
() In Progress
() Success
() Failed

v Last Updated
QO 3 hours
() 24 hours
(O 7 days

> Categories (35)

v Recurring

(O Show

O Hide

() Identity Services Engine X+

QO & = https//10.62.9.230/dna/activity/tasks

Q, Search by description

® PROVISION

A& jpilar
Provision Device

Hostname: C3850-PEN1-PLZ01 enprglab.local

Starts:  Oct 4, 2022 12:40 PM

DEVICE CONTROLLABILITY AND TELEMETRY

& jpilar
Update Telemetry Settings Task

Starts:  Oct 4, 2022 12:34 PM

SITE ASSIGNMENT

A jpilar
Assign 1 Device(s) to Site

Starts:  Oct 4, 2022 12:33 PM

DISCOVERY
A& jpilar
Clone of pnp

Starts:  Oct 4, 2022 12:24 PM

DISCOVERY

2 jpilar

pnp

Starts:  Oct 4, 2022 12:20 PM

SITE ASSIGNMENT

& zdroubal

Accinn 2 Navicale) ta Sita

Status: @

Status: @

Status: @

Status: @

Status: @

FMC

Activities [ Tasks

PROVISION
Provision Device

Starts: Oct 4, 2022 12:40 PM Status: @ Success

= ] X

0% ¥ ® © =
] ®.a

X
Last updated: 12:43:47 PM [ Refresh

° ploy of

Click on view details for the deployment details

Template provisioning

« Oct 4, 2022 12:42 PM

Templata provisioning

« Oct 4, 2022 12:42 PM

Templata provisioning

« Oct 4, 2022 12:42 PM

Templata provisioning

« Oct 4, 2022 12:43 PM

Templata provisioning

» Oct 4, 2022 12:43 PM

° Device Controllability

\ SUCCESS
Hide Details
SUCCESS
Provisioning success for template Miscelaneous configuration
SUCCESS
Provisioning success for template Configure authentication templates
SUCCESS

Provisioning success for template Configure FNF

Provisioning success for template Configure VLAN interfaces

Provisioning success for template Configure access interfaces

SUCCESS




X Cisco DNA Center X i CiscolOS and 10S XE Software X il End-of-Sale and End-of-Life A1 X
< > G O & =2 hitpsy//10.62.9.230/dna/activity/tasks

[ vSphere -~ VMware-EN

= Cisco DNA Center

SUMMARY

v Status (4)
(O Upcoming
(O In Progress
(O Success
() Failed

v Last Updated
(O 3 hours
(O 24 hours
QO 7 days

> Categories (35)

v Recurring

(O Show

O Hide

 VUMware-PAR - VMware-Fusion & CiscovManage I\C Cisco DNA Center () Identity Services Engine %5 APIC (192.168.130.10) 5% SMC &

Q) Search by description

° 0OS UPDATE
A jpilar
Distribution of cat3k_caa-universalk9.16.12.

Status: ‘

Starts:

0 PROVISION
2 jpilar
Provision Device
Hostname: C3850-PEN1-PLZ01 enprglab.local

Status: q

0 DEVICE CONTROLLABILITY AND TELEMETRY

A jpilar
Update Telemetry Settings Task

Oct 4, 2022 1:13 PM

Starts:  Oct 4, 2022 12:40 PM

Status: ‘

Starts:  Oct 4, 2022 12:34 PM

o SITE ASSIGNMENT

A jpilar
Assign 1 Device(s) to Site

Status: ‘

Starts:

° DISCOVERY

2 jpilar
Clone of pnp-ojeb

Oct 4, 2022 12:33 PM

Starts:  Oct 4, 2022 12:24 PM

0 DISCOVERY
A jpilar

nanoniah

Status: ‘

() Identity Services Engine X A+

FMC
Activities / Tasks

PROVISION

Provision Device

Starts: Oct 4, 2022 12:40 PM Status: . Success

v Configuration Difference

performed by all the actions

C\ This difference view rep

L) (Provisioning, Telemetry, etc.) within a 5 minutes window.

© Show only differences () Show

Running Config (394 Lines)
Collected at: Oct 4, 2022 12:35 PM

15 exit-address-family
16 enable secret 9 *¥*¥*xxx
17 aaa new-model

Running Config (1269 Lines)
Collected at: Oct 4, 2022 12:49 PM

15 exit-address-family

16 enable secret 9 ***¥®x*x

17 aaa new-model

18 aaa group server radius dnac-client-radiu
s-group

19 server name dnac-radius_192.168.111.136

20 ip radius source-interface V1an1023

21 aaa gl‘Iup server radius dnac-npetwork-radi
us-group

22 server name dnac-radius_192.168.111.136

23 ip radius source-interface V1anl023

24 aaa authentication login default local

25 aaa authentication login dnac-cts-list gr
oup dnac-client-radius-group local

26 aaa authentication login VTY_authen group
dnac-network-radius-group local

27 aaa authentication dotilx default group dn
ac-client-radius-group

28 @aa authorization exec default local

29 aaa authorization exec VTY_author group d
nac-netwerk-radius-group local if-authent
icated

30 aaa authorization network default group d
nac-client-radius-group

31 aaa authorization network dnac-cts-list g
roup dnac-client-radius-group

32 aaa accounting update newinfo periodic 28
38

33 aaa accounting identity default start-sto

0% V¥

Last updated: 2:32:01 PM

£ Refresh

X
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X Cisco DNA Center X | +
I (6] O 10.62.9.230/dna/c

sl
cisco

DNA Center

< Image Repository

= Cisco Catalyst 9300 Switch

SUMMARY Images (21)

> Roles & Tags

> Major Versions
> Golden Images

> Recommendation

Image Name

Install Mode (17.09.03.0.4111)

cat9k_iosxe.17.09.02.SPA.bin
@ Verified

cat9k_iosxe.17.03.03.SPA.bin
@ Verified

cat9k_iosxe_npe.17.06.06a.SPA.bin

Latest

cat9k_iosxe.17.09.04a.SPA bin

J Verified Latest

cat9k_iosxe.17.06.05.SPA.bin

Suggested

cat9k_iosxe_npe.17.06.05.SPA.bin

Suggested

cat9k_iosxe.17.12.01.SPA.bin

Latest

ord(s)

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) AP

Version

17.09.03.0.4111
Add On (N/A)

17.09.02.0.3040

17.03.03.0.4762
Add On (2)

Bengaluru-17.6.6a

Bengaluru-17.6.5
Add On (N/A)

Bengaluru-17.6.5
Add On (N/A)

Dublin-17.12.1
Add On (N/A)

Design /

Devices ~

Image Repository /

Image Family

Image Status @

le

= Show Tasks Cisco.comID  jpilar (Not me?)

=

~
[

As of: Oct 30, 2023 9:42 AM

Advisories

Critical High Device Roles & Tags @
0 2 o

0 5 7

0 27

0 0 o

0 0

0 3 °

0 3 °

0 0 °

Show Records: 25V 1-21 (1]

<

1
°
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X Cisco DNA Center X

<

& C

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME

10.62.9.230/dna/pro

>
Iy

< Cisco Cyber Vision

‘duit DNA Center

ces | C9300-E3.enprglab.local

() C9300-E3.enprglab.local 4 Run Commands @ View 360

TS-Edge Update-FNF Wol-D

IP Address: 192.168.101.41 | odel: Cisco Catalyst 9300 Switch |

Global/Prague/PRGO7

Interfaces

now fix al

You will be

figuration compliance issues on t

ew before the fix is applied. Fix All Configuration Compliance Issues

Hardware & Software

Configuration

Compliance Summary View Preference for Acknowledged Violations

Power

Fans No

Run Compliance Check
SFP Modules

User Defined Fields @ tox - End

@ @ Network Profiles (o)

nce Sep 13t

Config Drift

REP Rings

Wireless Info

SECURITY

Advisories
ity Advisories @

FIELD NOTICES

Field Notices

Potential Field Notices

COMPLI

|
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X Cisco DNA Center X | + g

& = G O a

A vSphere VMware-EN VMware-PAR VMware-Fusion 4 Cisco vManage [NI Cisco DNA Center (J“ Identity Services Engine @ APIC (10.62.10.111) 5w SMC J1FMC @EN Switching - TME - I.. s Cisco Cyber Vision

/10.62.9.230/dna/p

inventary

DNA Center Provision / Inventory

‘ A\ some devices may have design or provision conflicts. Please see the " Template Status” column for more information. Update CLI Templates X ‘

This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existing subscriptions for performance. An additional subscription is provided in this release for Security-Group Policy monitoring on switching platforms. These telemetry subscriptions are configured via NETCONF and will be X
A\ applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the & Force Configuration Push option

‘ (i) Application Telemetry actions will move soon to Application Visibility Setup. X ’

[ PRGO7 All Routers Wireless Controllers  Access Points  Sensors 89 H %
i Focus T e
DEVICE WORK ITEMS C Devices (13)  Focus: Software Images ) T e

() Unreachable Q
(1) Unassigned 0 Selected Tag (3) Add Device Image Update Image Update Status Actions v O As of 5
() Failed Provision - -
Device Name 1P Address Device Family Reachability Software Image 0S Update Status site Provisioning Status (7 Manageal ® Device Series
() Non Compliant
Success
o . ©3850-PEN2-PRGO7.enprglab.local A Managed
() Outdated Software Image 0O C3k-PEN 192.168.138.138 Switches and Hubs @ un cat3k_ alk9.16.12.06 Device Uptodate /Prague/PRGO7 See Details b i 9 i Cisco Catalyst 3850 Set
evice Unreachable
A Out nc
() No Golden Image <
Failed ge Pre s C9500-A.enprglab.local Switches and Hubs i Success
() Failed Image Prechecks =] Cocto A 192.168.101.33 ! = © Reachable cat9k_iosxe.17.09.03.SPA.bin Dsvica Untodats, Prague/PRGO7 8 © Managed Cisco Catalyst 9500 Ser
- (WLC Capable) See Details See Details
() Under Maintenance
C€9500-B.enprglab.local Switches and Hubs Device Uptodate Success
Security Advisories 192.168.101.35 I 19k .17.09.03.SPA.b 4 P PRGO7 Cisco Catalyst 9500 S
() se A O C9500-B (WLC Capable) @ Reachable cat9k_iosxe in i [Prague/! Siarts © Managed isco Catalysf et
(") Marked for Replacement
C3650-AH.enprglab._local ) ) Success &
N SDA DHCP Server 192.168.115.82 Switches and Hubs @ Reachable cat3k_caa-universalk.16.12.06... Device Uptodate .[Prague/PRGO7 See Details © Managed Cisco Catalyst 3650 Set
A Out of Sync
C9300-E3.enprglab.local Switches and Hubs CAT9K[17.9.3] Success
192.168.101.41 4 Distribution Pendin ../Prague/PRGO7 Cisco Catalyst 9300 Ser
TS-Edge, Update-FNF, .. (WLC Capable) O Re © Needs Update 9 9 See Details © Managed Y
C9300-E1.enprgiab.local Switches and Hubs CAT9K[17.9.3] Success
192.168.101.4 habl ribution Pendin: [Pr: PRGO7 Man I
Update-FNF, WoL-D 92.168.101.40 (WLC Capable) @ QPeachable © Needs Update Distribution Pending /Prague/PRGO’ e ak @ Managed Cisco Catalyst 9300 S
C9300-E2.enprglab.local Switches and Hubs CAT9K[17.9.3] Success
192.168.101.46 Distribution Pendin ../Prague/PRGO7 Cisco Catalyst 9300 S
Update-FNF, Wol-D (WLC Capable) © Reac © Needs Update ' 9 TEraguel] See Details © Managed d y
Switch= ©5-101-58.enprglab.local Switches and Hubs Device Uptodate Success
192.168.101.58 © Reachable cat9k_iosxe.17.09.03.SPA.bin P ../Prague/PRGO7 © Managed Cisco Catalyst 9300 Se
Update-FNF, WoL-D (WLC Capable) R See Detalls {Fiaque) See Details g ] 2 !
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X Cisco DNA Center X |+ v
« > C Q 10.62.9.230/dna/ st 8% 1Y Y

[ vSphere VMware-EN M PAR M Fusion @ CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) % SMC [I7)FMC @) EN Switching - TME - . Cisco Cyber Vision

‘Usth’ DNA Center Provision / Inventory

‘ A\ some devices may have design or provision conflicts. Please see the " Template Status” column for more information. Update CLI Templates X ‘

This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existing subscriptions for performance. An additional subscription is provided in this release for Security-Group Policy monitoring on switching platforms. These telemetry subscriptions are configured via NETCONF and will be X
A\ applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the & Force Configuration Push option

‘ (i) Application Telemetry actions will move soon to Application Visibility Setup. X ’

[ PRGO7 Al Routers Wireless Controllers  Access Points  Sensors 82 H = 0

Devices (13)  Focus: Software Images Take a tour M Export ¥

DEVICE WORK ITEMS

() Unreachable Q
B -y
(7] Unassigned 3 Selected Tag (P Add Devifle Image Update igc Update Status  Actions A 5
() Failed Provision -
[} Device Name IP Address Inv ftware Image OS Update Status Site Provisioning Status () Manageal Device Series

Non Compliant
() Non Compliar Software Image

Success
R A C3850-PEN2-PRGO7.enprglab.local & Managed
() Outdated Software Image pURERT 192.168 6.12.06 Device Uptodate [Prague/PRGO7 ~  See Details 9 Cisco Catalyst 3850 Set
% o i Device Unreachable
P aate Status Ou c
(1) No Golden Image < mage Update Statu
Telemetry
i S . €9500-A.enprglab.local Download Update Readiness Report - S
() Failed Image Prechecks 0 192.168.101.33 - 1A.bin Deiea Ubtndatn [Prague/PRGO7 3 © Managed Cisco Catalyst 9500 Ser
C9500-A Device Replacement See Details See Details
{3 tinder Maintenar Check Image Update Readiness
©9500-B.enprglab.local Complience s
R - o uccess
(1) Security Advisories 0O 192.168.101.35 D Reachable cat9k_iosxe.17.09.03.SPA bin Diyica Uptodiate ./Prague/PRGO7 © Managed Cisco Catalyst 9500 Set
- ©9500-B See Details See Details
(") Marked for Replacement
Success &

C3650-AH.enprglab.local

0 DR By 192.168.115.82 Switches and Hubs @ Reachable cat3k_caa-universalk9.16.12.06... Device Uptodate .[Prague/PRGO7  See De © Managed Cisco Catalyst 3650 Set
A Out of Sync
€9300-E3.enprglab.local Switches and Hubs CATO9K[17.9.3] Success
3 . : : .
TS-Edge, Update-FNF, ... 192.168.101.41 NG Carabie) © Reachable @ Needs Update Distribution Pending -[Prague/PRGO7  C R © Managed Cisco Catalyst 9300 Ser
C9300-E1.enprglab.local Switches and Hubs CAT9K[17.9.3] . Success
Update-FNF, WoL-D 2.168.101.40 Whice ) © Reachable ® o i Distribution Pending -[Prague/PRGO7  _ U © Managed Cisco Catalyst 9300 S
C9300-E2.enprgiab.local Switches and Hubs CAT9K[17.9.3] Success
192.168.101.4 Distribution Pendi 1P PRGO7 i talyst 9300 S
Update-FNF, WoL-D 2.168.101.46 (WLC Capable) @ Reachable © Needs Update istribution Pending /Prague/PRGO’ R @ Managed Cisco Catalyst 930
B ralab.local Switch d Hub i s s
192.168.101.58 Witches ane Ti0% @ 'Reachatila cat9k_iosxe.17.09.03.SPA.bin Device Uptodate _.[Prague/PRGO7 Lieeas © Managed Cisco Catalyst 9300 Ser

(WLC Capable) See Detalls See Details
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X Cisco DNA Center X | + g

< (6] O G = s/ima ame oy o =
[ vSphere VMware-EN VM PAR VM ge IXI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) £ SMC FMC @ EN Switching - TME - I.. Cisco Cyber Vision

Image Update

Task Name

To help identify the work
this workflow at any time and resume working on it later.

v, assign it a unique, meaningful name.You can exit

Update Access Layer PRGO7

£] Exit
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X Cisco DNA Center X | + g
<« (6} O & =° hitps;//10.62.9.230/dna/workflows/image-up L ed 3% ¥ 8y =

[ vSphere VMware-EN VM PAR VM Fusi CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) &% SMC FMC @ EN Switching - TME - I.. Cisco Cyber Vision

Image Update

Software Distribution Checks

You can
determine the check order. If you don’t see a check, you can add a custom check.

e prechecks and postchecks for your software distribution and

Fabric Device Upgrade Check @ SYSTEM PRE

i Flash check @ SYSTEM PRE

€] Exit  Ajl changes save Back
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X Cisco DNA Center X | +

10.62.9.230/dna/workflows/imac

<« C O & ==

[ vSphere VMware-EN VMware-PAR VMware-Fusion @ Cisco vManage X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

NA Center Image Update

Software Activation Checks

You can enable prechecks and postchecks for your software activation and
determine the check order. If you don’t see a check, you can add a custom check.

Skip Activation [j

Spanning Tree Summary Check @ SYSTEM  PRE  POST
CDP neighbors Check @ SYSTEM  PRE  POST
Interface Check @ SYSTEM  PRE  POST

i Fabric Device Upgrade Check @ SYSTEM PRE

Config register check @ SYSTEM PRE

paanne

: Startup config check @ SYSTEM PRE POST

Back

€] Exit  Ajl change:
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X Cisco DNA Center X

10.62.9.230/dna,

& C

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME

< Cisco Cyber Vision

4l DNA Center Image Update

cisc

Device Activation Order

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

Devices in Parallel(3)

Parallel Sequential

‘ Move to Sequential Update Order >
-] Device Name = IP Address site Device Series Device Role Current Image Update Image @ Comment
(g  ©9300:El.enprglabocal 192.168.101.40 Global/Prague/PRGO7 Cisco Catalyst 9300 Series Swit Access cat9k_iosxe.17.09.03.SPA.bin cat9k_iosxe.17.09.042.SPA bin Update Readiness Report

- Update-FNFWolL-D

% I | :

59301 Ej\‘;u"i a[']’ focal 192.168.101.46 Global/Prague/PRGO7 Cisco Catalyst 9300 Series Swit Access catgk_iosxe.17.09.03.SPA.bin cat9k_iosxe.17.09.04a.5PA.bin Update Readiness Report
pdate-FNF,WolL-

Sl G L | 192.168.101.41 Global/Prague/PRG07 Cisco Catalyst 9300 Series Swit Access cat9k_iosxe.17.09.03.SPA bin cat9k_iosxe.17.09.04a.SPA.bin Update Readiness Report

TS-Edge,Update-FNF,WolL-D

3 Record(s) Show Records: 25V
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X Cisco DNA Center X | +

10.62.9.230/dna/workflows

& C

[ vSphere VM EN VM PAR VM Fusion il

- DNA Center

cisc

Device Activation Order

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

and Devices in Parallel(2)  Edit Order Terminate on Update Failure: C_JD

Device in Sequential(

Parallel Sequential

()] Device Name = 1P Address Site Device Series
g Seac-Elanmnmishlace) 192.168.101.40 Global/Prague/PRGO7
= Update-FNFWoL-D

£:8300:E2.enpiglanloca) 192.168.101.46 Global/Prague/PRGO7

Update-FNFWolL-D

2 Record(s)

E] Exit Al changes s

ik CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) £ SMC

Cisco Catalyst 9300 Series Swit.

Cisco Catalyst 9300 Serles Swit.

FMC @) EN Switching - TME il Cisco Cyber Vision

Image Update

Device Role Current Image Update Image @ Comment
Access cat9k_iosxe.17.09.03.SPA.bin cat9k_iosxe.17.09.042.SPA.bin Update Readiness Report
cat9k_iosxe.17.09.04a.SPA.bin Update Readiness Report

Access cat9k_iosxe.17.09.03.SPA.bin

N
&
"

Show Records

Back
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X Cisco DNA Center X g

10.62.9.230/dna/workflows

& C

[ vSphere VM EN VM PAR VIV

i Cisco Cyber Vision

ik CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) £ SMC FMC @) EN Switching - TME

usion  dies

Image Update

- DNA Center

cisc

Device Activation Order

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

‘ Device in Sequential(1) and Devices in Parallel(2) / Edit Order T >'I‘ate on Update Failure: C_ D

Parallel Sequential

Device Name IP Address Site Device Series Device Role Current Image Update Image @ Comment

0O £9300-Ex.enprgiab.Joca) 192.168.101.41 Global/Prague/PRGO7 Cisco Catalyst 9300 Series Swit Access cat9k_iosxe.17.09.03.SPA bin cat9k_iosxe.17.09.04a.SPA bin Update Readiness Report

- TS-Edge,Update-FNF,WolL-D

N
&
"

Show Records

1 Record(s)

Back

E] Exit Al changes s




File Edit View History Bookmarks Tools Help

IXI Cisco DNA Center X +

< C O ax https://10.62.9.230/dna/workflows/image-update/update-order

o vSphere VMware-EN VMware-PAR VMware-Fusion & Cisco vManage NI Cisco DNA Center Identity Services Engine € APIC (10.62.10.111) £& SMC [1] FMC @) EN Switching - TME - I Cisco Cyber Vision

= - DNA Center Image Update * Q & ® O K ayv

cisco

2 devices will be updated together and then, one device will be updated.
Change activation order by reordering list below.

UPDATE ORDER:

Devices in Parallel(2)

Device in Sequential(1)
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X Cisco DNA Center X | + .

- (¢] O a

G vSphere VMware-EN VMware-PAR VMware-Fusion @ CiscovManage NI Cisco DNA Center () Identity Services Engine APIC (10.62.10.111) W SMC 5 FMC EN Switching - TME - I... ¢ Cisco Cyber Vision
9 ity g g y!

//10.62.9.230/dna/workflow

mage-update/update-order 80% ﬂ,’ @

>
1l

‘Uscs’  DNA Center Image Update ; y ) S\ are

Image Update Readiness Check

DEVICE DETAILS

Device C9300-E3.enprglab.local

Running Image cat9k_iosxe.17.09.03.SPA bin

Golden Image: cat9k_iosxe.17.09.04a.SPA.bin

Reboot Required Yes
Readiness Checks Results C Action M Export £ As of: Oct 30, 2023 9:55 AM
Check Type Description Status Last Checked
Startup config check Startup configu or this device L] Oct 30, 2023 9:42 AM

v verified successfully
x102,0x2102 o Oct 30, 2023 9:42 AM
Action: No action required

Config-reg

Config register

Expected:

eck: SUCC
Flash check Expecte

o Oct 20, 2

24 MB Available Free space is: 8311

made needs free space 1o 2.2 times of Image size]

File Transfer Check HTTPS/SCP is reachable :192.168.111.237 (] Oct 30, 2023 9:42 AM

ment Check Could not validate license service

& Oct 30, 2023 9:42 AM
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= X

X Cisco DNA Center X v

& (¢] O & = 10.62.9.230/dna/workflows/image-u 8% 13 g =
[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

= dub DNA Center Image Update

Schedule Task and Clean Up

You can schedule software distribution, activation, and cleanup of device
memory.

‘;\ The time zone of the site to which the device belongs will be used as the default site time zone

Software Distribution Software Activation

After Distribution D

( © Later

oct 30,2023 [] oct 30,2023 [

10:06 AM v 8:06 PM v

Time Zone Time Zone

Europe/Prague v Europe/Prague v

INITIATE FLASH CLEANUP AFTER ACTIVATION

Flash clean up will store only the running image and remove all previous image

Flash Cleanup After Acti

F]Exit Al change:

Back
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[ vSphere VMware-EN VMware-PAR VMware-Fusion @ Cisco vManage X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

10.62.9.230/dna/workflows/imac

NA Center Image Update

Schedule Task and Clean Up

You can schedule software distribution, activation, and cleanup of device
memory.

i) Your time zone will be used as the default site time zone

Software Distribution Software Activation

After Distribution (D

stor

ly the running imag

nove all previous image

Initiate Flash Cleanup After Activation

€] Exit  Ajl change: Back
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IXI Cisco DNA Center X
= C 10.62.9.230/dna/workflows

57 vSphere VML EN VML PAR VIVH Fusion % CiscovManage N Cisco DNA Center (£) Identity Services Engine € APIC (10.62.10.111) 5w SMC

‘du DNA Center

Summary

v your scheduled task. Click Edit to make changes or Submit to schedule
the activation

3 ] 1

Devices to Update Device Series Sites

Task Name

Task Name Update Access Layer PRGO7

Selected Devices

Device Name Device Series
C9300-E1.enprglab.local (192.168.101.. Cisco Catalyst 9300 Series Switches
C9300-E2.enprglab.local (192.168.101 Cisco Catalyst 9300 Serles Switches

C9300-E3.enprglab.local (192.168.101 Cisco Catalyst 9300 Series Switches

E] Exit Al changes s

Image Update

Site

Global/Prague/PRG0O7

Global/Prague/PRGO7

Global/Prague/PRGO7

FMC @) EN Switching - TME

i Cisco Cyber Vision

Current Image
catgk_iosxe.17.09.03.SPA bin
cat9k_iosxe.17.09.03.SPA.bin

cat9k_iosxe.17.09.03.SPA . bin

Update Image

cat9k_iosxe.17.09.04a.SPA.bin

cat9k_losxe.17.09.04a.SPA.bin

cat9k_iosxe.17.09.04a.SPA . bin

Show Records: 25

Update Order

Paralle! Order

Parallel Order

Sequential Order

Back

1l
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& (¢] O & =@ hitps://10.62.9.230/dn: vs 80% ¢ 8 =

FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

R VIVH Fusion % CiscovManage N Cisco DNA Center (£) Identity Services Engine € APIC (10.62.10.111) 5w SMC

[ vSphere VM EN VM p)
Image Update Q sy v

DNA Center

Done! Image update scheduled.

@ Successfully scheduled distribution

What's Next?

‘ mage Update Status ’

Image Repository

£] Workflows Home

80



File Edit View History Bookmarks Tools Help

X Cisco DNA Center X | + g

https://10.62.9.230/dna/ma

& C O a

[ vSphere VMware-EN VMware-PAR VMware-Fusion @ Cisco vManage X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC FMC @ EN Switching - TME - I..

>
1l

% Cisco Cyber Vision

‘Uses’ DNA Center Provision / Inventory / Image Update Status i) R Jsary v

Routers  Switches  Wireless Controllers  Security and VPN Sensors

SUMMARY Devices Updates

> Task Names (16)

Update Status m @ 'n Progress (2) ¥ Waiting (1) = Terminated (0) @ Success (204) © Failure (45)

> Image Versions

Upcoming Tasks As of

Device Family Date Updated Duration Image Version Task Name Status Actions
€9300-E2.enprglab.local ¢ ® Estimating Progress.
(192.168.101.46) > Switches and Hubs Oct 30, 2023 8 seconds 17.09.042.0.6 Update Access Layer PRGO7
SLi Distributing Catdk_iosxe.17.09
€9300-E1.enprglab.local o
(192.168.101.40) Switches and Hubs Oct 30, 2023 8 seconds 17.09.042.0.6 Update Access Layer PRGO7 @ EstimailnglFirees. .
Distributing Catdk_iosxe.17.09
Switches and Hubs Oct 30, 2023 9 seconds NA Update Access Layer PRGO7 % Waiting
C1111-B30 (192.168.11 P
- Failed to distribute c1100-universalk9.17.03.04
2.233) Routers Oct 18, 2023 10 hours 42 seconds 17.03.042.0.5574 Task3 : Sl b s Retry
= a.SPA.bin
GHIN0L-CSAS:PoC anpr iy © Successfully updated with cat9k_iosxe.17.09.0
(C  9lab.local (192.168.112 Switches and Hubs Oct 18, 2023 7 minutes 40 seconds 17.09.03.0.4 , 17.09.03.0.4111 Task3 3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
s A.smu.bin
C1111-B30 (192.168.11 °
- @ ® Failed to distribute c1100-universalk9.17.03.04
2.233) . Routers Oct 18, 2023 12 seconds 17.03.042.0.5574 task800 : Retry
a.SPA.bin
GE AL Coass Pt Suky © Successfully updated with cat9k_iosxe.17.09.0
C  Iioablocal (192:168.112 Switches and Hubs Oct 18, 2023 7 minutes 39 seconds 17.09.03.0.4 , 17.09.03.0.4111 taskB0O 3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
o8 A.smu.bin
C1111-B30 (192.168.11 °
. - 1 4
2.233) £ Routers Oct 17, 2023 6 seconds 17.03.042.0.5574 Task3 Falied to:disaibune G700 ushmoai: TH02.0 Retry
= g a.SPA.bin
€9300L-CSAS-PoC.enpr © Successfully distributed cat9k_iosxe.17.09.03.5
— glab.local (192.168.112 R i X PA.bin , catok_losxe.17.09.03.CSCwe38403.SPA s
witches and Hub: Oct 17, 2023 second 17.09.03.0.4 , 17.09.03.0.19 , 17.09.03.0.4111 Task3
23R) el e v oo s mu.bin , cat9k_iosxe.17.09.03.CSCwe36743.SPA.s

Record(s) Show Records: 10V 1-10 ® 2 3 4 5 2% >




File Edit View History Bookmarks Tools Help

X Cisco DNA Center X | +
< (6] 10.62.9.230/dna/ma
[ vSphere VMware-EN VM PAR VM Fusion & Cisco vM:

‘du DNA Center

ge I\ Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC

Provision / Inventory /

>
1l

FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

Image Update Status

SUMMARY Devices Updates

update status ([N @ P

> Task Names (16)

> Image Versions

Selected

Device Name

€9300-E2.enprglab.local @
(192.168.101.46)

C9300-E1.enprglab.local
& (192.168.101.40)

C9300L-CSAS-PoC.enpr
= glab.local (192.168.112
238)

C1111-B30 (192.168.11 -
2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
= 238)

C1111-B30 (192.168.11 -
2.233)

C9300L-CSAS-PoC.enpr -
— glab.local (192.168.112
23R)

Upcoming Tasks

¥ Waiting (1)

Device Family

Switches and Hubs

Switches and Hubs

Switches and Hubs

Routers

itches and Hubs

Routers

Switches and Hubs

Routers

Switches and Hubs

[o}

Operations

C9300-E1.enprglab.local (192.168.101.40) Image Update

9:57 AM Duration: 14 minutes 56 seconds Sta

Checks

@ Distribution

istributior

Image Integrity Verification(KGV)
econd

Pre Distribution Operation

econd

Distribution

14 minutes 3 second:

Post Distribution Operation
secand

Image Checksum Verification On Device

Unpack Images

Distribution Completed

@ Activation

f image: cat9k_iosxe.17.09.043.SPA.bin on device: 192

s @

14 minutes

10:12

30-Oct-23



FEile Edit View History Bookmarks Tools Help

X Cisco DNA Center X | +

(& C 10.62.9.230/dna/ma s -inve
[ vSphere VMware-EN VM PAR VM Fusion &% Cisco vManag

‘du DNA Center

X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC

Provision / Inventory / Image Update

FMC @) EN Switching - TME

izt Cisco Cyber Vision

Status

SUMMARY Devices Updates

update status ([N @ P

Upcoming Tasks

> Task Names (16)

¥ Waiting (1)

> Image Versions

Selected

Device Name Device Family

€9300-E2.enprglab.local @

(192.168.101.46) Switches and Hubs

C9300-E1.enprglab.local
& (192.168.101.40)

Switched\snd Hubs

Switches and Hubs

2.233) Routers
C9300L-CSAS-PoC.enpr
—  glablocal (192.168.112. Sowitiies i Hibs

238)

C1111-B30 (192.168.11 -

2.233) Routers

C9300L-CSAS-PoC.enpr
(1 glab.local (192.168.112
238)

Switches and Hubs

C1111-B30 (192.168.11 ”

2.233) Routers

C9300L-CSAS-PoC.enpr -
— glab.local (192.168.112
23R)

Switches and Hubs

[o}

C9300-E1.enprglab.local (192.168.101.40)

AM Duration

32 minutes 29 seconds S

Checks

Operations

> @ Image Checksum Verification On Device

minute 40 seconds

Unpack Images

44 sec

@ Activation

Pre Activation Operation
4 secands

> @ Image Activation
15 minutes 18 second

> @ Install Commit

5 secands

Remove Inactive Images
3 second:

> @ Collect Running Image Details

2 seconds

> @ Verify Image Activation
1 secand

Post Activation Operation

8 seconds

Image Update
ts: ©

e.17.09.04a.SPA bin

40 completed successful

10:30

30-Oct-23
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X Cisco DNA Center

& C

X

[ vSphere VM EN

= du DNA Center

usion  dies

10.62.9.230/dna/man

CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) &% SMC

Provision /

FMC @ EN Switching - TME -

Inventory / Image Update Status

Cisco Cyber Vision

Q sy v

SUMMARY

> Task Names (

> Image Versions

Devices Updates

Update Status  [IRNIEEZ)

€9300-E2.enprglab.local
(192.168.101.46)

C9300-E1.enprglab.local
(192.168.101.40)

C9300-E3.enprglab.local
(192.168.101.41)

5 2.233)

C9300L-CSAS-PoC.enpr
e glab.local (192.168.112
238)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
- 238)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
23R)

@ In Progress (

¥ Waiting (0)

Upcoming Tasks

Device Family

Switches and Hubs

ches and Hubs

ches and Hubs

Routers

ches and Hubs

Routers

ches and Hubs

®

Routers

Switches and Hubs

= Terminated (0)

Date Updated

Oct 30, 2023

Oct 30, 2023

o]
s

30, 2023

Oct 18, 2023

Oct 18, 2023

Oct 18, 2023

Oct 18, 2023

Oct 17, 2023

Oct 17, 2023

Routers  Switches  Wireless Controllers  Security and VPN Sensors

© Success (206)

Duration

32 minutes 5 seconds

32 minutes 5 seconds

33 minutes 4 seconds

10 hours 42 seconds

7 minutes 40 seconds

12 seconds

~

minutes 39 seconds

6 seconds

1 second

@ Failure (45)

Image Version

17.09.04a.0.6

17.09.042.0.6

17.09.042.0.6

17.03.042.0.5574

17.09.03.0.4 , 17.09.03.0.4111

17.03.042.0.5574

17.09.03.0.4

17.09.03.0.4111

17.03.04a.0.5574

17.09.03.0.4 , 17.09.03.0.19, 17.09.03.0.4111

Task Name

Update Access Layer PRG0O7

Update Access Layer PRG!

Update Access Layer PRGO7

Task3

Task3

task800

task800

Task3

Task3

Status

W Successfully updated with cat9k_iosxe.17.09.04
a.SPA.bin

@ Successfully updated with cat9k_iosxe.17.09.04
a.SPA.bin

@ Estimating Progress...
Distributing Cat9k_iosxe.17.09.

@ Failed to distribute c1100-universalk9.17.03.04
a.SPA.bin

@ Successfully updated with cat9k_iosxe.17.09.0
3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
A.smu.bin

@ Failed to distribute ¢1100-universalk9.17.03.04
a.SPA.bin

@ Successfully updated with cat9k_iosxe.17.09.0
3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
A.smu.bin

@ railed to distribute ¢1100-universalkd.17.03.04
a.SPA.bin

© Successfully distributed cat9k_iosxe.17.09.03.S
PA.bin , cat9k_losxe.17.09.03.CSCwe38403.SPA.s
mu.bin , cat9k_iosxe.17.09.03.CSCwe36743.SPA.s

Actions

Retry

Retry

10:30

30-Oct-23




File Edit View History Bookmarks Tools Help

X Cisco DNA Center X | + g

& C O a

[ vSphere VMware-EN VMware-PAR VMware-Fusion @ Cisco vManage X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC FMC @) EN Switching - TME

10.62.9.230/dna/rr

izt Cisco Cyber Vision

‘dss’  DNA Center Provision / Inventory / Image Update Status

C9300-E3.enprglab.local (192.168.101.41) Image Update

Daf 30, 2023 9:57 AM ration: 33 minutes 31 seconds = 10% 5/
SUMMARY Devices Updates wa-l
> Task Names (16)
Update Status Al (252) @ In Progress (1) ¥ Waiting (0) ~ Tern
> Image Versions Operations Checks

Selected Upcoming Tasks
% Waiting

Device Name Device Family

C9300-E2.enprglab.local @
(192.168.101.46) Switches and Hubs of

@ Distribution

1 minute

stribution of image: cat9k_iosxe.17.09.0

C9300-E1.enprglab.local
( (192.168.101.40) Switches and Hubs

Image Integrity Verification(KGV)

second

C9300-E3.enprglab.local
(192.168.101.41)

Switches and Hubs of > @ Pre Distribution Operation
econd

5 355 — o ] Dlstrvouron‘

C9300L-CSAS-PoC.enpr > @ Image Distribution Aggregation Status
= glab.local (192.168.112 s
238)

itches and Hubs of
> @ Post Distribution Operation

C1111-B30 (192.168.11
2.233) - Routers

fe]
7]

Image Checksum Verification On Device

C9300L-CSAS-PoC.enpr > @ Unpack Images

— glab.local (192.168.112

( Switches and Hubs ol
= 238)
> @ Distribution Completed
C1111-B30 (192.168.11
B 2.233) Routers o
> @ Activation
C9300L-CSAS-PoC.enpr
- e IR Switches and Hubs of

23R)

10:31

30-Oct-23
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X Cisco DNA Center X
& C

[ vSphere VM EN VM

‘du DNA Center

SUMMARY
> Task Names (16)

> Image Versions (3

usion  dies

Devices Updates

Update Status [RNICEP] @ In Progress (1)

Device Name

€9300-E2.enprglab.local
(192.168.101.46)

C9300-E1.enprglab.local
& (192.168.101.40)

C9300-E3.enprglab.local
(192.168.101.41)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
= glab.local (192.168.112
238)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
- 238)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
23R)

2 Record(s

10.62.9.230/d

Upcoming Tasks

®

¥ Waiting (0)

Device Family

Switches and Hubs

Switches and Hubs

Switches and Hubs

Routers

itches and Hubs

Routers

itches and Hubs

Routers

Switches and Hubs

Provision /

CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) &% SMC

Inventory /

FMC @) EN Switching - TME

Image Update Status

i Cisco Cyber Vision

C9300-E3.enprglab.local (192.168.101.41) Image Update

Date: Oct 30, 2 9:57 AM

Operations Checks

> X Waiting

> @ Distribution

> @ Activation

ration: 1 hour 4 minutes 1 second Status: @S

16 mi
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X Login - Cisco DNA Center X IXI Cisco DNA Center X | + v

& C O a

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @ EN Switching - TME - I..

10.62.9.230/dna/p

>
1l

% Cisco Cyber Vision

aluln 1
s DNA Center Provision / Inventory
‘ A\ some devices may have design or provision conflicts. Please see the " Template Status” column for more in! enprglab.local (1 92.168.101.41) Image Update
9:57 AM Duration: 1 hour 3 minutes 52 seconds y updated with cat9k_iosxe.17.09.04a.SPA bin
This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existin
A\ applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices| ~ Operations Checks
( o Y4
( Application Telemetry actions will move soon to Application Visibility Setup. &
= Scripts Operation Pre Check Post Check Differences
[l PRGO7
Spanning Tree Summary Check Activate ] [ ] @ No Differences
B ———_— Devices (13) s: Software Images
o a CDP neighbors Check Activate [ ] (] @ No Differences
(1) Unreachable
(") Unassigned 0 Se Tag () Add Device Image Update Image Upd] Interface Check Activate o A A 1 Differences
(1) Fail — )
O Device Name 1P Ad Fabric Device Upgrade Check Activate e N/A View Output
() Non Compliant
e . C3850-PEN2-PRG07.enprglab.local Config register check Activate ] N/A View Output
(") Outdated Software Image 0 192
- C3k-PEN
(7) No Golden Image & Startup config check Activate [} (] © No Differences
@) 0 C9500-A.enprglab.local B
= C9500-A Fabric Device Upgrade Check Distribution Q N/A View Output
(1) Under Maintenance
€9500-B.enprglab.local s i ! 1
(C)sSucrity Aavisories N prg . Flash check Distribution L] N/A View Output
- C9500-B
M
_ €3650-AH.enprglab.local
0 SDA DHCP Server 192
< C9300-E3.enprglab.local
0l TS-Edge, Update-FNF, 182
. C9300-E1.enprglab.local
O Update-FNF, WoL-D 192
- €9300-E2.enprglab.local
) Update-FNF, WolL-D 18
_ Switch-192-168-101-58.enprglab.local
A
U Update-FNF, WoL-D 192




File Edit View History Bookmarks Tools Help — X
X Login - Cisco DNA Center X IXI Cisco DNA Center X | + v

& C O a

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME - I... ¢! Cisco Cyber Vision

10.62.9.230/dna/p

= ul DNA Center Provision / Inventory

A\ some devices may have design or provision conflicts. Please see the " Template Status” column for more in! Image Update / Interface Check

| Interface Check
This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existin
A\ applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices

Pre Check Post Check

s: @ Script ex:

us: & Script executed succe ost Checks

Application Telemetry actions will move soon to Application Visibility Setup.

18 vlaniese 192.168.139.3@ up 1@ Vlaniese 192.168.139.30 up
[ PRGO7 11 vlaniesl 192.168.148.3¢ up 11 vlanie4l 192.168.148.30 up
12 vlanies2 192.168 up 12 vlanies2 192.168.143.3@ up
3 vianzee1 192.168. 13 vlan2ee1 192.168.144.30 up
DEVICE WORK ITEMS Devices (13) s: Software Images 14 vlanzess 192.168.138.14 14 vlan2ess 192.168.138.14 up
15 vlan2ses 169.254.1.1 YES manual up 15 vlan2ses 169.254.1.1
Q & GigabitEthernete/e unassigned YES NVRAM 16 GigabitEthernete/e unassigned YES NVRAM administrat
17 GigabitEtherneti/e/1 unassigned YES unset up 17 GigabitEthernet1/e/1 unassigned YES unset up
0 Tag (@ Add Device Image Update Image Upd| 18 GigabitEthernet1/e/ unassigned YES unset down 18 GigabitEthernet1/e/2 YES unset down
19 GigabitEtherneti/e/3 unassigned YES unset down 19 GigabitEthernet1/e/3 YES unset down down
0 Dl Naie P Ad 2 sbitEthernet1/e/4 unassigned YES unset 20 GigabitEtherneti/e/4 unassigned YES unset down down

() Non Compliant

C3850-PEN2-PRG07.enprglab.local

() Outdated Software Image A
() Ourda a7 U C3k-PEN 192
() No Golden Image <
- -A lab.ls |
- - ©9500-A.enprglab.loca .
2 €9500-A
(1) Under Maintenance
. ©9500-B.enprglab.local
- €9500-8 182
_ ©3650-AH.enprglab.iocal
0 SDA DHCP Server 192
. €9300-E3.enprglab.local
192

] TS-Edge, Update-FNF,

- ©9300-E1.enprglab.local
O Update-FNF, WoL-D 192

€9300-E2.enprglab.local
d Update-FNF, WolL-D

Switch-192-168-101-58.enprglab.local
—
U Update-FNF, WoL-D 192




File Edit View History Bookmarks Tools Help
XD Cisco DNA Center X% +
< C 0 10.62.9.230/dna/ma

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @ EN Switching - TME - I..

il
cisco

DNA Center

SUMMARY Devices Updates

update Status ([EEIEEER] @ in Progress (0)

Upcoming Tasks

> Task Names (16)

> Image Versions

( Device Name

€9300-E2.enprglab.local
T (192.168.101.46)

€9300-E1.enprglab.local
C  (192.168.101.40)

C9300-E3.enprglab.local
(192.168.101.41)

C1111-B30 (192.168.11
& 2.233)

C9300L-CSAS-PoC.enpr oy

M glab.local (192.168.112
238)

C1111-B30 (192.168.11
2.233)

C9300L-CSAS-PoC.enpr
C glab.local (192.168.112
238)

- C1111-B30 (192.168.11 ®

- 2.233)

C9300L-CSAS-PoC.enpr
— glab.local (192.168.112
23R)

Record(s)

¥ Waiting (0)

Device Family

and Hubs

Switches angiHubs

ches and Hubs

Routers

Switches and Hubs

Routers

Switches and Hubs

Routers

Switches and Hubs

= Terminated (0)

Date Updated

Oct 30,

Oct 30,

Oct 30,

Oct 18,

Oct 18,

Oct 18,

Oct 18,

Oct 17

Oct 17,

2023

2023

2023

2023

2023

2023

2023

2023

2023

Provision / Inventory / Image Update Status

Routers  Switches  Wireless Controllers  Security and VPN Sensors

© Success (207) @ Failure (45)

Duration Image Version

32 minutes 5 seconds 17.09.042.0.6
32 minutes 5 seconds 17.09.04a.0.6
1 hour 3 minutes 52 seconds 17.09.042.0.6

10 hours 42 seconds 17.03.04a2.0.5574

7 minutes 40 seconds 17.09.03.0.4 , 17.09.03.0.4111

12 seconds 17.03.04a.0.5574

7 minutes 39 seconds 17.09.03.0.4 , 17.09.03.0.4111

6 seconds 17.03.04a2.0.5574

1 second 17.09.03.0.4 , 17.09.03.0.19, 17.09.03.0.4111

Cisco Cyber Vision

Task Name

Update Acg

Up

Update Access

yer PRGO7

te Access Layer PRGO7

Status

© successfully updated with cat9k_iosxe.17.09.04
2.SPA.bin

@ Successfully updated with cat9k_iosxe.17.09.04
a.SPA.bin

© Successfully updated with cat9k_iosxe.17.09.04
2.SPA.bin

© Failed to distribute c1100-universalk9.17.03.04

Actions

Task3 Retn
= a.SPA.bin o)
@ Successfully updated with cat9k_iosxe.17.09.0
Tas! 3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
A.smu.bin
Failed to distribute c1100-universalk9.17.03.04
task800 e Retry
(] Successfully updated with cat9k_iosxe.17.09.0
task800 3.SPA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SP
A.smu.bin
@ Failed to distribute c1100-universalk9.17.03.04
Task3 Retry
a.SPA.bin
(] Successfully distributed cat9k_iosxe.17.09.03.S
Task3 PA.bin , cat9k_iosxe.17.09.03.CSCwe38403.SPA.s
as

mu.bin , cat9k_iosxe.17.09.03.CSCwe36743.SPA.s

Show Records: 10V 1-10 )
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X Login - Cisco DNA Center X IXI Cisco DNA Center X | + v

& C O a

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME

10.62.9.230/dna/ma

< Cisco Cyber Vision

‘dss’  DNA Center Provision / Inventory / Image Update Status

C9300L-CSAS-PoC.enprglab.local (192.168.112.238) Image Update
0 °

Date: Oct 18, 2 0 AM Duration: 7 minutes 40 seconds S

SUMMARY Devices Updates

> Task Names (16)
Update Status  [IRNIEEZ) @ In Progress (0) ¥ Waiting (0) S Terr

> Image Versions (3 Operations Checks

Upcoming Tasks
> @ Distribution

Device Name Device Family Daf
€9300-E2.enprglab.local @@ . —
(192.168.101.45) = Switches and Hubs od @ Activation

C9300-E1.enprglab.local > @ SMU Distribut

C  (192.168.101.40) Switches and Hubs od
AU Active

C9300-E3.enprglab.local @ SMU Activation

C (192.168.101.41) Switches and Hubs od
@ SMU Distribution

~ C1111-B30(192.168.11
C 2233) Routers 0od Distribution skip 4 on are same for catdk_iosxe.17.09 o.bir

C9300L-CSAS-PoC.enpr
5 (olabdocali(192.168:112 Switches and Hubs od @ SMU Activation

238)

SMU Activation ¢

C1111-B30 (192.168.11

" @ second

2.233) Routers Og}

> @ Activation
€9300L-CSAS-PoC.enpr 3 seconds

— glab.local (192.168.112

( Switches and Hubs og
= 238)
> @ Remove Inactive Images Execution
5 seconds
_ C1111-B30 (192.168.11
) Routers od
2234 > @ Post Activation Script Execution
1 sel d
C9300L-CSAS-PoC.enpr 1
- e IR Switches and Hubs od

23R)




File Edit View History Bookmarks Tools Help

X Cisco DNA Center X | + g

o C O a

[ vSphere VMware-EN VMware-PAR VMware-Fusion @ Cisco vManage X Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5w SMC  [T1] FMC @) EN Switching - TME - I... ¢ Cisco Cyber Vision

/10.62.9.230/dna/p

4l DNA Center Provision / Inventory

‘ A\ Some devices may have design or provision conflicts. Please see the " Template Status” column for more information. Update CLI Templates X ‘

This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existing subscriptions for performance. An additional subscription is provided in this release for Security-Group Policy monitoring on switching platforms. These telemetry subscriptions are configured via NETCONF and will be X
A\ 2pplied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the & Force Configuration Push option

‘ (i) Application Telemetry actions will move soon to Application Visibility Setup. X ’
] PRGO7 Al Routers Wireless Controllers  Access Points  Sensors 82 H * Q
i Focus ! s v T P &
B WORE T Devices (13) us: Software Image: A A Export

(7) Unreachable Q Y

(1) Unassigned 0 Selected Tag (@) Add Device Image Update Image Update Status  Actions

() Failed Provision

O Device Name IP Address Device Family Reachability Software Image 0S Update Status Site Provisioning Status (7) Manageability Device Series
(1) Non Compliant
€9500-B.enprglab.local Switches and Hubs Device Uptodate Success
M ted Software ge 192. 101, .17.09. P, 2, 7 L
(") Outdated Software Image O C9500-B 92.168.101.35 (WLC Capable) © Reachable cat9k_iosxe.17.09.03.SPA.bin S e Fouzie Prague/PRGO! A @ Managed Cisco Catalyst 9500 Ser
(1) No Golden Image <
= €3650-AH.enprglab._local Success A
led Image Prechecks 0 st 192.168.115.82 Switches and Hubs @ Reachable cat3k_caa-universalk9.16.12.06 Device Uptodate [Prague/PRGO7  See Details © Managed Cisco Catalyst 3650 Ser
() Under Maintenance
2oz § n €9300-E3.enprglab.local Switches and Hubs Device Uptod Success
) Security Advisories 1 1 evice Uptodate
( 0 TS-Edge, Update-FNF, . 92.168.101.41 GNLG Ca il cat9k_iosxe.17.09.042.SPA bin S e © Managed Cisco Catalyst 9300 Ser
(1) Marked for Replacement
C9300-E1.enprglab.local Switches and Hubs Device Uptodate Success
192.168.101.4 19k 17.09.04a.SPA bi P PRGO7 owm i lyst 9
0O Update-FNF, WoL-D 92.168.101.40 (WLC Capable) cat9k_iosxe a.Sl in it /Prague/PRGO S e anaged Cisco Catalyst 9300 Set
C€9300-E2.enprglab.local Switches and Hubs Device Uptodate Success
5 192.168.101.46 19k _i 17.09.04a.SPA.bi Cisco Catalyst 9300 S
0 Update-FNF, WoL-D (WLC Capable) catdk_loaxe. a in Seq Datalls s ek © Managed isco Catalys et
= Switch-192-168-101-58.enprglab.local Switches and Hubs Devics Usiadute Success
192.168.101 © Reachabl k 17.09.03.SPA. P P RGO7 oM 1
O Update-FNF, WoL-D 92.168.101.58 CWEC Capatie) eachable cat9k_iosxe.17.09.03.SPA.bin Sk [Prague/PRGO! s anaged Cisco Catalyst 9300 S
_ s aAwm d
O ¢  ©9200L-PEN2-E1.enprglab.local 192.168.138.131 Switches and Hubs @ Unreachable cat9k_lite_iosxe.17.09.03.SPA bin Device Uptadata _[Prague/PRGO7 - 0CeSS Anaue! Cisco Catalyst 9200 S
See Details See Details Device Unreachable
cat9k_lite_iosxe.17.06.04.SPA bin Shccees
Q L-PEN.enprglab.local 192.168.1 witches and Hubs Reachable S istribution Pending ../Prague, Managed isco Catalyst et
& C9200L-PEN 92.168.138.129  Switch dH o Distrib P P /PRGO7 ° Cisco C 9200 S

© Needs Update




File Edit View History Bookmarks Tools Help

X Cisco DNA Center X IXI Cisco DNA Center X | +

(6] O a

10.62.9.230/dna

[ vSphere VM EN VM PAR VM Fusion % CiscovManage NI Cisco DNA Center () Identity Services Engine @) APIC (10.62.10.111) 5@ SMC FMC @) EN Switching - TME

‘tses:  DNA Center

All Devices / C9300-E3.enprglab.local

(&) C9300-E3.enprglab.local 4 Run Commands ™ View 360

FNF Wol-D

Cisco Catalyst 9300 Switch | Devi lole: ACCESS | Uptime: 4 mins

| 1P Address: 192.168.101.41 | Device M

DETAILS

Interfaces

ice. You will be able to review before tl

You now fix a

s app
Hardware & Software

Configuration

Compliance Summary

Power

Fans No events ance check  Run Compliance Check

SFP Modules

User Defined Fields @ Startup vs Running

2:28:40 PM omphiance last ru

Config Drift

6 days Lnewm

REP Rings

Wireless Info

Field Notices

Potential Field Notices

COMPLI

Summary

Global/Prague/PRGO7

ed. Fix All Configuration Compliance Issues

View Preference for Acknowledged Violations

92
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Soulad ulozené a bézici konfigurace

4 Cisco Webui- Log In X [ vSphere- PLZO1 Client 1-Surn X PLZO1 Client 1 X | X Cisco DNA Center X . CSCvq18527: Bug Search Tool X + =

ummary 0% T3 ® @

10.62.9.230/dna/provision/devices

5b-4e4f-99db-051e

'deviceld=c10

tory/device-detal

« - 0=

0 vSphere VMware-EN VMware-PAR VMware-Fusion & Cisco vManage [N Cisco DNA Center C‘ Identity Services Engine s APIC (192.168.130.10) W SMC & FMC

D

= Cisco DNA Center Q e @
All D os / C3650-AH.enprglab.local I}
() C3650-AH.enprglab.local 5 Run Commands [ View 360 Last updated: ¢:58 PM [ Refresh

SDA DHCP Server

@ Reachable | @ Managed | IP Address: 192.168.115.82 | Device Model: Cisco Catalyst 3650 Switch Stack | Role: CORE | Uptime: 153 days 8 hrs 13 mins | Site: Global/Prague/PRG07
DETAILS
Interfaces 24 Compliance Summary

Ethernet Ports

No events detecied r compliance check Run Compliance Check

Native VLANs

Hardware & Software @ Startup vs Running Configuration @ Software Image ® @ Critical Security Advisories ®

Compliance last run an: Nov 18th, 2022, 12:0 Compliant since Dec 16th, 2021, 05:27:05 PM Campliant since Dec 23rd, 2

Lines added: 1
32 days e,

since

Configuration

ance last run on: Nov 18th

pliance last run on: Nov 18th 22, 12:00:00 AM
Power
16.12.06

Golden Image

Running Version: 16.12.6

Fans Lines modified: 0

SFP Modules

User Defined Fields \/

Config Drift

SECURITY

Advisories

COMPLIANCE

Summary 94

X



Soulad ulozené a bézici konfigurace

= Cisco DNA Center Q ® @ L

All Devices | C3650-AH.enprglab.local

() C3650-AH.enprglab.local sg[}Run Commands [ View 360 Last updated: 4:58PM 7 Refresh
SDA DHCP Server

@ Reachable | @ Managed | IP Address: 192.168.115.82 | Device Model: Cisco Catalyst 3650 Switch Stack | Role: CORE | Uptime: 153 days 8 hrs 13 mins | Site: Global/Prague/PRG0O7
DETAILS
Interfaces v Compliance Summary / Startup vs Running Configuration
Ethernet Ports ~ Change History
Native VLANs 1K
H Sof £
ardware & Software -
Gew |09-@ ° ° @ » @
Configuration Saw
Power June Jdcy Audus: September October
Fans I‘ """""""""""""""""""""""""""""" - . . i ; i
Jun 01 12:0 Jul 01 12:00 Aug 01 Sep01 12:00 Oct 01 12:00
SFP Modules @ InSync @ Out of Sync
User Defined Flelds Startup Config (933 Lines) - October 17, 2022 3:30 PM Running Config (934 Lines) - October 17, 2022 3:30 PM
Config Drift = : X >
13 address-family ipvé 13  address-family ipvé
14 exit-address-family 14 exit-address-family
SECURITY 15 logging buffered 1848576 informational 15 logging buffered 1048576 informational
16 no logging console
Advisories 16 enable secret 9 *=sx=xs: 17 enable secret 9 ****sxsx
17 aaa new-model 18 aaa new-model
18 aaa group server radius dnac-client-radius-group 19 aaa group server radius dnac-client-radius-group
COMPLIANCE
Summary —, The tooltip indicates that the no. of lines added/removed/modified may not match with the contents listed in the diff viewer. This is the i 1 the ified commands is either displayed as inappropriate lines X
W or is displayed separately that does not represent the modification made.

Sync Device Config, will allow the system to overwrite startup config with running config to make the device configuration compliant.



Soulad bezici konfigurace s konfiguracni Sablonou

s Cisco Webui - Log In X [7 vSphere- PLZ01 Client 1-Sum X PLZ01 Client 1 % X Cisco DNA Center X . CSCvq18527 : Bug Search Tool X + =
& (] O & ==n vi 0% ¥¥ @ @
[ vSphere VMware-EN VMware-PAR VMware-Fusion 4 Cisco vManage I\ Cisco DNA Center (1) Identity Services Engine
= Cisco DNA Center Qe ®pH

evices | C3850-PCE.enprglab.iocal

[Z) C3850-PCE.enprglab.local & Run Commands 1 View 360 s00PM 7 Refresh
TS-B-WN
@ Reachable @ Managed | P Address: 192.168.112.217 | Device Model: Cisco Catalyst38xx stack-able ethernet switch | Role: ACCESS | Uptime: 153 days 8 hrs 14 mins Site: Global/Pardubice/PARO1
DETAILS
Interfaces v Compliance Summary
Ethernet Ports
No events detected to trigger compliance check Run Compliance Ched

Native VLANs

Hardware & Software @ Startup vs Running Configuration ® @ Network Profiles @ Software Image ® @ Critical Security Advisories ®

iance last run an: N liant since Jul 2nd, 202

Configuration
un on: No

Power Lines added: 0

88 days e wmaec o "
Fans A Lines modified: 0
SFP Modules

User Defined Fields

Config Drift

SECURITY

Advisories

COMPLIANCE

Summary

X

Il



N s

Soulad béezici konfigurace s konfig

4 Cisco Webui- Log In X o vSphere - PLZ01 Client 1 - Surm X PLZ01 Client 1
& (@] O & == 10.62.9.230/dna/pravision/devices/ir
[ vSphere VMware-EN VM PAR VM Fusion % Cisco

= Cisco DNA Center

Manage I\ Cisco DNA Center (1) Identity Services Engine

X | X Cisco DNA Center

2vice-details?deviceld=1f0cb3el

tory//

Device Model: Cisco Catalyst38xx stack-able ethernet switch

AllD s |/ C3850-PCE.enprglab.local

& C3850—PCE.enprg|ab.|ocal 54 Run Commands View 360
TS-B-WN

@® Reachable | @ Managed | IP Address: 192.168.112.217

DETAILS

Interfaces v Comp Summary / Network Profiles

Ethernet Ports CLI Template (3)

Native VLANs T
' CLI Deviations

Hardware & Software

Configuration Q Se
Power
Template
Fans
SFP Modules O Configure interfaces-shockwave

User Defined Fields
o] Configure Virtual Networks

Config Drift
Miscelaneous configuration
SECURITY
Advisories Show Records: 10

COMPLIANCE

Summary

As of: Nov 18, 2022 5:00 PM

Q

d1-4cc9-b821-ca

Role: ACCESS |

uracni Sablonou

. CSCvq18527 : Bug Search Tool X + —

0% Ty ® @

eddefaultTal ummary

5 APIC (192.168.130.10) W SMC &% FMC

Qo ®n

Last updated: 5:00 PM 3 Refresh

Uptime: 153 days 8 hrs 14 mins | Site: Global/Pardubice/PARO1

Realize Template: Configure Virtual Networks C

96 96 no ip redirects

97 97  ip route-cache same-interface

98 98 |

a9 router bgp 65618

100 address-family ipv4 vrf IoT

101 redistribute connected

102 neighbor 192.168.112.142 remote-as 65535
103 neighbor 192.168.112.142 update-source Vlan1631
1e4 neighbor 192.168.112.142 activate

105 exit-address-family

16 99 !

107 100 !

X

|
.



Soulad se softwarowou politikou

IXI Cisco DNA Center % () Identity Services Engine X+ =
< C O & 52 hitpsi//10.62.9.230/dna/provision/devices/inventory/device-details?deviceld=4e5496e6-7a5b-417 defaultTab=Summary 0% 7 @ @

G vSphere VMware-EN VMware-PAR VMware-Fusion s Cisco vManage XC Cisco DNA Center C,' Identity Services Engine  #: APIC (192.168.130.10) 5,‘; SMC & FMC

= Cisco DNA Center

0
©)
L
O

evices / C3B50-PEN1-PLZ01.enprglab:local

C3850-PEN1-PLZ01.enprglab.local = Run Commands

Last updated: 1:08 PM < Refresh
C3k-PEN
@ Reachable | @ Managed | IP Address: 192.168.138.154 | Device Model: Cisco Catalyst38xx stack-able ethernet switch | Role: ACCESS | Uptime: 1 hr 7 mins Site: Global/Plzen/PLZ01
DETAILS
Interfaces W

Compliance Summary

Ethernet Ports

Next Compliance check is scheduled on October 04, 2022 5:44 PM iance Check

Native VLANs

Hardware & Software @ Startup vs Running Configuration ® @ Software Image Critical Security Advisories ®

Configuration Compliance last run an: Oct 4th, 2022, 12:35:45 PM Non-Compliant since Oct 4th, 2022, 01:0

Compliance last run on: Oct 4th, 2022,

2:44 PM

Compliance

st run on; Oct 4th, 2022, 01

Power .] hr Lines added: 0
Lines removed: 0

yne

Fans Lines modified: 0

16.12.07

Goiden Image Version

Device was sither &

4 after the last scan o

Running Version: 16.12.6
not res

i@ during the.

SFP Modules

User Defined Fields

Config Drift

SECURITY

Advisories

COMPLIANCE

Summary

X



Soulad milni

Cisco DNA Center

Provision / Network Devices / Inventory

Inventory Plug and Play Inventory Insights

A Two (2) Warning Alerts on this page. Expand to see detail.
Q, Search Hierarchy

Search Help
I v & Global
DEWI 63)
© Unassigned Devices rocus: Inventory v

& Bratislava

v

VFiter | @AddDevice Tag Actionsv @ | Takea Tour
> & Jezeri
0 Device Name ~ 1P Address Device Family
> & Kounov
& Kralovec o o APF4DB.E621.84B2 @ 192.168.138.34  Unified AP
& mnt 3
APFADB.EB43BSIC @ 192.168.138.4 Unified AP
O
> & Pardubice
O ¢ W APFADBES43SSIA © 192.168.105.12  Unified AP
> & Plzen u
> & Prague o & aplmerakicom © api.meraki.com  Meraki Dashboard
> & Temp-PI-DNC-coexistence O ¢ K bahes @ 10.62.8.126 Unified AP
> & TEST-DS )
(] Cok8-CL-Labenprgiablocal @ 10.62.8.69 Wireless Controller
> & Warehouse-test
< =
> & Zatec O C1101-4P-Branch-11.prg.cisco.com @ 192.168.112.133  Routers
C1111-830 @
- 192.168.112.233  Routers
BTS
0 Q¢ C2980X-B12.enprglablocal @ 192.168.113.165  Switches and Hubs
Ca650-AH.enprglab.local
0O e SDA DHOP Saivat 192.168.115.82  Switches and Hubs
C3850-PCE enprgiab.local ©
0O e TS-BVN 192.168.112.217  Switches and Hubs
C3850-PEN1-PLZ01.enprglab.local ©
0D e Cak-PEN 192.168.138.154  Switches and Hubs
<
Show 25 v entries

Reachability ©

© Unreachable

@ Reachable

@ Reachable

@® Reachable

© Reachable

© Reachable

® Reachable

® Reachable

@ Unreachable

@ Reachable

ky zivotniho cyklu zarizeni a softwaru

ProviewNewPage (D Q @ @ 0

C3850-PCE.enprglab.local

© Reachable » Managed

® Reachable

192.168.112.217
Switches and Hubs

Nov 12, 2022 3:00 AM

A, Software @ Module

End of Vulnerability / Security Support

IP Address
Product Family
Q Global .
Last Scan
A Hardware
Anno
Aug 19, 2020
A Not Scanned 4 Managed N/A
End of Sale
Feb 17, 2021
A Not Scanned @ Managed N/A !
A Not Scanned @ Managed N/A Last Ship
Feb 17, 2021
4 Not Scanned @ Managed N/A
A Not Scanned @ Managed N/A Aug 18, 2022
Managed .
1 alert ° g © Non-Com @ Last Date of Support
Feb 28, 2026
1 alert © Managed © Non-Com|
1alert © Managed © Non-Com
A Managed
Valert Davice Unreac. . Compliang
3alerts © Managed © Non-Com|
© Non-Com|
4 alerts © Managed © Non-Com|

Showing 25 of 63




Hlidani zranitelnosti programoveého vybaveni

dk C9300-FiaB-PLZO1: Cisco C930 X [ vSphere - PLZ01 Client 1 - Surm: X PLZ01 Client 1 % | IXI Cisco DNA Center X + =

&= (@] QO & = nt Summary 0% ¥ @ @

[ vSphere VMware-EN VMware-PAR VMware-Fusion s CiscovManage [N Cisco DNA Center () Identity Services Engine ¢ APIC (192.168.130.10)

/10.62.9.230/dna/provision/davices/inventory/device-details?deviceld=

= Cisco DNA Center Q@ @ N

ss / C1101-4P-Branch-11.prg.cisco.com

@ C1101-4P-Branch-11.prg.cisco.com % Run Commands 4 View 360 Lostupdated: 452 PM  ( Refresh
@ Reachable | @ Managed | IP Address: 192.168.112.133 | Device Model Ci&o 1100 Integrated Services Router | Role: BORDER ROUTER | Uptime: 7 days 9 hrs 56 mins | Site: Global/Jezeri/Zamek Jezeri

DETAILS

Interfaces W Compliance Summary

Ethernet Ports

No events detected to trigger compliance check Run Compliance Check

Virtual Ports
Hardware & Software @ Startup vs Running Configuration ® Software Image ® @ Critical Security Advisories
Configuration Compliance last run an: Nov 11th, 2022, 12 Compliance last run an: Nov 11th, 2022, 12:06:06 PM ce Nov 10th

. t run on: Nov 1
= Lines added: 0
Fower 581 days S SR asD Golden imsge is ot Running Version: 16.9.4
since In

Fans : Lines modified: 0 availabie
SFP Modules

User Defined Fields

Config Drift

SECURITY

Advisories

COMPLIANCE

Summary



Hlidani zranitelnosti programoveého vybaveni

dsls C9300-FiaB-PLZO1:: Cisco C930 X G vSphere - PLZ01 Client 1 - Surm X PLZ01 Client 1 x XI Cisco DNA Center X + ==
&= C O a; 2 ht 10.62.9.230/dna/provision/devices/inventory/davice-details?deviceld=18f: defaultTab=Summary 90% {} @ CD
G vSphere VMware-EN VMware-PAR VMware-Fusion
= Cisco DNA Center Qe @ n
AllD s / C1101-4P-Branch-11.prg.cisco.com h
@ C1101-4P-Branch-11 .prQ.CiSCO.COm = Run Commands ' View 360 Last updated: 4:52 PM 7 Refresh
@ Reachable | @ Managed | IP Address: 192.168.112.133 | Device Model: Cisco 1100 Integrated Services Router | Role: BORDER ROUTER | Uptime: 7 days 9 hrs 56 mins | Site: Global/Jezeri/Zamek Jezeri

DETAILS
Interfaces v Summary / Critical Security Advisories
Ethernet Ports Advisories (2) [Z Manage All
Virtual Ports
Y Filter
Hardware & Software
Configuration :
Known Since .
Advisory 1D Advisory Title CVSS Score ~ Impact Fixed Versions CVE Custom Match Pattern Last Updated 3
Power (days)
Fans
Ci 10x for 10S XE Soft Privil A
SRS cisco-sa-ioPE-Kg@noAt &7 LR B ey e e @ Critical N/A CVE-2020-3227 Add match pattern 898 06/03/2020
User Defined Fields
Cisco |0S XE Software NETCONF and 16.0.8
Config Drift cisco-sa-2aa-Yx472T8Q 4 RESTCONF Authentication Bypass 9.8 @ Critical 16.9.8 CVE-2021-1619 Add match pattern 422 09/22/2021
Vulnerability -
SECURITY
Advisories

COMPLIANCE

Summary

X
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Hlavni trendy v provozu siti

il

92% internetového
provozu pochazi z
Wi-Fi

mGig a novée Wi-Fi
standardy

Wi-Fi Only Office

N ! ’
-

HE
-G
]

Kombinace Wi-Fi,
IPalOT

Mensi a chytrejsi
budovy

Silngjsi Pok

Optimalizace sité a
identifikace
chovani.

Podrobngjsi vhled v
ramci spotreby




Flexibilni moznost spravy Cisco Catalyst

e 5 g

Policy Automation  Analytics

Cisco Catalyst 9000 and
9800 series

cisco E/W

Standards-based

interoperability

Cl/CD tools Model driven YANG data
Open daylight programmability — ees— models
(A Ry €
Open Flow Zero touch Guest shell
puppet provisioning (on-box Python)
SDN controllers  Network management Application
systems hosting
) "
(" ¢

Intent-based
network infrastructure

#CiscoEngage ©2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Klicove oblasti AlOps

Client & App

Assurance

RF Assurance

Serviceability

cisco E/W

Tools to distinguish between client and application
anomalies and network anomalies.

Tools to automate RF tuning to optimize client
connectivity and performance on Wi-Fi.

Tools to flag network and service issues, determine root
cause, recommend actions and auto-remediate.

Tools to reduce support engagement and to help
improve support experience when engaged.

#CiscolLive

s

Wireless ( Switching )

Wireless ( Switching )

Wireless ( Switching )

0l 01 B L

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Prime EoL/EoS

| Important Dates |

End of SW B End of service
End-of-Life o emance End of vulnerability/  contract Last date of
Announcement End-of-Sale releases date security support renewal support
‘ date
Mar 31, 2023 Sep 29, 2023 Sep 28, Sep 28, 2025 Sep 28, 2027 Sep 28, 2028
2024




Accelerating the transition to a
cloud-managed networking experience

in cloud l'l'l'l'l l'l'lll'l '
" managed CiIsco cisco " . .
networks networking

Meraki Catalyst




Vyuziti AlOps

Al Network & Endpoint Analytics

Wi-Fi 6E Integrations

Performance Advisories

R R T

-—J Device Ecosystem Partnerships

mmE SAMSUNG

s
S intel

b O O ThousandEyes&

108



Al-Enhanced RRM Significantly Improved the Wireless Experience
at Cisco IMPACT in August 2023

APs with High Co-Channel Interference Decreased by 28%! —

900 18000 35 18000
§800 16000 30 16000
%700 14000 14000
S Enabled 25
SOl  August 26 12009 | | « 12000
2 &5 ®
5500 10002 | | 020 EEEEEIES! 10008)
5 ol August 26 o
8400 80005 };15 8000§
5300 6000 6000
T
= 10
£200 4000 4000
[0
Q 5
<100 2000 2000

0 0 0 0
26.Aug 27 Aug 28 Aug 29.Aug 30.Aug 26.Aug 27 Aug 28 . Aug 29 Aug 30.Aug
e APs with High Co-Channel Interference «==Average # of Clients e Average SNR === Average # of Clients

Al-Enhanced RRM converged the wireless network within 6 hours and continued to improve the wireless

experience in the high-density environment after a large influx of clients began to join.



Client Troubleshooting

Client | Client 360

aniramak

Easily troubleshoot O setors
client issues

metigent Gaptur | Webex 360 | [ WSTeams 360

9:573
— s

E

>
Q

1
©

Y 8 oo 116 2a s

Client 360 displays
summary of key issues (oY T—

Device: iPhone 11 Pro Max  0S:10S 16.1.1  MAC: /3, 6E:A7:05:83:B0:A2  IPvd: 10.32.17

o= VLANID: 225 Status: Connected

Capability: Wi-Fi 6 Last seen: Nov 16, 2022 9:58:00 AM  Connected Network Device: SJC24-

Client traffic usage can
be seen in timeline © SUMMANY nov 15 2022 957 - v 16 2022 557

« Onboarding failed during Authentication (1 out of 2), due to 'AAA Server No Response’ (1)

« Onboarding failed (1 out of 2), due to ‘Mobility Profile Mismatch' (1)

Onboarding, Roaming, e —————
Connectivity details

. . . RF QUALITY TRAFFIC
I n C | u d I n ISS u eS Incomplete Onboarding (7) @ successful Roaming (147)
@ Successful Onboarding (6) Incomplete Roaming (2) RSSI  95% of the time is Good Retries  53.39% of the data traffic
@ Failed Onboarding (2) 149
15 P SNR  100% of the time is Good DataRate 92% of the time is Good

Attermpis(s]
Anerps
erpts) @ otner (1)

View Details View Details View Details




Client Troubleshooting

Onboarding  nov 15, 2022 9:67 Am - Nov 16, 2022 9:57 A Location: O Select Location v @

s View Top failure

re a S O n S o Incomplete Onbaarding (7) Top AAA Failure Reasons
@ Successful Onboarding (6) (Click a failure reason to load detailed data)
@ Failed Onboarding (2)
1 @ AAA (1) @ AAA Server No Response (1)
Aampis)

* Event viewer displays
event correlating to :
issue ;o

LN TN T

®, H
* Impact analysis can be o
. ) @ Attempts of this Client | @ Attempts of all clients in location: SJ-24/Floor-2 | @ AP Associations of this client
used to view Top AP’s,
fI ID’ d Event Viewer @ Current Data Selected: Location - Select Location  Type - onboarding Nov 15, 2022 9:57 AM - Nov 16, 2022 9:57 AM & Export
oors, SSID’s an e | 0

H H Correlation [0} .
d eV I C e ty p e S I l I I p a Cte d > @ Authenticating 4:07:04.585 PM - 4:08:34.656 PM Due to EAP ID Timeout | AP:SJC24-22A-AP30 | WLAN:blizzard Authenticating Nov 15, 2022 4:08:34 PM
by same issue S

% Correlation can be used

SubReasonType  AAA Server No Response

to select KPI’s for client,
AP, WLC and switch e




AppX: Microsoft Teams integration Client 360

Meeting Name

MS Teams Score (1) Network APM Score () Duration Start Time ~ End Time Staws  Meeting Type Participants () X
O cisco lightt2 participated in a peer-to-peer call o o 00:05 h May 16, 2022 9:10 AM May 16,2022 9:15AM T o2 2
feco i - . Peer To
©  cisco lightt2 participated in a peer-to-peer call o o 00:05 h May 16, 2022 9:03 AM May 16,2022 908 AM o\ oo 2
) cisen linht? narticinate in & nesr-ta-near cal a a I Mav 16 2092 R:40 AM Mav 16 2027 Rsaam  ® — >
73 Records Show Records: 10 ™ 1-20 1@ 2 4 s 8 >
Webex 360 MSTeams 360
CISCO LIGHTT2 PARTICIPATED IN A PEER-TO-PEER CALL
T
<)) Audio Quality [0 Video Quality () Share Quality
4
/110 ® 0/10 © ASR1K_Site2.cisco.com , ISR4K_Site3.cisco.com @ d
MS Teams Score Network APM Score Exporters

10a 12p

Packet Loss

MS Teams Telemet Network APM Telemetry

== 3.9%
Transmitting Receiving

® Transmitting @ Receiving @ Threshold:0.7 %

Jitter

MS Teams Telemet Network APM Telemetry

== Oms
Transmitting Receiving

® Transmitting @ Receiving @ Threshold:1 ms



Event Analytics o

Assurance -> Issues and Events -> Event Analytics - Preview

* As a network administrator | would like the events dashboard to souce v Bems EventAnalytes - Preview
be more interactive and provide comprehensive analytics and
powerful visualisation of the network events. It should provide
valuable insights into network performance, security, and Wied Events  Wirsles
troubleshooting -

hts helpful? & ©

Syslog Messages

* Event Analytics aggregates and processes event data,
extracting relevant metrics and generating insightful analytics.

7/20: 67 events  7/19: 1 events 8 events 60 events 105 events

« It offers a user-friendly interface that allows users to explore
data visually through intuitive graphs and charts to allow
specific focus on areas of the network, time periods and Reachabilty Transitions
event types of interest

* Type of events supported are Syslog and Reachability

REACHABLE

 REACHABLE

> Show Analytics 0 events 35events 0 events

+ Event Analytics needs to be enabled under Al Analytics
* Requires DNA Advantage License




Site Analytics Enhancement couion_ nows -

Assurance -> Dashboard -> Health - Al Analytics -> Site Analytics

* As a network administrator, | need an option to identify my best
and worst performing sites based on client KPl metrics

» Site Analytics dashboard introduces new KPI trends based on site
hierarchy which will provide insights into best and worst
performing sites in the network.

* New capabilities introduced in site analytics dashboard include

*  Overall Site SLA distribution Analysis - To identify the
Top(Worst) Impacted Sites

«  Site 360 — Site Analytics SLA Dashboard
+ SSID and Band Filtering

. Bubble Charts to better identify high client count sites with
failed SLAs and drill down.

+ Al Network Analytics should be enabled
* Requires DNA Advantage License




ICAP-QOTA Sniffer (AP 360) o nom

Provision -> Inventory -> Device 360

» To troubleshoot client onboarding issues along with the current = Cisco DNA Center
ICAP feature as a network admin | would also like to run a sniffer
to troubleshoot environmental problems and to capture
management frames.

Networ e 360

AP AP4800-124

D 24 Hours

3:01p

»  Ability to launch OTA Capture from AP 360 and Client 360.

This will enable AP to capture all the packets on the WiFi
channel and send it to Catalyst Center for analysis

*  OTA capture makes use of available AP radio channel and
converts into sniffer mode.
= Cisco DNA Center
+  Option to convert either a Radio or complete AP into Sniffer
mode

etwork / Device 360

AP AP4800-124

* Need ‘Automation - Intelligent Capture’ package to be installed

: &
+  Requires DNA Advantage License = el




200 Events in different areas such as ...

Backup/Restore Fabric

Wired Connectivity

CPU and Memory Utilization

On boa r'd | ng Software Image Management

AP Anomaly

Compliance
Device hardware and software
Application Experience Device Availability

Wireless COnneCtiVity Sensor Test Troubleshooting






Postupna migrace a kompatibilita

EOIP-based
Mobility

Secure Mobility
(CAPWAP)

o

WISM2 AireOS

Deployment Seamless

roaming

——)

AireOS
Deployment

(8.8.111+ or
8.5.164+)

B V]
! !
q r
1 1
i 000000 J
/ )
AireOS Catalyst
8.8.111+ 9800
8.5.164+

<

S | Catalyst 9800

eam ‘ess Deployment
roaming
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Seqguential Approach to Prime Migration

X

Understanding DNA Center

Learn about DNAC Capabilities, extent of
Prime Parity and differentiated use cases
compared to Prime

Initiate Data Migration

Use Data Migration Tool (co-existence
tool) within Prime to easily and securely
port your network from Prime to DNAC

-,
S

Assess Prime Usage and

DNA Center Compatibility
PDART Tool provides a comprehensive
summary of Prime Usage, DNAC
compatibility of network devices, use cases,
network scale and other relevant details

Complete Data Migration

Verify on DNAC that the necessary network
elements, sites, maps, templates and
credentials have been ported from Prime

v

Prepare for Data Migration

Follow recommendations from PDART report.
If required, upgrade Prime, optimize network
hierarchy, onboard DNAC appliance etc.

Adopt DNA Center

DNAC offers superior automation, vastly
greater visibility, complete with Al driven
analytics that help keep your network healthy
and reduce your operational expenditure




Cisco DNA Center on ESXi Form Factor

0 Virtual Appliance running on customer’s ESXi

Feature Parity and Upgrade Process same as
Physical Appliance

Cisco DNA Center VA Cost - SO

Cisco

DNA Center

L.

- ~
. .

;
|
v

~
-

o VMware Licensing (customer)

Physical Appliance

dWS

(7 vmware




Cloud Monitoring for Catalyst

Unified View of Cisco Network Infrastructure

Centralized monitoring of I0S-XE and Meraki devices
Unified topology view
Consolidated device inventory

Device health and troubleshooting

Port-level packet and error counters
Remote troubleshooting
Email and webhook alerts for proactive response

Network client and traffic information

See connected devices across your network
Application visibility into network traffic

<
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Requirements
Supported Platforms and
Firmware

Models
Catalyst 9200/L/CX
Catalyst 9300/L/X
Catalyst 9500*

Firmware
IOS-XE 17.3+

Licensing
DNA Advantage
DNA Essentials

*Please note that client-level utilization and traffic information is not

currently supported on Catalyst 9500 models



Power of the platform

Cisco Al Endpoint
Security Cloud Analytics

Cisco DNA ||
Management Center |1/

Al-Driven Al-Enhanced RRM
Assurance

Cisco Meraki
P > Dashboard

Catalyst
Cloud Monitoring

Infrastructure Catalyst 9800 Series
Wireless Controllers

Cisco Wireless 91xx
Access Points
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