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SASE cloud security capabilities / SIG

DNS-layer
security

v

Cisco Umbrella

R/
1
/1y
Secure web GW

Incl: RBI, File Control, App
Control

v

A

Cloud-delivered
Layer 7 firewall

v

Cloud access

security broker
(CASB) Inc. DLP

v

/r\J;

Interactive
threat intel

\'4

network

Stop threats before
traffic reaches my

Full URL visibility/

control to enforce policy = sites to stop non-web-

block advance threats

L7 security across all

based threats

Discover, report and
control cloud
application use.

Real-time threat context
expediting incident
investigation and
response

SecureX

Integrated security
platform

Visibility across my entire
security stack, with
automated actions



#1 Manually Integrating Meraki with Umbrella using API key
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Firmware Requirements Linking the Meraki and Umbrella Dashboards

1. Generate the Umbrella API Key
2. Apply the Umbrella API Key to a Meraki Network

3. Linking and Applying an Umbrella Policy

« MX Platform requires MX firmware version 15 or newer.

¢ MR Platform requires MR firmware version 26.1 or newer.

Licensing Requirements v Linking a Merall<i Group Po.licy tg an Umbrella Policy (MX & MR)
v' Link the Meraki Group Policy with Umbrella
: MXTF:atfform o | v Apply an Umbrella Policy to the Group Policy
° is feature is available for an wit vanced Security license . . .
o Z3 with an Enterprise license (as Z3 does not support Advanced Security license). v Applymg the Group PO|ICV to Cllents
« MR Platform v Linking an SSID to an Umbrella Policy (MR Only)
o Manual Integration: Enterprise License v Apply an Umbrella PO“CV to the SSID
o Automatic Integration: Advanced licenses. 3. DNS Exclusion

https://documentation.meraki.com/General Administration/Cross-Platform Content/Manually Integrating Cisco Umbrella with Meraki Networks
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https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Manually_Integrating_Cisco_Umbrella_with_Meraki_Networks

#2 Using Connector Deployment SASE (On-Ramps) integration

3]

Data center

cisco Secure

1. Create Umbrella Management APl Keys on the Umbrella dashboard
2. Enable Cloud On-Ramp (one-click integration) in Meraki dashboard
3. Once fully deployed, the Connectors will be pre-configured
4. Connect your branch MX to the Connectors on the Site-to-Site VPN page
5. Umbrella Network Tunnel Validation
6. Umbrella SIG Features and Policies
* DNS Policies, Firewall Policies, Web Policies, DLP
Cloud On-Ramps Cloud On-Ramps
—_ Configuration  Deployments Configuration  Deployments
Umbrella SD-WAN Connector o
T Umbrella SD-WAN Connector o
Umbrella Connector
i ERCE S g - : Los Angeles Palo Alto
serial: serial:
Branch , ‘; CiSCO Umbrel\a (::ItEjs—.YHZB-QLGL sQ:I'(EUZS—.BDBll.-UAFZ
deployed deployed
Network: Network:
1 active deployment Umbrella Connector-Los Angeles Umbrella Connector-Palo Alto

https://documentation.meraki.com/MX/Meraki Umbrella SDWAN Connector/Deployment Guide



https://documentation.meraki.com/MX/Meraki_Umbrella_SDWAN_Connector/Deployment_Guide
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