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• Mobile Box description – purpose, diagrams

• IOx docker hosting on IOS-XE

• Configuration - RESTCONF

• Telemetry – gRPC, gNMI
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Mobile Box
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Zástavba Cisco RoomKit mini
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• Cisco RoomKit mini

• Dotykové ovládání

• Cisco router

• LTE / Ethernet / Wifi

• Automatická nebo manuální volba
připojení

• Prostor pro UPS

Co je uvnitř, jak to funguje?
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Schéma zapojení

Interní LAN

RoomKit mini

Dotykový panel

Cisco Router / Switch / WiFi AP

WAN připojení:
- LTE
- Ethernet
- WiFi
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Internal LAN

RoomKit mini

Touch panel

IOS-XE Router / Switch / WiFi AP
IOx Docker host

WAN connection:
- LTE
- Ethernet
- WiFi

Docker container

websocket

restconf

IOx
LAN
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Day 0

Day 1

Day 2

Day N Intent-based 
Network Infrastructure

Provisioning
Automation

Secure ZTP
Device

Onboarding

Model Driven 
Programmability

Network Configuration Protocol 
(NETCONF), RESTCONF, gNMI

YANG Data Models, OpenConfig, 

gNMI IPv6 support

YANG Suite, Terraform, AnsibleDevice
Configuration

Guest Shell + DNS

Software Image 
Management

Device
Optimization

Model Driven 
Telemetry

gNMI Dial-In

Proto encoding for gNMI

gRPC Dial-Out + DNS + mTLS

Device
Monitoring

IOS XE Programmable Device Lifecycle
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YANG Data Models

NETCONF RESTCONF gNMI

Device Features

Interface BGP QoS ACL …

SNMP

OpenConfig Cisco Native

Configuration and Operation

Intent-based 
Network Infrastructure

The NETCONF, RETCONF and gNMI are programmatic interfaces that provide additional methods for 
interfacing with the IOS XE device – Just like the CLI, SNMP, and WebUI is used for configuration changes 
and operational metrics so can the programmatic interfaces of NETCONF, RESTCONF and gNMI

Programmable Interfaces

SNMP

YANG data models define the data that 
is available for configuration and 

streaming telemetry

WebUI

CLI
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IOx Docker hosting on IOS-XE



IOx Network Infrastructure

Broad Connectivity

▪ Ethernet

▪ Cellular 3G, 4G LTE

▪ Wi-Fi 

▪ Industrial protocols

▪ Zero touch deployment 

▪ HW-accelerated 
encryption

▪ IPSec VPN

▪ 802.1x

▪ Firewall

▪ Identity services

▪ Ruggedized for 
shock/vibration, humidity, 
temperature, dust

▪ DC power supplies

▪ High reliability

▪ Certifications 

▪ Centralized control

▪ Network

▪ Security

▪ Fog applications

Proven Security Industrial Grade Policy-Based Management

IR 809 IR 829
IE 4000 CGR 1120/1240

C819

ISR 44xx,43xx
ASR 1001/2X,/HX
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System Service To Make Smarter Apps
Optimized And Easy To Use Services At The IoT Edge

Lower TCO With Integrated Network And Edge-compute Functionalities

IOx System Services

Custom
edge apps

GPIOGPS VAULT

Rest APIs

IOx System 
Capabilities

Extended
Storage

Seamless Access

Vault 

GPS/Motion

SSD

GPIO

Stores Credentials And Certificates

Asset Tracking, Geofencing

Extended Storage At Edge

Actuators, Relays And Contact Closure 
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code, 
build

LXC Docker Workflow
Develop using Docker tool chain; Deploy using Fog Director

Dependency

Run-time

App

Develop Deploy and Manage

Cisco Docker Hub   

IOx tools

IOx Container

Yang API 
Controller

Docker tools

PULL libraries

App
Developer

Docker 
container

Benefits:
• Leverage Developer familiarity of Docker tool chain
• Easy to integrate IOx deployment with Enterprise DevOps Process

CLI
Platform 

running IOx

Platform 
running IOx

Platform 
running IOx

IOx 
App

IOx 
App

IOx 
App
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Configuration - RESTCONF
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Telemetry – gRPC, gNMI
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Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)

Model Driven Telemetry Interfaces

XML, JSON, proto and  kvGPB
encoding

Consistent YANG data models 
between interfaces

On-change event and time-
based publication options

Intent-based 
Network Infrastructure

Publication / Subscription
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Content

YANG-Push

kvGBP

HTTP/2

API Interfaces

Content

<get> <get-config> 
<edit-config>, <establish-

subscription>

XML

SSH

Content

GET, POST
PUT, PATCH, DELETE

XML, JSON

HTTP/HTTPs

Content

GET, SET, SUB

JSON_IETF

HTTP/2

YANG Model

NETCONF RESTCONF gNMI gRPC

Content

Operations

Encoding

Transport
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API Operations

GET

POST

POST, PATCH

DELETE

NETCONF RESTCONF gNMI

GET

SET

SUBSCRIBE

SET = update

SET = <null>

<get-config>, <get>

<edit-config>     

(operation=“create”)

<edit-config>     

(operation=“replace”)

<edit-config>     

(operation=“delete”)

<establish-subscription>

gRPC

YANG push
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Model Driven Telemetry Interface Comparison
NETCONF gRPC Dial-Out gNMI Dial-In gNMI Dial-Out

Telemetry Direction Dial-In,
IOS XE is server

Dial-Out
IOS XE is client

Dial-In
IOS XE is server

Dial-Out

Configuration Dynamic
per session

Static 
per configuration

Dynamic
per session

Static

Telemetry Collector Client Server Client Server

Encoding XML KV GPB JSON_IETF PROTO + JSON_IETF

Security SSH + PKI 
certificate or 
password

TLS or plain-text TLS certificate 
with user 
authentication

Same

Transport Protocol SSH HTTP2 HTTP2 Same

Data Models YANG YANG YANG YANG

Network 
architecture, 
security posture 
and policy, YANG 
data modules, 
tools and language 
preferences are 
some 
considerations 
when leveraging 
the various MDT 
interfaces
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Cisco YANG Suite

• YANG API Testing and Validation Environment

• Construct and test YANG based APIs over NETCONF, 

RESTCONF, gRPC and gNMI

• IOS XE / IOS XR / NX OS platforms Now Generally Available !

developer.cisco.com/yangsuite

github.com/CiscoDevNet/yangsuite
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Resources
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YANG Suite Resources

Additional Resources
https://github.com/CiscoDevNet/yangsuite/
https://developer.cisco.com/yangsuite/
https://eurl.io/#MaW78CelS YANG Suite General (external)

https://blogs.cisco.com/develope
r/363-yangsuite-01

https://blogs.cisco.com/developer/2022y
angsuiteupdatesfeatures01

https://blogs.cisco.com/developer/le
verageyangsuite01?dtid=osscdc0002
83

https://youtu.be/s
mrhjL5Ayz0

https://www.youtube.c
om/watch?v=dTun336
11JA

https://www.youtube.com
/watch?v=PkbAOzZ1vNk

https://www.youtube.co
m/watch?v=soyWPr0fJ0s

https://www.youtube.c
om/watch?v=3zmNDfn
8b38

Blogs YouTube Videos

https://github.com/CiscoDevNet/yangsuite/
https://developer.cisco.com/yangsuite/
https://eurl.io/#MaW78CelS
https://blogs.cisco.com/developer/363-yangsuite-01
https://blogs.cisco.com/developer/2022yangsuiteupdatesfeatures01
https://blogs.cisco.com/developer/leverageyangsuite01?dtid=osscdc000283
https://youtu.be/smrhjL5Ayz0
https://www.youtube.com/watch?v=dTun33611JA
https://www.youtube.com/watch?v=PkbAOzZ1vNk
https://www.youtube.com/watch?v=soyWPr0fJ0s
https://www.youtube.com/watch?v=3zmNDfn8b38
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Cisco IOS XE Programmability – Booksprint Book
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http://cs.co/programmabilitybook
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg.html

Programmability Configuration Guide

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg.html
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Blog and Resources: Terraform
https://github.com/CiscoDevNet/terraform-provider-iosxe/

https://registry.terraform.io/search/providers?namespace=CiscoDevNet

https://blogs.cisco.com/developer/terraformiosxe01

Questions? Join the Ask IOS XE 
Terraform Provider Webex space: 

https://eurl.io/#PtsT8eJFl

https://salesconnect.cisco.com/#/content-detail/fa072157-
b099-494b-8ec5-2522c6ab2bf6

Demo Create a Crypto Tunnel Video: 
https://www.youtube.com/watch?v=bPS0bhPacDw

Intro to IOS XE Terraform Provider Video: 
https://www.youtube.com/watch?v=GEY_hyXimbA

https://github.com/CiscoDevNet/terraform-provider-iosxe/
https://registry.terraform.io/search/providers?namespace=CiscoDevNet
https://blogs.cisco.com/developer/terraformiosxe01
https://eurl.io/#PtsT8eJFl
https://salesconnect.cisco.com/
https://www.youtube.com/watch?v=bPS0bhPacDw
https://www.youtube.com/watch?v=GEY_hyXimbA
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Learning Lab and Blog: Telemetry

https://developer.cisco.com/learning/modules/iosxe_telemetry
https://blogs.cisco.com/developer/model-driven-telemetry-sandbox

https://blogs.cisco.com/developer/getting-started-with-model-driven-telemetry
https://youtu.be/QwwZakkWBng

https://developer.cisco.com/learning/modules/iosxe_telemetry
https://blogs.cisco.com/developer/model-driven-telemetry-sandbox
https://blogs.cisco.com/developer/getting-started-with-model-driven-telemetry
https://youtu.be/QwwZakkWBng
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• https://github.com/JardaMartan/mobile_box

Mobile Box Code

https://github.com/JardaMartan/mobile_box



