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Par poznamok k phishing-u- Punycode
Viac informacii v Techclub seminari

na tému Umbrella zo dria 28.4.2020
Dear Apple iCloud user,

the following changes to your Apple ID were made today:
Credit card updated: ACTION REQUIRED!

Your credit card data may have been breached. In order to protect your security, please update your account and reset your password by visiting our Apple website at

https://appleid.apple.com
\
Failure to do so might result in suspension of your account and you could be at risk of losing access to your iCloud services including music, photos and data backup.

Thank you for helping us keeping you secure.

Sincerely Apple Support (] @ www.app|e.com X ’ . Punycode conv X Cisco Umbrella-C X | |

< C @ % © #& wwwxn--appe-2kb.com

This is www.apple.com ;-)

It is neither www.apple.com nor www.apple.com

These are not the droids you're looking for, probably.

v See IDN homograph attack and Tenuis dental click

- Y

» Inspired by Phishing with Unicode Domains POC and this arstechnica article --sia
WWW.Xn--appe-2kb.com




Cisco ESA
Subject: [SUSPICIOUS] ACTION REQUIRED!

Dear Apple iCloud user,

the following change' ! !l o aiy
CISCO

Credit card updatedThe requested Web page may be dangerous

Your credit card dat:
our Apple website aPreviewing http://www.app|e.com

https:// secur('z'\"’(e':)"Cisco Email and Web Security protects your organization's network from malicious software. Malware is designed to look like a legitimate email or

gplﬂgmqmgzwebsite which accesses your computer, hides itself in your system, and damages files. Your email administrator has configured this prevention system
WCoJx4d0eyFYroEK¢,

to ensure against such damage.
goR6KwyBObzZvffAE
L8/https%3A%2F%2

This is www.apple.com ;-) Do you trust the rendered site?

Failure to do so migl .
It is neither www.apple.com nor www.apple.com m

and data backup. Leave this site and

These are not the droids you're looking for, proba report it as malicious

See IDN homograph attack and Tenuis dental clic Leave protected area

and visit this site
directly

Thank you for helpir

Sincerely, Apple Sup
Inspired by Phishing with Unicode Domains POC a
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Cisco Integrovana Kyberneticka Bezpecnost

Detekcia -> Karanténa -> RieSenie bezpecnostneho incidentu

Emplovee
o ~ LAN
&L  Change Authorization \yf;
IS Quarantine A~ _
Q ISE VPN e/ [N Server
102210 ! \ s
e Event: XYZ ' )
Source IP: 10.4.51.5 A
Role: Supplier
Stealthwatch . i
FirePower NGIPS Response: Quarantine

or 3rd party App
such as Splunk

High Risk
Segment

Shared

Server Internet

Employee



Nezahadzujte svoj IPS

1) Endpoint protection softvér ni¢ neukazal, je toto false positive?

[1:37618:1] "MALWARE-CNC Win.Trojan.Latentbot variant outbound connection"
[Impact: Vulnerable] From “Firepower" at Sat Oct 12 10:29:48 2019 UTC [Classification:
A Network Trojan was Detected] [Priority: 1] {tcp} 172.16.7.13:50141 (unknown)-
>188.40.252.115:443 (germany)

2) TALOS reputacia pre IP 188.40.252.115 Unknown, Umbrella riziko benign/medium

zaujimavy ale bol hostname: IP ADDRESS ~ 18840.252.115

FWD/REV DNS MATCH  Yes

HOSTNAME  supremogw64.nanosystems.it

DOMAIN  your-server.de

3) V skutocnosti iSlo o komunikaciu nezelanej aplikacie pre vzdialeny pristup stiahnutelnej
Zadarmo QNANOSys(ems Who we are Products v Purchase v Contact m

Provide remote technical support without having to configure a firewall or router and without any installation.
Get connected in a few clicks to your customer’s PC, ready to help him/her.
Supremo is an AES 256-bit encryption secured software. It is made of a single, small executable file that is extremely light. It is one of the most reliable

desktop remote control solutions on the market with hundreds of thousands of sessions activated daily. Under a plan, it is also possible to personalize
the application with a brand/logo to distribute to the client.



PO . e
SOMEONE FIGUREDOUT/MY,PASSWORD,

i

NOW | HAVE TO RENAME MY,D0G!




(== ]l=]

dCloud Remediation Portal X

c o @ remediation.dcloud.cisco.com eee w Q Search mn o =

@ Corporate Portal @ Cisco AnyConnect Secure Maobility Client o | = \@

@D e
% Connected ko dCloud.
-]

[ dcloud

@ You mustlog in to this netwaor| Open Metwork Login Page ]

Disconnect

01:54:08 1Pt Some erors occurred while processing the requested tasks.
" Please review the list of erors below for more details. -

A |

| ‘ [ << Details ]

U indows Live Mail

Roaming Security: Stop ‘
You are protected by Umbrella.

DNS queries are not encrypted.

Eros

@ Unable to send or receive messages for the Manager account. The connection to the
server has failed.

Server: 'maill.dcloud. cisco.com'
Windows Live Mail Error 1D: 0x800CCCOE
Pratocaol: POP3

Part: 110

Secure[S5L): Mo

Socket Eror: 10060

0 of 1 tasks have completed successfully ~fm

Welcome to Cisco dCloud Remediation Portal

Your system has been quarantined automatically via Cisco Rapid Threat Containment.
Please contact security operations at extension 5555 or 888-555-1234

Cisco is Protecting You with Eapid Threat Containment
cisco 7

3:01 PM
4/29/2019

ERCTRT A R




Cisco ESA 13.0 - Mailbox Autoremediation

S

Multi-tenant deployments

Microsoft Microsoft
Exchange Exchange
Online On-premise
Release the Perform
message to remedial
the recipient action
Message with Check reputation of the
attachment reaches the attachment
i appliance \
dez ) o N e 7
Email Security Verdict is clean or AMP Server
Appliance unknown

Verdict Update : Attachment is
malicious

©

dmin Guide 13-0/b ES dmin Guide 12 1 chapter 0101071 .html

cisco.com/c/en/us/td/docs/security/esa/esal3-0/user quide/b ES

htips:


https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA_Admin_Guide_13-0/b_ESA_Admin_Guide_12_1_chapter_010101.html
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Cisco Threat Response - trasovanie 10C cez siet

Investigation 1 of 1 enrichments complete
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What can | search for?

g

Targets v

®o @o

Indicators Domains

=

File Hash v

(1/3)

5 °@ L. C)
targethemail

(@) -E I» > @
b v - A -
tafet email target email target email
ccV ccVv
SHA256

R target process.email-service
36d007b V'

Subor prisiel
s dvoma

target network.gateway

email
fmc.ashes.cc Vv

email

. .
4 emailami, ,
~ v
cis -
B - B T~ =) ~+@
5 -
»
- $HA256 email
CoLEL 6978262 Vv ena mkazakova@ashe... V'
721beel Vv @ dkazakov@ashes... v
»
»
1 cisco mid o ~ =
’ S mail.ru v -}@
- CJ (o (o ' by =
File Name File Path File Path
target endpoint target endpoint i . fusers/dkazako...
05X 10145V Windows 10, §P 0.0  SStimate_uigi6..

fe:fusers/dkaz... vV

kazdy.s.inym ..

akazakova@ashe... v

A predmetom spravy

email subject
Re: EICAR VvV

email subject
My Test Report v

@

domain
gmail.com v

=

e
209.85.166.52 V



Cisco Threat Response - trasovanie

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - trasovanie 10C cez siet
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Cisco Threat Response - analyza ciela

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - bloknutie na par klikov
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https://blogs.cisco.com/security/empowering-defenders-amp-unity-and-cisco-threat-response



https://blogs.cisco.com/security/empowering-defenders-amp-unity-and-cisco-threat-response

Cisco Threat Response - sled udalosti v Case
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Endpoint AMP
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AMP = Advanced Malware Protection
ETA = Encrypted Traffic Analytics

Proti utokom sa treba chranit na viacerych vrstvach
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