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Agenda
• Ako používame DNS

• Ako Umbrella analyzuje 
DNS dátové toky

• Ako “ne“obchádzať
Umbrella
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DNS je kritická služba naprieč celou IT 
infraštruktúrou

Každé zariadenie Akákoľvek TCP/IP 
počítačová sieť

Všetky operačné
systémy

68% organizácií nemonitoruje DNS
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Tri základné komponenty (RFC 1034):
Domain name space + Resource Records
Name Servers
Resolvers -> Umbrella

ISI.EDU. MX 10 VENERA.ISI.EDU

MX 10 VAXA.ISI.EDU

VENERA.ISI.EDU. A 128.9.0.32

A 10.1.0.52

VAXA.ISI.EDU. A 10.2.0.27

A 128.9.0.33

Štruktúra DNS
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Predpokladajme prázdnu cache:
• OPCODE=SQUERY
• QNAME=www.cisco.com
• QTYPE=A

Ako typicky používame DNS

Interný DNS 
server

Rekurzívny 
DNS server

napr. Umbrella

Autoritatívny 
server pre 

TLD

Autoritatívny 
server pre 
doménu

Autoritatívny 
server pre 
QNAME

??

?

?

?

https://support.umbrella.com/hc/en-us/articles/360032551931-Cisco-Umbrella-DNS-and-QNAME-Minimization

www.cisco.comwww.cisco.com

www.cisco.com

www.cisco.com

www.cisco.com

https://support.umbrella.com/hc/en-us/articles/360032551931-Cisco-Umbrella-DNS-and-QNAME-Minimization
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Čo sa deje pri návšteve jednej webovej stránky?

CNN[.]COM:

26 Domains
39 Hosts
171 Objects
557 Connections
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Umbrella: A Single Global Recursive DNS Service

Remote
sites

Enterprise 
location B

Internal Windows 
DNS server

Enterprise 
location C

Internal BIND server

Benefits
Global internet activity visibility

Network security w/o adding latency

Anycast high availability

Consistent policy enforcement

Internet-wide cloud app visibility

Enterprise 
location A

Internal InfoBlox 
appliance

Home 
users

Roaming 
laptops ISP2

ISP1

ISP3

ISP?

ISP?

ISP?

Recursive DNS for internet domains 

Authoritative DNS for intranet domains 

8
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Umbrella’s View 
of the Internet

200B
requests 
per day

18K
enterprise 
customers

100M
daily active 

users

190+
countries
worldwide

9https://umbrella.cisco.com/why-umbrella/global-network-and-traffic
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Anatómia útoku z pohľadu DNS

Reconnaissance and 
infrastructure setup

Domain registration, 
IP, ASN intelligence

Monitor adaption 
based on results

Target expansion

Wide-scale expansion

Defense signatures built 

Patient zero hit

Infected device

NGFW, Web 
Proxy

(cloud or on-prem)

of C2 can be blocked at 
the DNS layer91% of C2 bypasses

web ports 80 & 44315%

Before (pre-compromise) During (compromise) After (post-compromise)



91.223.89.201
AS197569

Our View of the Internet
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Ako získavame dáta

Authoritative DNS logs
Used to find:
§ Newly staged infrastructures
§ Malicious domains, IPs, ASNs
§ DNS hijacking
§ Fast flux domains
§ Related domains

User request patterns
Used to detect:
§ Compromised systems
§ Command and control callbacks
§ Malware and phishing attempts
§ Algorithm-generated domains
§ Domain co-occurrences
§ Newly registered domains

Any device

Umbrella
Recursive DNS

root
com.
domain.com.

Authoritative DNS
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Využitie dát 
algoritmami 
strojového učenia

Guilt by inference
§ Co-occurrence model
§ Geo-Location model
§ Secure Rank model

Guilt by association
§ Predictive IP Space modeling
§ Passive DNS and WHOIS correlation
§ Threat Grid malware association

Patterns of guilt
§ Spike Rank model
§ Natural Language 

Processing Rank model
§ Live DGA (Domain 

Generation Algorithm) 
Detection 

§ Punycode (RFC 3492)

2M+ live events per second 

11B+ historical events 
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Co-occurrence Model
Domains guilty by inference

a.com b.com c.com x.com d.com e.com f.com

time - time +

Co-occurrence of domains means that a statistically significant number of identities 
have requested both domains consecutively in a short timeframe

Possible malicious domain Possible malicious domain
Known malicious domain 

15
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Live DGA Prediction
Automated at an unparalleled scale

Predict 100,000s 
of future domains

Combine newly-identified 
configs with DGA to identity 

C2 domains continuously

+

DGA

Configs

b.com

c.com, d.com, …

Automate reverse 
engineering

Combine C2 domain pairs 
and known DGA to identify 

unknown configs

Configs

a.com b.com

DGA

+

Live DNS 
log stream

Identify millions of domains, 
many used by DGAs 

and unregistered 

a1.com
a2.com
b1.com
c2.com

Automate blocking 
pool of C2 domains
Used by thousands of 
malicious samples now 

and in the future

fgpxmvlsxpsp.me[.]u

k beuvgwyhityq[.]info

gboondmihxgc.com 

pwbbjkwnkstp[.]com 
bggwbijqjckk[.]me

yehjvoowwtdh.com 

ctwnyxmbreev[.]com 

upybsnuuvcye[.]net

quymxcbsjbhh.info 
vgqoosgpmmur.it

16
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Spike Rank Model
Patterns of guilt

y.com

DAYS

D
N

S 
RE

Q
U

ES
TSMassive amount 

of DNS request 
volume data is 
gathered and 

analyzed

DNS request volume matches known 
exploit kit pattern and predicts future attack

DGA MALWARE EXPLOIT KIT PHISHING

y.com is blocked 
before it can launch full 
attack 

17
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Predictive IP Space Monitoring 
Guilt by association

Pinpoint suspicious domains and 
observe their IP’s fingerprint 

Identify other IPs – hosted on 
the same server – that share the 
same fingerprint 

Block those suspicious IPs 
and any related domains

Domain

209.67.132.476

198.51.100.252

198.51.100.253

198.51.100.254
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1. Any user (free or paid) requests the domain1

2. Every minute, we sample from our streaming DNS logs.
3. Check if domain was seen before & if whitelisted2.
4. If not, add to category, and within minutes, DNS resolvers are updated globally.

Domains 
used in 
an attack.

Umbrella’s Auto-
WHOIS model 
may predict as 
malicious.

Attackers 
register 
domains.

Before expiration3, 
if any user requests 
this domain, it’s 
logged or blocked 
as newly seen.

Later, Umbrella 
statistical models 
or reputation 
systems identify 
as malicious.

Newly Seen Domains Category 
Reduces Risk of the Unknown

EVENTS
1. May have predictively blocked it already, and 

likely the first requestor was a free user. 
2. E.g. domain generated for CDN service.
3. Usually 24 hours, but modified for best results, as needed.

Reputation 
systems protected

Cisco
Umbrella

24 HOURS

protected

DAYS TO WEEKS

not yet a threat

not yet a threat

unprotected 

potentially
unprotected 

MINUTES

BRKSEC-2049 19
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Predictive Detector: NLPRank
Identifies malicious domain-squatting, targeted C2 and phishing domains



Umbrella Investigate Demo: Proactive Blocking



Newly Seen Domains example
Security Category: Newly Seen Domains

1st seen

Malware 
added. 
.
.
.
.
.
. 3,5 hours later
.
.
.
.
.
.



Umbrella Investigate Demo: Blocking Malicious 
Domains Based of Inference
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Alex BHP 
(Bulletproof Hosting Provider) 
harvests a variety 
of toxic content

• Malware
• Ransomware
• Phishing 
• Crimeware forums
• Credit card dump shops

BRKSEC-2049

Meet the World’s Biggest ‘Bulletproof’ Hoster
https://krebsonsecurity.com/2019/07/meet-the-worlds-biggest-bulletproof-hoster/

https://krebsonsecurity.com/2019/07/meet-the-worlds-biggest-bulletproof-hoster/
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Path of malspam attack

BRKSEC-2049

!

Phishing email sent from 
delta@performanceair.com

myhearthstonehomes.org
ourrealtyguy.info
ourrealtyguy.org
ourrealtyguy.us
package2china.com

Malicious word doc 
drops Hancitor

1 2 3

4 Hancitor makes C2 call 
to domains for trojans 

uneventrendi.com
ketofonerof.ru
thettertrefbab.ru

56 Trojans (Pony, Evil Pony, 
Zloader) make C2 call for extra 
malware or functionality
mebelucci.com.ua
uneventrendi.com
lycasofrep.com
rinbetarrab.com

Infection on device and 
positioned for data extraction

Victims click on 
malicious URLs
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BRKSEC-2049

Malicious 
malspam
campaign

Reference: hazmalware.wordpress.com

Maldoc
URL

hxxp://myhearthstonehomes[.]org/i.php?d=

!
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August 30, 2017: Peak of malicious redirect 

BRKSEC-2049
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Insight into the IP network

BRKSEC-2049

An AWS IP abused by Alex’ BPH 
and offered to criminal customers 
to host malspam attack domains
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Known malicious domains on the same IP

BRKSEC-2049
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Insight into ‘heymamaradio.com’ 
malicious IP hosting

BRKSEC-2049

Domain is a compromised domain used for malspam attacks. IPs in green are the legitimate registrar’s initial 
hosting IPs. IPs in red are all criminal hosting IPs offered by the bulletproof hosting provider. IPs in purple 
(subset of the red set) are AWS IPs and are part of the criminal hosting IP space operated by the BHP provider. 
The BHP provider abuses AWS IPs and offers them as hosting space to his criminal customers.
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Súčasné zneužívanie 184.168.221.49

Čas na živé demo…
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Vidieť útok ešte predtým ako sa stane

Data
§ 200B DNS requests resolved per day
§ Diverse dataset gathered across 100M users 

across 190 countries and 18K enterprise 
customers

Security Researchers
§ Industry renown researchers across 

Cisco Talos and Umbrella
§ Build models that can automatically 

classify and score domains and IPs 

Models
§ Dozens of models continuously analyze 

millions of live events per second
§ Automatically score and identify malware, 

ransomware, and other threats
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Simplest Security Deployment on the Planet
Point external DNS traffic to Umbrella

Network Deployment

DNS

208.67.222.222
208.67.220.220

2620:119:35::35 
2620:119:53::53 

Provision DNS 
or DHCP servers

Provision corporate 
and guest wireless APs Any device Any owner
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Umbrella DNS Resolver Flow

Intelligent proxy
Deeper inspection 

Safe
Original destinations

Security controls
• DNS and IP enforcement

• Risky domain inspection through proxy

• SSL decryption available 

Blocked
Modified destination

Internet traffic
On- and off-network

Destinations
Original destination or block page



© 2019 Spoločnosť Cisco a jej pobočky. 

DNSCRYPT

DNS-over-(D)TLS, DNS-over-HTTPS
DNS-over-... (email, twitter, SMS, ToR, Telegram, atď.)

DNS-over-QUIC

Šifrované DNS

Rekurzívny 
DNS server

Autoritatívny 
server pre 

TLD

Autoritatívny 
server pre 
doménu

Autoritatívny 
server pre 

URL

?

?

?

www.cisco.com

www.cisco.com

www.cisco.com

#@$56|.
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DNSCRYPT
• Open source (dnscrypt.info), nie je IETF štandard
• Šifrovanie a autenticita prostredníctvom UDP 443

DNS-over-(D)TLS
• RFC 7858 (TCP 853) a RFC 8094 (UDP 853)
• https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Public+Resolvers
• https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Daemon+-+Stubby

DNS-over-HTTPS
• DNS požiadavky zapuzdrené do HTTP/2 vnútri TLS zašifrovaného tunelu (TCP 443)
• Hlavní propagátori sú Google a Mozilla (zatiaľ nie by default)

DNS-over-QUIC
• QUIC (IETF, v súčasnosti draft) + TLS v1.3 + HTTP/2 = HTTP/3

Porovnanie šifrovacích mechanizmov DNS

https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Public+Resolvers
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Daemon+-+Stubby
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A aké je riešenie?

Aký je problém s D-o-T, D-o-H, D-o-...?

Interný DNS 
server

Rekurzívny 
DNS server

Autoritatívny 
server pre 

TLD

Autoritatívny 
server pre 
doménu

Autoritatívny 
server pre 

URL

?

?

?

www.cisco.com

www.cisco.com

www.cisco.com

#@$56|.

Browser

Operačný 
systém

A aké je riešenie?
• Blokovanie známych DoT a DoH rekurzívnych serverov
• Rekonfigurácia browsera

https://github.com/curl/curl/wiki/DNS-over-HTTPS#publicly-available-servers

https://github.com/curl/curl/wiki/DNS-over-HTTPS
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Príklad konfigurácie Firefox

0 - Off (default). use standard native
resolving only (don't use TRR at all)
1 - Reserved (used to be Race mode)
2 - First. Use TRR first, and only if the
name resolve fails use the native resolver
as a fallback.
3 - Only. Only use TRR. Never use the
native (This mode also requires the
bootstrapAddress pref to be set)
4 - Reserved (used to be Shadow mode)
5 - Off by choice. This is the same as 0 
but marks it as done by choice and not
done by default.

default: (none) by setting this field to the
IP address of the host name used in 
"network.trr.uri", you can bypass using
the system native resolver for it.

https://support.umbrella.com/hc/en-us/articles/360001371526-Firefox-and-DNS-over-HTTPS-default
Cisco Umbrella blokuje DoH cez proxy/anonymizer kategóriu, ak nie je nastavená IP v bootstrapAddress:

https://support.umbrella.com/hc/en-us/articles/360001371526-Firefox-and-DNS-over-HTTPS-default
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Enterprise-wide deployment in minutes

Existing

DNS/DHCP 
servers, 

Wi-Fi APs
Simple config

change to 
redirect DNS

ISR4K WLC

Network footprint

§ Provisioning and policies per VLAN/SSID; 
tags for granular filtering and reporting

§ Out-of-the-box integration 
(Umbrella virtual appliance also available)

Meraki 
MR/MX

Endpoint footprint

Granular filtering and 
reporting on & off-network 
(Umbrella roaming client 

also available)

AnyConnect 
roaming 
module

Cisco Security 
Connector 

vEdge
(future)

SSID
Private IP

Dynamic IP Support
DNSCrypt



Sumár

4
1
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Umbrella is Different

Emphasis is on 
Security

Productivity cannot be achieved by 
controlling the corporate network

No Need to Proxy 
Everything

Proxying everything adds latency, but 
isn’t necessary with our intelligence

Easy to Deploy & 
Manage

Leveraging DNS and Cisco’s 
footprint for easy deployment

42
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Where Does Umbrella Fit?
Malware
C2 Callbacks
Phishing

HQ

Sandbox

NGFW

Proxy

Netflow

AV AV

BRANCH

Router/UTM

AV AV

ROAMING

AV

First line
Network and endpoint

Network and endpoint

Endpoint

It all starts with DNS

Precedes file execution 
and IP connection 

Used by all devices

Port agnostic
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Call to Action: The Easiest POV You’ll Ever do!
1. Signup 2. Point DNS 3. Done.

After your POV, you’ll receive a custom 
security report to help answer: 

• How effective is this solution?

• How does it compare (or add) 
to my current security stack? 

• Does it deliver great time-to-value?

signup.umbrella.com

dnsmonitoring.umbrella.com

44



Ďakujeme
Cisco Tech Club Webináře
Ako jednoducho a zároveň bezpečne pripojiť zamestnanca z home office do firemnej siete?
30. 4. 2020


