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Cisco – Radware Security Partnership Overview

Radware Partnership



Available from Cisco
DDoS Protection
• Behavioral DDoS Protection -
• Market Leader in Application 

DDoS Protection (i.e. Miria)
• True Hybrid – vDP on Firepower + 

Cloud (vDP signals to cloud for 
diversion)

Web Application Firewall
• Auto Policy – only vendor with an 

auto-learning security model.
• Same Software On-Prem and 

Cloud – seamless security to 
transitioning workloads. 

Management
• Single manager for all Cloud and 

on-prem applications. Fully 
Managed Service Available

Key Benefits

DDoS
(vm & cloud)

WAF
(vm & cloud)

ADC / SSL
(vm)

Management
(vm & cloud)

Company highlight/mission
Availability Security - Our mission is 
to ensure application service levels 
are guaranteed at all times, in any 
operational scenario

Joint solution highlight
Integration of Radware’s Virtual 
Defense Pro into Cisco’s Firepower

Target LOB for solution
Network IT

Architecture alignment
Secure DC; NGFW, Cloud Security

Target sell-to verticals
Enterprise, SP, Commercial Select, 
Financial, Healthcare, Education

Solution Overview
• Auto policy generation,
• Speed to mitigation, 
• Lowest false positives,
• Hybrid solution, 
• Single pain of glass manager

Market Leader

• Data Center Edge - DDoS
• Service Provider / Customer 

Edge – DDoS (Wireline & 
Wireless Providers)

• Secure DC – WAF, SSL, 
ADC

Better Together

DDoS, WAF and SSL Solutions



End-to-End DDoS Solution

IPS/IDS

“Low & Slow” DoS 
attacks 

(e.g.Sockstress)

Large volume 
network flood attacks

Syn 
Floods

Network 
Scan

HTTP Floods

SSL Floods App Misuse

Brute Force

Cloud DDoS protection DoS protection Behavioral analysis DoSShield WAF SSL protection

Internet Pipe Firewall Load Balancer/ADC Server Under Attack SQL Server



Cisco Radware Portfolio
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Radware Cloud DDoS Protection Services
Hybrid Always-onOn-Demand

§ Integrated: on premise appliances + cloud
§ Automatic: Traffic diverted to cloud upon 

pipe saturation

§ Traffic always protected
§ Real-time detection & mitigation

§ netFlow-based DDoS detection 
§ Traffic diverted only for volumetric attacks

Best Managed Security Service for 2016

Recommended for 
data center protection

For cloud application protection
or

continuous attack protection

For insurance against
infrequent attacks

Cloud Security Excellence Award for 2017

Industry leading (99.999% SLA) protection against: Layer 7 (HTTP), SSL Floods (HTTPS), Zero-day attacks, IoT attacks, burst attacks, DNS attacks



DDoS Protection Service

Integrated into Cisco NGFW (9300, 4100)

Full DDoS protection from L3 to L7, including 
DNS, HTTP/S, and SSL

3.5 Tbps of global mitigation capacity via 9 scrubbing 
centers – ability to mitigate even the largest 
volumetric attacks 

Global DDoS 
Leader

IoT Botnet 
Protection

Top Competitive Advantages 
• Zero-Day DDoS Protection

• Patented behavioral-based algorithms automatically protect 
against Zero-Day DDoS and Dynamic-IP DDoS attacks 

• Seamless Hybrid Integration
• DefenseMessaging sends both normal and attack traffic 

signatures to cloud for instant mitigation on switch-over

• Faster Time to Security through Automation
• Advanced automation results in faster detection, higher-

quality mitigation and lower overhead required by security 
teams

• Granular SLA (99.999%)
• The industry’s most granular SLA, with specific commitments 

for Time to Detect, Alert, Divert, Mitigate, as well 
Consistency of Mitigation and overall Service Availability



Web Application Security (WAF)

Anti-Bot Protection HTTP DDoS ProtectionAPI SecurityFull OWASP Protection

Top Competitive Advantages 
• Auto-policy generation

• Uses unique device fingerprinting
• Continuously adaptive automatic policy

• Significantly less false positives
• Significantly less false negatives

• Flexible deployment
• On-Prem: Inline and out-of-path
• Cloud: Fully managed enterprise grade

• DDoS protection, CDN agnostic
• High Capacity SSL available
• 99.999% Strict SLA

Protects against all 2017 OWASP Top 10 security 
risks including newly introduced API protection

GPDR and PCI Compliant

ISAC Labs and NSS Labs Certified



SSL: Inbound & Outbound
SSL Attack Protection
• Negotiation Floods
• HTTPS Floods
• Encrypted Web Attacks

No latency in peacetime
Only on 1st session when under attack

Only decrypt 1st session
Very limited visibility into encrypted data

Top Competitive Advantages 
• Scalable, high performance architecture

• Scalability and high availability leverages Alteon’s load 
balancing capabilities

• Highest capacity of SSL and non-SSL traffic
• Highest capacity VM in industry

• Patent-protected
• http://www.google.com/patents/US7769994
• Mature technology – developed for over 10 years

Deployment FlexibilityFull Coverage Maintains User Data 
Confidentiality

Minimal Induced 
Latency

http://www.google.com/patents/US7769994


Alteon ADC

Integrated SecurityLoad Balancing PerformanceVirtualization

Throughput: industry- leading virtual capacity 
• Alteon VA – Up to  17 Gbps
• Alteon VA for NFV - Up to  200 Gbps

Virtualization: ecosystem integration
• KVM, VMWare, Xen, Hyper-V switches

Automation: Built-in toolbox, customized 
workflows, Restful APIs

Top Competitive Advantages
• Integrated SSL

• ….

• vADC
• SD-WAN: Ability to service chain and scale security 

devices while simultaneously isolating application 
services 

• One Solution
• Integrated SSL, WAF, LB and a single pane of glass 

management (Vision) 



Cisco – AlgoSec Security Partnership Overview

AlgoSec Partnership







Cisco ACI and AlgoSec
The network security management solution from AlgoSec and Cisco comprises these 
key components:

§ AlgoSec Firewall Analyzer (AFA) – Network security policy analysis, auditing, and 
compliance

§ AlgoSec FireFlow (AFF) – Automation of security policy changes

§ AlgoSec AppViz – Application Visibility Add-On

§ AlgoSec AppChange – Application Lifecycle Change Management Add-On



Cisco ACI and AlgoSec

Supported Cisco Devices:
§ Cisco Firepower Management Center
§ Cisco ASA Series Firewalls (including AWS, VMware, Microsoft Azure and Firepower Services)
§ Cisco PIX Security Appliance
§ Cisco Firewall Services Module (FWSM)
§ Cisco Security Manager
§ Cisco Identity Services Engine (ISE)
§ Cisco Tetration Analytics
§ Cisco Application Centric Infrastructure (ACI)
§ Cisco Layer-3 Switches
§ Cisco IOS, IOS-XR and Nexus Routers (5K, 7K, 9K), including ACLS and complex VRF 

architectures with VRF leakage



Cisco ISE – Technical Partnership Overview

Cisco ISE Partnership



Overview: Cisco Identity Services Engine (ISE)
Delivering the Visibility, Context and Control for Secure Network Access

Network / User Context  

How

WhatWho

Where

When

Partner Context Data 

Consistent secure access policy across:

Wireless VPNWired



Cisco ISE Technical Partners
The 1-2-3 Formula – ISE Integration to Share Context and Stop Threats

Partner

Improve awareness

Combining identity with events
ISE shares identity context Partners 
shares event context

ISE

CONTEXTUser/Device/Net

Threat/CVE

1 Improve visibility 

pxGrid is a single place to share 
context between any partner 
technology to make each more 
effective 

PartnerPartner

2

pxGrid

Take action

Mitigate

3

Action

Partner

Cisco Network and ISE

Decreases time, effort and cost 
when responding to security and 
network events



pxGrid
Open Integration for Visibility and Control

Identity

SIEM

Location

Cisco ISE

Behavior Analytics

Vulnerability

Network

Cloud Access

pxGrid



Strengthening Cisco Security through Partnerships
Cisco Security Technical Alliance, ISE and pxGrid

Contextual identity and event sharing plus network control for Cisco and partner 
technologies to better identify, mitigate, and remediate network threats. 

• Application Protection
• SIEM and Analytics 
• CASB (Cloud Access Security Broker)
• Deception
• EMM/MDM
• Forensics and IR (Incident Response)
• NPM/APM and Visualization

• Vulnerability Management
• UEBA (User and Entity Behavior Analytics) 
• Threat Intelligence  
• Firewall and Policy Management
• Endpoint and Custom Detection
• IAM and SSO 



pxGrid – Industry Adoption Critical Mass
80+ partner product integrations and 12+ technology 

pxGrid-Enabled Partners:
• Cisco:  WSA, FirePower, StealthWatch

• Apps: Arxan, DB Networks

• VOIP: Redshift

• Deception Networks: Attivo, TrapX, Illusive, Smokescreen, Acalvio

• RTC: Cisco FirePower, Cisco StealthWatch, Attivo, Bayshore, E8, Elastica, Hawk, Huntsman, Infoblox, 
Intelliment, Invincea, LogRhythm, NetIQ Sentinel, Rapid7, SAINT, Splunk, Tenable, ThreatTrack, TrapX, 
Greenlight, McAfee DXL, IBM Qradar, Tanium

• Firewall: Check Point, Infoblox, Intelliment, Bayshore

• DDI: Infoblox

• CASB: Elastica, Netskope, SkyHigh

• Net/App: LiveAction

• SIEM/TD: LogRhythm, NetIQ, Splunk, Lumeta, IBM Qradar, Nyansa

• UEBA: E8, FortScale, Rapid7, Exabeam , VU Security

• IAM: NetIQ, Ping, SecureAuth, Situational

• Vulnerability: Rapid7, SAINT, Tenable, Digital Defense

• IoT Security: Bayshore Networks

• IoT Visibility: Armis, Ordr, Claroty, Medigate, Zingbox, Nozomi, Cisco IND, CyberMDX, Cynerio

• P-Cap/Forensics: Emulex, WireX

• Risk Analysis: Greenlight Technologies

• Net/App Performance: LiveAction

Firewall and 
Access Control

Vulnerability
Assessment

Packet Capture
and Forensics

SIEM and UEBA
Threat Defense

IAM & SSO

Net/App 
Performance

IoT  
Security

IoT
(pxGrid 2.0)

Cloud Access
Security

VOIP

Rapid Threat 
Containment (RTC)

DDI

Deception 
Networks

Apps

SOAR / Other

Security through 
integration

Cisco pxGrid




