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IS an approach
that enables security architects to
construct network
boundaries In data

centres and cloud deployments to

and secure workloads

It IS now also used on the client network as well as
the data center network.




Segmentace - o cem budeme mluvit?

Policy Enforcement

Test = Prod ACLs

any:any v 192.168.1.10:443 ACI contracts
Orders v IT Management FW rules
any = any

Linux IP tables
Windows FW rules
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Na cem budeme stavet?

Cisco Secure
Workload
(Tetration)

@ Tohle vSechno potrebuju?

@ Ne, jen to, co mi dava smysl
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Secure Network with ACH

Security Policy Discovery @
<

/ Endpoint Classification

— '
AC] Security Enforcement




ACI Devices Role

Spine Nodes

Service

Consumers
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The ACI Policy Model

Tenant = Global\Wealth

Contracts= Access

Lists
e
End Point Group = Broadcast Domain/VLAN Y EPG1 « »  EPG2
Private VLAN comted

Traditional Switch

L2 External EPG = 802.1qg Trunk
L3 External EPG = L3 Routed Link
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ACI Fabric = Two Deployment Models

Existing network - Nexus, Catalyst, etc

—

VLAN 100:
10.1.1.0/24

VLAN 200:
20.1.1.0/24
External /
Connectivity
B —
FW / SLB

BD: Blue
10.1.1.0/24

BD: Red
20.1.1.0/24

ACI Fabric

L3 Outside /

4
v

EPG EPG EPG
‘-* *-’

FW / SLB

App Profile

Network Centric Mode

Leverage well known
networking constructs.

VLANS, IP addresses,
Subnets, Flood Domains
etc.

Application Centric
Mode

Leverage well known
application constructs.

Application profiles,
dependency mapping
etc.

You can mix both network centric and application centric -> typical customer transition path!
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Admins Define EPGs Relationship with Contracts

White-List Model (*): No Contract, No Communication

Without contracts,
by default there is no
=== communication -
between groups

I |
I |
! : I l
l | ! :
I |
l BM-01 VM-02 I | VM-03 BM-04 ,
I 10.10.10.11 10.10.10.12 ! | 10.10.10.13 10.10.10.14 l
| I
: EPG BLUE : : EPG GREEN |

Bridge Domain - 10.10.10.

(*) Default can be changed
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EPGs Will Have Relationships with Contracts

White-List Model (*): Contract Determines Communication

o
|
|
l

|
l
|
| BM-01 VM-02
I 10.10.710.11 10.10.10.12
:EPG BLUE

BLUE Consumes the contract,

so ports tcp/80 and tcp/443 are
NOT exposed.

any,tcp/80
any,tcp/443

any,tcp/80
any,tcp/443

Contract: Blue-to-Green | \'M
Scope: VRF

Subject: AppTraffic

- Both Directions: True <--
Reverse Port Filters: Yes
permit tcp/80

permit tcp/443

VM-03 BM-04
10.10.10.13 10.10.10.14

CONSUMES
N
1
1
PROVIDES

EPG GREEN

GREEN Provides the contract, so
ports tcp/80 and tcp/443 are
exposed.

(*) Default can be changed
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Did you say Stateless ?

Name: tcp-src-any-dst-7070

Alias:

Description: | optional

Global Alias:
EtherType: | IP
IP Protocol: |tcp

Match Only Fragments: [_]
Match DSCP: | unspecified

Source Port: |Unspecified /| - Unspecified |-
From To

Stateful: V]

Ensure Ack bit is set so sessions can only be established consumer to provider
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Application Policy with Contract

Summary Topology

© Healthy

®O® © 0 ONOY ...
Contract EPG uSeg

Any Baremetal VMware Microsoft Red Hat OpenStack Kubernetes Cloud OpenShift Layer2 Layer3 Layerd4-7
EPG EPG

External FRONTEND_IPS... InterVMs(COPY) Traffic_Out{FW) DNS
(ACIDEMO) (ACIDEMO) (ACIDEMO) (ACIDEMO) (ACIDEMO)
)

Contracts

v

Contracts with
Service Graph

EPG

FRONTEND_OUT WEB-SERVERS SLE_IN DDEB
(DEMO) (DEMO) (DEMO) (DEMO) (DEMO)

Form Factor > A A

FRONTEND INTERNET DNS_IP
(LAB) (DNS)

Health Faults History

(@)

C®QQ06

Relation Indicators

Configured ( JJJ) Operational

Show All . Ji On Click

bl
g
Q
1]
@

Q
o
oy
@
c
3
o

g
3
m
|3

Provider (from Master)

Consumer (From Master)

Intra EPG (from Master)

Master EPG
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Contracts Also Allow Inserting Services

Next Generation Firewall, ADC, IDS/IPS, etc.

_
l

|

l

l

|

I BM-01

I 10.10.10.11
:EPG BLUE

VM-02
10.10.10.12

CONSUMES
N
\
1

Contract: Blue-to-Green

Scope: VRF

Subject: AppTraffic
Both Directions: True
Reverse Port Filters: Yes

permit tcp/80
permit tcp/443

BIGIP-LTM

You can insert an NGFW, or
a LB by attaching a Service
LI Graph to the contract subject

PROVIDES

|

|

|

Vi !

|

VM-03 BM-04 I
10.10.10.13 10.10.10.14 l
|

EPG GREEN I
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vzAny Can be Used to Permit all Traffic Between EPGs

- A contract defined for vzAny includes all the EPGs under the VRF and the L30ut also

- vzAny can provide and consume one contract: permit any any for instance

VRF - VRF-1

v &B VRF-1

Multicast

% EPG Collection for VRF ¢— 1| Contract-1

How Policy-cam is programmed

any

any

Contract-1

permit

Which is equivalent to:

EPG-1 EPG-2 contract-1 permit
EPG-2 EPG-1 contract-1 permit
EPG-1 EPG-3 contract-1 permit
EPG-3 EPG-1 contract-1 permit
EPG-2 EPG-3 contract-1 permit
EPG-3 EPG-2 contract-1 permit
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Intra EPG Isolation = Zoning Rules

Intra EPG Isolation: Unenforced | EPG-A EPG-B
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Understanding Micro EPGs

- A MicroEPG (UEPG) is equivalent to
a regular EPG for all purposes, but
classification is based on endpoint
attributes (and dynamic in nature)

- Endpoints assigned to the uEPG

regardless of the
encapsulation/port

- The endpoint must be first known
to a regular EPG, called “base

EPG”

Base EPG based on port
and encapsulation (i.e.
VLAN or VXLAN)

10.10.10.11 10.10.10.12 10.10.10.13

N
| EPG GREEN :
b | |
' = = l
: v
| BM-01 BM-02 VM-01 :
' |

| UEPG MyDB V' mERd QBmantne T

Define uEPG based on MAC
Address or IP Address.

Select MAC=f4:5¢:89:b2:bf:cb
Select IP=10.10.10.11

N__

Define UEPG based on VM attributes.
VM-name=VM-01
Hypervisor-identifier=ESXi-host-01
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Leveraging
Endpoint
Security Groups
(ESG)




Network Centric & Application Centric Design

Network Centric

A security group in
1 subnet

Multiple security groups
in 1 subnet

Application Centric

Security groups across

subnets

5.0 = Endpoint
Security Group (ESG)

Security groups across
bridge domains

Bridge Domain
10.0.0.254/24

Bridge Domain
10.0.0.254/24

Bridge Domain
10.0.0.254/24
20.0.0.254/24

BD BD
10.0.0.254/241120.0.0.254/24

1

[

EPG (VLAN 10) ]

e “p
\7
0.0.1 i‘ 10.0.0.3

0.0.0.

10.0.0.2

Need more granular
security group

L

EPG EPG EPG
VLAN 1D{leveaN 12)[f(viaN 13

)

EPG EPG
(VLAN 11) (VLAN 12

il o il

10.0.0.1 10.0.0.3
10.0.0.2

What if multiple subnets
need to share the same
security rules?

¥

10.0.0.1 '

)
gl
A7
%‘ 20.0.0.1
10.0.0.2

Sharing a broadcast

domain brings another

security concern

EPG || EPG EPG
(11) (12) (VLAN 20)

Flexible security
grouping
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What is End Point Security Group (ESG)?

| & VRFA ]

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24Q§192.168.2.254/244§192.168.3.254/244192.168.4.254/24
EPG 1 EPG 2 EPG 3 EPG 4
(VLAN 2011) (VLAN 2021) (VLAN 2031) (VLAN 2041)

Y N N

192.168.1.11 192.168.2.11 192.168.3.11 192.168.4.11

ESG web ESG app

« ESG is a security group across BDs (EPG was across VLANs but within one BD)
« Configure “EP Selector” to classify endpoints into each ESG
« EPG becomes merely a “VLAN - path” binding component.
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Selectors for use with ESG

IP Subnet Selector 5.0(1)
Service EPG Selector 5.2(4)

- For exceptions with service graphs vzAny - vzAny

Tag Selector 5.2(1)
- Classify endpoints based on Policy Tags (tagTag).

- Various supported objects to attach Policy Tags
- Easy to change the ESG of multiple endpoints at once via tag

EPG Selector 5.2(1)

- Classify the entire EPG to an ESG
- The ESG inherits the contracts configured under the EPG

» The solution to provide contracts between ESG and EPG

» The solution for seamless migration from EPG to ESG



ut

B

WALL

IS NOT A FIR

ACH
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FTD with ACI

Security Policy Discovery @
<

/ Endpoint Classification

Security Enforcement




Cisco Secure Firewall Modes of Operation

~
Protocol Intrusion
TCP Inspect, NAT, ALG : :
Route to Router OSPF
eers to FW
SEESS Routed Mode (L3) . VLAN Tag
— g /_- Unchanged _\
VLAN 10 Firewall VLAN 20 VLAN 30 =S VLAN 30
- o || = - LX)
Transparent Mode (L2) " Inline IPS Mode (L1) -
Route through Router is First Route through Router is First
FW to GW Hop to Host IPS to GW Hop to Host

Routed L3 Bridging
Device Device

Bump in a Wire IPS

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

29




FTD Multi-Instance DC Use Case

- Create multiple logical FTD devices on a single module or appliance, and use as separate devices in the ACI fabric
- Complete traffic processing and management separation while protecting DC apps
- Supported on Firepower 4100 and 9300 only

- Dev firewall can overload/go offline/upgrade with out any effect on Production or External instances

FTD Production Instance FTD External Tenant Instance FTD Dev Instance

FXOS Docker Environment

Memory CPU Memory Disk Memory

Firepower 4100 or Firepower 9300 module

Port-Channel1.3001 Port-Channel1.3002 Port-Channel1.3003
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Secure Firewall

INnsertion




Network-Centric ACI Fabric

- First steps into ACI Fabric

- Simple (familiar) deployment: EPG = Subnet = VLAN
- Attach EPGs to firewall

- EPGs point to corresponding FW IP for default route

- Use FW to route and secure between EPGs

i/ Jll \i
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Firepower Cluster at Perimeter to ACI Fabric ‘
Classic ‘Cut-in’ design for N/S and E/W EPG protection - EPG-attached

Campus Network

Firepower 4100/9300 Clustering /~

FTD or ASA Image

ACI Data Centre

Firepower VLAN sub-interfaces
connect to AClI Web and App EPG
segments, serving as gateways
for E/W inspection.

vPC

Weon
N Ss.
~~~~~

Web EPG

-

J
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App-Centric ACI Fabric

- Contracts define communication between EPGs

- Service Graphs specify the services between EPGs and are referred in
Contracts

- Configure Firewall in Go-To/Go-Through modes or L1 NGIPS

@
===

e

Service Graph Deployment
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Topology

BD: FTD-external BD: FTD-internal BD: Web
192.168.11.1/24
2 : GW: 192.168.11.254

BD: App
192.168.12.1/24
GW: 192.168.12.254

10.1.1.254 10.1.1.1 172.16.10.1 172.16.11.1

BD: DB
192.168.13.1/24
GW: 192.168.13.254

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Based Redirect Is your Best Friend

Before Service graph is deployed

APIC relies on
Routing to forward
traffic from Server
in EPG WEB to
Server in EPB APP
based on contract

192.168.11 454 192.168.1 3254 192.168.13.254

................

BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254
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Policy Based Redirect Is your Best Friend
With PBR Service Graph

192.168.11.254

BD: DB
192.168.11.1/24
GW: 192.168.11.254

192.168.12.254

sissssaisio il g
s3tszsssssssissssssssissssses)
EPG
App
BD: App BD: DB

APIC relies on PBR to redirect the
traffic defined in the contract to the
Security Service

192.168.13.254
=T

—— =

192.168.100.1
BD: FTD-Data
L3 Enabled
192.168.100.0/30
192.168.100.2

192.168.12.1/24
GW: 192.168.12.254

192.168.13.1/24
GW: 192.168.13.254
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PBR for micro-Segmentation

Based only on Contract

ey 192.168.10.254 Because this iS a
e communication

L3 Enabled

between two End-
points in different
EPG, the

é é forwarding
decision is made in
the leaf switch

EPG EPG
Web App




PBR for micro-Segmentation

Leveraging PBR

Because the traffic goes to Leaf
Switch where PBR rules are enforced,
traffic will be sent to the security
service defined in the Service Graph.

BD: MyApp SRS
192.168.10.0/24
L3 Enabled

BD: ftd-data
L3 Enabled

EPG
192{168.200.2

Web

L

192.168.10.100 192.168.10.200
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PBR for micro-Segmentation

Leveraging PBR

>

— 92.168 10.254

The Firewall must be in ONE ARM as
source and destination are in the same
Subnet. It must allow traffic in and out
via the same interface.

EPG
Web

L

192.168.10.100

192.168.10.200

BD: MyApp
192.168.10.0/24
L3 Enabled

BD: FTD-data

L3 Enabled

168.200.2
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Redirecting traffic within an EPG/ESG

Leveraging PBR

C

Sl 192/168.10.254 S 192.168.200.1
- I _; BD: MyApp S :
fisizzszisssaisiiziasiiaiis 192.168.10.0/24

Using PBR, it is possible to attach a
service graph to redirect traffic to FTD
for traffic inside an EPG

L3 Enabled

BD: ftd-data
L3 Enabled

192{168.200.2

192.168.10.100 192.168.10.200
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Reuse a PBR Service Graph in Multiple Contracts

Keep the Firewall Network Config Simple

10.60.0.10 . .
_ One Bridge Domain

L3out3
Route - N I I
10.70.0.1 A a 0 60.0 / O‘\:’ o‘:‘. O‘:‘;
(} % e
O‘Ju out-to-web contract Hyer web-to-app Ap app-to-db .
ampus hQ DB host
%1 , IP 10.1.0.101/16 IP 10.1.10.102/16 \IP 10.2.0.103/24
./0.0. Web EPG App EPG B EPG
Qampus Network l\ A App J Q /
\

Cisco NGFW Cluster
Routed Mode
PBR Service Graph
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Cisco Secure Firewall and ACI Key Benefits

Multi-Pod Cluster

Single FTD cluster stretched across
multiple ACI Pods.

Predictable traffic flow with Firewall
localization to a single Pod.

Seamless failover within and between
pods with FTD cross-cluster
connections state synchronization.

Attribute-Based Policy

Streamline security policy with
Dynamic Objects, Security Group Tags
and User information.

Keep your policy tight and always up-
to-date with dynamic EPG/ESG
updates.

Rapid Threat Containment

Automatic network threat containment
using the network as
an enforcer

Threat-centric network access
determines network access based on
loCs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Dynamic Attributes




The Problem Statement

P> How to build a policy based on intent instead of static IPs ?

P How to reduce changes on enforcement point?

P2 How to build a policy with cross security Domain 7
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FMC App for APIC - FMC Endpoint Update

App for APIC enables EPG updates to FMC Network Objects

FMC is assigned per Tenant or use one FMC for all Tenants

FTD can learn EPGs/ESGs without using a managed Service Graph

Update interval, Tenant, Firewall Domains are configurable

Auto-update/Dynamic Object support for deploying new config

teeh APIC «n QDO O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Apps
B E O % =
4 N
ELAM Assistant ExternalSwitch gma ACI| Endpoint Nexus Insights Cloud
Q ( m Update Connector
o
re\;?.yzuﬁerforr'\: EdL?I\;I(Em:Z?deS . In%eg?ra lllllll h extemal switc h Pushes dynamic endpoint information Nexus Insights Cloud Connector
ogic Analyzer Moclule) on nodes managers from APIC to ASA and FMC implements tech support collection,

to capture a single packet at a time and

upload and telemetry functionality. It
analyze where the packet goes.

enables Cisco TAC to collect tech
support on demand for a device

< < < <
©o ©o & ®o
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FMC Learns

niin
cisco

APIC (aci-dev-C

System Tenants

ALL TENANTS | Add Tenant

fgandola

I C» Quick Start
i foandola
= Application Profiles
@ applications
= Application EPGs
= uSeg EPGs
= Endpoint Security Groups
%% ALL_EPGs
development
&% production
@ firewalls
= Application EPGs
€\ ftd-HA-link
% ftd-mgmt

= Endpoint Security Groups

@ network-segments

= Networking
= Contracts

= Policies
= Services
= Security

AAA Server

Access List

Address Pools

Application Filters

AS Path

Cipher Suite List

Community List

Distinguished Name

DNS Server Group

External Attributes
Dynamic Object
Security Group Tag

File List

FlexConfig

Secure Firewall Management Center

Object Manag

Overview Analysis

Dynamic Objects @

Name
APIC_DEMO_APPLICATIONS_ESG-DEMO-APP

APIC_DEMO_NETWORK-SEGMENTS_192.168.150.X_24

Policies

Devices Objects Integration

Description

APIC_FGANDOLA_APPLICATIONS_ESG-ALL_EPGS
APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT

APIC_FGANDOLA_APPLICATIONS _ESG-PRODUCTION

APIC_FGANDOLA_FIREWALLS_FTD-HA-LINK

APIC_FGANDOLA_FIREWALLS_FTD-MGMT

APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.151....
APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.152..

APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.153....

APIC_FGANDOLA_FIREWALLS_FTD-
MGMT o X

Mapped IPs

‘ Filter
4 Mapped IPs

10.237.100.22
10.237.100.23
10.237.100.24

10.237.100.25

4 Download

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

EPGs/ESGs as Dynamic Attributes

Deploy Q °0 {¢ @ fgandolav

‘ Filter

Number of Mapped IPs

1

R —
asco SECURE

47
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FTD and ASA can leverage SGTs

Action Time Range »
| @Block v 5 _ None v |+
Zones Networks VLAN Tags Users Applications Ports URLs | Dynamic Attributes I Inspection Logging Comments
T —
Available Attributes Selected Source Attributes (1) Selected Destination Attributes (2)
Search by name or value \ Security Group Tags Security Group Tags
- [ Add to Source - -
Security Group Tag v ' Developers v PCI_Servers v
Employees R Point_of_Sale_Systems v
Guests
Network_Services
PCI_Servers
Point_of_Sale_Systems
Production_Servers |
Production_Users Add a Location IP Address ’ [ Add ]
Quarantined_Systems = Attributes of the same type (for example, SGT) match the rule if any attribute is matched.
i
Attributes of different types match the rule only if all attributes are matched. More info
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SGT/ACI Firepower Integration

ACI Policy Domain

| |
| |
| |
| |
1 . . 0|
'S FMC Retrieves Dyn Attributes : o !
18 IP: 10.1.100.52 APP_EPG 2
'3 IP: 10.1.10.220 BYOD 3 |
o o |
Ig " 1 g :
|
S : : 4 ApiCRetrieves: 3 |
10 " 1 I EPG Name: App EPG, |
| I I 1 EPG Binding = 10.1.100.52 |
1 1 I I
| | |
] : | : |
| | 1 ¥ |
| : | [EEEEFESETEFETETE) |
1 1 1 SiTisriirassiass |
! 1 1 [
1 ISE Retrieves: 1 1 I
1 SGT: BYOD, 1 1 |
b SGT Binding = 10.1.10.220 I I Z|
: > 1 1 @ l
® | ! s
1 - : I o |
X 1 ! ~ |
I o ' ‘ 1 1 — |
: E ‘ Enterprise I : 2|
I § \ Backbone | v @ :
| ' |
! BYOD : I ACl Leaf App Server |
! 1 1 Enforcement 10.1.100.52 I
1 10.1.10.220 a I . ) :
| |
] : | |
| |

- e e e e e Em e e e Em e e e e e e e e e o e e e e e e e e e e e
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FMC to APIC Rapid Threat Containment

Step 4: APIC quickly contains/quarantines Step 3: Attack event is configured to trigger
the infected App1 workload into an isolated remediation module for APIC that uses NB API
uSeg EPG N to contain the infected host in ACI fabric

-
- e

DB EPG

Step 2: Intrusion event is generated and sent to
FMC revealing information about the infected
host

Step 1: Infected End Point launches an attack
that Secure Firewall blocks inline
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Cisco Secure Workload

Cisco Secure
Workload <«
(Tetration)

— Security Policy Discovery

\ Endpoint Classification

Security Enforcement




Secure Workload - Zero Trust Segmentation

( A 2
- \
' I .
: Secure Decision |
l Workload : " . . Labels
Policy Analysis : 4 Policy Administrator Point !
|

\ p ServiceNow

Centralized Policy Control Plane (1@_ ) Enforcement Infoblox and DNS

| VMware

Distributed Enforcement Data Plane

il

T Threat Intelligence
b Active Directory

l PEP  PEP  PEP

v

—— T AWS/Azure/GCP

O
Untrusted

Users Systems PEP  PEP  PEP  PEP
Policy Enforcement Point Resources

PEP PEP PEP Secure Client
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Secure Workload Use-Cases




Host-Based Agent - Features

Lightweight

- Doesn’t sit on Datapath
Runs on host OS
No kernel modification
- Single process
- Minimal resource
footprint
CPU 3%, 256MB Ram

- Easy to install
- Script
Package

\ Template/Golden Image /

Configurable

- Flow Visibility
Detailed or Conversation
Process lookup/Users

- Packages/Process visibility
- Vulnerable processes/packages

- Forensics
Process snapshot tree and TTP

- Enforcement
Enable/Disable

L3/L4/DNS/IP Reputation

K Preservation of existing rules/

- Centralized upgrade

- Automatic or manual

- Easy migration
On-prem to SaaS rehoming

- Protected communications

- Secured communication with
Secure Workload Management
(TLS 1.2 and 1.3)

- Tampering protection
- Telemetry buffering for network

failures (up to 16GB or 7days)

/
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Host-Based DPU - Features

Transparent

- No Guest OS agent install - Hypervisor agnostic

- Agent installed on DPU - Minimal requirements
- Minimal/Neglectable Performance » SR-IQV support

Impact - Guest OS SR-IQV virtual interface
- Minimal DPU config requirements - Baremetal support

- DOCA SDK - Flow visibility

- Network interface on DPU for agent

communication - Enforcement

- Installer script for agent

. AN /
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Network-Based Agentless - Features

- Common telemetry
protocols

- NetFlow v9
- |IPFIX

- NSEL (Secure
Firewall/ASA)

- ERSPAN
- Flow-Stitching

- NAT
\\- VIPs and SNAT

- Secure Firewall
- Load-Balancers
- F5 BIG-IP
- Citrix NetScaler

- ACI (3.9 patch 2)
- Visibility via Agents*

N

Scalability

- Ingest Appliance

- 3 connectors per
appliance

- 2 appliances in total

- Up to 135k fps per
appliance

- 45k fps per connector

AN

/
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Cisco Secure Workload with FTD

Cisco Secure
Workload
(Tetration)

Security Policy Discovery

\ Endpoint Classification




Secure Firewall & Secure Workload:

better together

© @

© e
©

()

Cisco Secure Firewall
Management Center
Native Integration

NSEL Records for ADM
Policy

Access Control Policy
(Dynamic Objects)

FMC Domain Awareness

Meaningful Dynamic Object
names

Rule Ordering
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Secure Firewall = High Level Architecture

Secure Connector

Dynamic Policies ()
r\ ' [ o]
SaaS or proxy

=4

Secure
Workload

Firewal Ingest teleme_try informa_tion
Management » NSEL via Secure Firewall connector
Center * Provides End-to-End visibility
Policy discovery and enforcement
« Topology awareness via FMC connector
+ Selective rule pushing
Secure connector if behind proxy
* Mandatory with SaaS
* FMC to push policies to Secure Firewalls

>
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Front-End Subnet App Tier Subnet Back-End Subnet DB Tier Subnet
\ Agentless Application )

Segmentation policies enforcement at firewall
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Use-Cases

- Generate policies for agentless workloads across multi-cloud environment

- Workload attribute import with integrations such as IPAM, CMDB, AWS, and more
§§i - User and endpoint context with ISE and AnyConnect integration

- Verify and analyze flows for policy compliance

- Defense In-Depth
- Attribute-Based hierarchical policies for agentless workloads
- Rapid Threat Containment for agent and agentless workloads with FMC
Remediation Module
- Policy Lifecycle Automation
- Enforce zero trust microsegmentation policies to applications where agent
installation is not feasible
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End-to-end protection

(/ A (/ \ (/ : : N\
North-South East-West Microsegmentation
T T sl
m = - - O
W= W\
- |
Secure Firewall
Secure Firewall
\ )) Al Secure Workload )) Secure Workload )}
4 Perimeter Protection N 4 Z0nes N Zero Trust N
Threat inspection at the +  Segment zones within your * Zero trust microsegmentation
data center or cloud edge data center and cloud enforcement at the workload
Visibility into Internet, *  Supplementary coverage for * Automated policy discovery
\ Branch, and Campus / \ workloads with or without agents / \ and compliance /
>

Closer to application
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Cisco Secure Workload with ACI 7

Cisco Secure
Workload
(Tetration)
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