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EEMRET | BEEERFE

Cisco® BEEE&FEN (SD-Access) BB R EEISFIRRET  EEAEIZEERAHECAVAEEE - SD-Access AfE
FEFRRRREH—HRE  ZEARIEHIU/ES Cisco DNA il ErEEa—ERA RN 1T » TTRRERET « GEIIERE
8] tAEEEATEMNE SR EAFNEFMEE -

MEIREMIRY (EREEE AR RakatiEm) ATl - RISmGARSEEEERZE - 815 Cisco DNA duiy »
Cisco Identity Services Engine (ISE) DA K BRHRAR &R FAEE1EHI28 (WLC) - MNEIREMIAY (EREEE REFEVAEREEEE
5M) ATl 0 AEREPREINBEGIEENERNREERTFIEREEZAIEH -

MRECEAR BRI BN BER THAER - FEENEENRMRE

AENTER @ EEBHH (REEEFIEANTRRER) - (REEECNERARSEREUNERE)
(rERAEEREEEFIREEEZER) FHMNEEER  REHeEkAKRE !

o https://www.cisco.com/go/designzone

e https://cs.co/en-cvds
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ERZE - SD-Access FARRZHE
MBS

SHHEAIELIINE (CLI) hRE<S - AisrEA TIINER] -
ABA CLI BRPHGm< :
configure terminal
EEREENBHNES (BHLHEMNEZR) -
ntp server 10.4.0.1
BARERBHNES (TELUARRMMESIEE) -
class-map [highest class name]
CLI S5 BiRmF L haiES (BANESMEEET) -
Router# enable
AIENHEE HRTHRIES (U—EHESHEBANLERXF)

police rate 1000 pps burst 10000
packets conform-action

WM EE TR » 1§ SD-Access BIRTTHERE BIMEMIEY (B E RTINS RiRaTIEm) hArivhREZ F - XI5/
RREMRE (RIETEFNEEEREEINEIER) Dol » TR Cisco DNA Huly » Cisco Identity Services
Engine (ISE) L& Cisco Wireless LAN %488 (WLC) BIREREZEHE -
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ISE + AD/EAth
EIESv DNS/DHCP
ERANEHFm

iz A

B A RREEe/ HrgiTHlzs
‘ BRI
% HABS + EHIFEIE |
[ SRR ] (B, J
| . (ER2)

\ﬁé E3 \ﬁé\

iﬁ L1y}

BTt EEERRERNERANEFRMERIFERE - HERTEMAASRIEERRE (EIGRP) (ERREBEMRE
REEE (SFELARE) Y IP BB ARFARMEKEREERIENEEREE - FNEEEREE ZHRIRMYE -

AT HEFSREE - VRF-Lite {IEREIRSEEFENIIRRERMS KA - RAIKHEAER BGP M B RE AMEE LR E R
1T VRF BBERR @ MAESEMER PR EIGRP MITHEEHRNEC - IifEA BGP ERIEEAIREE - ENERIECINE
IREM IR HRVIS K EAER - RUEE[HEMENRAI7I - UFLERERERE @ FRES AR P ENLEENR

SECES ©
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12/ : R Cisco DNA R TYIRHER EX AT IR ER

Cisco DNA fuLMRHTIAES R KRUERGTIEARER - AMSERENANMNEFEREREBERFELNERER - £AE
BAZREANERRN - RFTEARAEFEMERERESENEEMERERERIER - F/20 DHCP « DNS
AAA fERR=R - ERGTERARENPEUNVRERERER - BEMERSZSNVERFRERSE -

RO BUER Cisco DNA fuly » ZREV RIBRVERERZE - MATNEEIMNIEEBHZERIEFREYINEE - &
EEHBRRHRIEAZENIZE

BF1. B

HEE 1. Z A Cisco DNA diy - £ Cisco DNA FULHIEIES » BEZFE Design > Network Hierarchy °
B 2. 1R—T Add Site > £ MU INAEFR T EEIE Add Area ' RIHBEENEIREE - A%RE—T Add -

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM ® Q m &

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
= a Add Site [*] Import =0 m =
~ @ Global o Add Area X

No Children Found,
Arga contains other areas and/or buildings. Buildings
ntain floors and floor plans.

Area Name*

RTP

Parent
Global ~ NO Russia
UK. g e
Sencel m { ot =
" R 7 IR ¥z
Or feh
. uz
£ i

Import Sites

. . ndia |9

$E 3. #%—T Add Site - ZE MU INAERDEE Add Building 1%8h » IZIEEENREYER  SEE L —PHE
VRMEISERARIR - SERREMISIKIE & A%iE—T Add -

NERMBEEY) - BUNERENEAZEYMOOREEML - ARFE - TiR— T BEUERFRME FRZEE
YINE -

P 4. REFEEERL—F  DUMBREIGIIESE  BUGRASTIEZAEREE -

$E 5. NRERERESIEEYY  HEFTEFRMASBEYARERER - FEEME TRE (EEE
MEREHEREYSENERER) - % Add Floor M SERBERFAER

FEESHEEIESE ZERE - 1REH DXF - DWG  JPG * GIF ¢ PNG X EBHEER & FiSEMEREMAE
EENIRE - FREERENENERATN - MR AP UBENEBEEE - BMUMIRRE (REEETIERT RRGTE/R)
iR B RRH AT B B B -
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Q = &

Network Hierarchy Network Settings Image Repository Metwork Profiles Auth Template

=q e Add Site [*] Import 20, u =
v & Global o S
v RTP T CREEK 7y \‘%
B RTP1-ATK
EHRTP2-N7K &
ESRTP3-C3K
@ RTP4-DC 9 9
« EERTP5-COK 9
5 RTPS-Floor

£ RTP5-Floor2

5 RTPB-CBK 9
R = 9 --"Igsl
RTP4-D(

BF 2. AINAREERRS

Pt

A EE Cisco DNA HULHIEARZEHE— 20 AAA « DHCP K DNS AR#5 o $NRARFS 2 B(E B 4R 2L & ERERIAEAR
75 - AITTBUETRIEERTE @ I B RSBREA B RHERN A RIS RIBERTE - AR - TUE—@IERSER
IAHER o IWIEFEESERRNGRE ©

B 1. 7 Cisco DNA fuiy - EEZF DESIGN > Network Settings > Network - ZE48ULE RZRERA B B - BIE
BERER (6 : 215) - 1BE DHCP {EfRa8 IP {uit (#f) : 10.4.49.10) - £ DNS fAfkEE TERMAIE AR (&
Il : ciscodna.net) FO{AIARESERE IP frdt (FEH : 10.4.49.10) - HriEEEZEIMNNERARES (RO LUR B ILETERS:

I8 » {8 Cisco DNA dulMEZ SYSLOG #1 SNMP {Glfka8) & #A%IR—T Save °
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® aQ m o

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

=q 1 Hiera Network Device Credentials IP Address Pools SP Profiles Wireless

~ & Global
Setup network properties like AAA, NTR, Syslog, Trap and NetFlow using the * Add Network Telemetry e Add Servers
~ RTP Servers® link, Once devices are discovered, DNA Center will deploy using these
settings.

DHCP Server

DHCP
10.4.49.10 '

DNS Servere
Domain Name
ciscodna.net

Primary

10.4.42.10 }

SYSLOG Server

[] Cisco DNA Center as syslog server

SYSLOG

t

FHBF 2. 7ETEIRMTE > 32— Network Telemetry 5321 + Add Servers 1287 - 12 AAA 71 NTP #ZEXAIR » A%
#Z—T OK-

Add Servers X

[ ana
[ NetFlow Collector

NTR

REEREHE AAA [RIRRZRTI NTP [EIERS: EM A TTANRERE - G NARABRERSBREEENERIIEREN
FFIRIRRRE AAA IRTS - AEFIRIZEASUAMRYEIL ISE 635

BT
AT UAMMER TACACS ETEMRIBRETESIR - MREERN RADIUS RF kS {7 58:8HIE — ISE {EAks3 LR

TACACS - BIfElt B » BB T LER View Advanced Settings THIHINAER IS EHEL Cisco DNA LS o ROILUER
1 ISE & ZE Work Centers > Device Administration > Overview - X Z|FAREYA TACACS &1 ISE :BESH -
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$E% 3. 7& AAA {APREE T » #EH Network F1 Client/Endpoint #%EX/18 - 7£ Network T - £84Z ISE B8R0 > 7£

Network T 5 {ERA TR RINAERLUEINTESLIE AR ISE {F1ARES (#56l : 10.4.49.30) - 7£ Protocol T » EE

TACACS EiEizéft - 7£ IP Address (Primary) T RS B TUNINEEREIETE ISE AiRzS (2661 :

10.4.49.30) - #—TM3K (+) kiR - A&7 IP Address (Additional) THITNINAER T /7 EE1E(E1E ISE (FIAREIENE,
(&340 : 10.4.49.31) o

STERE IERER A ISE FAR=RMA1E - FBERREEE IP AutFngRIM IP (it T B EFTERRRR A — 8w - ARH

B 4. 7£ CLIENT/ENDPOINT 71 Servers T - #8Z ISE B i&izift - 7€ Client/Endpoint T - A T INAERE
1EFESIE AR ISE {FAReS - 7£ Protocol T - #EZ RADIUS EEEi%$f - 7£ IP Address (Primary) NMEA T RINAER
EIETE ISE GRS - #R— TN (+) %88 - JATB7E IP Address (Additional) TER TR INAER » EEIEHIE ISE

{AIARERENEL - AARIL—T Save -

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM 1 Q i @
MNetwork Hierarchy Network Settings Image Repository MNetwork Profiles Auth Template
=0 L t Network Device Credentials IP Address Pools SP Profiles Wireless
~ % Global 5 2 -
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the * Add Network Telemetry | (@) Add Servers
~ $RTP Servers” link. Once devices are discovered, DNA Center will deploy using these
settings.
& SJC
AAA Server
[ Network |/| Client/Endpain
NETWORK
Servers Protocol
) ISE O ama O rapws
*) TACACS
Network IP Address [Primary) © 1P Address {Additional)
10.4.49.30 ERRY 10.4.49.30 ERRYS 10.4.49.31 EaR ]

Change Shared Secret

CLIENT/ENDPOINT

Servers Protocal

) ISE O asa =) RADIUS
Client/Endpoint 1P Addcteess (Primary) © 1P Address (Additional)

10.4.49.30 * w  10.4.49.30 ® w 1044937 oW

$EE5. ZEE—EZ@EL  mTHER NTP Server > #12 NTP {AfR2EHY IP firht (561 : 10.4.0.1) -~ MBHEHE—K
Z(EEEYMNG NTP {EIARES @ FAEIBMNSE (+) 1%8R - SA1R7E Additional NTP ETIE&E NTP {EARESHY IP {rik (&5 :
10.4.0.2) - #Af&¥&—T Save °

NTP Server
O wre © Additional NTP
10.4.0.1 10.4.0.2

PR 484 B 4R 248 T Er B AR A HUE A AAA B ISE {AIRES AR E T DHCP « DNS 1 NTP RfAl AR5 IO T AEESHE
ARZSE MR EARIE A -
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EF 3. HEREREEMFNEERE

EEREREHR Cisco DNA LTI FEEIRAVEEAE SD-Access [REAHIRES - IRUJLUE @R CLI FORE 5488
EIREAFE (SNMP) ‘BERRRNEERLEE -

RO BUEIEER Cisco DNA duLEISAFEE B 8){EINAE » HERRAREN SIS EIPE R KELIEF - Cisco
Network Plug and Play (PnP) B4 X1EMR RIS VIIARERIES] - MEZEIT LAN BEMESPE » ST
2 CLI #1 SNMP ‘RERGFEFIEHE —H L EZIER PnP BFEE » flaHEFI#Z L ER Cisco Catalyst 9500 %
Hl|zx3a28 - LAN BE{EE#EA Cisco Discovery Protocol 31 HiZE AT FrRMNETEE N ENRKIREE K EHIZIEH
RIACHARS » P B LEIRRRAI AT PnP REBZR - i B AT RERRE © IRHLAVRIETIRZE Cisco DNA FulLiIREF4E
ERRIE  UEABEINEEEITE  WIEEMERZEERT -

MIBRERE - UWEEARGT PRV AESERFENVERE - ELRE T RUAMEREENEE -

B 1. 7E Cisco DNA duly » EBEEZ| Design > Network Settings > Device Credentials & A& E ARl hiEEE
BEERGKIALELRZENE (56 : TGlobal, Ri5TIARAEEBRZBINEREE) -

Cisco DNA Center DESIGN poLICY PROVISION ASSURANCE PLATFORM ® a = o
Metwark Hierarchy Network Settings Image Repositony Network Profiles Auth Template
=q ¥ Network Device Credentials IP Address Poals 5P Profiles Wireless
~ 4 Global J
Global
~ @RTP
@ CLI Credentials Q oo
&£5JC
Name | Descripti... Username Password Enable Password Actions

# 8% 2. 7 CLI Credentials EE&RUTELR @ 32— Add : 5 Name / Description (£fl : 10S #£E&)
Username * Password # Enable Password I * #A1%&i&—T Save °

CLI Credentials X

Name / Description *
10S Devices

Usermame *

dna

Password *

Ll 2l L] >

Enable Password

8000000 B

WARNING: Do not use " admin™ as the username for your device CLI credentials, if you are using ISE as your
AMA server, If you do, this can result in you not being able to login to your devices.

xR

RITFER ISE 15 AAA fAlfkes - RIFEEE%MER admin {ESEE CLI /RERERE AR - DREMEREAEE ISE EE8
BAGER  MBEEARKE -
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#B% 3. 7£ SNMP Credentials [EERfYTEIR » BEIEEF Y SNMP REHER (&6 : SNMPV3) - #2—T Add 5 &
EBEFEMIREZENTOIHNERRE (BERX—1T—ER:E) @ EEEEEEN (BER 12 AFcHEE - UEHR
Cisco WLC $18&) - 7A18i&— Save -

SNMP Credentials X

Type * Name / Description *
O SNMP v2¢ 1 SNMP v3 DNA Center SNMPv3
Username * Mode *

snmpadmin Authentication and Privacy v
Auth Type * Privacy Type *

SHA v AES128 v
Auth Password * Privacy Password *

[Irrrrrr] > [TITTTITT) >

PR 4. HEERZEBFAAEEMEMSESE - EELSHE 2 70 3 - CLIJREF N SNMPV3 : 3 SNMPV2C iEEUH
SNMPV2C B A ' ELEEFERMEX -

FHEES5.  SHEIEERIE(E CLI F0 SNMP &% » @i — TEIE’]&@T&RH%E’]FE% S EIREH - ERREEEHEERE
EMESD > #2—T Save - NRMEFEA T ZE SNMP /FELEDR - BFEBUIEES(E SNMP REEIEREEILSRE 1%
—TEIEFSENEEIRE - ARIZ—T Save °

© 2019 BRIF/HEMBHE - (REFTAER - B1MH #6418



Network Device Credentials IP Address Pools SP Profiles Wireless
CLI Credentials O ~ae
Name / Descripti... Username Password Enable Password Actions
10S Devices dna w0 Edit | Delete
SNMP Credentials SNMPV2C Read | SNMPV2C Write | SNMPV3 Q ~w
Name / Desc... Userna... Auth Ty... Privacy ... Auth Pas... Privacy Pas... Actions
DNA Center S... dnacsnmp SHA DES - ik Edit | Delete
HTTP(S) Credentials HTTP(S) Read | HTTP(S) Write © ~ad
Name | Descripti... Username Password Port Actions
No Data Available
=n

BEENR SRR ERINB E R E MRS - IRAEMTE Cisco DNA lMEREEREE THRRRINERE -

BF 4. EE2EIP i

i#iB7E Cisco DNA FULFENEIRAEES R E R ICARAY IP izt - 3¢ FEiB#E APl S IPAM - #§ IP it 2 kiEELS
IP it EES (IPAM) (£6 : Infoblox - Bluecat) - fRT[BUEIBEEF System Settings > Settings > IP Address
Manager ififEF IPAM #ERIGEMRRRIER RERE IPAM BT S - AEFIREH IPAM S > BEEFER
£ IPAM fAlARzS _ERY IP ELLF] DHCP #5[& » BUfEEEL Cisco DNA FuLFRYISIRIEEIFE -

DHCP {alfr#3 L% %ERY DHCP £5[E - EZ Bt AU R FEEEIEFEEMEREMEM DHCP I8 - i@ - —LE 1P
FREEEEEEESERN DHCP #IE » REESEFIFEEE (56 . ANREMR TFTP [ER2ZEITRER DHCP ##
18150) - FEEREMSRENXH  LUREREHHBEXK -

IERFERNAFSHEREEERBEFPEAN P IUEE - BEEEERGTHERPIEL - It B RERNTFE
MEES IPAM BRERVIERSER - MONUBEEMEBTEANSZEER - AREFLRENERRBRETINEE - IP I
HEREERESBEREL - TREAREZIMIBRFEEERAUAL -

FERPNENSEERNERBPNZBMUER - 57 ERER - BOKABEEEE (FIMN /16 HERRIALE
Z=fE) MBLE - XEHEEAUEEERAB/NIAUZR] - NS TEHEFIFTR - BRRIEIB IS EE B ERLLE R E T
SERF SR/ ZERREBIEE - AEEEETH IP MENAIHERELFTR - EF SD-Access EVEEH
BEFHEEAZRIE - RIEPEIEERNTE LAN EERRMERNEENE LAN EBFEIRNR S MEEHERIENE
PIEE -
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=1 2GR RS

KERB

BUILDING_CONTROL
Bk
LAN_UNDERLAY
LAN_AUTOMATION
BORDER_HANDOFF
MULTICAST_PEER

ACCESS_POINT

10.101.0.0/16

10.102.114.0/24

10.103.114.0/24

10.4.14.0/24
10.5.100.0/24

172.16.172.0/24

172.16.173.0/24

172.16.174.0/24

10.101.0.1

10.102.114.1

10.103.114.1

10.4.14.1

10.5.100.1

172.16.172.1

172.16.174.1

172.16.173.1

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

B EE DHCP (SRS DNS {AEES8

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

x2 REESI2EEENIHEEREES

KB4 B S DHCP (SRS DNS fAEES8

EMPLOYEE-DATA-RTP5 10.101.114.0/24 10.101.114.1 10.4.49.10 10.4.49.10

EMPLOYEE-PHONE-RTP5 10.101.214.0/24 10.101.214.1 10.4.49.10 10.4.49.10

B 1. 7E Cisco DNA FuLFTIEE AR SD-Access fIREEEREBERHENRIGERE - 7£ Cisco DNA Hily »
EEZF DESIGN > Network Settings > IP Address Pools - ZEABIRI4EIL B4R Z2HE T - 4 Global & A%iR—T +
Add IP Pool - JE% IP RE&TE - IP F#8i% - CIDR HSFIME IP ik - MRZEEARIREA R - AR TR
ThAEZ 15k DHCP {EfRk2&F1 DNS {AlfRa8 - 7571EE#E Overlapping - 5THif& » #—T Save °

Add IP Pool X

IP Pool Name *

EMPLOYEE

P Subnet *

10.101.0.0
CIDR Prefix

116 (255.255.0.0) v
Gateway IP Address *

10.101.01

DHCP Server(s)

x 10.4.49.10 ® oW
DNS Server(s)

x 10.4.49.10 | v
D Overlapping
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HH 2.
P

STHERISTNREYERE 2 FHEBNEMEthEs P && -

B LtPER -

ELEEERMEEIZEERE

N Filter

MName

EMPLOYEE
BUILDING_CONTROL
GUEST
LAM_UNDERLAY
LAN_AUTOMATION
BORDER_HANDOFF
ACCESS_POINT

MULTICAST_PEER

IP Address Pools (8)

IP SubnetM... -

10.101.0.0/16

10.102.114.0/24

10.103.114.0/24

10.4.14.0/24

10.5.100.0/24

172.16.172.0/24

172.16.173.0/24

172.16.174.0/24

Gateway

10.101.0.1

10.102.114.1

10.103.114.1

10.4.14.1

10.5.100.1

172161721

172.16.173.1

172.16.174.1

DHCP Server

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.48.00

10.4.49.10

DNS Server

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

10.4.49.10

Free Count

65536 of 65536

256 of 256

256 of 256

256 of 256

256 of 256

256 of 256

256 of 256

256 of 256

< Refresh [ Import | @ Add IP Pool

Overlapping Actions

Ne Ed Delete

No Ed Dele

No Edit | Delete

No Edit | Delete

No Edit | Delete

Ne Edit Delate

N Edit Delete

No Edit | Delete

= 5.

HBREBRESHNEE P &R

RE

IP it &

ERAEENEE P AUEE - EBEKEREE SR PIREGERE P it - MRIE
REEE2E P UUEERENUNER - DNS 3] DHCP Rk T EE LR EIR

B - o UREE -

PE.
fal

Pool -

L
- BI%

RTP5-C9K)

—HHILERE - D] AR TR

7£ Cisco DNA fu i » EEEZFE DESIGN > Network Settings > IP Address Pools @ 7485 B 4R 22 A

= P (it EERBIEEEE—ERENERER (FEH ' RRTEA LA —T Reserve IP

work Hierarchy

i

w d Global

v @RTP

EHRTP1-A1K
EHRTPZ-NTK
EHRTP3-C3K
EHATPE-DC

~ [ RTPS-COK

B RTPE-CEK

& 8IC

Cisco DNA Center

DESIGN

Netwark Settings

POLICY PROVISION

Image Repesitary

Hestwork Device Credentials

IP Address Paols (0)
W Filter

Name IP Subne...

ASSURANCE

work Profiles

PLATFORM

SP Profiles

Auth Template
1P Address Pools
Type Global L.

Gateway

DHCP S...

No data to display

DNS Ser...

o metresh | @ Reserve 1P Pool

Inherite... Actions

PE 2.

EXR (886 :
10.101.114.0/24)

5l
{AIAR2S

HR IPRERRE (86 :
FEMPLOYEE | )

?E/R

X132 —T Reserve °

© 2019 BRIF/HEMBHE - (REFTAER -

EMPLOYEE-DATA-RTP5)

' £ Type T/7EEEY LAN » EERRREBINEI IP &£

» £ CIDR Notation / No. of IP Addresses T 75  EENEFERANANERBEZS (58

B IP fhk (56 :

10.101.114.1)

' fEA T TAERR 5k DHCP {RlfR#8F0 DNS

F14EH H648



Reserve IP Pool X

IP Pool Mame *
EMPLOYEE-DATA-RTPS

Type

LAMN v
Global IP Pool *

EMPLOYEE (10.101.0.0/16) B

CIDR MNotation [ No. of IP Addresses *

10.101.114.0 124 (255.255.255.0) ~ OR "

Gateway IP Address
10.101.114.1

DHCP Server(s)
= 10.4.49.10 w

DS Servar(s)
= 10.4.49.10 BN

$E 3. HEERLNERERTIEERENAAE2BEERMIERER LMPE -
BAREEEENERIMIER - LhEFIER RTP5-COK KB4 RTP AitNMEERY -

~ {Giobal
Rl T IP Address Pools (9) Last Upctatost 144575 43 Refresh | @ Reserve IP Paol
ERTPI-ATK
BERTPZ-NTK Y Filter
WHRIES.C3 Namo IPSubnet.. ~  Typo Global IP P... Gateway DHEP Server OMS Server Freo Count Actions H
ERTP4-DC
EMPLOVEE-DATA-RTPS 10901740028 LAN EMPLOVEE (10.10... 0140 10.8.48.10 1044500 256 of 256 Edit Release
[ ~ ERTPS-CIK
I RTPS-Floor] EMPLOYEE-PHONE-RTPS 10.101.214.0024 LaN EMPLOYEE (10.10.. 101012141 10.4.48.10 1044800 256 of 256 Edn | Release
A RIPS: Eloord BULONG_CONTROL-RTPS  10.102.114.024 i BULOING_CONTR.. 10,002,141 1084810 1044910 256 of 256 (R
B RTPE-CEK
&sic GUEST-RTPS 101031140028 LAN GUEST (10.103.11... 100031140 10.4.48.10 1044500 256 of 256 Ednt Release
LAN_UNDERLAY-RTPS 10.4.14.0/28 LAN LAN_UNDERLAY (1. 10,4141 10.4.40.10 1044990 256 of 256 Edin Relosse
LAN_ALTOMATION-ATPS 10.5.100.0/24 LAN LAN_ALITOMATION. 10.5.100.1 10.4.48.00 1044500 256 of 256 Ednt Release
BORDER_HANDOFF -HTPS. 17216.172.0/24 LAN BORDER_HANDOF .. LEFALRYRY 256 of 256 Edin Rloaie
MULTICAST_PEER-ATPS. REFRUREAT-TF1] LAN MULTICAST_PEER ... 172161731 256 of 256 Ean Feleane
ACCESS_POINT-ATPS REFALRELN-TFLY LAN ACCESS_POINT (1. LEFALAFIR] 10.4.48.10 1044500 256 of 256 Edit Release
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T2 : % SD-Access fKREN N ERFIRE]

fEREH HWIRRY SD-Access MIEEPE EAERIRFUARN—E7 - BREERMTHEEIREIRIRA - EESRERIRERE
hERAEMERMER (EERER) - MoRERTREHEFRCHSRAEANEAEREREHEEE -

ERFERAERNRERBMENRRIEBRGER - AXBNES - BEMBWEMAFLLTUFESIENER - B
A BRAMSEEEBESBREN - MASNEENFHEEMSENEERA -

HiER TAIREEE— SR - ETE/EEL T - HEMER —ETGRERMEITEIRERIMEEN - MxEER
BRITMGHRZEZEN HVAC 2METEN - ERMEFECREIES —KITEMEEEZ D » UFRERXRBIIERT -
ERERERNEETREREEE - BFNEFRSREERURAASHNERFI BT SRS EAESE N RAVESE -

NFEEBERAREFIRARELMA SD-Access i®at7ER » B E Cisco.com L2 (REEENFINDBRRETER) -
ERELREFEABEERNMARIFRIVES] -

BF1. AREEEFIERMEES VN

$BE 1. 1 Cisco DNA HuLEEHERNR - EEZ POLICY > Virtual Network » ##—T + (I0%5%) M HHHERR
2% B A\ EIRAEIR T8 (&56 : OPERATIONS) - 14 Available Scalable Groups £E 1§ O[{EFEfHiE R E
Groups in the Virtual Network £[& (&Ef1 : Auditors + Developers * Development_Servers + Employees P&
PCI_Servers) : #i%&#%—T Save °

Cisco DMA Center  DESIGN  POLICY  PROVISION  ASSURANCE  PLATFORM ® o -4 o
Dashiboarnd Group-Based Access Control IP Based Access Contrel Appheation Trafhe Copy Virtual Network
New Virtual Metwork
Wirtual Netwerk Nama*®
[ fi 1] {3
DEFALLT_VN (16) OPERATIONS [ Guest Virtual Networl
nnnnnnn
L] Avallable Scalable Groups Groups In the Virtual Network.
— = -
BY co Gu NS PO PS AU DE oS EM
00 Contraet  Ouests Network  Point _of Proscho Aucliner Dervnicg Diwelep Emgl e PCI_Se
o £ Sa on_S L
PU as TS 5 uw
||||||| Craaranti Tost_S: et [T
on_Uses ned_S) Lo Darvic

FBEHANEREREEE TESRTNECENEREREES - BLERERER T ARMEEREE -
£ 30

MR EREEEEAE - BITJRERE % Cisco DNA HuLE ISE Z [ERY pxGrid BRI RTT2HIBEE - EEREEBRT » BFE
EH1 Cisco DNA FuliY ISE BB A2 @ HifE(RE % Cisco DNA HulyZf ISE Y pxGrid EERFK o

PR 2. NREHABEZHTEREFETEEHE - FHEBEEZE POLICY > Group-Based Access Control >
Scalable Groups RZEI BT8H4H © A%&iZ— TAdd Groups DAEEILFTEH4EF SGT -
PR 3. HEEEBEREEMESE - CETNERREREEREZIELESE  UBVEZESHE -

PR 4. FRLEARTELAESGEABRENERS MBI EERFARIELINEE - # Cisco DNA HilMESR
¥ - BEZ POLICY > Virtual Network > #£—T + (IN3%) DUERILFTHUEREAEES - & )\Jﬁﬁﬂﬂﬁ%ﬁ (&l -

GUEST) - #HY Guest Virtual Network ZRJIZEVAIR @ 5515 Guests T[{ETTEL4H1L Available Scalable Groups £
&8 3| Groups in the Virtual Network £[E & #A1%#%—T Save °
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https://cs.co/sda-segment-sdg

Dashbosrd

g

DEFAULT_VN (11)

INFRA_VN (0)

OPERATIONS (S5)

Cisco DNA Center

Group-Based Access Control

DESIGN POLICY PROVISION

Create or Modify Virtual Network by selecting Availanle Scalable Groups
New Virtual Network

virtual Hgtwerk Name®
GUEST

Avallable Scalable Groups

Eled
AU BY
Audiors =]
NS PC
Matwork PCI_Ser
Senc ... wera
- TS
Tes_Se TrusSe
s Devic

IP Based Access Con

ASSURANCE

trol

Appication

L Ele
DE DS EM Gu
Deveiop Deviop Employe Gunsts
ers ment_S e
PS PU as
Products Producs Cuanant
e Sene. o User nod_Sy

PLATFORM

Trathe Copy Virtual Network

7| Guest Virtual Network

Groups in the Virtual Network

= 2.

e

SE.

HRVERE BRTINTERIRERN - It
8 - ESNERERE

e oo s

fe] B2 &0

£/ SGT B ERIRAN

Bl BE R O] AR IEAE B T EH4H T AIEF & EL PCI_Servers BEf4REMIERR
FEEEHIE SGT 5RAIHELSERER - ISE EEEULERINEE NS H 2IREEK G -

1t Cisco DNA HiLFEEH%EIR » BEZE POLICY > Group-Based Access Control > Group-Based

Access Control Policies ' i#—T + Add Policy ' # Available Scalable Groups &% » #% Employees Et4HiEAX

PCl)

—T OK » #A%&$%Z—T Save °

ZF Source BEi&H » & PCI_Servers Ef4H1H 2B F 3| Destination &g H - BARRIZ#E (86 : Deny-Employee-to-
» B ARREA - #£HY Enable Policy @ #1512 Enable Bi-directional ' ##—T + Add Contract ’ 312 deny ' &

Dashboard

Puicy Mame*

Cisco DNA Center

Group-Based Access Control

Group-Based Access Controd Policies

DESIGN POLICY PROVISION

|P Based Access Contrel

Scalable Groups

Descrigtion (Optonsl)

Awnilabie Scalabie Groups

H
AU BY
Auditon 0D
=1 NS
Guests Patwork
_Sendc .
as 5
Cuasanti Test_Se
ned_Sy ... ners

biack.

E Enable Policy B Enabie Bi-directional §)

DS EM
Contract Drvlop Develop Erpkrye
os o mani 5 e
o]
PC PO PS PU
PCI_Sor Poir_od Product Procuct
vars _See 5. o0 Sere. on_User
TS UN
Trustse Uninow
&_Deve n

Access Con

ASSURANCE

Appi

ftract

Create Policy by selecting Source. Destination, and applying a Contract

0 pEyTment system

Ecation

Destination

Scalablp G

P Saren

PLATFORM

Trafhe Copy Wirtual Network

@ s comrc Gonce Jl 5o )

roups

%R B2 E 175124 CREATED RUMKEE

P 2.

FRREE T 8RR Bttt REREA] -
ENEZVRIRE » A& Z—T Deploy -

¢ Filter < Delete (& Deglay

= Policy Hame Status Description

= CREATED Bidiroctionsly block employees 16 payment sysums
= Doy = Ermpleyppn-10-PCI_rire CREATED

Bidirnctionally block empkynos 10 paymaent systerms
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TREE#4EE 4 DEPLOYED » H/RRITER7E Cisco DNA A SD-Access #8iRZ2#&F0 ISE » T{F A Cisco
TrustSec [REIEHBRESE -

$EE 3. %—T4_LAR Advanced Options ° 3ZEEZ & A ISE fUIE(E » 35 EE ZE Work Centers > TrustSec >
TrustSec Policy » AR 7EA{IEEIE Matrix o TG EFEME A ISE > AR EFE L) ZEEIMEER TrustSec FRH
it

BERRBIEREEEMS ISE » U2IREAREF -

‘teth Identity Services Engine

Home
b Network Access b Guest Access  ~TrustSec | » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD
» Overview ¢ Components  ~ TrustSec Policy Policy Sets  » SXP » Troubleshoot  Reports b Seftings
o
s Production Matrix Populated cells: 2
e @ Edit 4 Add B Clear™ @ Deploy @ VerifyDeploy 4 Monitor All-Of M Import 3 Export View~™  Show|A

Matrix

&

Source Tree Destination » §
Destination Tree g § E §
e e

MNetwork Device Authorization
Source » @

@ evoo
15/000F
2/000C
Emplayees
4/0004
@ Guests.

N
Network_Service..
3/0003

) pr_servers
4/000E

©) point_of_sale_s.
0/O00A

(@) Development _Ser...
12/000C

(@ Employees
40004

() Guests
/0006

() Network_Service...
3/0003

() PCI_servers.
14/000E

(@ Point_of_Sale s...
10/000A
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1B - SHEREEB b ERA

FRRV—EEREFNAREEHEE (GEEEERER) @ ABBMKEFRAMTERS - METENEME (28
REEHEEEFIUREIEISE) T ISE 2FEiB TACACS Eff RS BB BTIBEITHRTE » W4 ISE
Cisco DNA HUMESH—ER45 o ¥ TACACS 27E » Cisco DNA L\ EEMIFREINES  MUEKTEREARE ISE
MAKAEBBRIEN S M ERETEMRTS - ISE WAMITESE  UXBERRBETHERIHENEEEERTE

f2FF 1. {EF Cisco I0S XE CLI R FKBEREET SR

SIEHEAEENNER - FEAEaRE LMEIENE - RAS=EELR - MUET Cisco DNA FULSERRZEEM
B - TISERER 1S-IS (ESBHRERBERERE BRI ANFERER - HERREDENERE SSHv2
BUEITEERRTE - SNMP [REBTEREREF P& THES - LIESRERZEN—H7 -

B REIILETITEFE A LAN HECETIRETRENEMES - (EAREBERN—EH - FEEA LAN BENE
NTEEAIRARENSES - ILEFIEERTE Cisco Catalyst 33288 F{#FH Cisco 10S XE BIERE °

SR ERKE CLI REEMEN  EEZNRENEENERARERARE -

hostname [hostname]
no service config
PR 2. REFEEARTIES -
username dna privilege 15 algorithm-type scrypt secret [password]
! older software versions may not support scrypt (type 9)
! username dna privilege 15 secret [password]
enable secret [enable password]
service password-encryption
B 3. HLEMRE (SSH) sE#S CLI BEEEFEHIE
ip domain-name ciscodna.net
! generate key with choice of modulus, required by some switches
crypto key generate rsa modulus 1024
ip ssh version 2
line vty 0 15
login local
transport input ssh
transport preferred none
HW 4. BRBBREATIEZKMEIERINEL - SIZ20) MTU AFFEINIEREEZEBEMREX S BRBBNRSE
REREEY - MEERENSIEHIRE » ZANBEBUSELIE -

system mtu 9100
B

TEREA23 EfEA Cisco 10S XE WEEBAREERERENEREE KRR mtu $5< > M Cisco Catalyst #1 Cisco Nexus® i
28 MEF Cisco 10S XE @ ML R EERKER system jumbo mtu 5%

© 2019 BRIF/HEMBHE - (REFTAER - FI19H #64H
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5. FMERMEBPERAU - M5k SSH EERER -
NHEEE 0

\P {\rhit [#E4E/E IP {74f] 255.255.255.255

IP SSH ZRIENHEE 0

BF 2. AREHFIRERRERERRES

MRECHEERRECEMAREFIEREMEENETRE - ARBLRER - BEE_ENEFTEZRNTIRERS -

AR REMBEITITEMER LAN BRI EVRERENRENTEMNEE - BRIEARENKE @ RIERKEERABRS
RUTRRRE @ DRITAEAR LERA LAN BEERRE °

P11, ARERARERIIBARERIRRER - HEREEEEFERPEMIIBRBNEEEEERLDR - IRKE
AR ERRMESEREE SRR - I B EAILERESEEIREEEIINIERIEIER - RIFENSRITT—E

interface TenGigabitEthernetl/0/1
no switchport

ip address [Point-to-point IP address] [netmask]
2. FA IP IBH - WRNARIRZE LAY IS-IS BRE@IHE -

! ip routing is not enabled by default on some switches
ip routing

ip multicast-routing

ip pim register-source Loopback0
ip pim ssm default

router isis

net 49.0000.0100.0400.0001.00
domain-password [domain password]
metric-style wide

nsf ietf

log-adjacency-changes

bfd all-interfaces
BiiRR

IS-1S thE RAVIERIZHEE IP (it Ex R —RAERES 44 ID & - flan > :EE IP fiit 70.4. 32 1 (070.004.032.007) &€&
4% 07100.0403.2001 - [ifN .00 BIERS @ MFEATENN_LEIS ID (BI40 49.0000) - AMSE] NET
49.0000.0700.0403.2001.00 -

PE3. RTETERFPREVEFERINEI  EEEBREEDAAERTEERIIENE LA 1S-1S BBH - &
FREEENMENERAERE IP (it - BEXAERNE - UERERNERIELARBER -

interface LoopbackO0
! ip address assigned in earlier step
ip router isis

ip pim sparse-mode
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interface range TenGigabitEthernetl/0/1-2+ TenGigabitEthernet2/0/1-2
! routed ports with ip addresses assigned via earlier steps

ip router isis

isis network point-to-point

ip pim sparse-mode

logging event link-status

load-interval 30

bfd interval 100 min rx 100 multiplier 3

no bfd echo

dampening

B 3. AEESRAEPIMNIIE BRI BRER

MELEFRERERREARHFIEE - A BGP & 802.1 Q EXRBEFEREMIPAES » BIRBLIERF - K%
EEENTEZNTIRRR -

TR RENRLE B ER D TRV - IMOIUER VRF-lite (f£F 802.1 Q VLAN fR:EK5FE VRF) ERERNEZE

BIER - OB HEEEE| SD-Access fREANIERT » EBRIRANEFERERIERENKE MR  KiE
1R REESINTARERYEIRARTE (140 DNS « DHCP « WLCs # Cisco DNA FuEHE) o HEETHMGE - BIE
FiFE4R R Cisco DNA Hif) ©

FRIE L B E AR 2R R A TEE C BB EEAIINTPE E R T EE LR S IREES - AR 802.1 Q ZEid
N EESDESR VRF  (Xi8%A VRF-lite) - EILRMEEEZRAE I - 5 BGP BIKELHRREL - 0J7% Cisco
DNA HilMFER LEEEREBIBIFRRIRTE » AR IREERFERBEEMIZER BGP {FEMEIEIEHNEREEETES
VN 43 -

HE1. HESEEREE  AREERERIE VLAN trunk NERIRIEEE (620 Cisco Catalyst 9000 - 3800 3K
6800 %5%#288) - AIMAEEERNNE LFEAEA VLAN iR EFE  UEABRSIRMEHSIRME T KE MK
vlan 100
interface v1anl00
ip address [IP address] [netmask]
ip pim sparse-mode
no shutdown
interface FortyGigabitEthernetl/0/24
switchport
switchport mode trunk
switchport trunk allowed vlan add 100
no shutdown
SH2. SHHSEBRHY  MEBREXIE 802.1 Q VLAN ZLHHEE (fI ASR 5 ISR i8HEE) @ AEAER
RIFEAER (MR ERNE) RE MRS I a1 FERER

interface TenGigabitEthernet0/1/0

no shutdown

interface TenGigabitEthernet0/1/0.100
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encapsulation dotlQ 100
ip address [IP address] [netmask]
ip pim sparse-mode
no shutdown
$R 3. REREFROH—HEEV—ERENEER  DUETREMKENMNZREN BGP HEEE - BEAIEERE
BE IS-I1S FERIFE PRI - HEREFOBNEE N EEELTE -
interface FortyGigabitEthernetl/0/23
no switchport
ip address [Point-to-point IP address] [netmask]
ip router isis
isis network point-to-point
ip pim sparse-mode
logging event link-status
load-interval 30
no shutdown
PR 4. BASERAIRERN BGP IR » UEEREMEIRSEINBRIMER - I7EERNE LS BGP - 52 BGP
BLStET Cisco DNA L ERTFHEEREREE @ AR AFFHN B LHNERERETE—PHE » WRIERFEERER
i - HEEEFNREERILE -
router bgp [underlay AS number]
bgp router-id [loopback 0 IP address]
bgp log-neighbor-changes
! fusion router is an eBGP neighbor
neighbor [fusion interface IP address] remote-as [external AS number]
! redundant border is an iBGP neighbor
neighbor [redundant border Lo0 address] remote-as [underlay AS number]
neighbor [redundant border Lo0 address] update-source Loopback0
!
address-family ipv4
network [Lo0O IP address] mask 255.255.255.255
! advertise underlay IP network summary in global routing table
aggregate-address [underlay IP network summary] [netmask] summary-only
redistribute isis level-2
neighbor [fusion interface IP address] activate
neighbor [redundant border Lo0 address] activate
maximum-paths 2

exit-address-family
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EF 4. SHEANRBEFEBENRDEKREEREE IGP

FERELEA fE A R B R AU TRER BR FH2RAE ). WLC - EFERGER M ERNBESMRNSEBERY - WAFEE

WLC IP fritfE A BESAERE (BI40 /24 FHEHERSL /32 EHIRE) - ERALREFES LN RRBEBEERS KR
[EE4EEE IGP BREIZR » FEULRAFFHM BGP (565 : 10.4.174.0/24 #0 10.4.48.0/21) Z|[EEARETER WLC 0
DHCP H# AT E B4 BISRERTE - ERALEFR - EANETSAN BGP BBRRPIEIHERT -

SR ERISEEFE  UWARARLRRENFREEMEENEENREE -

ip prefix-list SHARED SERVICES NETS seq 5 permit 10.4.48.0/21
ip prefix-list SHARED SERVICES NETS seq 10 permit 10.4.174.0/24
route-map GLOBAL SHARED SERVICES NETS permit 10

match ip address prefix-list SHARED SERVICES NETS

PR 2. AEEEFHHL  FERENSIIKERBIRBENRESD - LLEHIRRS ISIS -

router isis

redistribute bgp [underlay AS number] route-map GLOBAL SHARED SERVICES NETS metric-
type external

BF 5. EIMNPRIG IR ERAE RIS HRER

ERE R SEE IR AR AR S B 28 TR B e WSS AT IE F — RV B AR 4R AU CLI AHAR - EERFERNERESH
RIS MMREE ERITIHERE -

P PRSI HEENTE T ESEBERECESINIREM VRF I7EER LR RERCBNSHHEEE - ES
AR R ERIBAVERAE S - MEFEARMSHBRRARBKER

ARG IRARECESIMBRRNEST LRIRBMR 2 EHE - MAERA VRF -
$R1. TEEEIPREGKER L B EERNVAERERN VRF - BEEHRMIBHERE -

vrf definition VRF-GLOBAL ROUTES
rd 100:100
!
address-family ipv4
route-target export 100:100
route-target import 100:100
exit-address-family
PR 2. SHHEUEINIRIGERHERE] SD-AccessHIRREFHEEER - RUANE » VLAN ﬁEEEI’J? I
ft o LEFIERAFNEAEHE EEMA 802.1 Q VLAN 1R5C - St RFEEEHBARNRIAZR - BLHRRENS
—Iifg °
interface TenGigabitEthernet0/1/7
description to Border
mtu 9100
no ip address
no shutdown
interface TenGigabitEthernet0/1/7.100
encapsulation dotlQ 100
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vrf forwarding VRF-GLOBAL ROUTES
ip address [IP network] [netmask]

ERARERIBEREEZ B 802.1 Q BiER L » IREA VLAN (&6 : 100) EiFH IP &E4R -

$E 3. EVIRAMEDUTCRE » iE e A S EEEETERNR - it B ERIRAEME 2 A/ IGP 1 BGPZ
REETEMNDECH - BRIRHRERE - IGP RRIERMIE o S HE/RAIZ EIGRP - SER{E IS-IS « BGP 2| EIGRP I
FREAR -

route-map RM-BGP-TO-EIGRP permit 10

set tag 100

route-map RM-EIGRP-TO-BGP deny 10

match tag 100

route-map RM-EIGRP-TO-BGP permit 20

$E 4. RABLEREASKHRIERNN BGP HELE - tiEHMNEAREERMS KMR ZIMIFEIEAY IGP -

router bgp [external AS number]
bgp router-id [loopback IP address]
bgp log-neighbor-changes
!
address-family ipv4 vrf VRF-GLOBAL ROUTES
redistribute eigrp 100 route-map RM-EIGRP-TO-BGP
neighbor [redundant fusion IP] remote-as [external AS number]
neighbor [redundant fusion IP] activate
neighbor [border IP address] remote-as [underlay AS number]
neighbor [border IP address] activate
maximum-paths 2
default-information originate

exit-address-family
P 5. 15 BGP EFNECE] IGP h LUBFAELRAES] - IGP BtRIERME - &6l hFmARRG&ER EIGRP -

router eigrp LAN

!

address-family ipv4 unicast vrf VRF-GLOBAL ROUTES autonomous-system 100
topology base

redistribute bgp [external AS number] metric 1000000 1 255 1 9100 route-map RM-BGP-
TO-EIGRP

exit-af-topology
network [external IP network address] [netmask]
eigrp router-id [loopback IP address]

exit-address-family
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BF 6. HEIFREDERE LRE MTU

A
A Cisco DNA FuLEEFEIREEES PR AR ER HIBA) - Cisco DNA L EEERFIREE BB, ;

B2 » MEMTIEFERZEE RS A B IER Cisco DNA HULEEE (56 : 7E Cisco DNA Ful i 2 {HEAEEE sk &k
REXiz) - AIBLERENVANGEREEERMIREE P EETTNER SD-Access EMEKX - TRERE :

o WARIBSHEEMBEREEREERBRETNRBAENE=BXE

o WAASHEEER B HERMRHENERESR -
STHRIEZ EMREEPENREE  MUERTEEEN MTU (886 : 9100) - WHEREERRPHEMEEFER
TR o WIERHREERARKEMAMANE - KgEPAEHILETHR -

AR REFMBEITITEMER LAN BEEEITREMRENEMNEE @ FARERIN—B - TEER LAN BEIE
REAARARENEE -

BF 7. ZRENEEEREE

FEIBRYFAREEER IP ERIHEEIRRFIRMAS Cisco DNA s » IROILERA Cisco DNA HUMRZR M E IR K fE fHR
BLUEIT SD-Access ° iFItIZEFARAARTEE F—ERFHER LAN BEIERIRZNEER LAN BE{EETFE
EMMAEMESE -

ELLRBETIAIEBRME P S ESARFHAREEN L EHERLERIRE  EMREIRRL T ERRE
RHETO AR AER LAN BEME ERREE » RIBVIREEDUEITIRE » A5/ Cisco DNA #ulMEFA Cisco
Discovery Protocol 3REELRAIFSH o A Cisco Discovery Protocol fF @ sEiS TR R EIRE—ESENEFE - UL
MRIRTEE -

HEE 1. BEEZF T Cisco DNA FulMEHIA - #EIE Tools [EES & 32— T Discovery ifii2 {1 T4 7S - 42 Range
i 7E IP Ranges HEi A BIATN4EER IP @ER(rtt (MEWEE — (Ul > FWAZSEEFBNEEANL) - HR
Preferred Management IP » {1R#E B A RANREEREIZENHE » BEE#E UseLoopBack -

R
METERAE B AR AKEILEARR Cisco Catalyst 6800 4513528 » BITTITEREER T U TI5 L HIE R3S » DUER
REREF

snmp mib flash cache
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P 2.
R1F -

MR

BEMFRINVEE - FiE—TE—ELEZEN + (I05R)

 EAEMERE - B FERIEEERILE

Cisco DNA Center

E °

New Discovery

A 1P ADDRESS/RANGE *
Siscavery Type O

O CDP G Range () LLDP
From®

10.4.14.13

From®

10.4.14.71

10.4.14.3

Frome @
10.40.1

Predurred Management 1

) Mene @ UseLeopBack

A CREDENTIALS*

Discovery

© 10.4.1495

or

- 104041

© 104144

ot O

- 10407

N
/%=
ERRE

BT HE - MERSEFAMNIEEM CLI &S » KB Cisco DNA dul B oM THAE K E I TS BB SNMP
BRRE 0 AR IR—TIKEBAY Start o

Cisco DNA Center

~ Cradentials *

Discovery

0 At least ane CLI credential and one SNMP credential are required.

0 Netconf is mandatory for enabling Wireless Services on Wireless capable devices such as

using port number B30, Do not use standard pons like 22, B0, BOBOD etc.

W global W task-specific

cu SNMPvZe Read
[D dna | 105 Devices [ SNMPvZc Read
SNMPv2c Write SNMPV3

I SHMPvZc Write

HTTP(S) Read

NETCONF

HTTPR(S) Write

Davice Controllability is Enabled. Config changes will be made on network devices during
discovery/inventery or when device is associated to a site. Learn More | Disable

@ Add Crodentials

ERITRRE - EHLERRRZEFESEN -
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Cisco DNA Center Discovery ® Qa = o o 4
:ax @  Initial Discovery miplete B Reachable Devices | 0Oh:0Dm:49s History «
Initial Discovery | & Rrachatie 0. o
Rangn 10.414.13:10.4.14.15
DEVICE STATUS - :
Paddress  Davicebeme  Sumws T SR OEU i wrcont
LTI @ L ]
W Success|B) 10a81 ® [ ]
8 ¥ Uneeachable(d)
Devices = PR - ® P
" Dissarded(D) -
wata :: ® ®
s ADEadaies ®
Discovery Details marey SIS P ®
COP Level Mane roanany MDA ®
LLDP Leval None i oo ®
Protocol Order  ash Show 25 Shewing 1198 01 8 vt [B] e
Retry Count 3
Tieeout 5 secand(s) secess Q) wenaciass (D) s @ wormeeo @) sy
IP Address/Range  10.4.14.13-10.4.14.15
10.4.14.11-10.4.14.11
10.4.14.3-10.4.14.4
10.4.0.1-10.4.0.2
P Filter List MNone
Freferred Use LoopBack
Management IP
Device Controllability is Enabled. Config changes will be made on network devices during Delete  Copy & Edin “
discovery/inventory or when device is assoclated to a site. Learn More | Disable

AERARETEERNERERRTHE @ £/ CL ISkl FRAEAKEE FRSREGARER BN - EEXRER ISEH
R T ERAAEEREFINEREREE

PR 4. NRFETARREY  FREXREEFE - ARE - I SHMASELRENREUREMEEFNEME
fthEERIRE

$EE5. RSB GRRIRE  HEBEZTE Cisco DNA il MEERN » ARTE Tools BER T » I#—TF
Inventory - B F EERERZNEE - TEFWETHE ' EREEE T Managed [F51K4E » 3REA Cisco
DNA FlMvER NEMER SR EEREIE -

[m] Device Name IP Address. - Reachability Status Uptime Last Updated Resyne interval Last Sync Status Device ol Site H
I: C-ASRIK-1 ciscodna.net & 10.4.0.0 Reachabio 99 days 11 his 28 mins. a few seconds ago 007500 Maraged & BORDER ROUTER Unassigned
[0  c-asrik-2eiscodnane o 104,02 2 Rasetable 0 days 11 hrs 26 mins 8 fow weconds ago 00100 Maragod £ BORDER ROUTER Unassigned
[m] [12-9500-1 ciscodna net 10.4,14,3 5 Renchabis 1 day § Bes 12 mies S minutes ago. L5 2] Maraged & DISTRBUTION Unassigned
[ D2-8500-2cmcodnane & 104,144 7 Reactablo 1 clay 9 b 02 mien 5 minutos ago 00100 Macaod £ DISTRIBUTION Unassigned
L: ADZ-3850-1 ciscodna et 10.4.14.00 <) Reachable 1 clay 12 brs 26 ming 5 minutes age 007500 Meraged & MOCESS Unassigned
D ADZ-9300-1 ciscodnanet 10.4.14.13 <) Reachable 1 clay 11 brs 17 ming 5 minutes age 0OI500 Maraged ¥ MOCESS Unassigned
[__ ADZ-9300-4 ciscodna et 10.4.14.04 <) Reachable 1 clay 10 brs 58 ming 5 minutes age 007500 Maraged & MOCESS Unassigned
] ADZ-9400-1 clscodna net & 10.4.18.15 Reachable 15 brs 52 mies 5 minutes ago. C0ZS00 Managed & CORE Unassigned

Cisco DNA LR UFERE @ BXREER @ MERkE LEITRERE -
530
SO EEFRAIZES AR > FHRERERNT] - £/ Device Role HEFHHMRFRBUEBEUMERNEERE  MUES

ACAEERERMEKEERTENAE (FINER - 2 - 2OBGERKHER) - HPEILRRAET MR EANIEEIR
REREAL - RERBRACMUNREVRAEENMNG - MALERBEEFIRAEEE -
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BF 8. EEEFHRENRIEMGE

24T EIR SD-Access HITEERINAE » Cisco DNA FiyH) SD-Access EHHEEBEMERENRKEERAER - NE
1 Cisco DNA FiL IR BB MUK IS B R THAE O] R AR BRI TEZMURIERR ARV E - WO AER Cisco.com £
SD-Access TBEEFIEEEER M BERSKIEERN SD-Access HIBMERTE - AMNERBINMMRIEEMNISE A . ERBER
FIJH o

ERMUT P ESREETNERAS ML AT (SMUs) NERREEEMERREER » 7T AREAMFHMRGHE @ SRGEERSE
' WSREEERAREE

HEBE1. EBEET Cisco DNA HlMEH| G - #2—T Design & ZA1&Z—T Image Repository - IR EHE —REAX
#p2 > BI7EA £ Cisco End User License Agreement @519 - 42 click here - #41%81%—T Accept License
Agreement °

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Q4 H 2 o .
Network Hierarchy Netwark Setings Image Repositoey Network Profles Auith Tempiate
= | Tl G Desiees] [ ahertscts | 10 Erbbe s tion =
w & Global
~ BRTP T Filter © Refresh Cisca Endt Usar Licenss Agresmont (ELILA) is not accepted, Fisase clck o 1o accopt
&sic i -
Family Image Name it Version Image Device Roke Action
3 Cmeo Cashyst S407R Swieh .54
- 'y o - - 16,6 " 7
3 Cisco ASR 1002-HX Fouter 251 000-unihversaa. 16.0. 2 :
1064
3 oo CatahystMhax stack-a6 e
1864
> Ciseo Catshyat 9300 Swich natall Mode (16.6.4]
. 3 > 1664
3 Cisco Catalyst 9500 Swich rssall Mode {16.6.4]

PBE 2. ARMEEEFE Cisco DNA LT EETREIEUERNEE » Rl Image Name H N 77i2— T3 REKEAT!
RUBRRIESSZAYE T ATEE » AR —T Golden Image 235 - I HEEHMRERL A% T SIRIFRE

@ 'mport | 7 Update Devices | B Show Tasks | @ Take a Tour m Virtual
YV Filter < Refresh
e Golden
Family Image Name iy 9 Version Image Device Role Action
age
16.6.4
v Cisco Catalyst 9407R Switch Install Mode (16.6.4) 1
il n
catOk_iosxe.16.11.01.5PA. . 0 Selbaknc- 10,111 {Lteot) &
Fuji-16.9.3 YR
catdk_iosxeldpe 16.09.03.... o (Suggested, Latest) LAk
Add On {1} @
ot i i progress

i AREAREIER E6ERA Cisco.com HFEBEEA -

Settings > Cisco Credentials ZKE # Cisco.com &Ri& °

T8 3.

1R

7m0

TILA{EF Settings (EiREIT)

EREALSRRERCASE  BIMARENHEEEERNMREKE -

> System Settings >

PR 4. MRECEFWAEBIKEAMRBGIE - FiZ—T Import Image/Add-On ; HFE7THRFE] + Import » EiE—{E

TERNE - ARIE—T Import -
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html

Import Image/Add-0On

Select a file from computer

Choose File  Ci\fakepathicande_iosxe,16.00.03.5PA bin

OR
Enter Image URL{http or fip)*

Source

% Cisco ) Third Pany

MEEN B YRS IR FEEE A Cisco DNA dily o

5. EATHE  SEANBMGIEIERAER - ZEEANBUYRIESE - #%—T Assign @ BRIEBR(FERAPRSIERE
B ABRERERERIE—T Assign °

Se Image Repository T . r . .
Assign Device Family
Q .
@ 1meo B - ° Assign asFI000-usversalid, 16.00,02.SPAbn 10 000 OF MOFD SUPRAMNING Sivics Sories from the list below
ok Note: Device Series fitered using Cisco com{CO0) meta-data,
&me | Trmer | O Retesn -
&SIC
Farsity Image Naree Device Saries. -
[ Cisco ASR 1001-HX Rouer
imprted imsgest2)

= Cisen ASR 1002-HX Router

\\\\\

Stow 10 entries Showing 1 - 2 of 2

s Catahyst
s 1002+ n
50 Catalysi 38 o] Ao
Show 10 eewrie

RREIBANTFRES - HARSELRERTAZE
$E 6. SHHARWERMEENEHLEE - 2—T Golden Image 23  IEEMBUSIEZERR AT AMNIRTRE -

$E7. HEEHEMEM Cisco DNA HILEZNFMAMRKIEERELELER - AACKRREBMREHENMARERIY
EEEMLE - TTAREMEIREREE -

BF9. ERSERGEETENENEENE

Cisco DNA L EFFHEKENTERURE - BIFTATERRGEETIER - ASEREETTHRESERE
FHIRECA Outdated - FEREREENRIRLATRHNRE - BEFWSELAEMIITEN » BEREXARKR Managed ik
B MRTAEHEE - (MR SRR MEISMRENE - HHENF R B A ERMREGIERERE -

$HEE 1. EEZE PROVISION > Devices > Inventory & EEZ1Z50 4 Outdated FIFTEEE & AR TE Actions EE
& 5 #2—T Update OS Image - & T iIRS ¥ EHAVES] » FETUEFHFRNEE FREEELARER » MAEN
IRIEEEHNEMEERELR -
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7 Finer | Actions v @ | Tap Device : LAN Automaticn ~
Assign Device to Site os L on
T Devica w Gradential Provision
Ol i - Sate Savial Number Uptime. Version osimags O Syme. ) - H
Provision Bisins T,
Swinchus FOWISS000TW, . CATIE_CAA.. Not Nat
Resync 10.814.11 S, 1w 16.6.4 Maraged -
& wates O FOWIMODOAD  aoismesy OO ) Oundated Provisicnod Provioned
Delete Device
FEW2125L109,
Swiches 2 1day, CATSE[18.... Not ot
E 10.4.14.13 FEW21250120, i 16.6.4 - Managed "
Update OS Imagq_ andd Hubs et 15:07:56.64 2 Oudanod Provisioned Provisioned
-9300- Swinchus FCWZ125L0B7, 1 dy, CATER16... Not ) Nt
= ADZ-9300-4 chacodna. et — 10.4.14.14 ; T 16.6.4 5 Managed 2 P
; Sweircres CATEK[16... Not ot
= AD2-9400-1 clscodnanet, oo 10.4.14.15 FXS213103WY 23280673 1664 = = Mansged

S 2. EREETHBEHIES 5 7£ Distribute > When T2 Now ' % Next » 7£ Activate T /742 Schedule
Activation after Distribution is completed ' % Next » #2%&1%—T Confirm T AH Confirm i&§# -

YRS SR EFTEEEEE -
¥ 3. TEALA  R—T Update Status °

Click this button to view the status of device image upgrade.

> Refresh  Network Telemetry () Upgrade Readiness 5% Updalﬁ,"jStatus

REEBHEIRMALEFEME L AEMEN - SIFEEMREAVEEE - E In Progress iREEEE A Successful i » :FF
F Refresh &SR THE -

PR 4. REFTEERIUEF  HRERREENSEBSZMTHRE - THE - EHEHAAREH NS EREIERE
BRARE - il B IBYRIE

Golden
Famity Image Name Using Ima2e  yorsion Image Device Role Action
»  imported images(d) O
16.0.3 f )
e0i_losaokdipe. i bin A -
3 Cisco Catalyst S4OTR Switeh e o (Suggestad, Latest) 458 |
oz e st O (1]
e AR 10 Rt 2311000-universal.16,09.02.5PA b . 16.9.2 o] e
& Virihod
Fk_can-unhvarssid, 16.  SPA bin 16.9.3a [Latest [ | P
3 Ciseo Catalyst3Bux stack-sbi otbarmel switch i’r“‘w S e iy = o fLatnat) AL | ]
- 16.9.3 r -
3 Cisco Catalyst 5300 Switch ;.:;_::nmm..smoz.smm o {Suggested, Latest) st | "
i i ke On (1]
1693 c S
i _joaxsidpe. 1 : P
3 Ciseo Catalyst 9500 Switch f-:,"gw"“ s o {Suggesied, Latesi) oA | 5
e acad Add O (1)
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12/ . MERAN SD-Access HEEHHIZ

7£ Cisco DNA filMERITE#ITHAR SD-Access FIHEERIShR ARV B IEITEIRITHI1E » fER Cisco DNA FulaY
FHEEKEREPHELESE -

BF1. £ LAN BE){CIEEME R B ERE RS

A

YNSRAEEA Cisco DNA HuliJ LAN BEMETIAERS £ RERERT LAN RIREE B2 REME T - BEMALLERF - AL
MIREFRE-—NSEEFEE (MW AREMBERNIERE) - #H PnP #EX89%E CLI 71 SNMP &:& » UK
FRER B TTERFEIREIN IP (UK E - ABHAZBREER - EEEEFRERSEERERZFPIERMESE

SRR - WRMARFEER VTP 00 MTU BE (866 : VTP EBHER « 248 MTU 9100) - EREIERER

RENETRE CERIBOANNES 2 BRX (FRURRRMIER)  ABRTREERBTEISEMAIES (00B) &
ISR

BffR™

LAN BEF{EAREENBEFRERFENRASR (EAREPERANIRRENEPIIL) - ERRNRIRAEHIZER
FFrEnETEENE (£ LAN BaCEEREHIBRAER O0B EIRERIR - HAEHHIE OOB EiE LM LAN BEf
1£) » URERZEIM—(EREAERTIALR - RETIERME T EMERE - IRHAVRETE Cisco DNA RILFIEFEERFET
£ UEABEIINEEETRE @ LEMBAREERFY - HRERZNEEL R TRAKAMREN PrP REEN - B
EEAZARS SERTRR E RMEI SRR KRR PnP IR IEERITHARS - ERERAMUTREEANPITEN S HRTM :

(config) #config-register 0x2102

(config) #crypto key zeroize

(config) #no crypto pki certificate pool

delete /force vlan.dat

delete /force nvram:*.cer

delete /force nvram:pnp*

delete /force flash:pnp*

delete /force stby-nvram:*.cer

delete /force stby-nvram:*.pnp*

! previous two lines only for HA systems

write erase

reload
BOREERSARFIRE - IRBEFTIRRFEELFIE LAN B8t FHEEINEARBBFERERNERIES
R RERTESR LAN BENCEITEE - 8 PRIFAIRR AR TIEE RERE R EFNTE P BETHAERIRRA - i H
BEREZEEN (MFEFER) - ARCHAZRSHEZERIFAERTARES - BISTINERS LAN BB EREF AT © &
B BRT R ERRES  FENSEERNERTHAR  TERERENTEA TRATIESRIESEELIRRF

switch [switch stack number] renumber [new stack number]

switch [switch stack number] priority 15

K HERFHH Cisco DNA FLWVEERN—SMERE - MUIERGEHEL LNEFEEAR - BRNETFIRARRITZIE
LAN BEE{EIIEE » AFFRERZEMNEER GBS XTI AEEZEYTIEE -

$EF 1. 7£¥ Cisco DNA il MEFIR S » EEZE PROVISION > Devices > Inventory - BiZR L MEBFHEE » 7
Actions THINEERT » ##—T Assign Device to Site ' £ Assign Device to Site FWE@E T » BEIEHEEILIS
K 18— Apply °
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P 2. MREEMARIT Catalyst 6800 RINEFERE @ AEANERERENSCHBEIERRRENERIREES
52 EEEE-

switchport

RENREEER  FEREEE T Cisco DNA FIMERINEFE P EE © £ Tools T /7EEHE Inventory & EEZESEXM
Catalyst 6800 333258 » #A1&7E 18K Actions I IHAEFR & » 842 Resync °

R

FAfR LAN BENEl IP EEMNK/NERZABBANRBRRNESE - FENAME - —FARETHEERMEM VLAN 1 DHCP
B&#5 - EEMNS —HEWBE RN AME - BRAMIZEENES 2 —FAMBIELE T » BININAZ —ERBEENL - IHE
TEEARBRERT - AATAEEEERAR PnP HER IP £&E DHCP -

LAN BEi{EEEF I FEZEH Cisco DNA FULFEEY - BURTHTER M i B S AR P EAME - Z0RE Cisco
DNA Rl TS A EEMERAR web FEUE - MASEATERISHNE —EFE » BIXNERFIEBCEMRERIEE
1ZIeEREE LAN BE1E IP £EEBRIEREH - 1R IP £EARE ST Cisco DNA HULRERIEEER T » #5fEMA SSH 18 2222 EiRE|
Cisco DNA Huiy » 2181 maglev HREFAWHITUTIES :

sudo maglev-config update

FERIE) LAN BEIEZ AT - AEARERERFEREREATEENER N EFLE2 PEE -

F$E¢ 3. EEZE PROVISION > Devices > Inventory » 7EJEEP » ##—T LAN Automation THIZINEER @ ARiL—
T LAN Automation °

Cisco DNA Center DESION POLICY PROVISION ASSURANCE PLATFORM $ Q B o O -
Devices Fabric
Inwentary Piug and Play

Device Inventary

I Refresh  Metwork Telemetry (1 Upgrade Readiness B8 Update Status

© | TapDevice LAN Automation
LAN Automation os Lawt Last
0 Tae Davics Hame = oy * Site Sarial Murber Uptime Version 0Simage O Byme :I:M"' "; Provisioned :"'"""
LAN Auto Status —
St o 1 Pt 232019 Sutte
Switches . it 23 201 Succons
-500-2 ciscodna.ne 10.4.14. 5 12282v5 163 TSK]16...
o [i2-9500-2.ciacodna. net ubrird naes e FoWz12282V e 1 693 CATHKIE. anaged ol e el
St H 1 not 24232019 Sus
El D2-9500-1.ciscodna net 104143 - FOWZIZ2AIG. i 16.9.3 CATHKIT.... Macaged o e e

#BE 4. 7 "LAN Automation ; JEHIERIAR - SHEARIRENSE - 7 Primary Device T - igfitE48ih * « T =
H®E > BIETHREIR* 7f Peer Device TREHEFRBEILTIHERE -
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LAN Automation 8

(D) LAN Automation can only discover devices that are at most two hops away from primary seed.

Primary Device Peer Device

Primary Site*
Global/RTP/RTPS-COK

Peer Site

v % Global/RTP/RTP5-COK

Primary Device*

D2-9500-2.ciscodna.net

Peer Device

v » D2-9500-1.ciscodna.net

Choose Primary Device Ports*

l [] Te1/0/5 J { [] Te1/0/6 J R
[ [] Te1/0/7 ] [ [] Te1/0/8 ]
[ /] Te1/0/9 ] [ [] Te1/0/10 ]

B 5. 7 TLAN Automation  BHIBRIAR » #EESRARNIZEMZE] - 7£ Discovered Device Configuration

T RECHRFENEERL * - IP £KE * > MR SHEARIARE ISIS R E S - =Z Enable Multicast » A&E—T
Start -

Discovered Device Configuration
Discovered Device Site*

Global/RTP/RTP5-COK/RTPS-Floor1

IP Pool*

LAN_AUTOMATION-RTPS | 10.5.100.0/24

ISIS Domain Password

20000
Enable Multicast @
Hostname Mapping

Device Name Prefix

Hostname Map File v Upload File @

Clear All Cancel

B 6. 1EIEZP > #%— LAN Automation THITNINAESR » A%IZ—T LAN Auto Status UEFEE -
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LAN Automation Status X
> Refresh

Summary Logs Devices

Discovered Site: RTP5-Floor1

IP Pool: LAN_AUTOMATION-RTPS | 10.5.100.0/24

Device Prefix: none

Primary Device: D2-9500-2.ciscodna.net

Peer Device: D2-9500-1.ciscodna.net

Primary Device Interfaces: FortyGigabitEthernet1/0/9,TenGigabitEthernet1/0/9

Multicast: Enabled

Status: In Progress

Discovered Devices:

@ Completed : 0 (@ In Progress : 1 &) Error : 0

BONELLL B FIRT Stop - FFIFTAEEEET Completed RS » ARBEETT —(ERELSE - BREEL PnP 12
FEERRENFZFEIN NETRENNRE - RRIEBETFREE S —ERMNEE AT EERIIFRREZ AT -

LAN Automation Status X

2> Refresh

Summary Logs Devices

Discovered Site: RTP5-Floor1

IP Pool: LAN_AUTOMATION-RTPS | 10.5.100.0/24
Device Prefix: none

Primary Device: D2-9500-2.ciscodna.net

Peer Device: D2-9500-1.ciscodna.net

Primary Device Interfaces:  FortyGigabitEthernet1/0/9,TenGigabitEthernet1/0/9
Multicast: Enabled

Status: In Progress

Discovered Devices:

@ Completed : 1 (@ In Progress : 0 &) Error : 0

S8 7. BHEEF Cisco DNA HULMERR » 7 Tools T#{ZE Topology - FIAEFIIMEIRE - MRGHE P MEME
i AT EIRER

10 10
<> <>
<« <>

Switch-10 D2-9500-2
-5-100-97 ciscodna.net

<) )
) Ly
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+EE 8. EEZE PROVISION > Devices > Inventory ° EJEE] » ##—T LAN Automation TR INEER @ 28—
LAN Auto Status - fEEEBEiIF R 2 EEES] Completed 1RAE#% - % —T Stop - LAN BEi{L7 VLAN 1 LRABAFRA
52 BER  [EEMEK IS-IS BEEFTARBERBARIER  MEERZEREFF -

LAN Automation Status X

> Refresh

Summary Logs Devices

Discovered Site: RTP5-Floor1

IP Pool: LAN_AUTOMATION-RTPS | 10.5.100.0/24
Device Prefix: none

Primary Device: D2-9500-2.ciscodna.net

Peer Device: D2-9500-1.ciscodna.net

Primary Device Interfaces: FortyGigabitEthernet1/0/9,TenGigabitEthernet1/0/9
Multicast: Enabled

Status: Completed

Discovered Devices: 1

@ Completed : 1 (© In Progress : 0 ) Error : 0

BF 2. (HEEENERINFELEEEFEET SD-Access

MEEREE - MBRFREIEREAEL - MEBSE] SD-Access figH

B8 1. 7 Cisco DNA dudh » EEEEZFE PROVISION > Devices > Inventory - EIZtHEHBERNEE (86 : FAR
#23) DUAERIFET - #2—T Actions & A%&1Z—T Provision °

Cisco DNA Center DESION POLICY PROVISION ASSURANCE PLATFORM $ a B o O -
Devices Fabric
Inwentary Plug and Play

Device Inventary

Select device(s) to assign to a Site and Provision network settings from the Network Hisrrchy. o4

2 Ratresh  Metwork Telemetry (1] Upgrade Readiness B Update Status

¥ Fitter Actions ~ O Tag Device LAN Automation

Assign Davice to Site
’ Duvice » o - Crogetinn L%

Provisian
™ e Sarisl Numbsar i Varsien o 5 Prendisianed
g _ Facrity Ackdress - s Ui — sawe @ O Status
Pronision tanus. e
= . Swiches ot ot
% Resync 131 3 - i
= y =i 10.4,14,15 FXS21I WY 18395032 1893 CATIK[16. Managed
Delete Davice
= Swiches FOW2125L087, nox N
=| 414, :35:20. 169 L -
and M 10.4.14.74 FOW1 280080 16:35:20.39 6.9.3 CATIR[16. Managea
Update OS Image
FOW1280109,
= Suetehis Nt New
=] ADZ-9300-1 eiscodng ot 10.4,14.13 FOW2125L120, 16:45:90.00 1893 CATOK[1E. Mansgea -
- FOW1260130 Provisioned Provisioned
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MEENSEE < Provision Devices iFZ =M °
£330 ik =

HEVWARBNEELER (506 : FRAKREE) 1TAERRMHE - MUMIRBREFHZERDMERSENEMR - LETERN
ALGHETR -

P2 AEF-ERBREEEY  AREENEIGER  A%R—TEHEESA Next

Provision Devices

© o @ e D s (@) e
Serial Number Device Name
FXS2131Q3WV AD2-9400-1.ciscodnanet i) Global/RTP/RTP5-CIK X

] Apply to Al

FCW2125L0B7, FCW2125( AD2-9300-4 ciscodna.net % Global/RTP/RTPS-COK X
FCW2125L109, FCW2125L Al ¥30C ciscodna. nat & Global/RTP/RTPS-COK *
FCW1950D03W, FCW1949 AD2-3850-1._ciscodna.net % Global/RTP/RTPS-COK *
FCW2122A2V5 D2-9500-2.ciscodna.net % Global/RTP/RTPS-COK *

HBF 3. 1% Next MR LUBkiB Configuration 1 Advanced Configuration =& £ Summary EEHEESEE
RUEHAERN - A% 1% —T Deploy °

Provision Devices

@ Assign Site @ Config

| AD2-9400-1.ciscodna.net

©) &

~ Device Details

AD2-9300-4.ciscodna.net

Device Name: AD2-9400-1 ciscodna.net
AD2-9300-1.ciscodna.net Platform id: CO407R
Device IP: 10.4.14.15

ADZ-3850-1.clscodna.net
Device Location: Global/RTP/RTPS-CIK.

D2-9500-2.ciscodna.net

D2-9500-1.ciscodna.net v Metwork Settings

NTP Server: 10.4.0.1,10.4.0.2
AAA Network Primary Server: 10.4.49.30
Adh Network Secondary Server: 10.4.49.31
AAL Clent Primary Server: 10.4.49.30
Al Cllent Secondary Server: 10.4.49.31

WARNING: Do nat use * admin” as the usemame for your device CLI
credentials, if you are using ISE as your AAA server. If you do, this can
result in you not being able 10 login to your devices.

W4 TEHREBEEL  {RYE Now HTEREIE - AA%IR—T Apply °

MEENFAtAEEE BRI - WESEREERINGERERIRENR - £EEGFEHEEEH Provision Status 71 Sync
Status ° ] Refresh R EFEAIREE o
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B 5. HINIMEME—HtEEE - 18 Cisco DNA FulMHE B - Cisco DNA Huly pxGrid
23R o
F$EE 6. EA ISE ifilEEZF Administration > Network Resources > Network Devices ' &5 ISE B S THAE - BE
Bl ERERMERIEE -

b System b Identity el - Network F » Device Portal Management  pxGrid Services  » Feed Service
~MNetwork Devices  Metwork Device Groups  Network Device Profiles  Extemal RADIUS Servers  RADIUS Server Sequences
—
o
Network Devices Network Devices
Default Device
Device Security Settings J Edit ofmpdd [yDuplicate  @olmport v Bxport » @ Generate PAC | ) Delete
Name IPfMask Location
O Apz-3850-1.c.. 10.4.14.11/32 All Locations
O Ap28300-1.c. 10.4.14.13/32 All Locations
[0 Apz-9300-4c. 104.14.14/32 All Locations
O ADz-9400-1.ci.. 10.4.14.15/32 All Locations
O cAsRiK-1c. 104.01/32 All Locations
O c-asRik-2el.. 10.4.02/32 All Locations
O pz9500-1cis.. 10.4.14.3/32 All Locations
O p2os00-2cis.. 10.4.14.4/32 All Locations

» Threat Centric NAG

NAC Managers

External MDM  » Localion Services

Type

All Device Types
All Device Types
All Device Types
All Device Types
All Device Types
All Device Types
All Device Types
All Device Types
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125F : i SD-Access E24F1K

£ Cisco DNA FlMERAE ISR EF RN ERREER VAR IEEBHEE - Cisco DNA FL T HEI#IT
¥ 1& SD-Access EEMFRAVRBINEBRRTE -

SD-Access fERTT R IR ME T SIMIRERER

o EIRZEIEARELG : WEIZAVATIRZENE - EIRIESTFEEN BTSN IATIAE - FRAIIRZRIEIE SRS A B ATR 20 4T
U o BEEFE ISE PSN fO48iR 22/t WLC

o UMDY tIBAEEMAER  SEREEBEILERDINPAEE (1P BUEE) SUERE|—EZEMIREERL, - i
[RERBHER (SD-Access &)

o HEIRZREARIE - B S EMRRIE R MR B R SRR
IP BUEEAERAS AR I BER D SMNGRAERS - BEER VRF #1T IP 4R - SD-Access {EHig {8 SGT 1 VN &&fl » &
AIRZEE L BERRAMD R - EMEV—ENHRER - LERE
£ 30

Bt 51 A Cisco DNA HuL\BREEFD Cisco 10S EREEE1HEE SD-Access {EHiY  BEDSEEEREEENINAEE
REMEZIERPNA - MO BIERHF Cisco.com LA SD-Access ﬁﬁﬁ—*ﬂi”ﬁ-’fﬁﬁﬁﬁﬁ’i? SRR EthEIERE
FAERBERRA -

Mg ch %Ay Cisco DNA H1LEREEH] Cisco I0S BRESBIIEH SD-Access BHRIEE:E - EBLENAETERREERND
AR E SRS EIBIEE RN - MO LUEBESE Cisco.com LR SD-Access TEESFNERESEA M EIRR - SHTAE
R HAEIRRE A ERRRRA

BF1. B IP RMEEEL « FiREEENER S RS

IP ZY{EEAAILAZR BGP EinEE4M (AS) - A BGP AS BEREBELSRPRESEREBERGEN 7

B 1. {EF Cisco DNA iy » BEZE PROVISION > Fabric ' £ _LAi&—T + Add Fabric or Transit » i&— T
Add Transit > 75,5 HIBIRMHPELRE (866 : IP_Transit) - i4Z IP-Based ’ #¥f Routing Protocol i%Z BGP - &
AiZln BGP AS B X 4 4t4mSk (566 : 65500) - A%&iZ—T Add -
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Add Transit

To enable interconnectivity between Fabric sites, select Transit Control Plane and
connectivity type.
Transit Name

|P Transit

Transit Type
() SD-Access (i} ® IP-Based @

Routing Pratocel

BGP

Autonomous System Number

65500

ey

AR TRARGIE - R -

$HE8F 2. EEZF PROVISION > Fabric ' 7£45 L A#Z—T + Add Fabric or Transit > $##— T Add Fabric > 758 B2
HERZE AT (86 : RTPS5_Fabric) - {FRARILERZELIEN—ENE (B1EEL) MERMEIREE (&6
RTP5-C9K) - #A%&i%—T Add -
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Add Fabric

Fabric Name
RTPS_Fabric

the Fabric

v &RTP

&sJC

Mame the Fabric and choose a | ion for policy enf: it All sites in
the chosen location will be added to the Fabric.

Select a location to create a Fabric. All sites in the chosen location will be added to

=q Find Hierarchy

~ & Global (2)

(6)

RTP1-A1K
RTP2-N7K
RTP3-C3K
@ RTP4-DC

I > E@RTP5-COK (2)

RTP&-CBK

BIUMNEERIREEE

S8 3. R—TEHIRUNEREREERE (86 : RTP5_Fabric)

BHETE L ImEBREL, (86 : RTP5-C9K) - BAMAERZSEINERMILAIRIRE -

Devices Fabric.

Fabric-Enabled Sites

a

v & RTPS_Fabric

Cisco DNA Center DESIGN

PoLICY PROVISION ASSURANCE PLATFORM ® Q o .
RTP5_Fabric Show Tasks Status
Fabric Infrastructuns Host Onbosrding

() For each site sssign at least 1 Contred Plane and 1 Edge node. If the site nesds external connectivity, assign a2 least 1 Border, Select Denvicels) 1o asign the roles.

S

& RTP5-CaK

© 2019 BRIF/HEMBHE - (REFTAER -
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MRBETHREREIREBRENERBNME (DME/FR) XN=E (l/2Mh/FER) 5 FERSEZE Tools >
Inventory FRIEIEHRE - BEFRAVRRETIA R LRBERRRIFAILLEE Device Role - ARHAEABURMEENE
BREE - AEAEBHMRENEEARRE  ROEREIBREERERER -

B2 BUEKREEES

PR 1. TERREESIRERGE P - B(F shift 8 I —TEARARERBESEMIAMANR - ARTIREARP -
#—" Add to Fabric -

Add as CP+Border+Edge

CISCOC
Add to Fabric %

Remove from Fabric

BENERECERESNEREEAGIR R REENEHERITS -
$E 2. NMRCHEANWAREBHRZEARTERER AN FHERMNA SR  FR—TER  RAREREAR
¢ #%—T Add as CP ({%#|Fm@) -
HAREBERREERERE RIS TR EE I P8R -
£330 IE AN
MEBBREIZEMFIN THIE A EREE , RS Cisco Nexus 7700 %5458 - RIS AEMAESTEENS « ISHE

HEERE 7700 %5 - WEREAINEPERERE - MNREH NX BRAFE - FRA MPLS %4 - i ERSER LAY MPLS LDP R%E
DTG EENRS - DRG] FEHER

B 3. R—THEURITEAREEERAE » TREAEPIZ—T Add as Border 5 Add as CP+Border (#1RBk
B EF—) WEEHEMBHAEEFEAIR o 7£ Layer 3 Handoff T » EiE85F (&6 : Outside World (External)) -
12LBGP A B 4% (554 : 65514) - 7£ Select IP Address Pool T - BB AR RERIAERENRIBER

(55| : BORDER_HANDOFF-RTP5) - §t¥t49Mapi2 5542 Is this site connected to the Internet? ; 7£ Transit &
BErhEEEN(EE (A : IP: IP Transit) - ARIER—T{EEHZEMNXE Add 28 -
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D2-9500-2.ciscodna.net X

v Layer 3 Handoff

Border to
O Rest of Company (Internal) 0
® Outside World (External) 0

O Anywhere (Internal & External) 0

Local Autonomous Number

65514

Select IP Address Pool
* BORDER_HAMNDOFF-RTPS (172.16.1%

Is this site connected to Internet?

v Transits

~

BEEN#S B EHAth IP Transit EE5 ©

BT

MRER B ERERCBIER D EE EERE DA —IR1E » RIREEINDESR - EEAESIEGFEMEBRERATHA - BENR
ERMERESTINAERIER T - TER Tk A ERBE ) PRRERERAR » TJAERRETEAMESFEBIE

$B 4. R—T IP Transit A% & #2— T EETRAY + Add Interface » 7558 /53R BB S R T AR 2048 S SR RE & BR R
SBANE » TEEETAVAEIR 2B SN EREE B R BGP Remote AS Number T 2R Virtual Network EiZE#R - BEENAER
ZEERERNEE VN LB SEEREEINTRSE 3 BER®R (24 : INVRA_VN - OPERATIONS) - #&2—T

Save ' AR —T Add -
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v Transits

~

¥ |P Transit

External Intorfa:uﬂ o Add Interface
Interface Number of VN
FortyGigabitEthernet1/0/24 2 Remove

zr

=

FERRE A B IREERE
SRS MRAFIMVERCEEREGR  FHEERSTANMELE -

R

MERREE TR EEREP T HY VRF-Lite IERNE + BIFEER 802.1 Q IRiCHINE - MEEHER

BSREDUET

MERRNVEF A - IRFERARHROERES LRENERRERER - FLEBRRC) BETER - EfEAFIERF

BRRERY SD-Access HRAK - RN EE RS IFRCRE @ RIMETREI)

$R 6. FAAERNACIEREEREEHAERR - 2—TIESMRY Save » £/ Now MITERREIR » ARIZ—T

Apply - BRI EEFEIREBEEETRESE -
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& RTP5-C9K The |

C-ASR..iscodna.ne C-ASR.iscodna.net
CP|B CP|B
i pl
< <
D2-95..1scodna.net D2-95.1scodna.net
g i
) v)

<> <> <> <>
<> <> <> <>

AD2-3.1scodna.net ADZ2-9 iscodna.net AD2-9.iscodna.net AD2-9..1scodna.net

ARRBETSEAER  RECBRUAREENEER - fRXEER LUAFTEERME 1 AETH -

e <«
«> <>
D2-95 . iscodna.net D2-95.iscodna.net
ADZ-3_iscodna.net ADZ-9_iscodna.net AD2-9_iscodna.net AD2-9_iscodna.net

BF 3. AERFEBRASIHES

ERLEFUEFEREEEE PRESHEETIE -

SD-Access #BRZIB T SRR S BAEEE (ASM) M ERIRI S BEZE (SSM) » FERTTUMIRAEREE A AR
ZRHESN - MELERREEMREAREEET AL LAS - PIM SRR R EMNANRE B 2 RS TEE B ER » Ii§
LS EER IO EEEGEN AR EREREE L -

B 1. Cisco DNA LA ERRERER IP NEANSISEE - THARAERMASIEEANEE VN RELBEE -
MBAEEDIBER & FFE#iEH Define Global IP Address Pools | 12FRE—{E -

B 2. 14t Cisco DNA FuMEZRMR > EEZE PROVISION > Fabric » 7£ Fabrics T i&— T 2RI HIAER 22 48LL (&
5l : RTP5_Fabric) - EARIEEEET - 12— THREERLL (866 : RTP5-C9K) - #—TTEEFRY Fabric
Infrastructure Z=5|1EE; » & — T 4UIRZRIE 2612, 5 A% E$E Enable Rendezvous Point °
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Fabric-Enabled Sites e RTPS5_Fabric

Fabric Infrastructure Host Onboarding

=q, Find Hierarchy

(@ For each site assign at least 1 Control Plane and 1 Edge node.

@

& RTP5-C9K SR
I v & RTP5-C9K )

v @ RTPS_Fabric

C-ASR._iscodna.net C-ASR..iscodna.net

\. F)
) (7

Enable Rendezvous Point
D2-9500-2 ciscod Edit Border
()

Remove from Fabric

View Device Info

AD2-3_iscodna.net AD2-9. iscodna.net

HEE 3. 17EH{HIE Associate Multicast Pools to VNs [REE{RE  » 7ERIE R T » 8812 VN (ffpjﬁlj :
OPERATIONS) : 7£SelectIP PoolsT & BIZEA L BEXREVMNERE (86 : MULTICAST_PEER-RTP5) A%k
Next - ZH—{& VN (&3] : OPERATIONS) - #A1%iZ%—T Enable °

PR 4. HHEHMERZEBERGRER L - EEMEKEEL  2—T Save > A&IR—T Apply °
Cisco DNA A& % BA{EIRER EHEA BN IR ENES » WA B R 32 BIAELERS (RP) AREREMEIIEBMNL BEE
FRIREWME (MSDP) HEELR -
$EE 5. NRACRMSKHBNERINERETLAEEEN  AEERE LA TIES
Global:

ip multicast-routing
ip pim rp address [RP Address]
ip pim register-source LoopbackO
ip pim ssm default
Interface or subinterface (for each virtual network):
ip pim sparse-mode

PR 6. EEAFEREERENMLAZAIEEmRTD » 12— THEEBEZENEHRET » #2—T Enable Native
Multicast for IPv4 - ZE[EE(IR—T Save - TEFHRE S » (REETEZCERRY Now - A7&1Z—T Apply °

BEEBNLREERE - WERAEERERSMEEETANRNEREBEN -
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B4 S (RE) FEFKH[ LA VN /Y eBGP &R

Cisco DNA duld SD-Access fEFRTEZ O & E BT IMNPARE AR ZEME 2 R E 2L BGP IEAR - 7EFTIAY SD-Access
RRAH » EEEREZAR VRF Lite 1 BGP HEEF SN RFH R T EREBENINP IR E FRE -

$E1. A CLENEREE » BIZH Cisco DNA s SD-AccessfERENZUAERIN IP EEHNBE}ETE - T
SIER e TIREE R ATER) -

show running-config brief

show running-config | section vrf definition
show running-config | section interface Vlan
show running-config | section router bgp

BffR™

EREEFNMEMSBHRZ ANERERNZERRN—HERME - UM LERTRIRSBHRZMHRERAR - B8
BABEREEHEN  AEERNMZHASESREN VN E1Z iBGP #ER% - FAKREE FWERERIRR EMkhas
ERFAE  EFER 802.1 Q IR L EEER -

P2 ERAESEEREEREAERIEFNVEREBININEGERSEKE @ MWEREER LBVNERARAE
HI77ERTE VRF ° VRF SEFIRZEE AN EEFE R ERHERIRIZ 2 HERER -
vrf definition [VRF name]
rd [Route Distinguisher]
address-family ipv4
route-target export [Route Target]
route-target import [Route Target]
exit-address-family
Blan - MRAEFR EMHZETIIRERE
vrf definition OPERATIONS
rd 1:4099
!
address-family ipv4
route-target export 1:4099
route-target import 1:4099

exit-address-family

ARG 2R AR E A FIRVARAE -

HNEEERERIKE (Bf50%F VRF  MIRERERE) ER/ISHE - BERMBRERFT—R -
iR
ERA KA LERE VRF 218  REMRIESINEE H B R AR SR RS ERORRENEST -

PR 3. HIEWREE—ENE - - FOREERETTH EXIE VLAN FHESRE > MEMKRERIFEETZ VLAN AHE
WG HEAFepE B - KEANEEHEFEE NS —EXMEEEBNERE
interface [Peer physical interface]

switchport mode trunk
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interface [VLAN interface]
vrf forwarding [VN/VRF name]
ip address [Peer point-to-point IP address]

Bl - MREEFR LHGETIIRERE :

vlan 3003
vlan 3004

interface FortyGigabitEthernetl/0/24
switchport mode trunk

interface V1an3003

description vrf interface to External router
vrf forwarding OPERATIONS

ip address 172.16.172.9 255.255.255.252
interface V1an3004

description vrf interface to External router

ip address 172.16.172.13 255.255.255.252

ARARHRREEBTNERNEL < JRAMBN VRF BSRMAY VLAN N E AR E2ERERA INFRA_VN

&R

vlan 3003
vlan 3004
interface FortyGigabitEthernetl/0/7
switchport mode trunk
interface V1an3003
description vrf interface to External router
vrf forwarding OPERATIONS
ip address 172.16.172.10 255.255.255.252
interface V1an3004
description vrf interface to External router
ip address 172.16.172.14 255.255.255.252
$E 4. REMMEESRA BGP IPv4 BEERERIRE - MUEREEREEHEE VN BBRIEE VRF FUELR -
router bgp [Local BGP AS]
bgp router-id interface Loopback0
bgp log-neighbor-changes
neighbor [Border VLAN IP Address] remote-as [Fabric BGP AS]
neighbor [Border VLAN IP Address] update-source [VLAN interface]
! repeat for any additional neighbors
address-family ipv4
network [Loopback IP Address] mask 255.255.255.255
neighbor [Border VLAN IP Address] activate
! repeat for any additional neighbors
maximum-paths 2

exit-address-family
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address-family ipv4 vrf [VN/VRF name]
neighbor [Border VLAN IP Address] remote-as [Fabric BGP AS]
neighbor [Border VLAN IP Address] update-source [VLAN interface]
neighbor [Border VLAN IP Address] activate

! repeat for any additional neighbors

exit-address-family
Blgn » AMREER LHETIIRE :

router bgp 65514

bgp router-id interface Loopback0

neighbor 172.16.172.14 remote-as 65500
neighbor 172.16.172.14 update-source V1an3004
!

address-family ipv4

network 172.16.173.1 mask 255.255.255.255

aggregate-address 172.16.173.0 255.255.255.0 summary-only

neighbor 172.16.172.14 activate
exit-address-family

!

address-family ipv4 vrf OPERATIONS

neighbor 172.16.172.10 remote-as 65500

neighbor 172.16.172.10 update-source V1an3003

neighbor 172.16.172.10 activate
exit-address-family

ERARER ERE TIIAE :

router bgp 65500

bgp router-id interface Loopback0

bgp log-neighbor-changes

neighbor 172.16.172.13 remote-as 65514
neighbor 172.16.172.13 update-source V1an3004
!

address-family ipv4

neighbor 172.16.172.13 activate
exit-address-family

!

address-family ipv4 vrf OPERATIONS

neighbor 172.16.172.9 remote-as 65500

neighbor 172.16.172.9 update-source V1an3003

neighbor 172.16.172.9 activate

exit-address-family
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= 5.

PR 1.
{5 : RTP5_Fabric)

A RAFIRETRE VN It B A ER

4 Cisco DNA dMEZFER - EEZE PROVISION > Fabric » 7f Fabrics TiZ— T @I AV4HRZSHE4ENY (&8

 AERISEERT - - THIRZEEMAL (86 : RTP5-CIK)

» ##—TTRAPAY Host

Onboarding Z3|1Z%; ' £ Select Authentication template T #&#Z Closed Authentication & {Z— N ZEXTEIRAY

PLATFORM

s /4 drn
Save ' A&IZ—T Apply °
Cisco DNA Center DESIGN POLICY PROVISION ABSURANCE
Devices Fabric
n RTP5_Fabric
W h site assig 1 ol Plas
3 ATF
+ & pTPS-CoK o Select Authentication Template
v Cloved dashamcabon

1% BA PR B D BRAE AR E A T IEIRIRRVTARRE -

BR  DAREMAR - fIZIAR AP EiZIE -

P 2.

7 Virtual Networks T ' ERNZANRALEABFIRR VN
Network:OPERATIONS ;5 H B H - BIFEFMEF VN 9 IP £ERIETE (26 : EMPLOYEE-DATA-RTP5)

T EiImFiA 802.1x HNEEE

(55 : OPERATIONS)

REIEAREIMEIRZAE ; LEERE T FIERIR

» 7£ Edit Virtual
 EE

Data f§ Traffic Type ' E&i% Layer 2 Extension @754 On & T[iE#{ES Auth Policy & B8 E A RILE EENA
A » #—T Update » ZA&iZ—T Apply °

Edit Virtual Network: OPERATIONS

1P ool Name Trafhe Type
O ACCESS_POINT-RTPS

0 BORDER_HANDOFF -RTPS

O BULDMNG_CONTROL-RTPS

1 EMPLOVEE-DATA-RTPS Data

O EMPLOYEE -PHONE-RTPS

O GUEST-RTPS

O LAN_AUTOMATION-RTPS

Address Pool

LEFATREFY T

172161720724

10.102.114.0/28

10,900,114,0/24

10.101.214.0/2¢

10.102.114.0/28

10.5.100.0/24

Cancel

Select an IP Pool and Traffic Type to associate it with the selected VN, Layer-2 Extension and Policy Group are optional

Layer Layer-2

Exln:;lzan Flsading e
On o
On on
On o
[ [l on Ghoose Group
On on
On o
on on

Showing 1 - 9009

g

Austh Policy

10_101_114_0-OPERATION

EE FETKENE » AR EHT Host Onboarding £ -

PR 3.
LR B xR VN
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g

° RTPS5_Fabric Show Tasks Statu

HEF 4. 1% Edit Virtual Network:GUEST ;B E &5 » EIEE A VN 19 IP EE4ATE (&6 : EMPLOYEE-
Data-RTP5) - ##Z Data f{ Traffic Type ’ E&:% Layer 2 Extension 254 On » (& O[#£{£15 Auth Policy a5t
BARMEILAEEENSTE > 2—T Update » A%%—T Apply °

[F]  GuesT-ares Data - 10.103.114.0/24 on Guests % o] RTPS-GUEST-AUTH

O LAN_ALTOMATION-RTPS 10.5.100.0/24 On of

Showing 1 - 9of 9

e e

EE L FERENE » AR ZEER Host Onboarding £ -

BF 6. RARRAFImEBERRIBEEEEE

A

EERNERETIE 802.1x » NEREMBNERETE (PINMIEHERERN MAB B1158:E) @ NEEFERAuLE
EIERGEERER  FEREL—ERFHERNERSNRESST (RHANSHERE) -
SHERIENEEEGERE (EXBERERINEEES) WA - BREERARKEEEERIRRERIRER -

B 1. EEZE PROVISION > Fabric » 7 Fabrics T & #2— TNEVRAIRZERLL (266 : RTP5_Fabric) » f£74&
BIEERER G » B—T4ER2EMLE (86 : RTP5-C9K) - ##—TTEI%HY Host Onboarding Z3|1Z%; - AR
Select Port Assignment EEZ ML AIREF - BE—(EMREE -

PR 2. AXMBEFESD  BEEBSEFEREE VN NAREREBBEERIR - A&IZ—T Assign
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RTP5_Fabric Show Tasks Status

Fabric Infrastrscture Host Onboarding

(0 For each site assign at least 1 Control Plane and 1 Edge node. If the site needs external connectivity, assign at least 1 Border, Select Device(s) to assign the roles
VEIEIEDS 331U S || ENBOIE WITEIESS MUINCAST T Rk
SSID Name Type Security Trafhc Type Address Poal Scalable Group

No data to display

Select Port Assignment ©SortLink Status A Clear {7} Refresh Assign “
8

[] Select Al

B Ap2-9300-1 ciscodna.net
I a AD2-9400-1 ciscodna net
B 402-3350-1 ciscodna.net

a AD2-9300-4 ciscodna,net

PR3 TRUGRET  BEESNERKERT (56 : FAELEE (ip-phone » computer - laptop)) - EiEfit
£E (#Hl: 10_101_114_0(EMPLOYEE-DATA-RTP5)) - #{ZEf4H (&iff] : Employees) - EiE—(EFESEE
(MNREE) - EE—(ESHEREEE (56 : No Authentication) - #A%IE—T Update -

#BE 4. 7 Select Port Assignment REZFIA T - EiF Save - (RETRIEER Now - &% —T Apply -
$EE 5. HIMBENESEFRINIRIRRER LHPE -
RE  REUNERARBUNASRERESNSNRETTE  AERRBEGEREER -

R

MRARERIB B EFIRRFERA M REARSBIRIZEREIER - BRI TCRE AR ERAE - SHNASTERANELSE

RIREEIEEER - tNREEE T No Authentication ; {EA B ERiE /5% » Bl Cisco DNA thi &t AE = EIEL M Select
Authentication template ; EEXHEIZEMZIRTER BN EREE A - ENEELE M Closed Authentication - 3(### " Open
Authentication ; B » Cisco DNA Bl EHREEIZIBETE -

© 2019 BRIF/HEMBHE - (REFTAER - E51H #64H



12 : 18 SD-Access EARE S B4R Z2HE

LHEAN SD-Access RUERFISARIEHRNEFEE_ (DA EEREEEFIRENEER) PNE - HRRE
BIBREREEH|2ETIEA Cisco DNA LB A E| k2 E S -

BF 1. REGIEGISRIEEIEES - 13217 HA SSO ol

R BAREIFAIRIEHIZZTTE Cisco DNA HUILERFH @ IMNATERRES ZATHIE - KIRMIRERES - (MERERR
—HRERMIfE WLC REMU ST AR SSO Bo#t -

HEF 1. EHEZE T Cisco DNA HilMEH| S » #E1E Tools [EES » 32— T Discovery ifii2 {17478 - 42 Range
ifiZE IP Ranges F#i A BIAT04E R IP EIRAIN (MEWEE —( - BB AZSEERESERIAINE) - R

Preferred Management IP » ;5 None -

Cisco DNA Center Discovery ® a4 @ o o

H" n
© New Discovery
Initial Discovery | & Reachable . & =
o i iscovery Name®
WLC

~ IP Address/Range*
Discovery Type @

() CDOP & Range (5 LLDP

From* @ Tor
10.4.174.26 = 10.4.174.27

Preferred Management IP @)

@) None (7 UselLoopBack

~ Credentials *

SH2. MBCATAENMNUEE BE-TEEREZEN + (1%)  BARMBE  LHFRHOBEEEEL
${E -

BB 3. M THEEREARKRER CLI&E » URIZER Cisco DNA LSt B THEM AR EIZEE R SNMP K&

BRIE - MMRICAHEBENFERER —RE > 551 —T + Add Credentials & @RS @ (BERIE—TESPMW
Start -
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https://cs.co/sda-distrib-pdg

Cisco DNA Center Discovery $ Q4 ® & o

~ Cradentials *

0 At least ane CLI credential and one SNMP credential are required.

0 Netconf is mandatory for enabling Wireless Services on Wireless capable devices such as i . We
using port number B30, Do not use standard pons like 22, B0, BOBOD etc.

® global W task-specific @ Add Crodentials

cu SNMPvZe Read

[D dna | 105 Devices [ SNMPvZc Read

SNMPv2Zc Write SNMPV3

I SNMPvZc Write .3 snmpad.,.. | DNA Cester SNM...

HTTP(S) Read HTTPR(S) Write

NETCONF

Davice Controllability is Enabled. Config changes will be made on network devices during
discovery/inventery or when device is associated to a site. Learn More | Disable

ARITRER - EELERTREFAEER -

Cisco DNA Center Discovery ® QO @ o o .
EL @ WLC Discovery ¢ cted | 2 Reachable Devices 00h:00m:3ds History ~
eachatie De, DEVIGE STATUS % ' Filter
B A Bavics ems SanasOMFOBNE G e wereowr
.. Initial Discowery | & Amschatie 0.
= ange 1041131001415 WA SAWET @ e
W Success{2) I0AITEIT  SDA-WLE-2 ® L ]
 Unreachabie(d)
" Discarded(l)
Discovery Details
COP Loval Nane LLDP Leve None
Protocol Ovder ssh Retry Coumt 3
Timeaut 5 secondis) 1P Address/Range  10.4.174.26-10.4.174.27 Show 25 Showieg 1 b0 2 ot 7 Pagr 1 2] e
1P Filter List None Preferred Kone
Management IP success ) wancans () maser @ sor e ) unonaams
CLI Credentials  dna SNMPuZc READ  None
SNMPv2c WRITE None SHNMPV3 snmpadmen
HTTR(S) READ  None HTTRS) WRITE  None
NETCOMNF None
Device Controllability is Enabled. Config changes will be made on network devices during Delete  Copy & Edit “
discovery/inventory or when device is assoclated to a site. Learn More | Disable

PR 4. NRFETARREY  FREREEFE - ARNE - I SHMASELRENREUREMEEFNEME
WS ERIRE
HEES5. MINTRATARRERR - FEEETE Cisco DNA EFIL,\%%W A&7 Tools BERT » #&2—TF

Inventory - 58 F FRETERRNEE - TEFRETHE FLEHFHEN Managed FF iR - 587 Cisco
DNA R NERE AR RS B BISEE -

O Soa-wLC- 10417426 Reachabie 22 days | hrs 32 mins & minute ago 00:2%:00 Maraged & MCCESS Unassigned

O soawced 10417427 <) Reachabie 22 days 1 hes 38 mins  mirete ago 00:2%00 Managed & ACCESS Unassgrad

Cisco DNA LR UFERE @ BXmEER @ MAEKE L#ITRESE -
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BT

O UEEFERNIZES AR > FHEERERNS] - £/ Device Role HESH#HHMRFRBUEBHEUMERNEERE » DUER

ARRBRERERMKEERTZNAE (FIMNFE - 2  BOSGERIRMER) - HPEILEREF MR 2 BAIEER
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T E Z Al » F5{EF Refresh 12$ 5 #T Last Inventory Collection Status ' EZHE R Managed #RAE -

¥BE6. MREFERBERIARIREHN—4AIEHIZEEL SO AM SSO ¥l - FRIfEE Cisco DNA filMERlR  EBE
PROVISION > Devices > Inventory > ##— T3 WLC HEEEZBAR (£6] : SDA-WLC1) - EEIRRERENA
{fi%4Z High Availability - 7£ Select Secondary WLC T - 82 HA SSO Bt hAIRE WLC (&5l : SDA-WLC-
2) o IRMMEIEEE IP IESEESEIP (56 : 10.4.174.126 ~ 10.4.174.127) - #%—T Configure HA » A&7
B EERERED  Z—TF OK -

SDA-WLC-1 2
Information High Availability

Prirnary WLC Redundancy Management IP
10.4.174.126

Select Secondary WLC Peer Redundancy Management [P
SDA-WLC-2 - 10.4.174.127

—

FRERED  BEIgBERNESAR

Configuring HA for Primary. Please do not Refresh the page..

Configuring HA for Secondary...
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P 7. FRETESHEERNENREBERGE  UENEEBEEREH  EEaUAMEXATH WLC Brna—8EE - &
EMESTAMRE > FX—TFE WLC WEBEZBAS (6] : SDA-WLC1) - ZEIEIRAVIREERE A IEEE High
Availability - ifi#tZ Redundancy State 2754 SSO H Sync Status & Complete -

7E HA SRETRE  HEBRITT—% -

B 8. RIfEE Cisco DNA HiMEZERIR - BEZ DESIGN > Image Repository - S1RIEE 45| WG EEREEARA - 40
£ WLC MUSRERIRRAIEfEERR » BIFFEE - MREZEFHGIE - W E BT G » B —THUSEEENER
BZEEIELLASE » HFHEREE - MRETEERYBOBYENE - Bi%—TEIRA "Import Image/SMU ; -+ 1ZER:R
RHEE A & EHEIEEM @ FRZEEN TR ERGIEELAESE -

$EE9. WMBEFHEEE > FHEBEZE PROVISION > Devices > Inventory > E{Z{Z32 4 Outdated Y WLC » AB%E
Actions £ hE{E Update OS Image - EREEEFTHMIEE » FRATERE When EIEHH Now ififz—T
Apply ' ABEBHENRENMAGEENESES » #—T 0K -
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BF 2. AFEEEEYIPUIEE

§%:g Cisco DNA hI2igE R ZT UARKEZMREKEER AP EITAHHER

$HE¥ 1. EEZE DESIGN > Network Settings > IP Address Pools - ZEZ IH4ELL B 4R 22 - 2242 Global & %A1
WMEHAN AP ERZEHER IP AItEEEE (£ : ACCESS_POINT) -

$BE 2. NEFRENEENGFEE  #Hi%—T + Add IP Pool ' IEE IP £E4&FE - IP F483% - CIDR EEFIRE IP {ir
ht (%6 : ACCESS_POINT » 172.16.173.0 » /24 ~ 172.16.173.1) - #&Z DHCP {AfREEF] DNS {FR:E & Ak —
T Save °

$88 3. EEZF DESIGN > Network Settings > IP Address Pools ' 7E48i4ERZeHE R > A& IP At EEREIER
EE—(ERILEEER (86 : RTP5-CIK) - MRHMKFBERE - AEALAK—T Reserve IP Pool;

0 MNetwork Device Credentials IP Address Pools SP Profiles

w i Global

~ &RTP P Address Pools (O) < Retresh | @ Reserve IP Pool

EHRTP-ATK

T4 NRBREEE FEE IPEELME (86 : ACCESS_POINT-RTP5)  7£ Type TiEHY LAN - EIZEAR
{R 5819 Global IP Pool 3&E » 7 CIDR Notation / No. of IP Addresses T - EINE{ERNALIZEERS  IEREIE
IP {iriit + DHCP {FIAR2&F0 DNS {FfRaS - A1%&i%— T Reserve °

ARETHER GBS IRAR SSID

B 1. 7E Cisco DNA tiMEFIRT - EEZF DESIGN > Network Settings> Wireless ' ZEA B4R 227Kt
412 Global E#% ' 7£ Enterprise Wireless REEFZ—T + Add

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM e Q B o o L
Natwark Hssrarchy Network Settings Image Repository Network Profles Auith Temglate
:a Network Device Credentials # Acdress Pools 59 Profiles Wireless
~ & Global
v @ RTP Enterprise Wireless e Add
EHATPI-AIK 5
ERTP2-NTK Y Fiiter
EHRTP3-C3K .
[1  Metwork Mama (5810} - Swcurity Wirslass Profiss
ERTPA-0C
~ ERTPS-CIK
EHRATPE-CEK
& 5IC

4= EAR Create an Enterprise Wireless Network 15 -
B¢ 2. {EFH Create an Enterprise Wireless Network 152 LURHT5 &R
o BABGMEIREZT(SSID) (5f] : Employee)
 7£ TYPE OF ENTERPRISE NETWORK T - EE{E:E S FNERILUR PuR
o E{EZRER WIRELESS OPTION
« 7 LEVEL OF SECURITY - :5i{E—(EEEIE (&6 : WPA2 Enterprise)
« 7£ ADVANCED SECURITY OPTIONS T - #4#Z " Adaptive ,
HBE 3. 1R Next DUBEEFEE - WiRHTHIE -
o MAERITHEARE (506 : RTP5-Wireless)
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o 1f Fabric T ’» #3#£ Yes

o 7f Choose a site T » i#{Z SSID EEWAIE (&) : Global/RTP/RTP5-CIK) - MifliFEE &7 SSID B
HEEANAIEE (88 : Global/RTP/RTP5-C9K/ Floor 1)

$BE 4. 1%—T Finish 448 - BEENE RS~ DESIGN > Network Settings> Wireless Z(H -
PR S5. SHEERAERMERREREM SSID - MUKk SSID HERBERINERTRE - EEILRERF -

BF 4. REHEIRZEREETIZ LR SSID

FEE 1. EEBEZE DESIGN > Network Settings> Wireless ' 7£ Guest Wireless [Ef&H ' ##— T Create a Guest
Wireless Network {EZH# + Add > 2 TE :

o BMABRGHEIERM(SSID) (EH : Guest)

o 7£ LEVEL OF SECURITY {2 "Web Auth |

o £ AUTHENTICATION SERVER Ti&4#Z T ISE Authentication |
(REBEMTEEIE - A%IR Next DUBEIRIEREE -

B 2. 7E Wireless Profiles #2889 - ETEEW%&E%TEE’\J%QE%%% (8565 : RTP5-Wireless) - fE/BHEMR
- {REATERR Fabric BEIEH) Yes - REHMTEREM - HEMREEPE—T Save - AfRi% Next °

#B% 3. 7t Portal Customization 255 5 #2—T + Add - {5EN8&/ Portal Builder £ -

PR 4. RUHBEADOMLLRE (86 : GUEST-RTPS) - EITAIENER] - ARIZ—TEHEKET Save - KRS
SIS ELESEER S MEREA QML - 16RO E—EEm -

B8 5. #%—F Finish -
SRR E B M EEITFIE -

R 5. ffi#& SD-Access SERMHRIEESH WLC

5ehl SD-Access BEARELEHE @ MR E T EAZHEEE WLC -

$EF 1. EEZE TPROVISION > Devices > Inventory ; » &=k WLC AfiEEENESERIZEN IR » ABTE MActions T
NATHEER THIE MR » BE4E Provision ) - 2R EHBUGEEERE -

BffR™

E7E HA SSO = T:RE —# WLC B » 2% &7 Cisco DNA UL EFHEERE— WLC - MOIUEBKR—TEEATE » A%
#£—TT High Availability Z5|12%; - KB 2D ERE HA SSO i -

V' Filer Actions ~ 0 Tag Device LAN Automation ~
il Devica P Addreas Sarial Humber i e Credential S Pewision
Tags e Uiptiena Version o5 imsge 0 Symc Provisioned
Famay - sues O Status
Proviss Status. ime
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B 2. 15N, (Z6) : Global/RTP/RTP5-C9K) - #% Next : £ Managed AP Location A Configuration %>
ERrhiEIE WLC B AP EMIBEISIR (&%) : Global/RTP/RTP5-C9K/ Floor 1) - #% Next » fA%E7E
Advanced Configuration & $1% Next °

¥R 3. 7 Summary £ EFHILE > #2—T Deploy @ 78 HER PR EETEFREEIE Now » ZA%EIZ—T Apply °
WLC EEIkEI48LG - WBIR#EE - £/ Refresh 12l - EZ| Provision Status Z&~ Success @ A& H#E -

12 6. 1% SD-Access B GEZT MHRZHE S

HEE 1. 14 Cisco DNA mi%4l 4 » EBEZFE PROVISION > Fabric ¢ 7f Fabric T » 1#— T @&\ HI4EIR 22840, (86
f5l : RTP5_Fabric) i —F Fabric-Enabled Sites & & A {AIfEAR4ELL (2E6] : Global/RTP/RTP5-C9K) » $#%—
T WLC » AR TEREEA IR % —T Add to Fabric °

Fabric-Enabled Sites e RTPS5_Fabric

Fabric Infrastructure Host Onboarding

=Q

(@D For each site assign at least 1 Control Plane and 1 Edge node. If the site needs external
v @ RTP5_Fabric

" &
& RTP5-COKre rmomer

« & RTP5-COK %

L. .98

( Ilcwlwl | siceire |
_— d : @ ; Add to Fabric %
v w

View Device Info

P 2. HEEED KT Save r TEBEHESBPREBTARER Now @ ARIZ—T Apply ° #1Z WLC REMEIL
BUEIRZEB IS F RN 2ER -

%

<> <>

<> <>

D2-95_iscodna.net D2-95_iscodna.net SDA-WLC-1
&~ &~

RO LUEIBEEE CONTROLLER > Fabric Configuration > Control Plane » HF &8 RAR ISR A ERA » BE
HRIRRE AR - DABREE WLC 1Z5IZB e EWN WLC RS 4RSS -
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Controller

Fabric Control Plane Configuration

General

s - (EED)
Inventary
Interfaces
Interface Groups Enterprise -

Multicast

B3 primacy 1P Addrass 104044

Pre Shared ey

Network Routes.

= Fabric Configuration

Cortrel Pane Connecnion Sratus

E secondary 17 dddress (104,143
Pra Shaned Key

* Meobility Management
Parts

Connection Status

2R 7.

SR TESRAR MR SRS TR RN EN F RS

AP ZMAMRELENIEIREE A INFRA_VN B9 VN B9E# - IEASTHERZEET (Fla0 AP) IS5 VN » (ER4E

AIRZR 2 ) P T DA R A PR AR 2R A SRR WLC
#h2 BRI ERGTFIE 2 BEERER -

BB 1. % AP ARMERERER - DIERRIEREE RREGEE, -

P 2.
4Bk (£BH : RTP5_Fabric)
C9K) - ##%¥%—T Host Onboarding °

HEE 3. 1f Virtual Networks T » 42 INFRA_VN -

(RIBERHER) (FASBIEERN D UERERRIBESE

7f Cisco DNA thilMEFRiR S » EEZF PROVISION > Fabric & 7 Fabric Domains T{&— T BU4ER 204
» 7£ Fabric-Enabled Sites EE - (i - 1#%#—T18E4814 (&6l : Global/RTP/RTP5-

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® a =

Davices Fabric

e RTPS_Fabric

@ assign at least
Select Authentication Template
), Closed Authentication

Virtual Metw

ECEEF N

DEFALLT VN

trod Piane and 1 Edge node. If the site needs external connectivity, assign at least 1 Border, Select Device(s) 1o assign the roles,

P 4. A AP EIE P EEL/BEZEMNZEUTIR (26 : ACCESS_POINT-RTP5)
&1%—T Update °
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Edit Virtual Network: INFRA_VN LS
@  RTPS Fabric

Select an I Pool and Tratfic Type to associate it with the selected VN, Layer-2 Extension and Policy Group are optional

3 n site
« & RTPS_Fatric ¥ Fool Nama Address Post Fool Type. Layer-2 Extension Layer-2 Flosding

(=] ACCESS_POINT-RTPS ATZIBATA T4 on o
o EXTENDED (BETA}

Virtual Networks @ O BORDER_HANDOFF-RTPS 17216172024 on o
INFRA_VN

[m] BUILDING_CONTROL-RTPS 10.102.114.0/28 On on

Wireless SSID°s
Shawing 1-9cf 9

S0 Nama Tyee

BB 5. 7 "Modify Virtual Network ; JEHENRT » (REETEZEEIE Now » 7ARIZR—T Apply °

EE 6. 7f Select Port Assignment T » ZFIE—{E3HA2S & FERRR L EAN AP BUE(EIEIR - 51E Assign »
1£ Port Assignments ;51 R E & - #EX Connected Device Type T Access Point (AP) ' {#ETE:%H Address
Pool I8 ' £ Auth Template T#3Z No Authentication ’ 7312 —T Update

Port Assignments

Fabric-Enabled Sies @  RTPS_Fabric Selected Interfaces
.
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Empicyee Enterprise WRAZ Enterpeise Voice + Data
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B #or-9m0-4ciscomanm
]E A02-5400-1 ciscosna net

B om0 ciscomarar

B #02-5300-1 ciscosa e

O GisbitEshernatiion? &[] Gigatey

O Gegsbabrnemet 1 iovz) # [ Ggabeky
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=S PERBEARES No Authentication 5 » Cisco DNA FULEEBTEARINEBE M LHZE COP ESREIRFEE,
BB EIRE) - NETTLUER Cisco DNA LA ATIAZRIEIRIRRTE » & AP REERIBISIRAS IP (ILEE -

PBR7. HHAEARARN AP FEEBREMEMRIMES - ER L —EDP5R -

HEF 8. 7rEEENFTA LIE AP [UiEiE1E1% - 7 Select Port Assignment EBERHITEN: » #5— T Save » (R EBTERIEIE
Now > #3%&1%—T Apply °

STRL MR - EARE] AP RUBGENRI IR EIRIER RIA R B IRMEREHA AP - M SL5F AP EITHRRRER -
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IR AP ERMUEB I ERHNSERNEBIRERP < #3257 LA WLC BHEMEMGERENER IGP MHRERF - BURERER -
B MO TESE AP HEERE/GENRE LB AFARIAE -

B¢ 9. 7£ PROVISION > Devices > Inventory TE&EEZEF Cisco DNA filMERIR @ AR AETEIRA Actions THIT
IhEESR Y - #EEY Resync - B WLC BAEfAY AP EERERTY  MERSEFEFEMRE -

B 10. EEZF L Cisco DNA FulMEZRR » £ PROVISION > Devices > Inventory TEIEEIIZH AP » AAREIE
I5EY Actions THITNIHAEZE 54 Provision °

3ER 11. 7 Provision Devices £M L » #§ AP 15IREIFEMEE (&) : Global/RTP/RTP5-C9K/ Floor 1) - 1%
Next - §1¥f RF Profile (MIREEAZIUZECHIERENE)  BEE TYPICAL > 1% Next - £ Summary EEFIR—T
Deploy & A&RERHEIRTPIRETEEIE Now @ ARIR—T Apply - FERABENMENENESS -

TR A B InETRE VN It B R EAR

#HEF 1. 7E Cisco DNA dulME=R R+ - EZE PROVISION > Fabric  7£ Fabric Domains T#%— FEIIAI4EIRZEHE
48k (2EH) : RTP5_Fabric) - £ Fabric-Enabled Sites A8 % - % — T1EFA4ALL (256 : Global/RTP/RTP5-
C9K) - #A11%—T Host Onboarding Z3|{E%;

$EE 2. 7£ Wireless SSID [ZEX T » A%E(E SSID AMBEE—(ERAFHAIMIUER - SEIZT MR TIHRFTEE » 12—
T Save ' {REETEZEIE Now » #A1&1R—T Apply °

2R 8.

RTP5_Fabric

Show Tasks Statug

Fabric Infrastructure Host Onboarding

(i) For each site assign at least 1 Control Plane and 1 Edge node. If the site needs external connectivity, assign at least 1 Border, Select Device(s) to assign the roles,

Virtual Networks @

INFRA_VN

Wireless SSID's

[[] Enable Wireless Multicast

(1]

DEFAULT_VN

GUEST

=

Save

5510 Name Tyre Security Traffic Type Address Pocl Scalable Group
Guest Guest Web Auth Vioice + Data ]RTDS-GUEST-AUTH -
Employee Enterprise WPA2 Enterprise Vaice + Data iOﬂ’ERﬂTDONS:lO 101.114.0 |~
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Cisco Catalyst 3850 45| - &=

Cisco Catalyst 3650 %73 - iz (TJERAHEER)
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