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QOn!rolled Availability - June 2026

Meet Cisco Cloud Control

Our cross-domain, unified platform for AgenticOps

llcllls'élc;. Cloud Control Acme Corp, Inc 2 Ho! 10 Meraki JSecurity Q Search Meraki BT AlcCanvas c) Al Assistant @ O Q
= Iw Meraki 0verview
Covering 24K network devices, 5.6K cloud managed, 18.6K onPrem managed
4A\ Site
e

w7 Global > At-a-glance  Assurance

l 7>  Overview
Network snapshot

@ Insight Center

o 5 Critical sites A 187 Warning sites
sz Inventory
Corporate org most impacted with HQ Campus pharmacy completely isolated. Primarily non-compliance
Grocery facing WAN failure at Arizona distribution center plus DHCP exhaustion risk in Mexico. issues across Grocery, Fitness
< and Pharmacy. Capacity
Automation > a.
’8 Worst site: HQ Campus Pharmacy planning needs mostly in
. . Connect  Time Capacity Coverage  Roaming Pharmacy and Restaurant.
4o Administration 2 8% 28.4s 12Mbps  15% 0%
Incidents View all Proactive Insights View all
Critical 4m ago Major Preventable failure
STP Loop on VLAN 50 Isolates Pharmacy Network DHCP Pool Exhaustion
Offices / HQ campus / pharmacy - 24 devices total (Building C, Floors 1-2) Grocery / Mexico / Mercado Fresco - Guest VLAN at 94% utilization
Critical 3h ago Warning Risk

Distribution Center WAN Link Down e o Rl e (7 o P
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&Eﬁiﬁi I% ‘&’ Cloud Control Admin v  DemoNetworks  (QQ Search Meraki (@ Assistant ® Q- Q

« Urganizauon Assurance uverview

Assurance Overview (gsta

I Meraki

ERERERETRREERE,
EEEFRESTSANSE e

@) secure Connect >

Experience metrics Network services Network health score Infrastructure health

[ © Last day v ] [Access point v ] [ SSID v ] [ Band v ] Learn about Experience Metrics

<> Network-wide > Connected Clients ~ + @D Auto refresh
May 25 2026 17:32 - May 26 2026 17:32

ESEbEl R R ,..|II|||i|IIn..... _____ ...||I||||I||...._.-,u__....nnn-....n.-,,, ______________ e R L ‘

() security & SD-WAN > 202 Viay 23 2026 : g |

ISREEAORREEEAESR [T et el
B, UERECMEORERYE .. N |

):l‘-f-l‘- . 71% DHCP 19.86%
EO fs) Cameras > 18:00 00:00 06:00 12:00
DNS 3.55%
‘g‘\ Sensors >
Insight > .
® s Time to connect (under S seconds) Failure contributors
Eigﬁgéﬁﬁ@ i ) FLTR Assaciation 10.87%
Authenticati .919
w @ Security > uthentication 73.91%
76% DHCP 4.35%
=] =] — S Eﬁ <5 Automation N 18:00 00:00 06:00 12:00
e N =~
EWEEEAREHFPE IR ; 07
@ Access Manager >
FERE . "
OV a—=— 52 0
Channel availability (above 30%) Failure contributors
dlo}Admin 2 97.75% °0o% Co-ch linterference 74.01%
...................... e s e L T SRR e e
Non-Wi-Fi interference 24.87%
P (38+K) ik High traffic 1.12%
English 18:00 00:00 0600 12:00

]
© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco



Al PCAP Analyzer
B F i EHEER

e Meraki

Show admin  Demo

(o}

e ® B R

! Temporary permissions mode  Write

[ End temporary permissions ]

Network
* Acme Corp - Branch >
3

Secure Connect >
@ Network-wide >
&% Assurance >
H Cellular Gateway >

() security & SD-WAN >
+3  Switching >
= Wireless >

W}, Systems Manager >

© Cameras >
\5 Sensors >
‘ Insight >

2. Organization >
@ Security b

Automation >

S0 Find in Menu (38+K)

English

< All captures

Summary Al-generated € Complete PCAP analysis

The client st fully p d iation and the 4-way handshake, and a DHCP Discover was sent and received a DHCP Offer from the server. However, the client did
follow up with a DHCP Request, leaving the IP address assignment incomplete.

ZA iation and 4 y handshake — The client st fully auth d iated, and d the WPA2-PSK 4-way handshake with the AP.

M DHCP Discover sent and Offer received — The client issued a DHCP Discover, which was forwarded by the AP. A DHCP Offer was returned from the server (10.10.10.10;
indicating the DHCP server was reachable and responsive.

A Block Ack negotiation difficulties — Multiple retransmissions of Block Ack requests were observed, and the client repeatedly responded with unspecified failure status cc
suggesting some instability in the data path after association.

~~ No DHCP Request following the Offer — After receiving the DHCP Offer, the client did not send a DHCP Request to accept the offered address, leaving the IP assignment
incomplete. More logs may need to be examined to determine why the client did not proceed.

[ Packet Flow ] [ Reasoning ] Does the analysis look good®

70:bb:5b:b3:84:50_3hICjs_dhcp-no_dhcp_request T /6o meap  management ® Convol ® Data [
| Type or drag+drop a display filter... [ Apply
No. Time Source Destination Transmitter Receiver Protocol PHY type Length

CiscoMeraki_af:2f:40 CiscoMeraki_af:2f:40 CiscoMeraki_af:2f:40 802.11a (OFDM) 150

© 2026 Cisco and/or its affiliates. All rights reserved.

Packet capture timeline

Apple Watch Ultra 2

Packet FIOW Al-generated € Complete PCAP analysis

Closet WIFI 7 AP

——— = s 240H:
Probe Request

2

O -----» 24GH:
Authentication

Authentication

—-————
Association Request

EAPOL M1

------ o ----~
EAPOL M2

EAPOL M3

X
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Al-RRM

FIFS Al 75 24 B 52 R R R 51 58

o +44% Faster Wi-Fi
« Al Busy Hour

- FARERERWEAR LR

“Cisco has enabled us to be more efficient, leveraging
tools like Cisco AI-RRM so we don’t have to spend much
time tweaking our wireless environments.” - Nutrien

© 2026 Cisco and/or its affiliates. All rights reserved.

Al-RRM insights 5GHz  Total radios: 173 b

RF Health Last14 days
) Insight: 77% RF Health Score improvement, compared to your peer networks.

—a— This network -« Legacy RRM peers

. m
Fair

Poor

Aprd  AprS Apr6 Apr7 Apr8 Apr3 Apr10 Apr1l Apri2 Apri13 Aprid4 Apr1S Apri6é Apri7

High Co-Channel Interference Last 14 days
) Insight: 98% less high co-channel interference radios, compared to your peer networks.

—a— This network -—e— Legacy RRM peers

0% Fa 9N WLLML_MA_A_

Aprd  AprS Apr6 Apr7 Apr8& Apr9 Apr10 Apr1l ApriZ Aprl13 Aprild Apr1s Aprl6 Apri7
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Al #EEsEIE

. HEEEEBRERS

- FRRIBIRREELR
« ERBEHNEEHRER

< Pp >
B

Available

« WPA3
« 6GHz upgrade

e 802.11r enablement

» Flexible Radio Assignment
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4 Network-wide

&% Assurance

= Wireless

@ insignt
4. Organization
() security

=5 Automation

Q. Find in Menu (3+K)

Impact
o LZERMHIRTT
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Alerts

| Active v || me Annetworks @~

Show admin

~ | 116 matching results

Alerts 357 Optimizations 118

>  Enable Flexible Radio Assignment [FRA) 102

>  Enable BGHz on wireless network 12

> Enable WPA3 )

o Enable Flexible Radio Assignment (FRA)

Improve RF score by 100+%
OC-Yamaha-PoE-Interop

Suggested actions  Details

# Enable Al-RRM and Flexible Radio Assignment (FRA)

Demo Networks

3 Refresh Less than 1 minute ago

0 Active

A\ When the Flexible Radio Assignment option is changed, it may cause temporary differences In the wireless signal level. To avoid disruption, you can modify the Flexible Radio

Assignment (FRA) behavior during non-busy hours.

Flexible Radio Assignment (FRA) optimizes the 2.4 GHz band by strategically disabling redundant radios to reduce interference.

Al-RRM

Flexible Radio Assignment (FRA)

Disabled - Enabled
Disabled » Enabled

]
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el Cloud Control

£ 1

l Cisco Meraki

Networking actions o =

lipdated 1m ago 2>*

s =

a

M-M—Gl‘dd (lI Security ‘

© Rogue RADIUS server Active

[

+ Digital Twin

08 Dashboard

4 Projects

- @ Reasoned about the

B Nook-HQ-SF — 10S-XE 17.12.4 Upgrade

Here are all 11 devices in the twin. The 5 Catalyst switches (2x C9300, 3x
€9200) are eligible for an I0S-XE upgrade — I've pre-selected them. The 6
MS120 access switches are on a different firmware track.

You can pick manually, or | can choose a minimal representative set (3 of
5) that still covers every hardware model, stack configuration, and starting
version — saving validation time without losing coverage.

@ Core

Q

<]

Search devices.

DEVICE

€9300-

Type your response..

MODEL

C9300~
48P

£9300-
a8p

C9200-
48P

€9200-
asp

C©9200-
24P

VERSION

17095

17.09.5

17.09.5

17.09.5

17.09.4a

ROLE

Core

Core

Distribution

Distribution

Distribution

Distribution

STACK

StackWise

StackWise

Access

STATUS

Eligible

Eligible

Validation Summary

Target image

€9300-1

€9200-1 - Distribition
€9200-3 -

Tests to be Run

12 tests planned

* Image compatibility

MDS/SHA integrity

Boot mode
¢ DRAM

» Boot verification

StackWise reconvergence

Validation Results

N

Completa
10S-XE 17172.4

17.09.5 - 17.12.4
17.09.5 - 17.12.4

17.09.4a ~ 17.12.4

* Flash space

Inactive package cleanup
» License state
* Image install

Feature regression

# Config comparison

3/3 devices

v C9300-1
» C9200-1

» C9200-3

NEXT sTEP  Deploy the twin-validated image to production via the Meraki controfier for Nook-HQ-
SF.

Validation cor hat t

12 min total

ce « ID:280382... ¢

ptes

Fco Meraki organiz

RRENVCER

Insight

*
—+

Organization

REASONING LOG v

@ ~ Action plan defined
Jun 1, 9:54am EDT
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MCP Servers

Most of Al Capability has been ready in Dashboard

» Al Assistant, Al PCAP Analyzer, AI-RRM, Al
troubleshooting, etc.

e (Cisco Cloud Control and Al Canvas on the
way for GA

Cisco Official MSP Servers
« Webex, Splunk, Thousandkyes, Cisco Support

Community MSP Servers
« Meraki, Catalyst Center, FMC

© 2026 Cisco and/or its affiliates. All rights reserved.

®

Find MCP servers
Explore a growing list of Al-ready
servers across Cisco technologies.

Cisco-approved repos
Access secure, pre-approved repos
optimized for the Cisco ecosystem.

Sortby:  Most Relevant

MC-MCP-server-
community

p-cisco-support

Accelerate Your Al lInnovation with Ciseco DevNet

Your central hub for cutting-edge MCP Servers, GenAl, ‘and Al Agent repos.

C driven

Contribute to and benefit from a
dynamic catalog of shared projects.

Splunk-MCP-Server-official

https://developer.cisco.com/codeexchange/ai/MCP/

Real-time MCP Inspector
Instantly validate your MCP Server
code with our powerful new feature.

p-server-community

@

ndeyes-mcp-community

Cis multidomain-inventory-
community

]
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&%  secure B Secure &% Multicioud
Catalyst Firewall R -- Defense ASA
~ Meraki Center ISE Nexus, ACI _ . _
. | @ NG 4 -~ e Duo :ﬁl Secure Email % Secure
A “J s ' Malware
Catalyst ThousandEye [ ‘ o Apalytics
SDWAN TaLos 7 A Access
| ' alos I I Umbrella
‘ I s< o a CISCO company
\ A 4
Splunk | #—EIESTFS -
SIEM / SOAR Observability Data Platform
Cisco [E F&IEFS & 2 1 R EA P 2 R ORI Al 2l 34T
gﬂﬂ?ﬁ Zerone | EIE H;g_'ﬁ L HE}%%;{:I: EMTQ*E / ﬁ?}”ﬁii% / g/\@% (Solution Delivery)
7x24 #iEXZ1E | MSSP HE R R0

Splunk &S EFHIZE - X IT R LREBH RIERRIRS AR

H S = ) « RIETIEME Al BERENR
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AgenticAlOpsBE F#IEEATTE) /I

Ul Portal
EHOn-PremBEAESRE (LLM) +BRIAFEE+ZFRERE

By T AW e e
= EAMEE (On-PremiSst ) (MESNERIE - RHESHIE el gen
ZE KEF ) Middleware[DB/Kafka/celery]

=(Brcid: LLM Model (Based on use case)

T Al-Events: ERLLMESEIS BB TE | meeme |
(EEREEEAGER BRI FEER)

| PyToch ]
2. Al-Assistant: ERLLMBIBEAZESAIEF )

F[=F=]
(R R RENEIBMCPEIREHATR/E)
3. Mult-Agent: ERLLMEUZAlEEEN B s
(ZEREEEIRE a L EIRRIE) Container & Container Network

VM with vGPU
Host with GPU & Network

alfbal ]l
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AgenticAlOpsfs

Yt =

Before incident=a 7 =% After incident
BB BIAOADRE (TR RRR) // RIEEN. 8. TREERE
Risk and downtime avoidance // Faster time to resolution
TENEMIES ”“‘ RS S
( 1ENRFEEEETEE > < 1B ISR E 4T >
(EIPEFEE) (ESPEE L)
( 25 B AIEES KIS ) ( 27 MR EEREE A
(EPasHERR) (FIHER)
( IR — T I > ( SHPEHEFR PR IRIS * >
(ZLEH) (ESFEIRIS)
( AR RS A > e ( R D e )
(fEERmE) (BEE AR TAC)
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Multi-Agent Collaboration

SRS

|

Multi-Agent < —

I

| o Y
splunk>
U %

SD-WAN Center

Skill Knowledge Base Session
Manager Manager Manager
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Cisco Data Fabric

Workloads

> Theright
data

> The right

Applications

)

Security J { Observability } [ Network Operations } [ Custom

—_—

------------------------------

SRS ... ... ... . . Manage|Federate|Collaborate|Build = =
>> The I'igh'l' R T T e I I I I ;
actions A A A
Splunk Platform
Cisco Cloud Physical Traditional
Sources [ Sources J [ Storage J [Infrastructure} [ Apps J { DB and DW J { S }
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Three Security Pillars of Cisco Agentic Al

Pillar 1

Protect your business and
avoid the risks of outsourced
execution.

Identity for Agents

v

Agent identity management (Duo 1AM)

v

Agent visibility (Identity Intelligence)

v

MCP Gate access control

» Dynamic privilege management

© 2026 Cisco and/or its affiliates. All rights reserved.

Pillar 2

Protect your agent from
external attacks.

Al Defense + DefenseClaw

v

DefenseClaw governance framework

v

Al Defense red team testing

v

Agent Runtime SDK

v

LLM Security Leaderboard

Visibility and detection response

for proxy applications.
BRI R MRS E

Agentic SOC (Splunk)

Exposure Analytics
Detection Studio
Federated Search

6 Major Specialized SOC Agents

]
cisco



Agentic SOC Ar

IBINAIZ F 4 EC

Organizational

Context K o Threat Long Term Memory Human Interface
Layer rnhowiedge Context Case (Event chat, approvals,
J:_FjE (Assets, |dent}te|§/sélz))ollues, Crown (Intel Feeds, CVEs, TTPs) (History, Dispositions) escalations)
Detection Agents Investigation Agents Response Agents
Auto-aggregate - + Triage * Automated response
SOC Agents Recommend / Create al’ Investigate € . Humanin the loop for
ZEHIED Tune *  Hunt critical actions
Alf{E ‘ ‘ ‘
Automation Agents (e.g. SOP) — Build / Refine Workflow
Processing Frontier / Local Fine-tuned SLMs, MCP - Splunk + Security Controls
Layer Vector DB for . for Al Models — Al
LLMs 3P via SOAR
EIEE RAG Defense
Interaction
Coll z"d i Al Canvas
oflaboration Guided Unified Collaboration and Workspace
EE i (EE g

© 2026 Cisco and/or its affiliates. All rights reserved.
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Agentic SOC Agents % & ZE 28 SH/LVAIT

- Step 1:Configure PoweShell to use TLS12 for secure connections
- Step 2:Define the URL far the MS1 payload
- Step 3 Construct the tamporary fil path in the %TEMPY% directory
- Step 4 Instantiate a WebClient object and set a custom User-Agent header
 Step’5: Download the MS! rom the remote server t the temporary path
- Step : Verify the downloaded file exists et the temparary location
- Step T:imvoke mslexec.exe to Instal the MS! silently with no restart
8 Remove the WS installerfile ofter successful instaliation
- Step :Handle any rrors during downlosd or installation and perform clesnup
+ Obluseation techniques identfied: None

Relevant code
[Net .ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]:: Tls12

Description

TLS configuration for Power Shell remating (Step 1 from analysis)

Purpose
Enforces usage of TLS1.2 for 5. Prevents fallback to weaker SSL/TLS protocols.
Example matching Regex

\[Net\.ServicePointManager\): :SecurityProtacol\s*=\s*\[Net\.SecurttyPratocol Type\]: : Tls12/

Surl = 'https://82.173.153.160.host. secureserver .net /4774321123565 .msi

T
4 Al analysis True pasitive -
Summory  MITRETTPs  10Cs and Recommendations D £5.00004
Type & Imestigation
Malicious. Ti Today 10:20 AM
Soript dm\-mnadsanM slwau |n| . \rsi" t ‘:A o tncn file L Today 10:20AM
atware-Reversing-Agen S
. . ad5b-c322181dad61
Technical Analysis
Investigation type Default A

Description

Enter note

v [ Files

Drop your files hare ar browse

~ [ MNotes

This detection identifies|
the execution of patent

]

» < &

o

ol e types supported

SOAR | Example playbook

R start

Guided Response Agent

¢' Build a playbook to isolate a host with EDR

T

w )

h...l.ls o W L

| s |

CODE i)
& Custom code ‘i‘
ACTION i)
. Isolate host ‘i‘

To do this, we will first need to get additional context
of the suspicious host with a custom code block, and
then isolate the host by the action block.

© 2026 Cisco and/or its affiliates. All rights reserved.

Extracts I0Cs, flags

evasion, and groups Streamline alert

prioritization with
Al-driven triage.

recurring behaviors.

Multimodal Al
translates the
document into a
response plan

Translate natural
language intent into
functional, tested SOAR
playbooks

splunk>cloud Apps* @ Messages»  Settings~v  Activityv  Q Find
.
MissionControl  Securityanalytics *  Securitycontent *  Configure *  Search Trlage Age nt
Default views & Analystqueue | Q. Last2dhours
® D oo Omawow O e
+
Al disposition: True positive 7 Tr itih
S Ownedbyme + P POty ® True positive
(] Benign positive
= 0O > rite- - i
&% Unassigned 0O
0O O Malick ell execution FI-ABS43 * [T] Other 2
(!) Risk score
24 hour isk threshold exceeded for [ undetermined
[«] FI-AB233 ;|
V' Saved views user=administrator
D My critical items 0O © Possible Phishing Attack FI-AB198 o
D Unassigned S| ing Unusual network activities detected from FLABO29 164
0 © go218245821052216133181 @ sezieizater @
Insider threat - !
3 failed login attempts within 24 hrs on device
Fl-AB274 1 4 90
O © J034s6350 = disstas
Threat Activity Detected from 56.143.202.14 to
FI-ABS58
O  [saiais Q 8108191.101 9
(@) © Email files written outside of the Outlook directory  FI-AB352 Kb Kenji Tanaka
splunk
\\ X
. SOP Agent
Response plans
+ x :
< ’ Build a playbook to isolate a hos\lmportJSON ipsum
My organizs
response plan JSON file lorem ipsum,
—— To do this, we will first need to g, g,
of the suspicious host with a cug |
4 formats: JSON
then isolate the host by the actj
CODE
<>
\ Custom code
vl
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Cisco x Zero One | Full-Stack AlOps

ity : DL Splunk 1E%43 Data Fabric— #HEBREm @ FIHEIBENE - Wme Al RN EEEK

o O n
L ERMERRR ZZCEHES & BX s = H1E
e Fully Cisco Stack Custom Integration On-Prem by Cisco CX

Cisco Cloud Control

RARNESARONEREETS
BIRAES B ENRNRERE -

0t
XH
S

#E : & Cisco RIE - BXRRFEM

Splunk Data Fabric

FIEEEEBYES - 35415 Splunk &7 ER 1
IERRIRBEEIE - #82 Three Security
Pillars = KL &%t -

BE  BAMMEIRE -  BEEYAS

Cisco CX ExXE &

HHSESRNESRE - Cisco CX EXE
RERE - 1ERE - RRETESEN - 2RRESIE

BE . BREEESR - ERAINR

Al BRIgYELE, AREATE - EREXAIEEEEEUE
ZRBPANENBHERE  FEXE BT E5EE WAREED -

.

utbici |
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