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Frontier Al models are creating an entirely new

level of risk for every organization
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It lowers the threshold for attackers,
empowering less-skilled actors to

launch complex, high-impact  More sophisticated attackers
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campaigns.
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 More places to attack
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And we all have significantly less time to respond
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Cisco’s approach to Al-era cyber defense
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Industry collaboration & leadership Existing code remediation Development integration
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Working with frontier AI Iabe Iike.Anth.ror)iC Using early access to these frontier Al Enhancing our software development
and OpenAl to proactively identify, triage, models to identify and remediate issues in lifecycle to utilize these models to identify
and remediate vulnerabilities at Al speed our existing codebase potential issues in newly developed code
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Helping You Stay Ahead of Al-era Risks
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Resilient infrastructure Delivering customer innovation Expertise & partnership
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Supporting our customers in proactively Providing capabilities to help our customers Partnering with teielr custome:rs on
hardening their network infrastructure leverage Al to prevent, detect, and respond exposure reduction and continuous
to threats at machine speed and scale. defense, bringing trusted expertise when it

matters most.
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Digital Resilience Must Evolve
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Threats moving at Data volumes and Al visibility and
machine speed costs exploding trust deficit
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Splunk is the

agentic operations
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Predict and prevent at machine speed LAMEE IR /T HIEAfHEE
Unlock cross-domain insights at massive scale {8 ARSI E R EEER

Build trust in Al with end-to-end visibility EiBiRZEIRIIESE R (LiE Al (ST )
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Powering the
Agentic SOC
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Splunk Security «

Cisco ghts resen

\

Al Suggested

True Positive
) Benign Positive

A\ False Positive

' Bbld a playbook to isolate a host with EDR.

To do this we will first need to get additional context of the

suspicious host with a custom code block and then isolate
the host with an action block.




Splunk Enterprise

Multi-cloug

Al - Powered SeCOpS
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ynified Analyst Experigp,

| Case Management |
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\nvestigation

RBA | Threat Hunting
integrated Analyticg

Industry-leading technologies
SIEM | SOAR |
Threat Intelligence | UEBA
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| Agents
Built to detect and respond at machine speed
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Detection Builder SOP Agent Malware Triage Guided Response/
Agent Reversing Agent Agent Automation Builder
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Splunk is the

agentic operations
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Unlock cross-domain insights at massive scale fEFtEARIRISEIE, R EHE
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Cisco Data Fabric powered by the Splunk

4 )
The System of Record and Intelligence Layer of the Agentic Enterprise
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Unify Data at Scale for Faster, Fuel Intelligence with Contextualized Activate the Agentic Enterprise to

Safer Al Machine Data Move From Reactive to Predictive
AHRRESER IR HEEAIER M ARIRESHRIHEE SR SHEEREIAIZSIHE ARBEEET 2 {EmE R ER EEFEE
Manage data at petabyte scale Catalog your enterprise Deploy agentic operations
Land all data economically Correlate relationships Connect your agents
Tier data by use case Surface insights Build proprietary Al
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L Network J L Security J [ Application } L Third Party J
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Not just another lake

Data Lake W%%E

GA JULY 2026

« Deliver cost-effective turnkey access to
machine data at scale
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* Accelerate search and analytics with

selective data indexing
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 Power agent-ready intelligence with

trusted telemetry
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Ess your data wherever it lives with Federated Search
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3rd Party Data Lakes t

splunk>enterprise splunk>cloud a3

Azure Data
Lake

Snowflake Delta Lake
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Bringing it all together with

oud Control Integration
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* Access all operations from single point

of entry
EiE [E—ENE] SEEEMEEEER

 Detectissues, correlate across domains,

and get recommended actions
EAEE, BERoT, RENSEREES

« Unify data, identity, and governance for

operators and Al agents
HBEEE. BolaiglE, 4HEEMEE Agents
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Morning, Jackie

Critical TCP packet loss detected on network segment
Affected: SJ-HYOS-01 WAN Interface - Loss Rate: 16.4%

Ask anything
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Splunk is the

agentic operations
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that powers
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Monitor Al performance, quality, security, and cost with
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splunk> Observability Cloud

works > Nvidia GPU
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Al Infrastructure
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®-1h ~ V. Add filters OAlerts 0 Active detectors
GPU-4a299213-3d33-01d8-46e... ~ New! | Trynew dashboards
GPUusage Dependencies Metadata
GPU utilization | 1m Q- GPU temperature .. [ - Frame buffer usage | 30s 3 B
GPU utilization in % Average temperature across das. Jsage of frame buffer related to free and used
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Frame buffer utilization in %

availability, and

consumption (or usage) of Al infrastructure
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Cloud Control ili o o BobNi
cloud control | Splunk> Observability Cloud SASeatc + 0 O @ & Show P
Al trace data ‘New
Home ©-12h ~ | Environments:All ~ | Agents:All ~ | | Models:All ~ || Qualityissues:All * | | Risks:All ~ ® | Errorsonly  C Refre
Dashboards Quality | R
Alerts Quality issues vs time ' 5m
APM >
Infrastructure g ! ‘ I
g | | l
Digital Experience ¢ | ] I ] A o =
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i : S : I
Logs 5 i | i 0
Metrics
100 spans in the trace data
Data Management Duration (ms): Any v | = Gen Al operation: chat (+3) ~ Tokens:Any v | Cost:Any v |V, Add filters
Settings Trace ID SpaniD  GenAloperation ¢  Content Date 4 Duration & Cost T Tokens T Quality issues Risks ©
Input  What is the weather in San 6/2/26 $0.0000232 139
7879 86¢8 chat 078s v $0. Not relevant © No detectedrisks
Output It looks like a cool and bree A
Input  You are a hotel booking sp. 6/2/26 $0.0000564 90
e e chat 1.45s ® Not evaluated © No detected risks
Output  N/A A
Input | You are a hotel booking sp 6/2/26 Hallucinated
63bd invoke_agent 364s ® Risk not avallable
Output For a week in Tokyo, consid M Not relevant
Input  You are a hotel booking sp. 6/2/26 $0.0001432 21

LLM and Agentic Applications
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Monitor the performance, quality, security,
and cost of LLM and agentic applications
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Observability for the agent lifecycle
Agents HapiEHBRY T ER A4

GA AUGUST 2026 powered by Galileo
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Agent observability

- Evaluate agent, output, and RAG o ) () ot e |
quality with high-accuracy evals and " S

Dashboards

out-of-the-box and custom metrics 2 e

Alerts

€3 Policy agent

« See the root cause of errors in =
complex multi-agent workflows '

Infrastructure

Digital
Experience

- Leverage Luna SLMs for real-time e
guardrails, block hallucinations, I
prompt injections and safety

violations

Data Management ~—* A\ explain_refund_state
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Digital Resilience in the Agentic Al Era

REETC Al R RIS ED B

e

Unify data
and teams

One foundation and
shared context across
complex environment
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Secure and

monitor the
entire stack

Security and observability

teams working on one

data plane
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Accelerate

towards self
healing

Automate investigations
and remediation to reduce
MTTR
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Build agentic
operations

>

Deepen Al-driven
innovation across the
organization
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