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Cisco Identity Intelligence -

Inactive Guest Users

Critical | 8 failing users (an increase since last week) | ' Compliance, Identity Posture
Insight

Detects guest accounts that have not successfully signed in and thus are inactive.
These accounts can be overlooked during regular audits, which makes them atiractive targets for bad
actors that try to exploit less secure entry points. Most compliance framewaorks also require inactive
accounts fo be assessed and removed promptly.
A user will fail this check if they have a guest account that has been inactive for more than 30 days. If
needed, ad|usl the number of days lnaclwe threshold in Custom Detection Settings. This could

and ility of check results.

Recommended Actions

Assess the security posture of inactive guest accounts, including whether conditional access and MFA
are enabled. Contact relevant stakeholders, such as the account that invited the guest user, to
determine if the accounts is still needed. For accounts that are no longer required, delete them on a
regular schedule, as they can be easily re-invited when necessary.

See report

Users Sharing Authenticators

Critical | 14 failing users (no change since last week) | (Compliance, Identity Posture
Insight

Detects users whose phone number-based authenticators or Okta hardware security keys are
registered to multiple accounts, which reduces individual accountability and can allow a single
compromised or shared device to be used to access more than one identity.

Users should not share authentication credentials and should have th wn dedicated authenticator
so that a compromised or stolen device cannot be used to gain unauthorized access across multiple
accounts within your organization.

Recommended Actions

Review the failing users to determine whether the shared authenticator represents an unintentional
security gap or a known legitimate case, such as an admin account sharing with its associated day-to-
day account. Link any accounts with a legitimate sharing need in Identity Intelligence so that these
accounts will no longer fail the check, as linked account as treated as intentionally associated.

For all other cases, remove the shared authenticator from the additional accounts and contact the
affected users. If a large number of users are failing this check, review your account onboarding
process to ensure new accounts are not being provisioned with a shared or generic phone number or
hardware security key.

Entra ID Long Running Sessions

Moderate | 1 failing users (a decrease since last week) | Compliance, Identity Posture
Insight

Detects users with long-running sessions in Entra ID, defined as more than 90 days.
Alert only on sessions that don't have any au(hentlcatlon record in last 30 days.

y long ions without ion pose a security threat and can increase the chance
of sessmn hijacking.

Recommended Actions

Clear the end user i to require

We recommend setting "Maximum Entra ID session lifetime” to 16 hours (one working day) and
"Expire session after user has been idle on Entra ID for" to 2 hours.

See report

Inactive Users

Moderate | 88 failing users (0.98% increase since last week) | Compliance, Identity
Posture Insight

Detects enabled accounts that have not successfully signed in and thus are inactive

These accounts pose significant security and financial risks. Dormant accounts may consume licenses
unnecessarily. They also provide attackers with opportunities to exploit unused access to systems._

A user will fail this check if they have been inactive for more than 30 days. If needed, you can adjust
the number of days inactive threshold in Custom Detection Settings. This could increase the accuracy
and actionability of check results.

Recommended Actions

Start an access review with the user's manager to determine if the account is still required. If the
account is no longer needed, deprovision it immediately to cut unnecessary risk and cost. If the
account is still needed, monitor it for activity. If it remains inactive, suspend it after a grace period.
Adopt the least privileged model to reduce standing entitlements and your organization's attack
surface.

See report

No Strong MFA Configured

Moderate | 13 failing users (no change since last week) | Compliance, Identity

Posture Insight

Detects accounts where every active multi-factor authentication method is a weak form of verification,
such as SM5 codes, email one-time passwords, or voice calls, leaving them more vulnerable to
interception and SIM-swapping attacks than accounts protected by stronger authentication methods.
Accounts where the identity source is managed through a federated provider or Okta accounts where
all weak factors are designated as recovery methods only, are excluded from this check.

The National Institute of Standards and Technology (NIST) recommends using authenticator apps or
cryptographic solutions such as Duo Verified Push or Passwordless, Google Authenticator, Okta
Verify, or Microsoft Authenticator, as well as hardware security keys, as strong second factors.

Recommended Actions

Encourage users to replace weak authentication methods with a stronger alternative such as an
authenticator app or hardware security key, prioritizing accounts with access to critical systems and
administrative privileges. Where a user has a legitimate reason to remain on a weaker method,
document the exception and consider providing a physical hardware security key as a more secure
fallback option.

Users With Defined Email Forward Rules

Moderate | 15 failing users (no change since last week) | Compliance, Identity Threat
Insight

Detects users that have email forwarding rules defined.

Email forwarding is mostly harmless and comes from the need to deal with life changes and
organizational shifts. However, this is also a known bad pattern for people knowing they are about to
change jobs and is a cause of data loss.

You can add known domains to the ignore list.

Recommended Actions

Please check if the forward rule is legitimate, for example, contractors and managers, or a potential
data loss issue.

See report

BEREG

Allow/Block Email Logins
Critical | 28 failing users (5.81% increase since last week) | Compliance, Identity
Posture Insight

Identifies potentially malicious or unauthorized amail domains by monitoring email addresses in

authentication events or access logs. The lists with
prevalence-based discovery over the last 30 days to flag suspicious domains.

Dale:tlnn methodology:

1. Known list definition (one of the following)

- Block list enforcement: Immediately flags any domain explicitly added to the organization's block list

(known malicious or prohibited domains).

- Allow list validation: Alerts when authentication occurs from domains not in the pre-approved allow

list (allow list acts as a positive security model).

2. Auto-discovery mechanism: |dentifies suspicious domains through prevalence analysis; domains

appearing in fewer than five distinct user accounts within the evaluation window trigger alerts.

3. False-positive control: Ignore list allows security teams to suppress alerts for known-good domains.

Recommended Actions
Depending on your security posture, consider deleting users using emails with those domains and
exploring why you have them in the system.

Never Logged In

Critical | 268 failing users (1.79% increase since last week) | Compliance, Identity
Posture Insight

Detects accounts that were created but never successfully used to log in.

Attackers may exploit these unused accounts to register their own MFA factors, potentially bypassing
authentication controls and gaining unauthorized access.

A user will fail this check if they have not logged in 7 days after an account was created. If needed,
adjust the new account grace period in Custom Detection Settings to align with your organization's
procedures. This could increase the accuracy and actionability of check.

Recommended Actions

Trigger an access review with the user’s manager to verify if the account is still necessary. If the
account is unnecessary, suspend it immediately. If the account is needed, reset it and direct the
manager to onboard the user properly.

See report

Non-Human Identity with Interactive Browser Access

Moderate | 19 failing users (0.75% decrease since last week) | Compliance, |dentity
Threat Insight, Non-Human Identities
Detects non-human identities (NHIs) accessing resources using interactive browsers.

Interactive browser access by NHIs is rare and a risk factor for non-interactive accounts. This
anomalous beh: should be investigated

Recommended Actions
Please review the associated activity of the NHI(s) failing this check. Evaluate the account's behavior
for signs of other security anomalies, such as interactive logins, new locations, or login failures.

See report
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