Building An Al-ready Data
Foundation For The Agentic Al Era

RERX Al BFHXRERBERFS e

Turn Data Chaos Into Al Clarity (of LY of0)

Lawrence Chiang #{EE LR EERTHiTHEES
Sr. Leader, Solutions Engineer, Greater China
¥ Splunk, a Cisco Company

7t July 2026




A

%

Rapid growth in demand for Al
& agentic apps

is happening
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Exponential growth of
machine data
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How Use to

Integrate with the 3rd Party LLM and
Ma
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Search Models Docs [2

Showcase

Experiments Settings

Showcase

(MLTK)

View examples by ML Operation Industry

in Splunk Enterprise

Predict Fields

View examples that predict the value of a numeric or categorical field using the values
from other fields in the event.

Flexible integration with any LLM
no vendor lock-in.

15 Examples Available

Forecast Time Series

Built-in to Splunk for intuitive,
seamless operations.

View examples that predict the next value in a sequence of time series data by using
past time series data.

Integrates in-house data to
optimize RAG performance. S ] rrers | e 1 em 1 oorn | mron
Settings for Provider OpenAl
Endpoint

© 2026 Cisco and/or its affiliates. All rights reserved. Openal ©

Access Token

Video Tutorials [2

Welcome to the Machine Learning Toolkit Showcase. Watch and learn from interactive end-to-end examples using real datasets. Click on an example to pre-popul
sample dataset and its settings. Inspect the Search Processing Language as well as the underlying code of these examples to see how it all works.

Filter E>

Detect Outliers

View examples that detect numeric and categorical values the
values in the rest of the data. Identified outliers are indicative
and possibly dangerous events.

Cluster Events

View examples that partition events with multiple fields into gt
on the values of those fields.

Ollama

Value

https://api.openai.com/v1/



Architecture of
Integrations

SaaS LLM (API)

5 o LLM ] LU 1 2 Eim Al 75
C:CODD B} 2 i Host AR HY

Al_3:AR1Z{REER ticket SaaS LLM — b

BREAR, REX 1, 2,
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LLM Module
(Ollama)

Search head

DSDL Container
- Fi b'% Document
ALl . Directory

JupyterLab

VectorDB Module
(Milvus, Minio, quay)

Al_2: &R Knowledge Al

docker network cisco
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Maximize the

of your

REERE . fRTTAIR %, R R . 5B RAR R R 8
— R B B E A A

Rapic ymen Enhanc - for Sec Work iciency
integr 'LLM, F Threat ce Colle over: ducti
Grou n Splt capacit improve

Rapid depl t
APId AEh 30)( capacity gain in 60%"' improvement

Within 2 weeks risky intelligence collection productivity and manpower
utilization
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& /!l are unlocking new opportunities
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More Complexity...
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Agentic v Dat:
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A revolutionary new architecture, powered by Splunk,
to harness the value of machine data with Al
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Itis time for a
data fabric built for the

Agentic Al era
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Usage and v lata changes ove
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Performance at Cost

Incident Investigation, Threat Hunting

Compliance

Audit, Forensics, Compliance
o

Search & Analytics for highest
performance with configurable data
retention. Real-time, high frequency

Analytics and ML for performance

on data at later stages, subject to
data lake latency.

Search for less performant

scanning of archived & long term
data, as-needed.

-~ 0 ® ¥ "Q..C
>
® ) * o e® ©
1 hour 1 day 1 week 1 month 1 year 10 year Age

of Data
Data still needs to cataloged, governed, prepared, and auditable - more than ever now with Al

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Data powered by Sk
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Cisco Data Fabric
» B
- Al-powered Data Federated 3 Al-Native 3 Platform \%
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C/l\D Machine Data Lake #F—{CAIE[A] #5815
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Strategic:
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< I~ “Detection Builder Agent ! I Al Canvas in Splunk (Alpha)
| (Alpha Coming) 1 | Driving AgenticOps, Cross domain collaboration

across Cloud, Network, Security, Apps |

e

S I u n ‘ AI O u rn e | Goes from detection hypothesis to production |
« inminutes. Imports, tunes, and tags detections

[ i el iy = e S - —  Swm— S -
____________ ; Guided Response Agent | o =
I Al Assistants ' I (Alpha Coming) ' -
| | Automatically executes response B =N 5 S BT e
I_'_'_'_'_'_‘_'_'_'_'_'_' | actionsbased onSOP _ Automation Builder Agent |
| (Alpha Coming) 1
I Al Agents I | Translate natural language into functional, I

i ___Es’st_OAﬂplgybﬂ)ks____

| Al Platform & Extensibility I Agent Builde
— = — Ll I (Private Preview
L_ Greate test,and deploy an Al agent_ |

I soP Agents (Alpha) |
Importing SOPs into response |
plans using LLM

— e . o e e e O O o . [ S — |

| ]

; Malware Threat Reversing Agent (GA)
Give analysts instant insight into malware threats,

1 providing summaries and step-by-step breakdowns of |

| malicious scripts

' Al Assistant for Security (GA) '

Guided investigation workflow, Event |
| summarization, Remediation suggestions, |

I Time-Series Foundation Model !

age Agents (Alpha) |
Autonomously enrich, prioritize, |
and explain alerts, greatly
reducing the fatigue put on |
analysts

| (Alpha) : e T i
| Univariate zero-shot forecasting Al Assistant (GA) :
e e Agent Mode allows for agentic response |
__________ Sy 2 generation in the assistant I
| - e e o o oo o o e e e e e
: Al Assistant for SPL | dation-Sec-8b Model (GA) |
(GA) . Open-source Security LLM
I Use Natural Language to create SPL | [={-ESNUERN B - R e _I

I Al Toolkit (GA) l Splunk MCP (GA) '
External LLM integrationn. | Allow External Agent-to-Agent |
| Splunk-hosted LLM I communication with Splunk |



Agent
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Context Layer Organizational Knowledge Threat Long Term Memory Human Interface
FFXE (Assets, identities, policies, Crown Context Case (Event chat, approvals,
= jewels) (Intel Feeds, CVEs, TTPs) (History, Dispositions) escalations)
Detection Agents Investigation Agents Response Agents
- 4
»  Auto-aggregate + Triage * Automated response
SOC Agents +  Recommend/ Create ém . |Investigate ™ . Humaninthe loop for critical
ZeEROANCTE + Tune ¢ Hunt actions

) 4

) 4

Automation Agents — Build / Refine Workflow

) 4

Processing Layer

ERIEFE

Frontier / Local LLMs

Fine-tuned SLMs, Vector
DB for RAG

MCP - Splunk + 3P via
SOAR

Security Controls for Al
Models — Al Defense

Interaction
and
Collaboration

BEERIHERE

© 2026 Cisco and/or its affiliates. All rights reserved.

Al Canvas
Guided Unified Collaboration and Workspace
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Land your machine data and use as need

RSB TR

spIunk> Knowledge Hub ' Alpha

Q & © 0| & .

Tenant

& > PEIELT

Knowledge

Object Dataset Summary

Machine Data Lake

8 > datasets in total
RS ol
/ B v 2

Alpha February 2026 = i

hed Datasets by Type Al recommendations
ocal index and federated index What Al recommend to improve dataset usage

Choose Your Local Index Format

15 for security analytic

& splunk Index

& Archive 5 unused
performance

Native Splunk format, optimized for fastest search performance and real-time
capabilities. compr
v Fast search with no schematization required v Ideal
v Ideal for operational dashboards and monitoring

& Setup automated data retention policies for &
¢ Implement field extractions for &

i Promated indo
Dashboard

==}

Lookup

= B Dataset & Promotion job

Matched Appropriate Use Cases

User Analysis

. Sewrch nan

TofSpages < >

« Turn machine data into advantage

Ni 2
oo Real-time Dashboards Compliance & Reporting @ Federsg
azure_ads,fed ; e .
" Live monitoring, operational Audit trails, regulatory reporting, Cros;
. . e et T dashboards, and real-time alerting and long-term data retention anaj
" 2
» Integrate for Al-ready insights systems requirements I s peryee

network_traffic Columnar format optimized for analytical workloads, offering superior

3 , and
/ Idealfor federated search, data lake analytics, and Al/ML integration
V Cost-effective for long-term storage

dns_logs

aws_audit_fed
security_events

« Scalable, secured, governed

sacurity_events

Business benefits

network_traffic Promoted

rmance-first approach Simple Path to Insight ipliance & Reporting @ Federated Search & Analytics () AI/ML& Data Science @

socuty_events e
Cross-platform qurles, data ke Maching laaring model training
P e zRemmeed timal query speeds Enables fast, flexibla analytics, and distibuted search Toatiay anghesri 5. 40 et
security_events 4 Local index - Raw Ma s capabilities science workflows
< machine daj
gcp_audit_log2_fed & Federated index Robert
security_events & Local index - Rew

& Federated Index

& Local index - Raw

ce-first approach Simple Path to Insight @ @

aws_cloudtrall_fed & Federated Index Robert Kim Enatles fast flsiibie seavohioF
y speeds Enabies fast, flexible search of Supports diverse query types and Prioritizes efficient resource
suring machine dat o

integration with various analytical utilization and reduced operational

ahts upfront sche tools for e data costs for data storage and retrieval

consumption

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Maximize yo
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- Land all your machine data cost effectively, use as-needed

Land i&ith

Central landing zone
Catalogued & Organized
Search In Place

Ready for Al via MCP
integration

© 2026 Cisco and/or its affiliates. All rights reserved.

Discover ¥ 3=

Search £,

Browse & Filter
Data Slices

Analyst Experience,
Governed

Promote 1I2H Power Al/ML
BEEJAI/ML
Right Structure for Query, Investigate
the Right Job Train ML model
Data Window

Indexing, Parquet

API data access for Al
and other applications

Ready for Al Reasoning

o]
cisco



Federated se¢ ‘eaking down data
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splunk>enterprise splunk>cloud L ¥ ‘ .

\ \ \ / ) Y

() =] 80% = =5

Next generation delivering additional destinations with simplified onboarding and querying

il
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How to use Mae
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Full Capability Searches

Traditional Index + Search

» Detections (CIM)

» Infra/Service monitoring
» Active investigation (14d)
* Troubleshooting (14d)

Best for heavy usage and
frequent searches

© 2026 Cisco and/or its affiliates. All rights reserved.

.

Enriched Searches
MDL Lakehouse + Search

Detections (OCSF/SPL2)
Active investigation
Troubleshooting
Scheduled reports
Future AI/ML

Balanced mix for enriched
searches and future Al/ML
use cases

2 1 i 212 A

3

Limited Capability Search

MDL Ad-hoc + Search

Audit/compliance

Threat hunting

Investigation, troubleshooting
Historical IOC hunting

Best for data retention
over long periods of time

1Ie Data Lake and Federa!

sz I

SRR EHZES

YH 7

4

Limited Capability Search
3rd Party + Federated Search

» Use case support depends on
data shape & format

* Audit, Compliance
» Investigations, Troubleshooting
» Threat hunting

Best when data needs to be
external to Splunk, searched
in-place with Federation

il
cisco



General Availability

Al Assistant am=

Generate SPL queries from
natural language prompts

Personalized for your unique
stack environment

Fully integrated into Search &
Reporting in Splunk Enterprise

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk id Apps v Messages ¥ Settings ¥

Search Analytics Datasets Reports Alerts

New Search

Events (2,416) Pat

Activity v Q Find

Dashboards

i IWT

)6.bcanalytic

d IWT

e5d96.bcanal

+0000 INF

x Splunk Administrator v

Al Assistant for SPL

¢

How can | help yo

Using data models, get top 10 users
attempts over the p:

Look for Windows security events for
by user and output time, ho:




splunk> pata Management .

P rview
Data Management > Onboard data ~overview dashboard retains the ability to receive updates and announcements when a
Sion is released.

Alpha (GA in July)
Al-powered
Data Management sugem

Transforming Data Onboarding, Processing & Monitoring

Q, Ssearch nonitors & Personalize

Ingest Processing

fotaingestion Data Ingestion
USE CASES
Total event count (6] Total ingest volume ® Entities with non-compliant CIM
Last 4 hours Last 4 hours Last 4 hours

Platform

S“ 1311 B 121w > A3
Observability _——

b Google
St

Palo Al
Erowitles
onboard |

INTEGRATIONS

Splunk Attention required ~ ® View or manage items

3rd party Data Integrations Ingest Processing Edge Processing

Guided Onboarding glﬁﬁﬁ*ﬂ.ﬁkALPHA Now Fonstiri :zs::j;::Lumechange 0) :;c’:t‘s::i\l]olumeenw ® iigi:‘:oj?;sorswnh&mrs ®
Simplifies platform configuration with Al-powered, best-practice architectural 6 24.7 ce - A15 N oo toint now 5"“1""

AWS inputs, 4 Azure inputs A\—\—L\/\\

« Optimization resources

guidance
Automated Field Extraction B Ej#f{GIEEIR ALPHA Now

Replaces manual, error-prone regex tasks with Al-driven, intelligent log classification
and field extraction

Auto Schematization BEE =1t ALPHA Now

2 and destinations management @ g and

nnnnnnn

Accelerates security operations by leveraging LLMs for automatic CIM-compliant,
analytics-ready data normalization

Self-Healing Pipelines EHE{&18 ALPHA in April

Ensures continuous data integrity through automated monitoring, diagnosis, and
self-repair.

For Splunk Cloud Platform and Splunk Enterprise!l.l

Cisco
Product names in Alpha and Beta subject to change before GA.

© 2026 Cisco and/or its affiliates. All rights reserved.
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General Availability

Detection Studio
(SR T{E=

Powered by SnapAttack

» Streamline detection
creation workflows

» Evaluate detection health

« Expand versioning and
detection-as-code

© 2026 Cisco and/or its affiliates. All rights reserved.

© 2025 SPLUNK LLC

splunk>cloud Apps =

Mission Control

< Filters

# Quick filters

Al detections

Detection KPls ©

Recommended O

Al confidence

Impact ©

Allimpact

Compatibility ©

Al compatibility

Performance ©

All perfarmance

Detection Config. ©

Deployed State ©
Al

Finding Type ©
Al

Data ©

Data Source ©

All data sources

Modeled Data ©

All data models

Un-Modeled Data &

Al services

Security analytics =

@ Messages = Settings = Activity = Q Find

Security content ~ Configure = Search

y content ~ Configure ~

Security content dashboard / Detections

Detections | ©. 5

ecurity content dashboard / Detect

Overall detection technique coverage
Last 7 days

Detections Q Search Detections

Overall detection technique coverage
Last 7 days

5% 5%

Priority | High 3% Clear all

Detections 140

O Name

=) Sl

() Endeolnt-Potantial indic

Adversaris

Endpoint - Potential Text Bas| k—
O rotermoryusingr
High >

Priority Clear all Save

0 ESCU - Any Powershell Downl

The following an:

Detections 1423
D ESCU - CMD Echo Pipe - Es

The fallow

'j Name

[) U DetectACions Command.Line Ussg

“The fallowir dete

‘~oint - Potential Automated File Collectio

0 ESCU - Disable Schedule Task IF Onl TR.ulla Ruk U help you identify instances wik

The fallowing naly

Used For
)

Only- Rule - Rule
Thie following snalytic identifies madifications to rogist

=] ESCU - Windows Sensitive Registry Hive Dump Via CommandLine IF Only - Rule - Rule
Regist y

ialytic detects the usa of ‘regexe’ to export Windo:

0 ESCU - ICACLS Grant Command - Rule.
Tha fallowing analytic detects the usa of th

£LS cammand to grant

[]  ESCU-Network Discovery Using Route Windows App -Fule High 55

The falloy tic dete he execution of the “route.exe ™ Wind pplication, cammonky used for network disc... . .

o v~ Rule High 8
calgroup” command executed via PowsrShell o e exe Lo enum

O S Netwaork Interface Modifications High 78
This analyti detects the craation ar modification of natwork nterfaces an Cisca devicas, which could Indicate an attac

(- Cisca Secure Firewall - Static Tundra Smart Install Abuse e 78

Show data metrics (i) EESEEERC

Lowest health detections

Top 15% of detect

) \ ‘ 8
Highest priority dete
Top 15% of detections wh

s which have the lowest health

Detactions
| Hightolow  + [ | ]

ic 1 Actions

@n

| Y Filter Detection; ot @n

off ® 0

@ R

5 ® On @ 0

85 ® off @0

%0 . @ N

o 80 e on @ [

100 14 90 ® oft @ 0

£ o8 82 s off @ R

100 1 85 ® off @ 0

100 7 95 . off @

100 i 95 . Off @® [

100 7 95 . Off @ 0

A sc_admin =

@ Support & Services =

1 -a Enterprise Security
m » Off ~ [n] < > x
~ (i) Details

ESCU - ICACLS Grant Command - Rule
The following analytic de

the use of the ICACLS command to grant
how mer

Priority High

Canfidence

Validity D ———

Impact
Detectiontype  Anemaly

Claned from

Created By Tom Anderson
Last Edited By Tom Anderson
Creation Date  Jan 202023
UpdateDate  Mar 7 2025

~ [} Detection Logic

tstats “security_content_summariesonly®
min{_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes
where

Processes.process_name IN ( “icacls.exe",

6 cacls.exe", "xcacls.exe") AND

7 Processes.process IN ("=/grants", “sfg:s*, “s/g
8 =)

I by Processes.action Processes.dest

10 Processes.original_file_name
Processes.parent_process
Processes.parent_process_exec
Processes.parent_process_guid
Processes.parent_process_id
Processes.parent_process_name
Processes.parent_process_path Processes.process
Processes.process_exec

.process_guid Processes.process_hash
.process_id
Processes.process_integrity_level
Processes.process_name Processes.process_path
Processes.user Processes.user_id

21 Processes.vendor_product

“drop_dm_object_name (Processes)*

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)*

| “icacls_grant_command_filter"

& E

& e
33
32
aa
i

Openinsearch [2

~ E compatibility

98 High compatibility

High compatibility ®

Past 7 days - 0

Data source

Type Staws

@ Hasdata Q1 &




Coming Soon

Triage Agent
SERIEA

» Streamline alert prioritization
with Al-driven triage

* Rely on agentic Al to plan and
execute investigation steps

* Reduce workload and MTTR
through automated insights

Cloud-first release

splunk>cloud Apps ¥ 4) Messages ¥  Settings *  Activity v  Q Find

Mission Control Security analytics ~ Security content ~ Configure

[ Last 24 hours ¥ ]

Default views & Analyst queue Q € Findings 4" Alsuggested disposition v
™3 Al All types 2 Investigations . True positive

ﬁf Al disposition: True positive 7

|:] Benign positive

o]
ID ~ Fin... v Int...
o O > rite - (] False positive
2% Unassigned
FI-AB543 D Other D) 25
O € Malicious PowerShell ex
1 i :
(1) Risk score 7] undetermined
0 ¢ 24hourrisk threshold exce: FI-AB233 B | o8
\/ Saved views user=administrator
> My critical items O € Possible Phishing Attack NA Nyah Aamadu
> Unassigned SLA expiring D o Unusual network activities detectec =
52.218.245.821052.216.133.181 G 52.216.133.181
O Insider threat D o 3 failed login attempts within 24 hrs on device =
10.34.56.354
Threat Activity Detected from 56.143.202.14 to ~ .
D (%) FI-AB558 & 8.108.191.101 94
8.108.191.107
E] © Email files written outside of the Outlook directory ~ FI-AB352 KT Kenji Tanaka



Coming Soon

SOP Agent —

Import response plan

:E AY ¥4 n N
Response plans Import and generate with Al )
Upload your security documentation to create a response plans Import a respc n =
using generative Al Import JSON IpSUm
2 My organizatio Choose file

Choose file Import a response plan JSON file lorem ipsum.

Supported forme

Supported formats: TXT, PDF

 Import your SOC’s SOPs into
ES case management

‘ Choose file ‘
Supported formats: JSON

* Multimodal Al translates the
document into a response plan

» Give Al a framework for agentic
analysis

el
© 2026 Cisco and/or its affiliates. All rights reserved. CiIsco
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Al Agent Monitoring
splunk> Splunk OF Q + 0 ® & ‘ Alexand

General Avallablhty ¢ &% 5 || veormetioed = Busnes
= N
AI Agent Momtormg o [0 | e

ACIEA B

Monitor the performance, quality, security,
and cost of your Al application stack

a )asr:)l:ardﬁ 1 7k ‘1"21 0/0 693 ota cost I?fa:traws
| : 2% 6885 9% 1.3k

4:(. | a e = =

Alerts Alerts
. Top quality issues so;c;xlc 2 Negative :Jrityrisf(é”‘?:: :sef“”‘%’w 2: P'i.Van ) 14 Safety
 Pinpoint and correlate the root 2 & Do
cause of unreliable or degraded A 1
e Cost Quality issues © Security risks O
Al performance and agent N
behaViOI' 1 Cust Agents Requ . w» ﬂ;::::& J:L . znc:rcj 102:;;;0:
* Measure and improve user S |- i G
experiences and increase trust el ‘ s
with LLMs " , o , s s i
E ricingPromo 5S 60.51 In:$5 ;ccizc‘i:,e“mc nt 73% © Noissues
- Mitigate security and | 730K o ,7
Comphance rlSkS Wlth ClSCO AI i mmigeme t CampaignGenerator 856 7(2.3%) 1.10s X $ ? Not evaluated 2 Not evaluated
Defense 730K s
Q sf.:?p??rm?alysx

289 2 (6.4%) 2.45s 60.5K $ Hallucinated: 58%. & Privacy: 2 detected

© 2026 Cisco and/or its affiliates. All rights reserved. CiIsco
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General Availability

Splunk MCP Server

R F R ERse % Hi Jeff, how are you?

» Secure bridge between Splunk
Platform and Al using MCP
Protocol

» Easier to use with natural
language interaction

» Boosted productivity with
automation

« Simpler integration with your
own internal tools

» Enterprise-grade security and
control

© 2026 Cisco and/or its affiliates. All rights reserved.




General Availability

Edge Processor for

Splunk Enterprise ;g
Bringing the power of SPL2 on-prem

» Greater control over data
« Enhance real-time visibility and response

» Strengthen data security and compliance

© 2026 Cisco and/or its affiliates. All rights reserved.

© 2026 SPLUNK LLC

splunk>enterpr

@ (im} . Data Manage
< C r &y

lency_tracker

Edge Processors

elemetry
Received dat

View inform

_incident

received int

Q alert

rall

Source ty

splunkd_ re
splunkd 'iSOﬂ
splunk_tele

pan:xdr_inc

paniiot_alert

pan:firewall

pan:aperture
f5:telemetry:json
f5:bigip:syslog

f5:bigip:asm:syslog

_Json:cloudtrail

Plame. Separate each value with a comma

48

638.5KB /90

Configure data so...

Inbound data O T

45 B/ 1 events

3 Messages ¥ Settings v
8.87 MB / 2K events palg logs View history [
0B/ 0Oevents pal £ clustert

793.72 KB / 900 events palo|
736.31 KB / 900 events inte
1.22 MB / 900 events win,
318.26 KB / 900 events
1.25 MB / 900 events
484.61 KB / 900 events
638.5 KB / 900 events

382.17 KB/ 328 events

3 events
KB / 66 events
648.9 KB / 457 events
278.08 KB / 392 events

162.66 KB / 304 events

Available with Splunk Enterprise 10.0¢!sco

Splunk forwarders

Instances (3) Ma

@ 3 Healthy

Data flowing throt

Inbound source ty;

Inbound data

sources
Inbound @
Outbound @

Filter chart

6.0M

3.0M

Data volume (bytes)

N




What Galileo can do {IFR&EEMITE

Al observability and evaluation across the agent development lifecycle

Al FTERER P BAET A, = TR A 38 A an B B

Testing it > Monitoring iz - > Protecting 2%

2 Protect
e
2

Protect Inputs

B Table view r 88 Agent view

Sessions Tool Selection Quality 81.2
Date Name Context Adherence
Jan 9, 11:10 AM | want to book a... 100
Jan 10, 11:15 AM Help with sched... 50
Jan 11, 11:20 AM Best places to vi...

Jan 12, 11:25 AM How to prepare f...
Jan 13, 11:30 AM Recommendatio... 10
Jan 14, 11:35 AM Tips for improvin...
Jan 15, 11:40 AM Ideas for weeke...

Jan 16, 11:45 AM How to startas...

Offline experimentation and testing Real-time monitoring and rapid Real-time interception of prompts and
playground debugging in production harmful outputs in production
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