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B2 5 EAl Agent BFL!

T—-/—O AGENTS
AGENTS INTEGRATE AT EVERY

* ADOPT END-TO-END
AGENTIC WORKFLOWS

* NO JUST “SPRINKLING” AGENTS

* PLUGINS, SCHEMAS, SKILLS
= FIRST-CLASS ASSETS

* REUSABLE ACROSS TEAMS

FROM SYSTEMS & PROCESSES
TO MINDSET TRANSFORMATION

AL

’4’4 MEWOR®

* EXPLOITS AT MACHINE SPEED

* MONITORING & RESPONSE
MUST MATCH OR EXCEED

¢ ASSIGN UNIQUE AGENT IDENTITIES
* TRACEABILITY & ACCOUNTABILITY
* LEAST-PRIVILEGE ACCESS

© ROLE SHIFTS TO DESIGN & ORCHESTRATION
* ENGINEERS NO LONGER BOTTLENECK
* BUILD TRUST VIA STANDARDIZATION
EVALUATION, TRANSPARENT GUARDRAILS
* EMBRACE “VIBE CODING”
~80% AGENT-GENERATED + AUTO-TESTING

* Vagentic e

I
Qtool—enabled o |

* chatbots e "
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CI1SCO Connect

Demo — AgenticOps Enterprise Use
Case with DefenseClaw

- Optimized IT Operation Experience

Iy
(of LY ofo)

Rober Feng
AR EITRE

Al 1t » 5|{REFRETIRE

Innovate with Al. Connect with Resilience.




Automation Al Agents

Monthly Sea

"> Reworkd et 2. 3 )Tactiq" a. @Read . ADEPT ¥¢{U‘:%IT%*E‘]E}¥EW 3=b?

@ ChatGPT Tasks . € bardeen 8. (@ botpress o. ®cohere 10. ¥ HARPA.AI

< Lindy . 3% Orby ' Conversational Al Agents
by Monthly Search Volume

Grain a )
. smyth|os

& LLMStack : text.cortex

Agentforce 2. DD 3. llElevenLabs a. kustomer 5. Bland®

tforms

ur

Leana Al 7. ¢ Voiceflow L M Agarit Pla
by Monthly Search V

& Retell Al . SSynthflow

Howie . o Al Agent Service ! Q ada . mmake 2. @l 3. Llamalndex . @ taskade 5. kore.al

P parloa
++ Ai Agent App g E] fix ai o . )
‘:’ replicant m e . ; /Maglcol L Spell 8. & RelevanceAl . airops L

H H ¢ 2o ‘I: .
J"droxy . R FlowAl ; . &8s MindStudio . IBM watsonx.ai . 4+ Breeze 3 . Dify.

= Digitalfirst.ai & QuillCheck

Cimba.ai = . FL DE ,
hd Iris : LiveChatAl ; - Beia - PRUID - O\ neentopsa : lyzr - \. Paradigm
-

action.ai . yuma : . @ Agents.Al . AISZRA . (X wrenar . AGINITX . aiXplain

##f Salesagents A @ Formshare : . 5 appypie o builder . W CAMEL-AI . OpenbDialog . mAgents @ . A\ Agentive

¢=) Floatchat ) D B2B ROCKET 3 . 4. AIAGENT LAYER . airkit.ai ) crackenagi : @ dup.ai . D> sEnTIUS
INVVICTA . 2 aomni L HubRE.Al - Q Natwon . raia )

) axira® 14 aixp.pro . @ Eidolon Al . iselle . (XARENT

NO\US 2 (l Neoleads . = twin . #amplemarket . Y GenFuse Al

el
cisco



I

N
U

TN
i

Impact 1: Agent Security $ A}

;

Koi Security #f 2,857 {& ClawHub FaEE THER, 5%
HETh 341 EAEEIER, 1Atk 11.9%,

Published research and recent incidents point to the same problem: without security checks before
install and while it runs, OpenClaw can trust malicious skills, unsafe MCP servers, and hidden
prompt attacks too easily.

—IEZ RN arXiv AR ZEIR, ErRrTeoEeEd, &
26.1% ZVEE—ERRF. B—MEHRESHEL, 13.3%
e EEE RN BIERK, 11.8% EF#RBIREAER,

CLAWHUB

MOLTBOOK
1.9% 1.5M

API authentication tokens exposed, plus

35,000 email addresses left exposed in
341 malicious skills out of 2,857 audited. Koi the same data set
report, February 2026.

of audited ClawHub skills were malicious
EEEE I AR EME OpenClaw BEEH S EER, 1B

in the marketplace audit
EfMMEET —EEERMFR ZERRRPEFERE
MLERRMEIT A, RLEAERZAIRZEEEMNFERLT, &
f&:&4T OpenClaw,

4.03 3 541%
average weaknesses per steps in the typical of verified malicious cases
verified malicious skill malicious-skill chain
OpenClaw#E[EZ[LERFHF . REXEZE. BE(EH. #
REGHEFH-EE LA E

tied to one actor
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ombined figures

reflect the compounded effect of the three projected Al traffic increase estimates rather than a simple a

b
s
B
=

Al workloads are expected to cause significant network traffic increases

® Within 12 months Within 36 months

Impact of generative Al
(e.g., chatbots, content
generation tools)

Impact of agentic Al Impact of physical Al
(e.g., automated workflows) (e.g., robotics, Al-driven loT)

verage; layered growth can produce values above 100%, where 100% represe

nts a doubling of current traffic.

REIRME (Volume): 3ERE(REKIEF)
HERE (VeIOC|ty) Al ﬁ‘.@ﬁﬁ%%*‘ ‘T‘&

KIEfE@EA (Agent-to-Agent, A2A): Al
RIBE B EfRARIRE, MiEEKFEEE
HISEHERENE F, ﬁ'ﬁé‘liﬁ‘ﬁ’ﬁﬂ’]*”f.ﬂn%ﬁo
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Impact 3: Token AE @R VEHERIAK-

Help me organize the agenda for our board meeting. The financial review and product
update must be discussed first, with the CEO and CFO present. The marketing review

and HR update can't be scheduled back-to-back or when the legal counsel is absent.

+ ¢ @
() Add photos & files (¢ Agent Mode % Deep Reasoning

A\

«ll

50 - 200 x Tokens

ONE SHOT REASONING AGENTIC

INTERACTION MODEL

Token=S

HTHI (Tesla) # TR B % (Elon Musk) 12
20267 6BEERERFEE, HEIE
AEBAFERE=AAIEE (A) TEMZH
FIREEMEBRHITE 200 £, ;EEHAETE A%
il 3T 4E Token (Tokenmaxxing) | A B MEEUER,
ESETXIEMRTBEKX Al FERE R KR
Bl AN 428 | B3 BA 75 SR 1

1 %278 Z EModel Routing
&R Agent{E 75 BB 14 2R B bh i HE SR AR TS

el
cisco



CI1SCO Connect

Al Agent FXCisco E’Ji_m%él_l
MEEIFAgent %L pers

Al &1L - 5ISRARPRTTAE

Innovate with Al. Connect with Resilience.



g{a){isFAgent E%7?

Agent &&= E#E

1. S(SERHT (Zero Trust) 2. Agentib& 3. THppE

fEE BB ERENEE, L LLEVF%%%‘EWLFEBPF iz 2518 2L T B R {3t [ 58 5 il
E% (Micro-segmentation) E2t AL ELUEERTRIREESR (Guardrails). TE#:E8l (Tool
R A E7FERES| (Role Based %}E RINZESVBOTHEE . (EX R (R Inspection). &Z&iFHE (Install
Access Control) HZAEENE BhENEHREESS MERE S| %E, R Scanning)Z kg,
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Cisco Smart

ke, > A
25T HEIRES

Switch
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Cisco 9300 Smart

Switch

Nz )

Dansberg
- BAEIRREIRASEEAE

- FERGE  EimiZ#%k (Cloud Edge). B EIRH XS

Deschutes

(Zone-based Firewall), g HLHE (DCI), 14

ZBTERE (Top of Rack)
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Cisco Security Cloud Control

----------------------

Autonomous Distributed !
Segmentation Exploit Protection | ; . Futureserwces Lt
Platform

\

Workload and network enforcement points
Public Cloud | Private Cloud

- BEZERREE
- BEEEEERT (L2URTH)
- BEIradil@RErnNa—2E—BARAE

EENEE

Y

800G BiAREIRFZNEEELERERE

el
cisco



The value of Smart Switch as TOR switch

- BERBXE « DPU SmartNIC « DUP on Smart Switch
" » very close to the endpoint: » close to the endpoints
oS [ I T B S 4 490 |
2;22;%'?,1 policies s AR &l » fewer enforcement points to
e => easy to manage = - manage compared to DPUs on the
. server(tBE& LA Az LB#Y DPU, &

ZEEMNPITEED, )

el
cisco



Qn{ElfEgFAgen

© 2026 Cisco

1. S(S{EH#7T (Zero Trust)

BL%/@E g @J'“:/JILEH"]E_&L, %ﬁﬁj\

E& (Micro-segmentation) EdZt

RAEFEEZES| (Role Based
Access Control) BB BERE

il A

and/or its affiliates. All rights reserved.
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2. Agentib=

BB 13 R PUIETeBPF 12
bR RATR A £ R
HETRINABS ROTI B, E 2 RRAA
BYEES IR EB SR FIEREE B &, el
SUARR — R SR
M,

3. TEppE

A E T B2 4t [h EEHE
(Guardrails). TE#E8 (Tool
Inspection). Z&&wfE (Install
Scanning)ZF I EE,
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Securing Al Platform Runtime
ZEPITIRIEE D SRS

RS

ﬂﬁ%ﬁ% (Sandbox policie%g B EIEEREEN
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[l SRR e WS [ D =
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apiVersion: cilium.io/v1alpha1
kind: SandboxPolicyNamespaced
metadata:
name: "block toxic behavior"
namespace: “secure-ai-factory-nim-blueprint"
spec:
syscalls:
- list:
- name: "sys_ptrace”
- hame: "sys_execve”
- name: "sys_chmod”
- name: "sys_chown”

op: "In" ( 1

actions:

- type: "Post” #generate an event Physical
_ type: "Block” #iblock the operation Local Storage llama.safetensors Eer

- type: "Signal” #kill the application

Kernel
layer

Block attempt to alter
permissions

Server physical components

]
© 2026 Cisco and/or its affiliates. All rights reserved. Ccilsco
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1. S(S{EH#7T (Zero Trust)
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RAE7FERES| (Role Based
Access Control) B EIEANE
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Al Defense & NeMo Guardrails Integration

» Al Defense provides input
& output guardrails via
API disposition

+ Common guardrail policy
for on-premises and cloud
deployments.

» Supports additional guardrail
types included in the NeMo
Guardrail Toolkit

* Nvidia documentation link

Al Defense Security

(/\ Cloud Control

Dashboard

Events Policies Reports

~

J

D)

/< Al Defense
p

-
C Al Workload POD )
_
( N
Application NeMo Guardrail Toolkit
Code
A
»  Input Rails [«
@ <, . - - ; J
Knowledge Base -#| Retrieval Rails <——: i
— Dialog Rails [¢----» ﬁ
Tools . A ; J
- Execution Rails |«- ! Model 1
\ 4

(
L

Output Rails J:

1

N
Validation
services

>\ J |[€--

4 N\
Runtime
services
O 7

A

J
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https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html
https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html
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Traﬁsforming Al Networks for Performance and Scale

~

93%1t 3 ET{h R 2148
PREETY L) ¥ Agent

M2M EEXMEXRE

MR

Frontend <5J<LL<5 Storage | v | Management =
network network L— network =
H08 L

GPU Nodes

1
T
I

Silicon

Advanced Load Balancing |

REKRGEEENS G
e Gee) & A, IR EH
T e L e e e e M- O3 =

Inter-GPU %g%—ﬁs 1-E_EE§E~ #E*EE/‘]
— T TG A 4 R 22 1B GPUEE

Backend Network

TokenBJ%% BE
= g ra o
=0 iy i =
Systems Software Optics Operating Model

Low Job Completion Time and
High Performance

Congestion Management

| |
through Telemetry Autonomous Recovery
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400G 800G

NVIDIA Spectrum-X Nexus One

Silicon One Ethernet Silicon

Leaf/Spine

Unified Management Plane

FULLY INTEGRATED STACK

N9K-C9364D-GX2A

64p 400G Nexus 9364E-SG2-0 .

Nexus 9164E-NS4-0O Nexus Dashboard Nexus Hyperfabric
On premises Cloud management
::7 .-:--:--:--:--'.-_--: I i I ) ! i —a
i e (e |
e " SILICON SYSTEMS OPTICS SOFTWARE

N9K-C9332D-GX2B Cisco Silicon One Cisco N9000 Cisco Optics Cisco NX-0S

32p 400G NVIDIA Spectrum-X Ethernet Systems Cisco ACI, SONiIC

Nexus 9364E-SG2-Q

SECURITY AND OBSERVABILITY

N9K-C9332D-H2R
32p 400G

il
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What Makes Cisco Al Networking Unique? - Intelligent
Networking

Maximize GPU utilization, optimize KV cache performance

Dynamic Load Balancing '::|I's:<':|$' Per-Packet/Packet Spray

Clntelligent Packet Flow)

A8 Cisco innovation, AHE
I works with NVIDIA Il
Spectrum-X

0.’
AN = %.
<3

Spine

NVIDIA.
Leaf Il.l I I.l. I Il.l I Il.l—l Il.l—l

(Spectrum—X)

ARE Flow1 NVIDIA innovation, T Fow1 EE
X Flow2 EEIER available with Cisco I ] Flow2 EEE
Flow3 ... Switches Flow3 .-.

N J - J
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Scale-out and scale-across networking

Built on high performance Silicon, Systems and Optics

00000000

102.4T Cisco N9300 switch

00000000

51.2T Cisco N9300 switch
Based on Cisco Silicon One P200

00000000

Benchmark proven AlI/ML performance: Cisco Enterprise & Cloud Reference Architecture

Compliant with NVIDIA ERA and NCP RA with Spectrum-X technology

CISCO NEXUS ONE
UNIFIED MANAGEMENT CONTROL PLANE

Based on Cisco Silicon One G300
00000000 00000000 Ssszz=zi 00000000
00000000 00000000 00000000
B 00000000 B 00000000 SCALETACROSS NETWORK B 00000000

5000 G000 S , high-perf , o000
0000000 00000000 el ey 00000000
00000000 00000000 _ _ 00000000
{ ) 102.4T Cisco N9100 switch { ) - Cisco OSFP 1.6T Pluggable Optics { )
Based on NVIDIA Spectrum-6 silicon - Cisco OSFP 800G LPO Optics
- Cisco OSFP and QSFPDD 800G Optics
100% Liquid-Cooled - Cisco 800G ZR/ZR+ Optics
DC 1 DC 2

el
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What is an Al Factory?

BEHTAEGESERE (LLM) R, RIET
4 pk Token BIERESSSE

Bk YRR AR RS
N LI RE, R HE
R A3 B9 5 T0AE AR

Token,

(Data)

\(i]] Tube
’D—:‘ 010110
=o|] 110010

oo1o1l

Assembly Line
(compute)
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Cisco Secure Al Factory with NVIDIA

ACCELERATE Al APPS DELIVERY

Training — Optimization —> Inferencing
A (r N )
i Egﬁiﬁﬁ%}gf SR e & g
1 = =] JHl
'IEH‘]*E%E‘":%%EQE'I' Kubernetes Platform O '('é)
Cisco Al Networking % ® o
O e
c <
Cisco Compute w/ —_— E’ gg)'_
NVIDIA Accelerated Computing — E
Partner Storage é
K& J N //

==~ Data Center
[E] (Core) Edge

s
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Sample Bill of Materials (C880A w/ B300)

128 GPU Secure Al Factory with NVIDIA - Including Backend Network & Optics Scalable to 256 GPUs

128 GPU Secure Al Factory with NVIDIA - Including
Backend Network & Optics Scalable to 256 GPUs

(Compute - Al Nodes
o R SR ©

16 - Cisco UCS C880A

NVIDIA HGX 2-8-10-800 Design

2x B3220 2x200G

8x CX-8 (1x 800G OSFP -> 2x400G cables)

128 - NVIDIA B300 HGX GPU

~N

s

Security - Al Defense Nodes

3 - Cisco UCS C845A
(NVIDIA MGX 2-8-5-200G Design)

24 - NVIDIA L40S PCle GPU

(PCle Form Factor, 8 per node)

(SXM Form Factor, 8 per node) A
_J
N
5 - Cisco UCS C225 M8
12 - Cisco Nexus 9364F 800G (Control Cluster K8s & SLURM)
(8 Leaf Switches, 4 Spine Switches)
3 - Cisco UCS C225 M8
6 - Cisco Nexus 9364D 400G
(4 Leaf Switches, 2 Spine Switches) (Nexus Dashboard|Cluster)
2-Ci \ 9332D .
(VAST Backend) 3 - Cisco UCS C220 M7
— . (Al Defense Mgmt Cluster)
— 1 4- Cisco 9310_8TC—FX3 L )
(Management Switches) p 5
Q 884x 200 to 800G Optics | 698x Fiber Cables Software
S % & (counts will vary with final design) ) )
g 152 - NVIDIA Enterprise 261 - Cloud Protection
128 - Run:ai 19 OpenShift Container Platform
20 - Al Defense 152 - Red Hat Al Accelerator
12 - Cisco UCS C225 M8 39 - Intersight 11 - VAST Capacity
(VAST EBox Cluster) 24 - DCN Subscription 348 - VAST Cores
12 - Spectrum-X Add-on alial,
? 2026 Cisco and/or its affiliates. All rights reserved. ) L CISCO)




Sample Bill of Materials

128 GPU (16 node) Secure Al Factory with NVIDIA - High Level Hardware Architecture

Storage Frontend

Can be
converged or
separate

Compute Frontend

R ( )

Management Network

Eod E—_1 4x 4:1 breakout 400 to % = 4§
\28ﬂ00G(12xstorage1:1, 100G | N~
1 2X 400G 1 6X inband...\3:L) L e — R
2emen 1] LIS =
L == e —— s 3
2x 200G per node 4x 200G 27 U8 BER 22
( \ ( N [
2x 200G
2x 200G perhade
2% 10G pef s
VAST eboX :
Al Defense Al Cluster Control
Control
2% 50G
per node
Nexus Dashboard
2x 200G per node S
Management
T TR BT TR Al Defense
12x 400G N /
T Transceiver Counts (non-DAC)
) ane Plane 2 ) 268 - 200G
VAST Cluster Al Workload POD 104 - 400G

© 2026 Cisco and/or its affiliates. All rights reserved.

»+« 512 -800G
698 - Fiber Cables

*counts will vary with final design
*Nexus dashboard has 50G VIC

]
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Call to action

Fl| Cisco Connect Demo
Booths T fi#& %!

i&Ef Cisco “Securely
scale Al” Website.

High-performance networking,
security, observability, and Al-native
tools to power Al and operate the
enterprise.

https://www.cisco.com/site/us/en/solu
tions/artificial-intelligence/index.html

HEEE M, §5iE
BRIEM B EHFEO!
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Thank you!
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