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1. [t & Stealthwatch

1. fic @ Stealthwatch
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1. fid & Stealthwatch
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1. fid & Stealthwatch
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1. fid & Stealthwatch

LN WA & i E LA BRI
1. FE W NE S i b ik 7 Berh, BN https:// P B ON A I IP ML
« £ SMC: H %l &  SMC.

 BEIAEITREEM T T —MREZA, il e k& H.
o NRFP B OR 120U I e, DUEE AT IE I AE .

n SR TCIE Vi I K %%, 75 S 4] Stealthwatch fiff 4 a8 i 00z 22 3% 45 5 0 fE iy
v B R B B R HE R U .

2. BN PLR SRR BEAT B oK

4 : admin
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1. fid & Stealthwatch

2. fic B W %

HxGxREN, BERE LA SEZERENTE DR,

A WRIXAE B KRR, e BB E LU B A B E, Bl AL
253 44 B 1P MLk

Welcome to the StealthWatch Appliance Setup Tool!

Thi nfigure your StealthWatch appliance sf

Continue =

1. FEBBRAERG A B RN R G B R B Y . Ly TR — 2 (Next) K3
BIEEANH

FF & LU AR AF

o« K :87 256 N FFF
o B MR EIL S BINVEMLMEZR D 4T,

User NN
admin lan411cope
root lan1cope
sysadmin lan1cope
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1. fid & Stealthwatch

i StealthWatch Management Console VE
ppli

G v ' Change Default Passwords

ment Network Interface

and Domains
Note: You must change the password for all the users before continuing.

@ ADMIN

Current Password:

New Password:

Confirm New Password:

o 465 L B 5 4 3o o T BB T BRI D, ) R L B A B R
A % VE4H 15 2, 72 B Stealthwatch x2xx 5 41l 1} % %2 45 #i 5 Stealthwatch
x2xx % 5\ i £ (7 H Data Store) %34 45’ .

2. BHEWMKED: &F P AL M%7 B Bl BRIANRE B i FT—%
(Next).

o PR B UL R, U W PSS B 0OF 2 R R R

 IPv6(ATik) : 25 ] IPVv6, i ¥ ifi IPv6. i% 7 j& F IPv6 (Enable IPv6) & i {E
HFHEFE.

©2022 Cisco Systems, Inc. 1 /o L [t J& 2 & - BT - -17-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#hw
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#hw
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#hw

1. fid & Stealthwatch

% StealthWatch Management Console VE
p

liance

b  JEmlEREn Management Network Interface

] 5 ! X Enable communication between this C e network. Default network settings for this appliance appear

- Managen-nent Network Interface below. Before changing any of these gs, confer with your network administrator.

Warning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
replaced automatically. If you have a custom ceriificate, save the cerlificate and private key before you change
these fields so you don't lose data.

c Step 2
NTP Setiings

Enable IPv6

IP Address:

Prefix Length:

Default Gateway:

3. ENLZ M N LWL AW LR IR 4 . i T — 2 (Next).

o WA BT LA ME— EHA . a0 R E R A 2 B [ 3B
H, IR LB R TR )

BB A, T B OR B A VA LA AT A 0 ELIBE R 32 AL BR ELIEC X A o K

o W : BN WEKIMFEL TR EHL .
« Stealthwatch 3 (X BR SMC) : %ii \ Stealthwatch ¥ # [¥] Stealthwatch 3 .
o |P Hihk¥E Bl (PR SMC) : i % Stealthwatch W 45 [ 1P Kb bk ¥is [l

4. DNS & E # AN E G IEM, BV NS 8% IP sk i T —22 (Next).
NN B M B DNS R 45 2% (AT i)

o TN + B AR
o MBS : Bl R HE DL % % DNS AR 45 %% . sy - K br .

5. NTP BB : i\ BROA BB IE A JC 5%, B AR o7 3% B8 P b ds 45 190 2% i 1] B 10 (NTP) il
% 2% . i T — 2B (Next).

© 2022 Cisco Systems, Inc. F1/a% 3 [ j& A & . AU A « -18-



1. fid & Stealthwatch

NTP Server

o AN NTP RS 8% RATE WK E Z A NTP R 55 75 DL S 3L T 4 F0 o 6 v
o AFERIF :pool.ntp.org /& NTP i KB 4f 2~ Lk IR .

I E M B NTP iR 45 8% (7T %) -

o W0+ B AR
o MBR : ol A HE DAk NTP I 55 4% . By - Er

6. IR %K E SMC, 5 E 3. 1/t StealthWatch B HEZEH| & .

R SMC, IEH 2 4. B REHME“EHEHE",
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1. fid & Stealthwatch

3. V£ It StealthWatch & B & 41| &

1. BERBRRE il &E SR,
2. i A (Apply) B E J5 I 48 42 (Restart and Proceed).

FE B 2% HOB R S, 1 1% M5 R B SRR AT 1R AT
A Lo B, RB AR g e AR Rk BT e 7 R DI .

3. %% Stealthwatch & FE 4%l & .
4. ‘B &R E T HHIKITIF . fdi 464 (Continue).
5. 7 “VE M8 1) % %% " (Register Your Appliance) & 3 |, & IP il Jf 5 o R 7%

(Save).
o IXFEHTE Stealthwatch & HE ¥ il & |- % 2% “4E o 4 3 ”(Central Management).

« SMCIP Mtk 2 % B s A I, HF HJCiE k.

6. WA/ ETNRE, Bt B EH R (Go to Dashboard).
7. ¥ & R E (Global Settings) & #r . ik %4 #H & # (Central Management).

a 2@+

Central Management

Global Settings

SMC Configuration

Packet Analyzer Configuration »
UDP Director Configuration

External Lookup Configuration

User Management

Threat Response Configuration

Select Language >
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1. fid & Stealthwatch

8. ATH M. #iik SMC % % K& Bon NEAT (Up)-

'éll's'élo" Stealthwatch Central Management Appliance Manager Update Manager App Manager Smart Licensing

Inventory

1 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

o
MICVE-KVM-

A FEFGAER REIF A EAE R EERTRN T DR &Z i, SR E
SMC fll & & W & B NIBITIRE .

9. WREARGTH T MR, HHE 1.EF, HEHPE 5. HARERE .

MAREAHAM RS ERE, HHRE 2. ERRERE.

4. R V2% TN 0 B v L
6 1 T FLA 06 0 50 PR o T A T B A BT B 4 T S
N B L 0 B AT R 1

1. P EEIET R L, BN T SMC 1y IP Hullk .
145 1 & SMC J2& rf 0o B 3%

2. piifRFE (Save).

3. BB H LRI S % P i {5 AL £ SMC % % F ik B . i &2 (Yes) LLE AT
EH I k&5 SMCIEAE -

4. N F SMC I % 3 1B .

i% £ 145 1) Stealthwatch 1 .

o

o WEWCES AR E DS,

Netflow Ek A {E : 2055
sFlow Bk A 18 : 6343

c MEBARS EFRENES.
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1. fid & Stealthwatch

% Flow Collector for sFlow VE

Central Management Settings

ent Metwork Interface IP Address.

e and Domains

Stealthwatch Domain:

Flow Collection Port: 6343

Step 6:
‘Central Management

6. BB ZEE£Hh % H (Go to Central Management). it % & 5. B\ B &R .
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1. fid & Stealthwatch

5. N B & IR A
A 0 LR R LR AR, A 0 A AR

1. Y E T H AT IR T B HiE A, S ] DLk bl
AT e

o %3t T Stealthwatch & H % i & .
o HE4 FKXE (Global Settings) 15 .
o P& (Central Management).

2. MEWEE SR LS.

a 2@+

Central Management

Global Settings

SMC Configuration

Packet Analyzer Configuration o
UDP Director Configuration

External Lookup Configuration

User Management

Threat Response Configuration

Select Language »
Vi — RE
o HINE & O BIRIETE B P
N N — N— S
o BN ERAE BN ANIEIT.
"':llls‘élc"' Stealthwatch Central Managemen‘[ Appliance Manager Update Manager App Manager Smart Licensing
Inventory
3 Appliances found
Q Filter Appliance Inventory Table
When an appliance is
added to Central APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Management, the status i
updates from Initializing ‘. Initializing 25 Flow Collector 25 @
to Up. FCNFVE-KVM-+
Config Changes Pending ;24 SMC 24 8]
When you add ELBIEL,
appliances to Central
Management, the SMC up UDPD-example UDP Director 94 8]
shows configuration UDVE-KVM-
changes in progress.
N v =5 > iy o L N, a2l Yo N
A TET Y P T U 4 e 0T AW 2 0, VR
Ve N — At N
SMC # % & ¥ % Won AT IRE .

3. EREARLTH T Mk, HHE 1.8Xx, BRI R 5. HARERE .

IREA AR LERE, HHEE 2. 2R ERE.
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2. e B I B

2. E R &I A

1% JE BLT U B 58 RE A B % A BC EL

| © iin VM BRI R, BT I 4 T AL ) 30 4 Bl A B R B

1. oy B E R A B

. W% ] ik
&’ & i 8 [[R=R
T 518 A Stealthwatch &5 2 3k i &
Data Store, Il ¢ 75 H Ath Fic & -
TN 5443 i Stealthwatch & 28 5k 3 22 Data ‘
SMC Store, i& % [ Stealthwatch Data Store fili ~ N& H
4 35 2 A C & 45 7 8L Stealthwatch Data
Store lEMRI B ML B8, T A<
52 i Stealthwatch 35 & [ VE 41 1S B .
548 A {d FH Stealthwatch #5 2 5k 34 &
Data Store, NIl ¢ 75 HAth it & -
\ an B 4 3 & 7 A Data Store 1] ‘
Ak 4 Stealthwatch, i 2 [ Stealthwatch Data A&
Store fifl £ 35 & A1 i B 45 4 3 Stealthwatch
Data Store JE fl iR 3 Z AL B 55, T
% 52 B Stealthwatch 3 5 [ V£ 4115 B, .
H 5% E MY 4k 4L Data Store $U4E & . it
# Vertica & 2 4% i & LA & it & Data Store
R E M ENEERE, BS R
Data Node Stealthwatch Data Store i {4 3 & Fll Fii, & 45
i 8% Stealthwatch Data Store ji 8l i i &
I B 45 7
1 A H
P
UDP & [ 28 (1
F T fig
4 1)
1H W
i 52 1D A1 8%, o
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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#dsinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall

2. e B I B

2. EMEFEHANRENREFEHENGE, HHEZRE 3. %% Stealthwatch £ [H & F
% .
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2. e B I B

UDP & [r] #8
2 I DL R 156 B 58 i UDP 5 [m) 2% A B & .

| © =t E UDP S SR A B E AT R T 7R R A A E R AT

o BERHW :an Far R B m T A, W EADRE —FE RN ES R REER
R )

e WA AW REE LA UDP F1ad8, W] DL B ] AR X o o S s ]
M, EREBEL— AN EHN(ES R BE®T HAE) .

Pic B 3% < F
SSL il T- M UDP & i %% 4] Stealthwatch & H8 33 #] &3 (SMC) % 3% 18 K.,
1. &3 SMC.
2. g /i E (Global Settings) 45 . % % UDP 5 m 2% B & (UDP Director

Configuration).

aQ L@i

Central Management

Global Settings

SMC Configuration

Packet Analyzer Configuration o
| o oo ]
External Lookup Configuration

User Management

Threat Respense Configuration

Select Language >

3. H % % MERME (Actions) 3% 5t . ik ¢ id B %% & ML (Configure Forwarding
Rules).

4. FHEMFH AN (Add New Rule).
5. T B < f N TRz B 0 £ TR

6. YR IP Hihb ¥ O 82 A\ 7] UDP T R 4 & 1% B0 105 o ) 1P btk , 85 6 A\ o 115
(3o Rk H )

o #& 3 : 18 B & ¥ [IP address]:[Port Number].

o JEHR :fE T DU G 2848 A % |1 (CIDR) e n ik kM N — & 41 1P ik,
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2. e B I B

A ER AT DU AN, FE 1% 0 1 4% 52 Sk E AT TR 1P Hb ki i 308 .

SH A AT LR YR 1P ik s 17 2E S VA I BET AT o, AT R R T P I X 2
He

A

10.11.16.38:5322
192.168.0.0/16:9000
All:2055

7. BA® P Hbhk % A UDP 5 [ 8% 352 U B0 diE 19 0 45 14 1P S ok
8. Hir¥ 05 i N e i ik 4% 1 i 11 5

9. B #{RFF (Save).

10. W]k 2 2[R 20 0, 1 5 “[E 28 7(Sync).

. RGE T EEL LSRR, DRI AR .
12 B EmATAEX, HHEE RERTHE.

| © = rv Ut UDP S s A & BT, TR I & BRI

NSRS T EECE AT YRR, R E] 2. SER AT E

Fic & = ml A
B AT 2 A UDP 5 0 8% , 5 (0 P 82 45 55 7 17 K P 2 e T

| © =i rv e UDP S SR A A E TR, TR I & BRI .

UDP Tt ds & vl FHIE o VP P BCE JU AR UDP Rl S B . I T R 2 8 20 R T
mo B IR AH AT R
F T R B R
FE 2T RUE XS FR AR O 5 R, TR R R D B Y R RO R R N R A R,
Bl 7 s B A 2 O T A
TR

o BERHN <y vl H % R G i) UDP 2 1) 25 1 B & /b — N R R .

o DRAFHUNEC B SO < an 2R C i AL AC & UDP ) 4%, 15 5t (DR A7 B0 U 5 B S
) UDP 2 [ 25 B o SR 5, 85 SO AN 25 > UDP a1 4, DB O & A R0 34
VL AC

o JBUFF:HCE £ UDP 1) &%, AR J5 0f i B 5 1m) 4% R A B S AR .
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2. e B I B

o FHIERCH W L P> UDP T (5] 2% #4237 (0, 18 8 OR ik & — A 0 0% A 45 B b
27 o AR S % B = ) 2% ©BC E O Stealthwatch R 40 © ¥ 4, W) 25 5% 31 4l B)
UDP % [ &5 I 4% [ It Ak BT ik fic & H HA L AF .

1. fid & £ UDP T n 48 HA
1. B F“UDP 3 In] &5 W& & FL"F LM .
2. ;i & (Configuration) > /& ¥ F #& (High Availability).

3. % v AT A 1 % 7 (High Availability Settings) 1 J& F /& W F #£ ik % (Enable High
Availability Service) & i% #E .

P R P Y

Enable High Availability Service

High Availability Settings

Virtual IP Address 0.235

Subnet Mask 2552552240

Shared Secret

L@ncop HA
Sync Ring #1(Eth2) Unicast IP Address 411
- ]
Sync Ring #1(Eth2) Subnet Mask 9EE 9L (1.0
: : )
Sync Ring #2(Eth3) Unicast [P Address 42 1 j
E
Sync Ring #2(Eth3) Subnet Mask 955 265 (.0

4. (e IP L IE"(Virtual IP Address) 5 B, fii A5 ethO £ 1A+ [A] — 5 W A ) R
T IP I o R 9 A I B ethO £ 11 B A6 P 7 0 4 i 4

| @ st 7 1 4 0 L IP B A

5. 7£“I =% $"(Shared Secret) = B 1, M > UDP F [a) #8 8EN — DN FF i o (X 4%
i n &5 DLATE 22 4 AL i o )
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2. e B I B

8.
9.

. TE“[ 0 B8 1 (Eth2) 5 #% IP Hi 3k "(Sync Ring 1 (Eth2) Unicast IP Address) [#]5 B

BN 1P 3 IE AT 5 P A o (0 Ak 1P M AR AR R A% H AR )

7E“[\) 45 28 2 (Eth3)#4 4% IP # 3i”(Sync Ring 2 (Eth3) Unicast IP Address) i 5 &
By N 1P Hb kb 0 9 4 AL

B> IP i dik (ethO. eth02. eth03) #B 04 Zifir T~ 3 [ O B i 54 1 R

EEHEZWNEE, #545MA (Apply) DA% & i E .
kel N —E 0 ARG B ERER S A UDP 51 2% .

2. fic & 4 B UDP F 7] 48 HA
LG E 4 B UDP S ) 4%, 35 AT BL R D 3R

1.
2.

3.

N o o s

& S B “UDP & 1) 2% % #% & ¥ ”(UDP Director Appliance Admin) %t 1fi .
#. 1 E & (Configuration) > & B A # (High Availability).

EHBCE S MR EN SN TS EMENELEELRES LR ra S B (BEE
B LR ESNITA SRS H) , HU TSR

o [FZB 3 1 (Eth2) S 4F IP ik (5 N 5 E7E EZ 4 Lt 7B P RCE K IP
HiHEAS [F) 0 1P Hhik , (H R X bk 0 2005 % B AR AR R 2P ER 1 B RR”
(Sync Ring 1 Unicast) #t 1 7. F & — > 1} 1

o [FB 3 2 (Eth3) S 4% IP ik (5 N 5 TE FE & LB P RCE I IP
Hu b AR ) 1P Mk, B 2 iz ik e 0 R A EAR LU AP IR 2 B R
(Sync Ring 2 Unicast) Hbtik 7 F [ — A~ 7 W .

BN 7 (Apply) BAOR A7 58 2, IR AE B & bR S AR BE IR 55
#F % (Promote) 15 & 1 % % .

HE¥7 8 3 ik ¥ ¥ 4E (Operations) > E 7 /5 31 ¥ % (Restart Appliance).
REE 2. BRI AEE .
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2. e B I B

1. fc & N ID A1 %%
U R D R T A — AN 2 R, B E S ID R R

1. & U= AR IR A 2% P17 (Flow Sensor Appliance Admin) i [ »
2. ;K& (Configuration) > &£ % B (Advanced Settings).

ARG IT g% % B "(Advanced Settings) T [ .
3 EFEEH T MMM A :

JH Ui B

VAR E AL AR R BRI 2 5 e S

R S ) 91 MU 1T 26 A 3

=

\él’r;ﬁ

FC VR 16 48 52 UL B A% B A 1E 1) WAL B 4% R0 s 2 i B IR A
NLH o Besh, R kBt E, THREAS =ER:

B IPV6 - 7T VF 18 45 € it A% 1K A% /2 5 70 At IPv4 AT IPv6 %4
. AR E R, AR B A N B IPv4 BdE A

St HTTPS # 3k 303 - 90 V8 45 48 2 T B A% R 28 78 3 R 3% %8 i

B 921 B R R A S HTTPS i & 14K Sk o 098 i 4 SSL A 4t

T R bR ZFRA SSL 4L L2 R o Bh ¥ B T B R KA E Ol IPFIX. Bk
134 256 F 45,

T HTTP Sk s - 7o VF 18 48 5 I & A% I8 A 2 A0k BB 4
M 2 S A HTTP i & i k. derp ke B, ATl —
A5 B 3 BOR 45 58 U R AR AR A D U B B0 — B0 i) HTTP %
B(UF T ABRA) MR RKE. bR ERERWBEEEN
IPFIX.

TOVF 45 2 U B AR A S A A R L AT R R N (VXLAN) fii
HIhaE. R AR B H VXLAN @&, AL B as H 208 VXLAN 2%

J& F VXLAN f@ st 36 s A N A K 4L B 0 & (VTEP) 2 [8] () 9t 2 328 47 4G W . 3 i
it Jt AT DL B 8 R HEAT 0 AT, HE T RV ON HB TR X 4% rR AR
EEA, RMEEEMARE.

© 2022 Cisco Systems, Inc. F1/a% 3 [ j& A & . AU A « -30-



2. e B I B

i B U

@ VLA I R U B )R B b VXLAN 5 11 (4789) 1)
VXLAN i & .

& H GENEVE f# oV 45 2 I B AT AR R A 0T A L 45 v O B B 1 R = A
ES) 18 W 2% 5 #1025 (GENEVE) fif £ .

o VF I F5 2 I B AR SR AR 2 A 0 P A A e 2 A8 e v 11 ) BT A
(ERSPAN) fi# &t Dy g, DAE K I 204 & 1) ERSPAN )3k, 2R 5
fift B Z AR Sk T AL N B EE BN A .

BHRERNBEZOSER P AL, DL &b e g RRES L
ERSPAN [%i& .

FS 4210 A 37 £f ERSPAN fif & o

& F| ERSPAN fi# 35

T VR I 48 8 I AR K 2% 2 75 {8 ] X-Forwarded-For (XFF) 4b B 5k
P i HTTP AR B 57 4k 3 15 48 1% 2 31 Web il 55 #8 1% 7 By
Ja Fil X-Forwarded- ¢,y
For 4b3d B8 1P Hhk .

| o ETA 1 X-Forwarded-For 4t 3 A~ g — 2 fit & .

FVFIE 4R B I AL A A H ETA 43Kk 4E 1% IDP 1 SPLT
F B, Ik k% 3] SMC.

@ JE FH ETA 2x 39 0 NetFlow i 7 58 £ F %, Jo H 2 724 H
vO I o AT WAL IPFIXAE 9 it 3 4% 2.

J& F ETA &b 7

| 0 ETA F1 X-Forwarded-For 4t ¥ A g — A2 it & .

| © i Dell 5k PowerEdge i 4L 52 1 2 - 1 F ETA.

JCVF 18 4R € Uil B A% S A% 4000 51 /& 75 AT LA 22 A4S i fic 4k A% 20 B

AR

o A7 2

RSB i g e 3 M B R — A S5 0 B, VP
IDE\io

oV F5 2 T B AR AR 4240 f H 2 x40G iE 2 4 x 10G (SFP) £
WA o 1 i 4% Ho
DAZE 2 AN IR S R R A B, e E T REIE W L AE .
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2. e B I B

i B

ZAF

U

ARG R, T8 7 2 I 5 % I A% A 00 3035 17 2% 2R AR M .

I 32 AN AE 3L A% K 2 4240 LR A .
BN BLE N 2x40G.

RFBEFEUTREZ —:

NPT W i A AN SR A -
o YAFAE HE ST AR B H B A
o N FHANZEIR T B RS R
o fEHB DN
o [RAK AR pps Ab HIE K,

o« FHAZ NN LEIE — NetFlow F1ff .

o PR AL S KA WA i 1 JF BB TAP B 3% i 8 A

A9 W 1 £ P S B 7 -

o VRIS R AU B AR R AR B 1R SO 0 kAT B A A B

e A Z N
o IR K pps Ak FE K

o BAEORER A C K EIE M N e

o RIS E B PR AL RS 0 AR ROME — 1) NetFlow id 3% »

4. HE R A (Apply) 17177 % B .
2. it By S AL B Es LR BB (7T i)
MR ERMEALES RN, EHEE LN R E:

1. 5= AL AR 1% %5 % #17(Flow Sensor Appliance Admin) 5t i .
2. ' E B (Configuration) > & 2 % B (Advanced Settings)-.

3. &5 M A kR (Export Application Identification) & % HE . BRI\ 0 T, i 15

RIEH

4. WMREHZ A WENIC, B AEZFHK (Cache Mode) 7 73 1L 8 L N LBz — :

© 2022 Cisco Systems, Inc. Fl/a{ 3 [ J& A & « BB A -
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2. e B I B

o WHFREROEREANEEEE SEW M T TAP 77 ik R K &
4t

=

o RN WE I O A PR ST SR A7 O G H T 0 5 T AT 00 1 A LA K A T SPAN
TR T R G
3. HOBT A BB

1. %% #4E (Operations) > E #7 5 3 #% % (Restart Appliance).
2. RHF 2. BHREEFELE.
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3.z %% Stealthwatch % [ & )7 i

3. ‘2z 3 Stealthwatch 5 [ & ' i

L B8 28 i Data Store ] Stealthwatch, I A~ < H 21| Stealthwatch 5 [fi %% /™

5 18 DL 356 B3 A Windows 5§ macOS % % Stealthwatch 52 1] %5 )7 Ui o 175 7E = DL R #8278

o 1] DLTE A Hh %2 25 4N [F) Wi A 1) Stealthwatch 5 [ % 7 i

o LB E 5 0] 2 AN KA [ Stealthwatch 52 1H 25 7 i, WU & 4> SMC B 75 ZEAS [A] 1) 1] 44
17 3

o U1 B4 [E] I ] 3 SMC A% B SMC, 8 75 E 251 E44 SMC, SR 5 A4 R & 5% HoAh
SMC.

o 0] PL[A B 3T FF A R A /) Stealthwatch 5 TH %5 7 3

o B B S WA 1) Stealthwatch B, 75 22 22 3% 3 hit 4% 1) Stealthwatch 5 [ % 7 i

o U1 B2 Data Store, i% i i} Stealthwatch Web & i W ¥ fl i B Stealthwatch %
X, Stealthwatch 5 [fi % ) i 55 Data Store 4~ 3 45 o

f§i FH Windows ‘Z¢ & 5.1 & F Ui

o S GUEAT L U5 SR A i 2 % Stealthwatch 5LTH % /7 5 -

0 « Stealthwatch 5% i % F Ui s 2 64 A7 I #E R4, B ANRETE 32 A 1 #1E
Z 48 Linux Fig4T .

1. &3 SMC.
. ¥ F 8 (Download) E 5 .

Qlﬂ@

Bl exe UM LI 4 2 3 i 2

2 18 1) 5 op i) 2B B8 22 3% Stealthwatch 52 T %5 /7 it

7E 50 |, 25 “Stealthwatch 5 1 & 7 3 " & A% [:

i\ SMC H J* &4 fll =5 64 ,

i N SMC IR %5 2% 4 Fr 5k IP Ho bk (1Pv4 B¢ IPV6) .

IR R B R OR T T S P g RS AT W S O IE T
BN A RN

fEn] DUBE e % 7 it BL B B R BE AL U ) N AF (RAM) & LLIE T Stealthwatch 32 1f %
F7ui ST o B A A 2 AN T I SORY B B 4R (B o, xR 10 gkl AT A

N

©® N> o AW
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3.z %% Stealthwatch % [ & )7 i

W), EH I E K NAF .
1. fF Windows T & B A8/, 2+ H % .
2. TJF LR 3 ff 3% : AppData > i& jjf > Stealthwatch.
un 5 A e At T RROECIR A, 16 1T BE 75 B &K “Stealthwatch”.

3. fE Stealthwatch H %, 1 7 & Bf 7 Stealthwatch hig 4 1) 3C 44 2.

A, {F & 24 () 9w %5 N 3T JT application.vmoptions 2 4 DLJT 44 4 5 o (SR AE R
X AT T Stealthwatch 5 [ & 7 i Jo G 2 . )
B/NPRFFE RN (Xms): 2 3507 BiL 19 A7 AT 512 MB. b 507 71 78 ST 1 36 =47 .

P NIESAT R RNAENRERS, WS TEPREERNET, LEER
T RER T A KD

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m
BRAE (Xmx): 5 T 5 KA K/, i % 0] B R TE 5L RAM R/ — 2. ik
By BIAE ST 56 DUAT

MNFU—ADNESATE RSN BENHELS, IES W T ETRE R8T, UEER
M AR B R NAT KA

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

HAE S . i, BN Xmx512m, T A & Xmx0.5m.
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3.z %% Stealthwatch % [ & )7 i

P o R K I Stealthwatch 5 I 2 7 i bl - 28 8 “Hole”, 15 22 w3 0 A 47
Ko
o WAREWCR P N Java I EE IR TE S, 1 = el FEBUR K A A7 2 T

% H macOS % &% 5 1 2 ' Ui

o T ZEA USRI BUR A e % 3% Stealthwatch 5 [ % )7 i

@ -Stealthwatch%ﬁ%i)i' w64 ([ R 1E 240, R B TE 32 {3 [0 3R {F
A 4 8% Linux iz

1. &3 SMC.
2. ¥4 F# (Download) K 5 .

a1 2y

3. Hidi .dmg SO LR IR e 25 R .
M/T%%J:z:ﬂj‘—/\ﬁﬂliﬁ:%, LI N TP

- Dment Bmarivmadedy o F 0L

4. ¥ Stealthwatch 557 % /35 b (2 46 A LA S f Jef
1% P b B8 B in 2] Launchpad .

76 ST |, Lok “Stealthwatch 55 % 7 37 b (22,

N SMC H J7 44 Ffl & Y

i N SMC iR 5% 2% % R8¢ 1P b3k (IPv4 BY IPV6) .

e W b 8% T T SLTE 26 P 0 I3 4F 1 % 5 G iE B

© N o o
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3.z %% Stealthwatch % [ & )7 i

BN AR KD
fom] BLRE oo % P v o AL B Sy BE O BE BILUT I A A7 (RAM) 5 LL3z 4T Stealthwatch S i %
J2 0 ST o G0 SR A B 22 AN T IF I SCRS BOR EHE AR (B, xR IS 10 T Ak e sk AT IR A
W), WL R AE

1. EAELRET, BEFHZX.

2. 4T JF Stealthwatch 3 14 32

3. 7t Stealthwatch H & 1, T 1 €1 & It 75 Stealthwatch hi 4 ) 3T £ %

4. fF 138 24 () 4 48 N FH 4T JT application.vmoptions 2 14 UL T 46 4 48 o (16 SC AR 8 1

K HT JT Stealthwatch 51 %5 7 3 5 B 2 . )
B/NHFERA (Xms): #2305 BE 1 N /- KT 512 MB. 2505 51 78 ST I 58 = AT

MNFU—DNESATE RSN BERHES, ESH TR RE R8T, UEER
N RER B W AE KD

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m
BRPFERA (Xmx): 0f T 5 KW A7 KN, B2 ] BLay BEiE 5 0L RAM R/ —
o MHCT HIAE SO B DUAT -

T DNESAT R R AR B, S0 R REEsET, LEEWR
M RER RN AFE KD

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BB, W, %N Xmx512m, 1fi A~ & Xmx0.5m.

o o WK I Stealthwatch 511 75 F7 i oL T~ &8 5 “HE A", 5 =6l 38 o N 77
KN
o R EW K Java FERTE S, 1 2R 0%k BRI N A A D
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4. 56 UE 3 A5

4. Bk E S

F W8 DL T 50 B B A Stealthwatch & BE 45 1] & 1F 78 32 Ut NetFlow 34 «

L 53 3B 5 Data Store [ Stealthwatch, i 2 [ Stealthwatch Data Store fifi {4
© ;=77 45 o Stealthwatch Data Store f JoL i i 28 1 e 45 57 DL 36 i 1

& o

53T NetFlow H # i 4&

1. 7 Stealthwatch £ [fii %% /' iii; (Stealthwatch Desktop Client) 4> Mk A |, 75 4 88 5 i &
5 4 2% ”(Flow Collector). i IR & (Status) > NetFlow W £ IR 7 (NetFlow
Collection Status)-

2 Enterprise

[ T SMC

= 't ACME Corp

L Host Groups

@ Network Devices
- [ vM Servers

@ By

i = ¢ FlowCollectors

. E~FloviCollector VE-01

aas

(3 Identity Services @ FlowCollector Dashboard
Pk @ External Devices
- ¥y Test Domain Status 4 | w  FlowCollector Dashboard
Configuration ' i Alarm Table
Expand All Ctrl+Shift+E | 4 Flow Collection Trend
Collapse A Ctrl+Shift+C | @ criow Collection Status
Refresh Tree 1 Netflow Collection Status [y |
]

Mitigation Actions

2. 1£“NetFlow it £ IR 75 ”(NetFlow Collection Status) 1 [ A7, 2 & SC RS 17 3 1) 24 B
NetFlow i & (Current NetFlow Traffic) 7 Bt . WL 4t it 15 B &~ 7 1E 75 M 1)
NetFlow i & .

o WRERGE, HRET D,

s MPARERAE, HRALENFHH/BMOBLE. AXREZHELE, HZ WL
SMC % /' um Ik HL# B 28 e, 2K — 2.
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4. 56 UE 3 A5

Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Frimary: | 28 250.47k ) 264.87k | 203.12k) | ¢
De
Status ¥ Exporter +f[Longest Duration Export (seconds) % [YExporter Type “? | Average Flow Rate (fps) ™! | Average NetFlow Traffic (bps) % | Interface Count %
L' core0l 71 Exporter 159 58.86k 7
(—.0.1)
4 .04 67 Exporter 92 128.94k 3
v W—200.2 60 | Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(e #.200.1)
¥ 0241 60,  Exporter 2 2.67k 9
M—Mﬁwm g it

3. MAEBRKFFENHE S H (Longest Duration Export) 71 .

B IMF < ER B N 0 5 T AR, AT B PR o A b O A S B b ik R R SR B TR R
K K5 1 (Longest Duration Export).

4. AT &N EEKT 1007

o WA, WEAT T I A8 R .
o MAMNE, HEREREATFHIFNSALR, X RESFBUERA L. K
HERN S H A RRKE. AREZHELE, S 1L SMC 2 7 i AL 3 -

5. O T A PR 4 C 58 ik Stealthwatch & St fic & -

6. JEEEMSI:EF S5, I AE VAl 3 45 R AT AR SRR RE K 7 b v A SR
Bl

A TORAE 90 K VF Ak I B 2 B R A 1 = it SR o 2 DP A BRSSOk
bR SR o B R SIS, I TE M R 7 i SE A

7. EE LRSS M I BV in 21 Stealthwatch, i 2 ] DL K % I

o SEX SMC it ¥ % 5% &
« JBH BB RETR
- B E SAML SSO

i% 2 [ Cisco.com VL5 & - A11 Stealthwatch 5 7 3 it B H At 2h 68, 441 an B R}
Ja N R B 43 IR %5 (ISE). TACACS+ 25,

B JT 45 A Stealthwatch, i 2 LA 45 B 1 LA F & 45 :
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4. 56 UE 3 A5

« AT1:&F Stealthwatch A [TH#87)y, T A3 K& BRI BT L W AT 0 RLXH By
FEMEZHELE.

s FHEE AXEHRSMNELNRERENFMELE, S HABE DB A
HE A

o BREHRRR 5 2 B A 5 R R R R
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5.9 A

5.%F AJ

15 FH B R B8 4k R 4 1] Sk 1 1) 48 1) Stealthwatch % & FITh g . B X FEME L 55 M
cisco.com I ) & e 4 Al .

o FEHRELLE 4 fd FH & B84 1] F Stealthwatch, i 2 7 Stealthwatch % fig # {1 7 1] #5
T o T BT R BB A RE AT B .
o BE R I T B IR &% 1 VF T Ak I, 35 BE & BLEL Stealthwatch 32 FF o

o ERIEAEMK P X E E R EGEK /7, i 7E htips://software.cisco.com 7E i 5 & Bt
AEHER R,

A 5t

TE VAl % 28 R i B Stealthwatch i, 7T 7E 90 K A ¥ H i & T g - {8 A Stealthwatch #l
T K VU 9 BR A B 8 B VF 0T E A Th B8 s 0 B 8wk P, 3 T A B PR L S L SR B
BREWAF AT,

A TORAE 90 K VF Ak 312U 2 B R A1 = it SR o 2 DP A BUBIRS AR GoRe
b ER - B R S A SR, I TE A 0 SE

Smart Software Licensing Status

Registration Status: A Unregistered

License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed

Product Instance Name: c9b048’

Transport Settings: Direct View/Edit

o BH R M P {E Stealthwatch & # ¥ & w1 25 F 8 B VP nDIR A FE H VE4I(E &,
THLLVE BB B B K.

o PRRKRECEBE VAT BT R RE, 3 DVE B A A T B 17 & 5 Stealthwatch
B G . # P4 EH (Central Management) > & ¢ 1] (Smart Licensing)-
& WA E S BUR & (License Authorization Status).

o PESHSEB S 4 FRE 1A K Stealthwatch 77 i S (4L 45 45 1) Stealthwatch
B H] G AT WA ) M AR IR

© 2022 Cisco Systems, Inc. /8, J: [ff J& 2 & . BT A - -41-


https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/index.html
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SE S SMC [ 5 72 ¢ &

7€ X SMC g [ 56 72 5k R

{5 FH W % V) #e Bic B AE 5 > Stealthwatch 2 B2 ] & (SMC) 2 [8]) & 37 i s ) e %, PLAE 3
AN EHl S RES A& B E.

T RIS B NS AT, i B E B R I % IR Stealthwatch i & 1) 3 it B 45 5 A 1) i B 1
E .

A FIER, MR SMC A2k, SMC A2 1 B D) 6 . 1 R 5 B Stealthwatch i
b D) e BC L 4R P SR s R BE 20 SMC A B

Fic & i s )
T 45 SMC AL B % W B He kT, 145 I8 Stealthwatch i s b e i B4 7 1 U8 1 4 1
2R T 2 R O B B 0 9 0 VA £ B, L
o VR W G 2 VR AT, DA S TR LB A, R A I 0 0 845 (R 77 50
5 10 8 45 f5 AE A7 B 1K
o BT L 0 T I U BT A
o FEE : 605 76 10 B J: SMC 2 i o W B5 1 L4 ) SMIC.

o BEEA LD R I SMC B2k, {5 £ I8 48 7 b SR B B 2 SMC £ £ . i AR
WoeH, EMASHB A
o WREHERR 15 2 W Stealthwatch W[ ) # il B8 5 T R R T &,

I A 5T R E G AT, 1 4% R Stealthwatch S D e B R RO BB R 4R

MO B)
R E SRS, E% 0 E 3 SMC M4 SMC. (R AR BN, & KkK4AELL N IEM:
o X SMC: 3= SMC & ¥ H A EC & . F 7 152 B R0 3 W HE 3% 21 4 B SMC. i H 3= SMC
BB EO AT E . E OB SR N SRS S
o H§Bh SMC:%fi B SMC &M B Hfic & , LA AT L5 = SMC fic & f1 % & F 5 . b 4h,
TR A P, B SMC 28y K3t & M, 1X B WG 8% o vk U5 19 4l B SMC /Y %
ANEB 43, WISV M B SMC R & SO
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Je4 PR 3

Ja HH B 2 e YR

JEE Wy 4 e R B AL R E A R R B ﬁ%ﬁﬁﬁﬁ%ﬂ%mﬁj}mi&ﬁ JEE 17 A IR 2 4 TR R,
W@@%a’ﬁnﬁﬁ?l U I 1P b | i S B AL AT URL . B 17 R 8
T UL ENLA A A A 55 A Bogon PL & Tor.

VF Al ik

K B R e R VF AT UE VS I BB RL R R IK o A K BT, 1 2 4 Stealthwatch 2 B VT

RN

Je H

ET$ 13 2 (Central Management) H i3 FH IR, 15 4% BUBCAL S Bl ob (0 U8 B B8 4E . 1B 7
A UL B ) — B 4, K TC B DNS IRk 25 #5 A B K G

% 5% I Stealthwatch & B 1 il &

#1542 1 B (Global Settings) & #r .

% $% 4 H & # (Central Management).

o L B P (User) 45 . 1% % Stealthwatch BE#L 7 By (Stealthwatch Online
Help).

5. %44 H B (Appliance Configuration) > & it % BEJ& (Threat Intelligence Feed).

& B R A% 4 S pE

Je PR R LR , W S UL o PR S LR O 5
Stealthwatch 5[ % /" S 4 Al B o , s 2 76 3 % (41 10 HLAL A S0 7 56 T 2 £
K., %2 1 Stealthwatch 5L % /* St i /* #i i SR HL 26 .

> wh =

ECHLES Bh < U5 W BEML T B, A B 5 i Stealthwatch SZ3 = 5 B8 0
(Stealthwatch Labs Intelligence Center) 7 37, %X J5 ik % Bt B (Configuration) > SLIC
B JE B B (SLIC Threat Feed Configuration). & 7 #5 B) (Help).
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JE R R R

(

% Enterprise

= T SMC

O StealthWatch Labs Intelligence Cente
= ta Lancope

= ¥ Host Groups

[ % Inside Hosts

i gt cide Lln ot

= Q, £, Command & Control Servers\

bbb
Y
ER=
38t
[i+] =
=
o
=

i)
=]
ol
=
=
ol
=]
c
=5
ol

. Bho-jba

+ Blackenergy
+ Colddeath

+ Darkshell

+ Ddoser

+ Dirtjumper
+ Emo

+ Graybird

+ Grum Id

+ Grum Tasks
+ Gumblar

+ Haxdoor

+ Hitpop

+ Hitpop Checkin
+ Http Post

+ Icepack

2 Tllusion

» Ircbot

+ Mpack

+ Nethelper

2 Nitol

+ Optima

+ Pandora

+ Pincher

o

bbb

bbb

bbb

o

ol

o
=y
w

+ Torpig

+ Tsunami

+ Wsnpoem Config
+ Wenpoem Drop
Yzf

bbb

[}
m
=
m

R AR o A o A A AR A A

L. Zonebac J
T ices

H- [ VM Servers

H- L& Maps

F- [ FlowCollectors

- [ Identity Services
- [Lg External Devices
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fic & SAML SSO

fic & SAML SSO

I LLT U B B 24 WS B IC iR S R s 8 ok (SAML SS0). SSO & e v ] — 4
SEUE VT A 2 A R A B 4 B8 R FE

Hé ZZEH ﬂ)Z j:j‘ 'fEl T

THYER, ULNECE T RE SCRE R T BE A S FR .

X AR

H T+ SAML/SSO [ Microsoft Active

Directory I £ 5 {3 J0 iE i % (ADFS) ~ Sreaitwatch i e /i

Microsoft ADFS ¥} 37 fi#t 1 77 & Microsoft ADFS = ik %%

£ B Windows £ 1 5 1iF (IWA)

HoAth AR 3
4 8 IR 5%
1A E
& F 2 LU {E Bk ACE SSO:
B3R Details
3 SR 472 5 URL URL 2 5 F 56 42 PR € 45k 42 B 1Pv4 bk

& IDP URL LA HTTPS F 3%, i% F#; CA

B0 3 LR 7 E U
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fic & SAML SSO

2. Bk 15 AR B G AT AF i X
B 5y iR 55 #2175 (IDP) URL BL HTTPS JF 3k, & K AR CAEF 75 i % SMC 15 1T 17 ik
X .

o R IDP URL AN BA HTTPS FF3k, M a] ARk L b DB H R~ —H 2, 3. E
AR %5 2 BL 7T -

FZ B LLR Ul B AR CAE T % I 2l SMC B AE A7 X .

. fEAE T4 FI (Central Management) ¥ #% 45 FL 88 TU fj _E, 24 d5 SMC [ #:E (Actions)
L

2. k4B & E (Edit Appliance Configuration).

7 ¥ % & 52 (Appliance Manager) > % # (General) i 5 < b, #& 5“3 (T 17 ik
(Trust Store) &8 4 .

¥ 734 (Add New).

£ RIF 4R (Friendly Name) 7 B, i NAE P 4 Fx .

# 5 % #3048 (Choose File). % 35 37 45 .

L B INAE 35 (Add Certificate) . i A 81 IE 15 /8 78 “IE AT Z i X " F & .
i N ¥ & (Apply Settings). 1% 18 57 55 L 0 3R 1247 4

BAT KRS BT b, Hi R SMC 52 il & ik, WA REWE NEFR.

—

w

© 00 NG A

| A B T O T RS I, 3 ) R S S .

10. Qi R4 5B SMC, ¥ B & UL 77 R AR CA GIE 45 5 I 2 4/ B SMC 15 4F 47 ik [X.
11, R KA CAUEBHEINE] SMC EAEAFMEIX, 2T 7.

3. fic & Mk 55 2 1k B

PAMR £ 1 % 5% 3 SMC #2141 & .

BN\ SystemConfig. #% | Enter .

1% ¥ 2 (Advanced)

% SSO.

ffi I\ ssoEnable/Disable & 7~ 5 ©. 25 F (Disabled)-

a bk wbd =
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fit ¥ SAML SSO

1 gopgoogoaaaaoa o oo oo oo g Lo (o (s (o {3 (= (o (o o {0 (3 (o (3 o L o m o O L L

"

MMM MMM MK

L= e (e (e = (o (v (e (e (n (o (e (= (oo (o (= (e (o (o (o (e (= (o (n (= (2 (e o (o (= (o0 (o (o (e (= (e (o (e (n (oo (s (e (o (= (e (= (oo (e (s (e (v (= (e (= (o (v (= (= (e ]

x
x
=
=
=
x
x
x
=
=
x
x
x
=
-4
b4

=g (s (o (o (o (s (o o (o o o L (o o O (o o [ [ o s O s (s (= (= s/ (= {u (s (s {m (s (= (= (= = [o (s (o [ (s (w0 o L o O o o
x <|Cor =
|

6. & #% IdentityProvider (IDP). s i 4k 4 (Continue).
7. HIONTR B 0 SR AR T I L B SR I URL.

R N e e PR E 4 B IPv4 S .

8. & +* DownloadIDP. % i bt % 12 7w J3 FH &
9. i%&+* SaveChanges. i i 4k 42 (Continue).

% B8 B 532 8 F 3 IDP IE & S

10. %+ SSO.
11. # 7% ServiceProvider(SP). & #il URL. %44 1 & KL & & 4 32 L f /7.

12. B ERE (Status). i\ E & NEt 4 (Ready).

1 gopgogaoaao g goa oo oo go L (o o (o o {3 (o (3 (o (w0 (o (o o (3 0 L 0 L L 0 L o

"

Pp—— Readyl

Mowow oMW N KN

L (o (o (= o (o (s (o (s (o oo o (& (s (o m o (o (o oo o (o o (o o o (o (o o (o o o o (o (o (o m o (o (o o o (o (o (o o (o

RO W MMM NN N NN NKNMK NN

o (o (o o o (o s {3 0o (0 [ (o (o {o 0o (30 (= (3 (o (oo (o (= o (o Lo o o 3 { {o (o { m ( o m  m m m m {m m (m  ( m
b4 < [Wom =

4. J5 H SSO (Enable SSO)

1. % # ssoEnable/Disable.
2. Bt H 8 )5 B SSO.
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fic & SAML SSO

i% #% CredentialDescription. 1 i 4k 42 (Continue).

i N P B SR 1) SSO AR 55 FEAIE Y .

R i E (OK).

1% £ DownloadIDP. %% /| DownloadIDP, B 3| & AR /25 1) SSO B & .

R

o Mili4k%E (Continue).
o %[ B % $2E 2~ 25 H DownloadIDP.

7. % ¥ SaveChanges. 1 i 4k 42 (Continue).
8 B ARAHHE .

£ 0 B 10 ik B, BN IR 55 R LR URL.
R 55 5 A R oo S SC A spxml

i L sp.xml fic & br iR 3R BERE Fr .

B DR A% 7 WY ST A0 95 P S A S ik

o nh =

o B s B R Ik A7 % X & Active Directory, i #5475 B 257 % B iy LDAP J&
PESTY ] 1D e A ik

« Microsoft Active Directory B & i % (ADFS): i1 i IDP 287! )y ADFS, i fifi A
RN LT B SR

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue
(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<SMC FQDN>/fedlet");

DL U BN N SSO H . F Pl B i SRR i E AT B SR E .
% 5t SMC( Stealthwatch Web . i £ 7) -

¥ & R % E (Global Settings) K #7 .

WP P& (User Management).

% #8282 (Create) > F§ I (User).

b=
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fic & SAML SSO

BXi8, % i B P (User) El#x . % 4% Stealthwatch BEBL#E BY (Stealthwatch
Online Help). A X IMA P EIHEAIE R, S W TCEH 7.

5. METFEUAIEEH . %W Rk R EH
o SO IAER S % SSO.
o A fi N IDP K IR IS ML ¥ 58— 3 2p o B £R 1D 5 5 SR T T SSO
() 1D A [ . B, %FF name@cisco.com, i# 7E It 7 B h % A “name”.
6. i fRFF (Save).
7. Wi\ SSO H /7 B s fE“H J' & #"(User Management) H' .

7. 48K SAML % 5%

% 5 SMC( Stealthwatch Web M H 2 7) -

FEBFTIH b, d PR A%,

% % SAML.

B SRR 4% 4

B N8 S R UE . SMC 22 T I 22 4= ] 2 45 1| [fil 1 "(Security Insight Dashboard).

ok wbd =
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fic & SAML SSO

i B F BR
5%
I 5

Jo i T # IDP XML

Jo %R A7 IDP I E

H At 7]

B

I 2k P ) &R Sl B b 2k Y R SSO”
(SSO Only).

iy O IDP Ak 5 O g I 1% 3 SMC EAEA7 it X .

& A IDP B E , o Ok & A\ 1 BodiE R 8 ik, JF B
AN EAE BN o B, EEFE IDP H A H

=k

0 o

N ECE T N A 1) SAML R R 4% o B
SSO ¥ 3% LA IDP fl SP 2 [A] f) 48 #t o
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Stealthwatch A |7

Stealthwatch A\ |

S i % B B )5, Stealthwatch 1AL 75 B 52 01 A7 O 88 BE IR B3 L I AT o Wi L <5 11
Wi

£ 2% Stealthwatch [ i& , % 5 F Stealthwatch B AL B (1145 &

it G B P (User) BT H
1% $% Stealthwatch Bk #1# Bh (Stealthwatch Online Help).
7E U 035, 1% $% Stealthwatch # Bh (Stealthwatch Help) 52 #. .

i ik $ Stealthwatch 4144 (Stealthwatch Components) > Stealthwatch’s 2 # ]
£ (SMC) #%iR (Stealthwatch Management Console [SMC] Overview) > 3 F
Stealthwatch Web & f (About Stealthwatch Web App)-

b=

P TR 2% 22 A Ik R b, 8RR E AT J LI A8 A 55 - F T U5 In) B DU TH I S o AE R
THT B A R B . S B, i AT 7 Ui % G B B (User) [ 4% > Stealthwatch
EX L35 Bh (Stealthwatch Online Help).

e MCE EHL41 (B E (Configure) > EHL4 E 2 (Host Group Management))

o B A4 HE g (i B (Configure) > S #% & 2 (Policy Management))

o HJEW B R (4 (Analyze) > i B & (Flow Search))

o F 3 ff H Stealthwatch ¥ H )7 R (&R ¥ & (Global Settings) K15 > F 7 & #
(User Management))

AR E SR . EVERE R, 1§ & F “Stealthwatch AL B 1945 /2

- sl A P (User) B R

. % #% Stealthwatch Bt 175 Bl (Stealthwatch Online Help).

. {E UM TR, % #¢ Stealthwatch 35 Bh (Stealthwatch Help) 52 5. .
. & EEAT N (Investigating Behavior).

A WO DN =

A RKIEAS B, 1 &5 F “Stealthwatch BEHL 7 B 15 & .

1. spi B E P (User) B b5
2. %P Stealthwatch B A1 %5 Bl (Stealthwatch Online Help).
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Stealthwatch A ]

3. {E VL TR ER, %k $* Stealthwatch #5 B (Stealthwatch Help) 2 #. .
4. %&£ R (Responding to Threats).
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EhiEgH

} Pt
L g M
1§ i} “#E rh %% 3 ”(Central Management) M = SMC & # % % . AT/ B AL $R 4 7 “f v 4

I ”(Central Management) [ HE R , <B4 B VELN1E B, 1 S 4 Stealthwatch BE L
.

o RTHEFEH YKt 4E b 4 H”(Central Management) # 47 & BN, 48]
DEFEHLRESIHEHU TR MBS E . B EHEs), XIS,
- Stealthwatch BEHL 75 Bl : B 47 7F Stealthwatch B HL75 B, i 2 o (& FI P (User)
Fr . ¥ £ Stealthwatch BX#H1 %5 Bl (Stealthwatch Online Help)
£ & TR
WS A
1 53 i “4E vf 4 PR 7 (Central Management) 3 & 3% %, 48 75 B 7F “4 b 4 7 (Central
Management) Fl1 15 & & B 5 10 (% & & 1) A U7 R e & I Zh g, a0k s

BEHER “REEERE
Y 45 e 2% i B BERGGIUER
A VF AR RS (B 5
% e B S A B P A
mAEHZHE B2 W B
W =Rl P 2% £ AL IP A 4k
K e E KD EIN
5B A J% B DNS £ 17
W R E T B

Ty 5 A8 ) I AT B % 3 47 i B L S B Data Store S 25 1%, )5 £ B LTI (K
%8 B 2 Bk B T BE . i ] “4E b 4 B (Central Management) Sk it B Vi & UL
£E 28 A1 Al AH DG AT 55
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b

T JF “4E v 4 #L”(Central Management)
1. B 3F SMC.

2. pih&RBREE.

3. k¥4 (Central Management).

a2(® s

Central Management

Global Settings

SMC Configuration

Packet Analyzer Configuration
UDP Director Configuration
External Lookup Configuration
User Management

Threat Response Configuration

Select Language >

79T 4
Y38 T LA it “4E b 4 B ”(Central Management) B, BT 2 & 5% 50 4% R 3T P “¥% %% 45 1
(Appliance Admin) 5[ .

1M o “4E H 4 i ”(Central Management) 47 T “i% 2% & i ”(Appliance Admin)

1. fE4£E Hh 45 #1 (Central Management) ¥ £ & PR 28 U0 L, 85 15 45 ) B /E (Actions)
L

2. B FBEFERELGIHEE (View Appliance Statistics).

3. B W/ EH M.
BT AT iR & B

1. fEN S A b=, BN & IP bk, W R B

https://<IPAddress>

e SMC: 7t IP i hit: j5 %5 Jin /smc/index.html.
o 0 : https://1.1.1.1/smc/index.html

2. % 1 Enter .
Ui AL B

1. 7E 4 # (Central Management) % % & 2 85 DU b, %+ % % 1 #&/E (Actions)
HH .
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b

2. %P4 E iR &N E (Edit Appliance Configuration).

Inventory

4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS

Up fr-732-10-0- UDP Director 4 S}

UDVE-KVM-c Edit Appliance
Configuration

Up fs-732-10-0- Flow Sensor p (8]
FSVE-KV View Appliance Statistics

Up nflow-732-10-0- Flow Collector ¢ Support %
FONFVE-KVM-
P Reboot Appliance

Up smc-732-10-0-3 SMC € Shut Down Appliance @

SMCVE-KVM-|

Remove This Appliance

3. # ;W2 B (Configuration) =% .. M %1 & fh ik £ — T .

o
AL AR AN LR TR LA A A E 2R

"cluls'c't' Stealthwatch Central Management Appliance Manager Update Manager App Manager

Inventory | Appliance Configuration

Appllance Configuration - SMC [
Cisco-exam, ple / Last Updated: 08/19/2018 11:50 AM by admin
configuration
conf;gﬁ;atlon Appliance Network Services General u menu

Appliance Network Services General
Advanced Intrusion Detection Environment

Additional SSL/TLS Client Identities Audit Log Destination (Sysiog over TLS)  External Services
Adva Detection Environment  DNS Cache FIPS Mode
[ Enable AIDE Host Naming DNS Server Opening Message
Network Interfaces Internet Proxy Password Policy
SsH Local Resolution Protected Sessions Time-Out
SSLITLS Appliance Identity NTP Server Trust Store
SNMP Agent

Network Interfaces @ Modification Requires Reboot

4, WRIBFEMNGANEE L FATEL . BT UESDE BRI FwE 2 A E
Al

| O v, e @EP User) EiE.
5. i N E (Apply Settings). 1% 8 5 % #2787 77 i B 24

HEFUFEEFRNARG. MREEE SR, WA RE S, B E B A,
I FJE A

WESHNEHEDN. T@EE%E&%?%&J@%@ I, 18 Z7) sk 3 H S Bh %
A x5 BRSNS T, i A 4 8 #17(Central Management) > # 4
P 2% ”(Appliance Manager) 7& $ .
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EhiEgH

6. BAT AR A E HA I L, AR S E R E E ok, W IRES K ENEBAT

BEK&SSIHE R
BEEEEBINMRSRENEZELR, K Jr%%ﬁfﬂjijﬂ:o
BEEERGGE R RS HEAL A 75 50 F1 Docker R 45, 18 & 3% “¥ 7% & 21" (Appliance
Admin) F [ :

1. fE 4 14 # (Central Management) ¥ # & #E 48 T b, 515 1% %% I 4E (Actions)

FH
2. EHEEFREY S S (View Appliance Statistics).
3. xR EA/AEH M.

M “4E H & " (Central Management) ] B ¥ &
P HEDLT 1 WA rp g R B A £ .

1. fE42 5 3 (Central Management) 1 & & 2 2% U TH I, %5 % % (¥ /E (Actions)
FHL
2. P MR M % (Remove This Appliance).

Fic BB & JC P - 0 S el T B OGP T R B R A, T R B e R R R R
ERHRER, LT S 2 Ui

W HE B o AR T S B R A HR I, (H IR A% R B 4 EEE(Central
Management) # il B , 15 %% 2 W HERR P O L EJEE KR F LEH ‘RS &
(System Configuration) 45 ] B -

b B L R VR S N B A b R R A R R E A

RS BA B 2GR, R B &2 B & B2/, B 5 ik
A\ R A (R AE AR AT ) 4577 5 SMC S AT AR5 X o A S8 (B W 1, 3%
2 ] 5% 5 % 4% h) SSLITLS iiF H 35 5

a1 [l R S e
{3 4% B B T K W A% N B “4E b 4 B 7(Central Management). i 55 4 25 & LN

7
e HESGER R &4 BA B E AED, 15 08 75 5 % 4% I8 N 3“4 vp 45 37 2 61,
W 5 43 UE PRI 5 8 (MR AE 5 A A R E ) R A B H B 5 1S A AF 6 X LA K& SMC
AR X« B RBRAEUI , E 2 W 5288 4 1 SSLTLS i 1i 5 5
o SMC B HAEIUF : 1475 Z ] SMC i/ ID Fl%5 5 4 GE K 15 % 7 in 31 “& o 5 74

(Central Management)

o RFD: i RAE W # LB E W BOARE , B R B& IP AL L 4 A n 2
S rh i B 2 AR AT e B (RDfi 7E RFD I fR B N 2% i ) o

© 2022 Cisco Systems, Inc. F1/a% 3 [ j& A & . AU A « -56-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

EhiEgH

URGEHER G M SRR GER G, LB AERE R E IP L. EHL 2 FE.
H XUt B, il 2 4 Stealthwatch F £F 588 5 $U i 22 25 45 7

o FrABEWIRIX R H L, BRI E R IFEE IP Huhk . EHLL A, RS
TN i 2 “4E v 45 B (Central Management). 15 5% 156 1 , i 2 i Stealthwatch i £ o§,

42 UL R 2 %% 1 P

© 2022 Cisco Systems, Inc. F1/a% H fft J& A & « BRI A o

-57-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html

EhiEgH

R B B E SCIEHS, 15 0 OR 78R B 2 T8I0 2158 v i B2 R/, R B 4 ik
A RE 5 (CARAE 0 o 1) E ) 4772 5] SMC f5 (R A2 A% X . 1 2 0 5245 1 4 1)
SSL/TLS iEHi 5 B «

1. B u & E M.
2. FERAN AR, 7 IPHik 2 5, H /lc-ast & #: URL 1)K & :

https://<IPAddress>/Ic-ast

% N Enter f# .

BT —2 (Next) LLIR AN 21 “4E 4 #”(Central Management) i% 1l - .

IP Bk - % A\ SMC/r Je 45 #1 4% IP Hudik .

B RE

B 4 B3 s N SMC & BEAEIE, I 58 B0 B o MR ¥5 W & 80, AT e R 2
BN HAAE R .

8. AR“W&WE LA"MIEMELR, =W 1. i & Stealthwatch.
Ja H /125 H SSH
1 FiY Ik 3 43 Sf 42 1) 38 3 SSH( ¢ 42 48 55) V7 ) 4 4% [ A
BRIAE 22

N o a s~ w

A 5 H SSHIR | 5 G5 Bk () R 2 50 o 5 0 A AR FE AR B SSH. I e
SSH Jm, 5K HZEH

T JF SSH

o B DUTR U B AT I BT ik 1% 4% 11 SSH.

. T H &£ $ 5 ¥ (Central Management).

. B 45 I BRYE (Actions) SR

. e P& & i B (Edit Appliance Configuration).

. %% (Appliance) i% i £ .

J& H SSH

£ 5 SSH # 4 .

BAE W % Lo SSH i1, 15 4 j8 | SSH & & HE .
AR % LR VEAR VIR, 15 B B AR SSH 17 ) B ik AE .
oy B ¥ B (Apply Settings)-

P BB BF %% 3R 3 AT A

A ON =

a bk wbdh =
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EhiE

% H SSH

1. AR MR SSH 5[], i %7 J3 B SSH R HE LUB BR &

2. BAER & LMIBRAR VT 19, i fdi J8 FI AR SSH Vi i) 5L AHE LU BRE .
3. Hii A& B (Apply Settings).

4. FIEBER LR OR AT AR
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AF R BC &

1M 18 < ]
W % B AR ORI %R A VB B E B 5% ] (Config Channel Down), i £ 21 DL T
BEA
s HERE MIAEHMSKEERE.
s BRAEFBX MK ST MDIEBRAEREMMETAMX . GREEUE, S
%) 52 & 5 & 1 SSLTLS HE P iR g
o TEF BSOS & SR, E A SRR IR UGE B OB R AT B E RS
R X . B REBAEU M, 1§20 28 1 & 1) SSL/TLS ik 15 45 F
o VFAIIERIH : & F Stealthwatch 2 it U 4F VF Al 45 7 PA T M8 VE4IME B .
o MHIBR B A a0 B R FC B IE ¢ M I A “E b A 27 (Central Management) H i B %
%, 15 B4R F] B M4 R 4t B & (System Configuration) H i 4 i 45

e URGEH A I M EREFEHEG.
« # N\ SystemConfig. {% | Enter & .
o kP& E (Recovery) > fitl Bk ¥ % (RemoveAppliance).

TP W& B A1

14334 0] DL 3“4 b % 37 (Central Management) B, B 4% & 5% ¥ 4% K 4T TP <9 £ & 137
(Appliance Admin) 5 I .

AR O g B B AR RO B SMC LR AT MR HEBR, AT RE TR B S R B ik A .
1. fEN A b2, 8N & IP Sl , W R Arow

https://<IPAddress>
e SMC:7E IP Hhlik 5 ¥ il /smc/index.html.
o M :https://1.1.1.1/smc/index.html
2. 1% N Enter .
B 25 B
3> Stealthwatch 7.x it 1% & # % 35 — MME— I B 224 W & & ik 1 . 2R E B mR
BLAL B R 5 B e & ik 15, 162 W28 ¥ % (1) SSL/TLS ik 15 45 B H B Ut B »

A RS TR AR g A B OR B AN B HUIE S T e 2 7 UL Stealthwatch i &
A I BUE & K
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HEBRIC 2

B ML A J5k 44 B IP H Ak
RN ERAE, EERRENENL . NGRS IP b, E% B2 ED
SSL/TLS ik -f5 15 B A ol B 3 4F .
VBN I AR I R2 1) — 8 40, 0K 38 i) I\ “4E b % 2 "(Central Management) H il B % 2%, FF
H 2 & e 1% % B uE 1 .
TE RN ERE SRR — 84, KRG B3 B 0 d & S0 e P
— R & A 2 XAEH, i B & Cisco Stealthwatch % £ 3k 56 oieix 26 % & . 1%
)48 I Ak S ) B . B DR SR B SCUE A RL B I R AR .
T & E LA
FERLE A&, % LUT Ui B 47 JF “i& 2% fic & T 2. "(Appliance Setup Tool).

T 54 il % 4% id B T HL”(Appliance Setup Tool) 5 25 = 414« 9 4% 455 44 5% IP
Hhk, WK B 2h 8 #ei & 5 e .

RS & B g AEH, 15t & Cisco Stealthwatch 7 £ 38 B B0 26 4% & . i
704 e A 5O B U B L B AR ISR B SCUE 5 R A BH 1 B A .

1. fEW &N a2, 78 IPHuhE 2 J5, B /lc-ast & #: URL K 2 :
https://<IPAddress>/Ic-ast

2. 1% T Enter .
3. HFREMER, ESH1.EEEH KL

2 G B WA
BAVE BB ER T RANE . REHCEE W AR . BRI B, ik
EX & Cisco Stealthwatch 37 £F .
e AP TR MERZUR. RGEH R IC LRG0T KT .
o SSH: & ] g 7 2 )i J1l SSH A RE V7 i K
1. BxE&EG.
2. #t N\ SystemConfig. #% T~ Enter # .
3. MERFH, BE DR
o 4% B O A% HE i N 2% RIS R NI % B 1, 3 3% X 4% (Network) .
o WA IEFNNEEFWIHEH ARG HES M, 15 %« 47 (Security).
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HEBRIC 2

o WE ENEFE A MR, EE ) BOABE B BE, E kR

(Recovery).
o WL ERH A ST L FT I Shell, & B E A Pk S B B B B %, H Ik
7= 20" (Advanced).
A E EAL

fas ] LA FH “ & 4i i B ”(System Configuration) M ¥ 4% ZRIME 7 2 il 5 B HLAI % . (H 2,
FE 58 0T {5 ENLZ AT, 15 1B R 8 A Stealthwatch 52 §F .

I A 7 E RS B AL A, R B A Stealthwatch 32 .

W S BRI S T {5 EMLF R, 15 i £ B Stealthwatch % & #86 S 7E S B R TG
F fth Stealthwatch 15 % 1) 7] {5 EHLFI R H o B0, % &4 0I5 BE 1S .

1. URGEHE R G ER LG,

2. %M 4% (Network) > 7] f5 E ML (Trusted Hosts).

3. IZ M PR N AT A AL

HAEL) BRARE
52 B0 0 86 T Bt TR IAME (RFD). 256 4 6 BR SOHR , 5 190 00 7 o
RN

o RFD B 3258 4 i W M0, V0 36 B b SR IA I

o B ECE U BRI R A E 0 OR R AT O OB R B A . A
KVEAME B, 16 2 [ Stealthwatch BXAL 5 B 1 11 & 42 B B SCHF (78 “5 b & 37 ) Fl
ZMIRERIEE (RS EHEAm) E8. BEE RFD FIRE &0, iR LAEL
Stealthwatch ¥ 7 .

A WORTE B B AN BE (RFD), T LA B RC B (S S 0K
b, JFH R A Z AT 7 & A RERE .

A R ESEE NS BIARE, WIEE AR E R E N E . ZIR
5 B, i Bk & Cisco Stealthwatch 7 £F .

1. URGEER GH ERELEENEG.
2. &K (Recovery) > Hi ] BRiA{E (Factory Defaults).
3. M FHR AEEH RINKEHFEN BN,

IAAE%%ﬁ%ﬁ%ﬁﬁ%%RmuME%%ﬁﬁo

4. LRGEHER G B R W AR G, I I b5 2 s B0 B B IP bk . LA A
o 77 K ULH], 75 2 1M Stealthwatch fifl {1 5 D il % % 45 7 - BV Al £ RFD I f& B ]
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HEBRIC 2

W E, MHRERAT IR,
5. Bk & B T H I % % % i 2“4 o & £ ”(Central Management). A 2% 7 41 15
B, EZH B RERMBEHERE".
T WCEE 28 1 RFED( 4 7k 15 1H )

BLF B4 &E AT 43 A NetFlow 2% NVM 32 1 ( 43 4 2 Data Store 5 4 1 3{ Data
Store) 1% F' o BEA WAL SAL 1% 1 o

] DLk # RFD it & W S 4%, 1 JE 75 RFD &8 28 i Hofl i #5 . #£ v7.3.2 7, XAl fig 3
BUBr RFD i & Yo 5 4% B 2 08 A 2 72 £ % (NetFlow, sFlow) F A fE ¥t & ID /) ID. 1X
] BE 2 T BUA U 45 AR I AS IE

T XA IE DL, B 25 IR LT B 3R SR @8 #3E4T RFD:
1. IR IETE RO B CE AR I E .
2. RFD i 4 %5 .
3. L i I A H R AN T

Jo H 125 HE 3 51 F -
{87 R THD AR B R B R BOAE A R DA B Sk
DLRGUE B0 G &R &Ema.
% ¥ H 2% (Advanced).
HEHEHE B P (Admin User).
2 8BRS PR B FH B A B O K
X LU, 7E & ) Stealthwatch 52 8 1 1 BT A3 62 4% b8 I B3005 <4 3 01 F
(Admin User) 1K f .

Jei P Bl 48 Y
Fc G BT 90 T 2 9 O30 o 6 < L "(Enable), WU AT LA i GRUB
4 A7 SR T B BB

a bk wbd =

A BCRZEH T E M EE I HCRIR TR, R A EOR TR IR U7 1] fR A7 3 15 2% 1 4
P BHXRD R RS, HEEN) BOAREIFERLE.

DA & 7 5 s e s 721 6

# N\ SystemConfig. 1% |~ Enter 4 .
ik $ &2 2 (Security).

i % B H % 15 (Reset Passwords).
IR R R R B D B .

a bk wbdh =
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HEBRIC 2

K EE NRIAIKE
HWHM LB ELEE NRIANRE .
e BHRABM A £ SMC FEE S A ZE

 BERA R AAETHERFN G AETER R, RATEAFBEENRI
(=

A FBEEMEENRMIS, W R SN - PR EEREE. AR
W, E2 b BEN.

£ SMC G & & & M 51 % 64
fEFAVLFUHBITE SMC LR E B RA M EE NRIANKE. RJF, B olis &% Ll
YIRE ik g o i
o BRI T B AR B R 58 AOX e P .
o HARF P I LU I S0 H G P B OB E D . AN RO 2 R
o ¥4I s AN 2 F E H A Stealthwatch 15 £ (V0 5 URCAE 2% « I A% JK A% B
UDP 5 [m) %) b8 2 %00 .
LA & & KW &= & .
BN rm /lancope/var/smc/config/users/admin/user.xml. % F Enter ##.
B N\ docker restart smc. {% | Enter #.
N docker restart nginx. % F Enter .

wbn =

XA R R B DR Y O B

5. BHI &M G .
6. FIAE BEEEN UHESEAMERREN., X P LB REE,

KEHER R RAEHE R TMEE N INME
BRER AW EER. R FATBERYEEE N RE. 5, TR
S L O 7 52 2 P

1. B 38 & B 5 (CIMC Sk LIS 3 72 ) -

2. TH

3. %Pl & BRIk GRUB ST, BN "Bl A 4 #E KR
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Ak &

GNU GRUB wersion 2.02-2

FStealthwatch Defaultl oo
Single User cue Mode [Consolel

Single User Rescue Mode [Seriall

Force file system repair [Consolel

Force file system repair [Seriall

Use the T and § k to select which entry is highlighted.
Pr enter to boo the selected 0S, to edit the commands

before booting or ‘¢’ for a command-line.

4. EOUERRTRER S AT .

i AT [ AN AT e A AN R, F AR e T A R B RROAS .

GNU GRUB wversion 2

setparams ‘Stealthwatch [Defaultl’

linux /boot/uml inuz-Skern_ver Skern args Sconsole args pci=realloN\
c=of f

initrd /bootsinitrd.img-Skern_ver

Minimum Em like screen editing is
completions. Press rl-x or F10 to boot, Ctrl-c
a command-line or ESC

supported. TAB lists
or FZ2 for
to discard edits and return to the GRUB menu.

5. £ c=off J5## N\ resetpassword, #2417 KL T LLF 7l

linux /boot/vmlinuz-$kern ver Skern args S$Sconsole args
pci=reallo\

c=0ff resetpassword
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Ak &

GNU GRUB wversion Z2.02-2

setparams ’Stealthwatch [Defaultl’

linux /boots/uml inuz-Skern_ver $kern_args $console_args pci=reallo\
c=off | resetpassword
initrd /bootsinitrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or ESC to discard edits and return to the GRUB menu.

6. # N CTRL-X LIk E 5] 5,

ReBEREEN RN ARG ERAFHEFE LS ANRINE.

<

7. ¥R EEUEM D RBOAEN . X P g e B R EE,

2 IR LU i B B o B B B R R o B DR AT A DL T SR A

o K& :8 % 256 71T
o B MMHI NS XA ELHEZRE D 4N TR

User RNEY

admin lan411cope
root lan1cope
sysadmin lan1cope

I RGE M A

DAR G B S Bk &S .
% %4 (Security).

i% P %Y (Password).

P BB B AR N BE LR 40 B B
BH ARG E.

a s~ wbdh =

© 2022 Cisco Systems, Inc. F1/af [} J& 24 & « AT A . -66 -



HEBRIC 2

B SR 5 AL

PAHR &t B sk & 1 6 o

# N\ SystemConfig. % T Enter # .
ik $: % 4% (Security).

% ¥ %85 (Password).

2 B8 5 4 s B DO B 6D

B RS E .

£ SMC L B U B 51 %5 4
1. DU B2 5 B 4 B SMC.

o gk wh =

* URL: https://<IPAddress>
o B34 :admin
o BIAZFEH :land11cope

. & R E (Global Settings) K r . i £ FH P & # (User Management).
L fESIR PR FEHE R (admin) .

. B4R (Actions) 3¢ H . 1% 1% BB L % 5 (Change Password).

R RN S B A R A LR R

a » ODN

o KE:83% 256 F5F
o B A E I E5HRINELMHERE D 4T,

1E T HoA 15 & b o 20 B0 A
F LR Ul B R g R A L B AR A B UDP S A% B B LR A .
1. VE N PR GO S 4% 4 B (Appliance Administration) J T .

« URL: https://<IPAddress>
o« BF4 :admin
o BRINFETG land11cope

. EFEHEA P (Manage Users) > ¥ B % 5 (Change Password).
N R e R T g N

. H LA (Apply). 4 R L3R R B ORR 2 6D .

CBEE N ANREWE RSN, EEE SR 4,

a b WODN

© 2022 Cisco Systems, Inc. F1/a% 3 [ j& A & . AU A « -67-



T2 R I TR T T A

22 AN TR BE SR B A

A R AS 22 3 B A T, Wi ib Stealthwatch 26 2 4b T S 9IRS o A S VEAE B 38
B, i Ui )RR L.

B B 2 R A B R 0 B OB BRI P o D S B R Tl R R, U MR AR iR TR
Stealthwatch £ 4t 5 87 15w H A0 8 B 3 47 #1E «

© 2022 Cisco Systems, Inc. F1/a% 3 [ j& A & . AU A « -68-


Software_Download.htm
Software_Download.htm
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html

P& PN

17 NI

MARFTFEHARLFEANR, BPATLL M E2 —:
o WK HRLE Y A& Rk
o IHIC R AR FF
o GBI LR Mk Sz Wk 5] £ : hitp://www.cisco.com/c/en/us/support/index.html
o JE I DLR HL - HIS A B i i) 2R tac@cisco.com
o 32 [E 3 HFH 1% 1-800-553-2447

o 4R £ i iF : hitps://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-
contacts.html
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RS B

SRR RS 2 R /B M T8 A\ AR 55 R A B S/ X1 T b B A R b . B
BEEREARYI R, i A LT URL: https://www.cisco.com/go/trademarks . 32 H 32 & 1]
BT AR A N BT A E B R A AR AR 1A A R A Bk R AT AT At
AN A Z AR SRR R R . (1721R)
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