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HHE B R

| 1w B B AR WA B o A AL B 2R R AR A .
i LT Ud B B U AR A R UL DA % vSwitch B &

o« WIEH LA EHH vSwitch
o WIEHBEAEHLH vSwitch

fE Fl PCI H 3 I 4% 41 i &
fes e T LA P HE % ) PCI DB R AL B U0 A% S 38 R SDRR , DA J05 47 I 0 445 M

o ER:FF 4 igblixgbe 5 e1000e #5 ik 1Y PCI H. il
s RERBR: S Witk EIR.

_48 -
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.networking.doc/GUID-DAF824CD-104D-4ED7-8BA3-D769DF688CEB.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.networking.doc/GUID-D21B3241-0AC9-437C-80B1-0C8043CC1D7D.html#:~:text=In the vSphere Client%2C right-click a data center,or accept the generated name%2C and click Next.

3a. ffi HH VMware vCenter % % iz # % % (1SO)

« RS 1. NBEEE PikHE.
o VLBA: B ALK KB RIS N PCI M 4% B2 11, 1 2 B 5 11 VMware SCAY .

_49-
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

Wi H Z /> FHLH vSwitch
Fo WA T R UE B AT AR R UL RROR IR 1 2 A VM 32 WL ERE B 1 o A =
vSwitch I f{] i & .
AER A IE T VDS 4% . an RIS B N 2% 4bF 4 VDS M, iR 2 MEE AN
1 vSwitch.

P B R
| 1 7 B B AR A BT R A AL B 2R R AR A .
URBCE R A LR ER

o HARERNG O (dvPort): & VAL RS R UBOR W8 4% A A VDS I E A IE #
VLAN % & [ dvPort 4 . i 5 % 248 f f00AR 2 e 4% W 4% E 1) VLAN F19E VLAN
WA, W EA d A dvPort 4, & Fh KA & — A,

o VLAN #R R RF : 41 5 45 1 28 855 45 H VLAN( VLAN 4k k& ] VLAN B o) | T 75 52
VLAN F5 5 5 2K 58 i 12 5 o

e BAER:C)HH.

o YEBZ4¥E O :fi B & vSwitch.

56 BA R 2P SR DU VDS SR AL B 25
1. ¥ W4 (Networking) & 45 .

2. fEMZE M, 4Bt B VDS,
3. %44 A4 O 4 (Distributed Port Group) > 37 2 4> 47 2.3 1 41 (New Distributed

Port Group)-
& Actions |
Distributed Port Group » | & New Distr nu’ie"a Port Group
u?} Add and Manage Hosts. Import D-s!r}j_-jl'_%; Port Group
Edit Notes ™M D tad P
Upgraae [
Settings
Move To
Rename.
Tags & Custom Attributes
X De

_50-
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

4. 1F F B85 A 2% 0 4 (New Distributed Port Group) X} i HE 5k Bt & i 1141, 1045
PLR A5 B A [ Y

5. FELMAMALE : /£ 4 F (Name) 7 B, fiy A\ 4 K L bR iRt dvPort 41 .

6. MEBEWE: £ imOBE FB P, SN FHER D FAL B AR ECE .

New Distributed Port Group

+ 1 Salect nama and location Configure settings
Sap gap

m SEt gENErHl DrODErties af INe Htw Port Sfoup

3 Ready o complete

VLAN

7. Hii VLAN 283 (VLAN type) K $i %1% .

o 1R A IA B ASE ] VLAN, i 1% % £ (None).
o W R BN A VLAN, 15 1% £ VLAN 287, 322 18 4 R 47 fid &

VLAN 2% (VLAN Type) HHER

VLAN 7E VLAN ID 5 Bt i, 4 A5 b R4 I
e 1) 0 (A T 1 0 4094 2 [H]) .

" 7E VLAN &5 7B, i A\ 0-
4
VLAN rfr 2t 4094 UL 15 % T 47 VLAN ¥t it

5 R B8 3R i B IR AR

% H VLAN (Promiscuous).

8. WA :EENE WHE . # 58 8 (Finish).
9. 7E“M 4" (Networking) 4 71, 45 5 5.5 %7 f) dvPort 41 . % ¥ 4w 8 & B (Edit
Settings).
10. & ¥ % &M (Security).
11. # R BE R (Promiscuous Mode) T 4 51 % . % #3252 (Accept).
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3a. {i il VMware vCenter % %% £ il % & (1SO)

doc-portgroup - Edit Settings

General

Adivanced ( )
Promiscucus moge ACoepl

WLAN

MAC aodress changes Acoept
Teaming and failover Forged transmits Accepl {:‘

Traffic shapmng
Monitaring

Misc ellanecus

12. B i 2 (OK) 5% A b i 3% 4
13, AL A AR 2 75 2 A B 4% VLAN FT9E VAN R 2% 9 & ?

o WRE, FELE BEFZADEHK vSwitchili 7 P K.
o WMRATE, WEET .

14, WAL KES B AL 2 75 2 W 3% VMware 34 55 J1 (1) 55 — 4> VDS?
e WRZ, WENT—/ VDS HE WA ZANENK vSwitch I 7 125 B .

1

ol

. HE 3 REBURE.

©2023 Cisco Systems, Inc. /s 5L i T8 HL i . (58 J7-45 LUF - "o2-



3a. {i il VMware vCenter % %% £ il % & (1SO)

W92 A B> E AL vSwitch
F2 A A o DA O B8 O DA R AT S A LI vSwitch ) U i

A AAE R T AE VDS M4 . i R & VDS, iE# 2 BEEFE2AE
HLE vSwitch.
fic & 2ok
WAL E A LR 2R
o YBZMUR OV : o IR AL BB R JOURRCKE WA 4 A A A R 0L 5 3 AL VS o R 4 o 1 40
« BEMK: O H.
o JBZ4¥E O :fC B A vSwitch.
i 2 AC B A TR 42
P R DLR U0 B S o 1 2 B g R O 4L, oK % B R 2% ”(Promiscuous).
1. & 24K VMware ESXi FHL I 55,
2. i 4% (Networking).

Ymware ESXi

B T .

Wirua| dwilches Proyscal NICs Viiemel NICs

' Refrash

3. %&£ ¥ K 4H (Port groups) it i F .
4. 0] DL A a1 2H Bk g g i 41

o AUENT DA : %N K 4 (Add port group)-.
o SREENE O kR A, A RBEE (Edit Settings)-

5. 3 45 HE S BC B i 1 4H . B B VLAN ID 8% VLAN 4k
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3a. {i il VMware vCenter % %% £ il % & (1SO)

VLAN % (VLAN
Type)

VLAN ID

VLAN 1 4k

HHE R

{# I VLAN ID 3k 18 & #2 VLAN.
7E VLAN ID B+, #r N 5 b5 TR 53 UG BC /Y %k
F(T 151 4094 2 [d]) .

fii FiI VLAN 4% Sk 5 3% T 45 VLAN it &= . Ju
FE 2R A N 0-4095.

6. il &4 (Security) i3k .

£4 Add port group - viand_promisc

Name | viana_promisc
VLAN ID 4
Virtual switch

| vSwitch(

@ecumv

) Click to expand

Add || Cancel |
~
N y
7. BB k852 (Accept).
¥4 Add port group - vian4_promisc

Name | viand_promisc

VLAN D 2

Virtual switch vSwilchD

+ Security
R Reject O Inherit from vSwitch
MAC address changes ® accept O Reject ) inherit from vSwitch
Gl ® accept O Reject O Inherit from vSwitch
| Add || cancal |

8. L HE BN 75 4 W 3 Mk VMware SRS 9 53— 3 i LA He L2

R, ERE 2.EE RARS DRERE, NN -G EUTHIERLNA

8

9. #Z&E . RHEBHKRE
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

3. % B U VLA

1% 18 LT U WY AE R UL PR P B ML B 2 A A0 e 6, JF E SRR Ul e % BT I 9% i
Ho

— USSR AL AT fE 5 ML AL B on (8 AN . A R B RN E B, 1S K
#) VMware 48 5 «

1. & 3% VMware Web & /7 Ui
2. R B BT 0 T O R LR & B SO (1S0).
3. i ISO 7E vCenter H 7] H . & 45 DL 1% #%
o % 1SO [ 1% 31| vCenter %4 17 1% .
o & 1SO WS B Py 75 FE .
o & ISO R B 7E AR TAE ¥, &, SR 5 Ac B 5 & LL 5l FiZ ek
H 2 [ VMware SRS H (1) 4015 2 .
4. {f vCenter Ul 1, i% # % (Menu) > EHLFI4E# (Hosts and Clusters).

5. TESHUE M, A BB EN, A5 EFEFEEIAHL... (New Virtual
Machine...) LA 1] “Hr 2 5% fA WL "(New Virtual Machine) [r] 7 .

6. M “ik % 61 g 257 "(Select a creation type) & [ H, % # B & H LBl (Create a new
virtual machine), %X J5 . T —# (Next).

New Virtual Machine

Select a creation type

2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource

This option guides you through creating 2 new virtud] machine. You

4 Select storage
Deploy from template will be able to customize Processors, memory, Network
5 Select compatibility
Clone an existing virtual machine connections, and storage. You will need to install a guest operating
6 Select a guest OS

Clone al machine to template system after creation.

7 Customize hardware
Clone
8 Ready to complete )
Convert template to virtual machine

CANCEL NEXT
4

7. Mtk 44 FR A SC A4 27 (Select a name and folder) & 1 1, % A BIIHL 4 FK (Virtual
machine name), & FE BRIV AL E , 2R )5 555 F —2 (Next).
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

New Virtual Machine

+ 1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

Virtual machine name: New Virtual Machine|
4 Select storage

5 Select compatibility

6 Select a guest 05 Select a location for the virtual machine

7 Customize hardware
v
8 Ready to complete N

CANCEL BACK NEXT
4

8. M “ik £ it %t JE " (Select a compute resource) & 1 11, 1% £ 55 1% % 5 5 B
FEL ENL . B IR B vApp, 2R )5 i F— 2B (Next).

New Virtual Machine

+ 1Select a creation type Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource|

4 Select storage

3
>

5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

VY VY VY VY VY VY Y Y VY Y v v v

) @ PP D ‘ P99 9@

<

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT
r

9. M“iE £ 17 it "(Select storage) % 11, M N $iz 51| % v ik % VM T2 6% SR & (VM
Storage Policy), & & #— NMEEAL B, R )5 ¥ 8 T —2 (Next).
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

New Virtual Machine

+ 1Select a creation type Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource

VM Storage Polic
4 Select storage o v it

5 Select compatibility O pisable Storage DRS for this virtual machine
6 Select a guest OS Name Capacity Provisioned Fre: Type Cluster
8 Ready to complete (=]

<

Compatibility

# Compatibility checks succeeded

CANCEL BACK NEXT
#

10. 7E“i% $% 3f 725 1" (Select compatibility) % 11 7, AR 95 4 24 51 58 & 1) ESXi iR A, MIRE
(Compatible with) T #i 51| 3 i £ R UL ARAS . B4, 1T ESXi7.0 2 #%& , LT
BB i or T ESXi 7.0 RERMRA . i T —F (Next).

New Virtual Machine

+ 1Select a creation type Select compatibility

+ 2 Select a name and folder Select compatibility for this virtual machine depending on the hosts in your environment

+ 3 Select a compute resource
The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine.
+ 4 Select storage

5 Select compatibility Compatible With: | ESXi 7.0 and later ~ @

6 Select a guest OS This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are

7 Customize hardware unavailable with this option.

8 Ready to complete

CANCEL BACK NEXT
4

1. NSRBI FEERGH R T, % Linux ¥ & #/E R4 & 5] f1 Debian
GNU/Linux 11 (64-bit) Vi B BIER G A . i T —2 (Next).
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

New Virtual Machine

+ 1Select a creation type Select a guest OS5

+ 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

v 3 Select a compute resource
Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
+ 4 Select storage

+ 5 Select compatibility Guest OS Family: | Linux

6 Select a guest OS

7 Customize hardware

Guest OS Version. I Debian GNU/Linux 11 (64-bit)

Ready to complete

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL BACK NEXT
5

12. #E“H & X4 "(Customize hardware) & [ 7, Fit B 2 D060 4 . 56 % & 881 B4k
#HW,ES N FEEREK .

E—BX T R PERe 2 O E 2 . a0 R #5 & JA R} Cisco Secure
Network Analytics 14 #% 11 ¥ A 2 3K 1 855, W 200 67 57 5% U) G 4% 160 2% 1Y 5%
VA 2, R &5 ZE 0 m 2 U, LA IR0 2 IE Wi 1T .

New Virtual Machine

v 15elect a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage Virtual Hardware VM Options
+ 5 Select compatibility

+ 6 Select a guest OS ADD NEW DEVICE v

7 Customize hardware > CPU* ] ~ @ 2

8 Ready to complete

> Memory * 16 v GB w
> New Hard disk * 200 GB ~

> New SCSI controller * VMware Paravirtual

> New Network *

~ Connect.

New CD/DVD Drive *

Status [ connect At Power On
CD/DVD Media
Device Mode Passthrough CD-ROM
Virtual Device Node IDEO ~ IDE(0:0) New CD/DVD Drive
> Video card® Specify custom settings v ha o
CANCEL BACK NEXT
&
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

B T R ER 2 A, B RIE R U T IRE

o P H B A (New Hard disk) L & JF it & i% T . MR A B (Disk
Provisioning) ~ i 41 % 1 ik £ % £2 A g #E 3B 1H F (Thick Provision Lazy
Zeroed).

o Hiii#rEt SCSI & 4% (New SCSI controller) L4 & JT it & & 7 . M 5 st %
(Change Type) I i 41 3 ik £ LSI B %8 SAS (LS| Logic SAS). 1 A ik #
LS| iZ 38 SAS (LSI Logic SAS), & It i Ul ¥ & 7] B8 Jo ik 1E i 56 & .

o {E¥TE CD/DVD K5 %% (New CD/DVD Drive) 7 B v, H 4 77 % 1ISO I fr &
PR 1SO {7 & . #. H & CD/DVD JX 3 %% (New CD/DVD Drive) UL /& JT it &
1% T . % Jg B i % (Connect At Power On).

e MRERZRE RARE, HF HEEAANM K E 10 Gbps F L7, i i
CPU L J& JT Fic & 1% Tl . iC & BT 45 43 4% #8 £ 0 2 (Cores per Socket), UL 1f it
Jir 5 CPU # AL T — A4 1 o

13, BB R0 W R BRI, U AN I — A A& S
sl IIFT A, R )Gk MAER A JF i OR 8 i 45 282y VMXNETS.

o NT FE-AMKERS, WHEFRVF BT A EUR AL ME LS
H At B %38 15 B S AL

o XM T BIAMLKERS, WERFEA 1.8 BEF A FEGIERE
LAN 37 78 V5 R8s 9 s 2S00 AR 72 & A W 4 B 5 3l R8s Y sl 15 .

i O AE BT 38 B Bl 0 R I D B3 TR B RS BlE R I A ) T I 4% 0 T 4
AR D A2 # AL

© 2023 Cisco Systems, Inc. 1/l L ff J& ML . £ ¥ Br 43 BUF) "59-



3a. ffi HH VMware vCenter % % iz # % % (1SO)

New Virtual Machine

+ 1Select a creation type Customize hardware

+" 2 Select a name and folder

Canfigure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage Virtual Hardware
¥ 5 Select compatibility

+ 6 Select a guest OS

7 Customize hardware >

8 Ready to complete

CPU~

v

Memory *

New Hard disk =

v

New SCSI controller

v

New Network *

v

v

New Network *

New CD/DVD Drive *

v

v

Video card *

v

Security Devices

VMCI device

v

Other

VM Options

~

GB

GB

~

WMware Paravirtual

Datastore ISO File ~

~

Specify custom settings

Not Configured

Additional Hardware

ADD NEW DEVICE v

@

"

Connect.
Connect.

O connect.

v
v

CANCEL BACK NEXT

s

IR
SO

14, fEHERENE OHER

&, 285 B 58 B (Finish).

New Virtual Machine

+ 1Select a creation type Ready to complete

+" 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

+ 5 Select compatibility Virtual machine name

+ 6 Select a guest OS Folder

+ 7 Customize hardware

8 Ready to complete

Resource pool

Datastore

Guest OS name

Virtualization Based
Security

CPUs
Memory

NiCs

NIC 1 network
NIC 1type

5CSl controller 1

Create hard disk 1

New Virtual Machine

more recommendations
Debian GNU/Linux 10 (64-bit)

Disabled

6

16 GB

VMware Paravirtual

New virtual disk

v
CANCEL BACK FINISH
r

15, Hfg i IR BIbRH, #2746 . £ RIE K FES (Recent Tasks) i 7> i i #2 # &
BERE o £ 2K 22 J5 220 R G, W R O 5 OF BORE AW

16. J2: 0 0% .

o MEAALRE: WIR B &2 RS, JF B M VMware 3585 th i 2 A ki #0158 4t
PLECSERE T 2 A VDS, W48 T — WIS 4. %8 CH At 3% 3 11 (1 PR 4% 2%

%) o
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

s IAHAMBE: ELANPHHHAERT 3. ZEBURE LLEE S D RLK
Fr o

17. MREBCERARGET A BN SH 23, 5% 2 4. ILEEK Cisco Secure
Network Analytics & 4t .
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

4. 7€ SCHAD A% I (AN PR I A% A% )

IR AL A K SRS M 7 VMware 34 B3 H 1) 22 A i 0SS 4 L BB B R i 2 > VDS,
W 55 ZE AT BERE P

R I AN PiAR AR B R B, W e AR

BEURIN AL AR R R S A i 1, i B B R PR
1. AN T, GBS AL RS ERR . & FEREB R E (Edit Settings).

vSphere Client

I 8 9@ [ FS-TEST

[ sw-ve67 ! Summary Manitor
- [
E sw-eswi67 w Settings
Eg eW-veBT7 vApp options
E sw-esxis7 v More
F‘P FEIeer N Alarm Definitions
20 ﬂo\:'.l:": FS-TEST
[E R&D [
Power >
Guest OS5 L

Snapshots

_ﬂ Open Remole Consale

& Migrate
L
Fault Tolerance
VM Policies
Template 3

Compatibility

(@ Edit Settings )

Recent Tasks Move to folder
Task Name Rename
Import OVF pack Edit Notes tisc

Tags & Custom Attributes

Add Permission

2. i %8 ¥ B (Edit Settings) 1% HE ol it & UL T 48 & ¥ &
3. IR INE & (Add New Device). i #% W 4 5&E it #% (Network Adapter).
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3a. {i il VMware vCenter % %% £ il % & (1SO)

Edit Settings ~ Fs-TEsT %
Virtual Hardware VM Options

ADD NE DEH‘!CE

CD/DVD Dnive

» CPU : ~

Haost USE Device
» Memory 3z SE v Hard Disk

RDM Disk
» Hard disk 1 100 GB v

Existing Hard Disk

KA
> SCS| controlier 0 LSI Logic Parallel Netwark Adapter

SCSI Controller
USB Controller

» Network adapter 1 dSVLAN_4 «
— SATA Controller
» Network adapter 2 ASVLAN_10 ~ NwMe Controlier
= Shared PCI Device
» CD/DVD drive 1 Datastore IS0 File - PCl Device
» Video card
WMCI device Drevice on the virtual machine PCI bus that provides support for the

virtual machine communication interface

> Other Additional Hardware

4. FREBHT I 2% GG A o B TSk LR IF S, IR E DL A

o FTEEMILE kPR AR 44 i 4L
o EMDBRA : %k VMXNET 3.
o« WAk BEIREE FikiE.

» Network adapter 1 dsVLAN_4 ~ & connected
» Network adapter 2 dSVLAN_I0 ~ Connected
O«m Netwark * _portaroup ~ Connected
Status Connect At Power On
Adapter Type VMXNET 3
DirectPath /O Enable k
Shares MNormal
Reservation 0 El Mbit/s
Limit Unlimited E Mbit/s
MAC Address Automatic ~
» CD/DVD drive 1 Datastore 1SO File v Connected

e -
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3a. ffi HH VMware vCenter % % iz # % % (1SO)

5. BE W EG, BLiliHE (OK).

6. HE MR, UAERE T ZHM 55— PR M &R 48 .

7. JEEED B

e MEALRKS: Z & HAh MAKE, §2 2 RE RERB DLEERE.

s MAEHMEE: EEANTTHTERETY 3. ZEBEHEE LEED —MNELXK
%o

s MAKLCTEHARATITA B EZR Y, HXE 4. LEEK Cisco Secure
Network Analytics &4 -
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3b. 7£ ESXi S oL R 4% 2% I 22 % i L% 7% (1SO)

3b. £ ESXi 37 ik 55 #4522 38 e ik %
(1SO)

/N
F IR DLR 30 B A8 VMware 3R 358 ESXi M 37 IR 25 8% ok 22 5 i L A% .

Cisco Secure Network Analytics v7.4.2 5 VMware v7.0 % 8.0 3 % . Cisco Secure
Network Analytics v7.4.x /N % i VMware v6.0. v6.5 B¢ v6.7. 5 K £ 41{5 5, iE &
%] vSphere 6.0. 6.5 fll 6.7 — it 3 ¢ £ 11 1 VMware ST .

BEMMHEBERTIE, BT NS
« VMware vCenter: fi | 3a. i 1 VMware vCenter % % gl % % (ISO).
« KVM:{E A 3c. 7E KVM E 4L L2 Bl & (1SO).
& TAE
FETFUh 22 28 22 0, 15 58 UL R & TR 7
1. KB EE FAEEPWRAEEZER.
2. MIRER EFH HIRERM 7y, DUE € B & I/ 0070 B . &8mT DU B8 U5 it 51
At T7 255K 4 T 92U
3. Bk AEEREN K. S 1. EFEE P k.
4, UM TN B A 1SO . S W 2. THREMUR ZE M UL T A LU .

5. I JH] < 8 DA 45 ) VMware 385 (608 78 L b 22 3 A0 B %) 1 R UL P AR AL
b E I A] S s 1O A A I A 75 0, R UL v A T RE VA R Bl

& 71 1E 5 Cisco Secure Network Analytics ¥ # A [ ¥ BEEEBE/ R G b2 A%
15 £ 1) 4 B2 8 AL

i 71 {£ Cisco Secure Network Analytics iz 48, % % [ 22 3% VMware T &, N e %
B OZEMEE A XM B & TV, WEE L.

£ ESXi M 37 ik 45 2% b 22 35 fE 41 1% 7% (1SO)
12 I8 LU 5 B 4l VMware R85 R1 ESXi 5% AR 55 88 ok 3 LR % .
T RE M IR
CREPRETFETERAFTNANU FET
1. & 3% %) VMware Web %& J 5§
2. N ISO B 3
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3b. 7£ ESXi S oL R 4% 2% I 22 % i L% 7% (1SO)

G/

WRFEIBERYE T A, EIHEE R T ERE LA EET S REERE
F% 5 LAN .

1. % 5% 3] VMware Web 7% f7 i

— S BN L AT B S5 AL B RS BN . B OB BAEE B, 15 S &
) VMware $5 745 -

1. %% 3 VMware Web % J Ui

2. i) B M B BL (Create/Register a Virtual Machine).

3. 1 I3 & B HIHL (New Virtual Machine) i i HE #2 18 DL R 25 38 vh 48 52 (0 75 %k i B
W

4. FFRCIE KA vk A& H WL (Create a New Virtual Machine).

41 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. EFEAWRM VT ZHRIERG o A\ SUL £ LN % 0

LR BN — DR, DUE G RE R FA IR .
FEAE M 0 BB AE ] (v7.0 B 8.0) A .

Vi BB RS R 5] Linux.

Vi B # e RGN A < % % Debian GNU/Linux 11 64-bit.
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3b. 7£ ESXi S oL R 4% 2% I 22 % i L% 7% (1SO)

711 New virtual machine

" 1 Select creation type
2 Select a name and guest 05

Select a name and guest OS

Specify a unique name and 05

3 Select storage
4 Customize settings
5 Ready io complete

Name

inzstaliation
Compatibility

Guest OS5 family

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance

|dentifying the guest operating system here allows the wizard to provide the appropnate defautts: for the operating system

ESXi 7.0 virtual machine

Limun¢

Guest OS version

( Diebizn GNU/Linux 11 (64-bit)

D

6. B EEAFAE 0k 5 W] Uy IR B B AR . A

5E R oK AR A1

A 2 A 1A .

*EJ New virtual machine - stealthwatch-SMC (ESX/ESXi

)

v 1 Select creation type
v’ 2 Select a name and guest OS

b 3 Select storage

4 Customize settings

Select storage

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.

Name v | Capacity v Free v | Type v | Thinpro...~  Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

BERPERUAAEEBZHRE. X—DX T REMEREE XREE,

1 SR 448 36 % 3 & JB R} Cisco Secure Network Analytics ¥ 4% 1 ¥ A 2R 1) % 5 ,
W) 06 23 A1 57 5 U) M 45 R A I SR VR R F 22, R AR 9 7R 0 hn g YR, DAwR R IR
HIBAT -

7. B2 XBE N B B R (A RIS S T

Z P RITEK) .
B DR 38 35 DL T 2 0

o SCSI # % 8%: LS| ¥ 4 SAS
o L IEAC B8 < A W £ 10 FE b ik
o AL A PE LR E

WRE AR AR, WA DL Fin W4 EER AR DUV I Ath 8 21 Bl
IV ER

WREER RERERE, FHEIELENMWREE 10 Gbps ik &, 1E
CPU L) J& JF i B & Il . 78 — ANl 1 i & fir &7 CPU.

WR AR AL, W2 ZUA I 5 — AW 25 4% 1 DL o VE BaE 1 R ()i
. RN 4 E R 2% (Add Network Adapter).
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3b. 7£ ESXi S oL R 4% 2% I 22 % i L% 7% (1SO)

o X T B AW EEAE, 1050V BE T B R A IR 2 1
b5 oAt 5 4% 3 A5 9 S HRL

e MT B AN EESRE, HEFEALAE LIHETA NEFLERS
LAN IR fe v K 75 s R 400 78 & F 4% B 55 LAl K 5 il s .

ﬁ New virtual machine - stealthwatch-SMC (ESX/ESXi

' 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options

v 3 Select storage

4 4 Customize settings
5 Ready to complete » Hcru 2 v O

» 2 Hard disk 1 cB v

» SCSI Controller 0

LSI Logic Parallel v

USB controller 1 USB 2.0 v
& Network Adapter 1 VLAN_10_MGMT v Connect

» (5) CD/DVD Drive 1 Hiostdevice v
[#) Connect

» [ Video Card Specify custom settings v

8. i “[ 4% i MK #% "(Network Adapter) 5% 121 ) & 3k o
9. XTI AL A% K4, 1k £ VMXnet3.

EAR BB #-48 H E1000 (1G dvSwitch). 1G PCI Bl A1 VMXNET 3 # 1, {H &
Al om 2 2 WA H VMXNET3 #22 [, B o8 288 UE B m7 oy LR R #0432 1t i
£E WX 48 1 Bt .

10. & A &M E E e EIF L e AT E# R
1. H 58 Bk (Finish). & 42 608 — N R A .
2. )\ 1SO J&5 3l

T I VMware % il & .

¥ 1SO & 2B WAL . A K VEN, 152 [ VMware $5 75 .
MISO JE B BN . © BT ZHEBFIH AN EE .

R EF A B E G, G E B SRR .

o nh =
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3b. 7 ESXi 57 Jik 5% &% |- 2% % fE ML i % (1SO)

é}d
File Wiew WM

Dy & Q@RS R

Welcome to StealthWatch Management Console VE Version 7

=mc—01 login:

5. WrJT 1SO 5 RE B Y IE #% .

6. M F— &G EMLKLES 3b. 7£ ESXi MRS58 EREERM L (1SO) F A
FEF

7. VRARIRER W0 R UL WAL RS, (8 A T 0 T R R 2 8 BB E

e 2.EE WMAiRA DM ERE (A8 5 3 LI vSwitch)
o UOIR WRAEEES ISP VMware FR5E A 22 A B 058 e LB AE B R R 2
VDS, i & 4. & CH b M5 o O (PR A2 R 3%)

8. MAKWEREKAG P AEMBEERE, HEE 4. FEE R Cisco Secure
Network Analytics &4 -

-70-
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

3c. £ KVM E #2235 & 1l ik 4 (1SO)

MR
B DL Ul B A KVM AT B 008 3 88 ok 22 2% 1R UL 1 4% o
BRARASRTE, BESRHUTHE:
» VMware vCenter: i il 3a. f# H| VMware vCenter % %5 B fil % % (1SO).
« VMware ESXi 2137 IR £5-%8% : 18 H 3b. 78 ESXi 57 IR 45 4% | 2235 il # & (1SO) .

Linux KVM 2 7E 11 2 KVM EHLR A b3k 47 WK A0 56 G0F « A 8 3RATT 2 EFXF 7.3.1
N ¥ i i As Cisco Secure Network Analytics il 32 A1 56 31F [ KVM 2844 1) 1 48 %71
X, EZH KVM .

2 TAE
TETF R 23 2 a0, MR 5 R CL R 2P -
1. A EE RAEPMIRAEEZR.
2. MRER :EFH BIFERERI oy, DUE € & & BT T 120 B o 180T DU %% I8t 5%
FAth 77 355k 4y T B R
3. Bi kI NEFREN KB ES W 1. REFRE P k.
4. SO R H SO SO R & i 2] KVM E B 9 S0 960 78 A 35 3243 1) 7 491
t, FR A4S T LA R S % - var/lib/libvirimage. i 2 1 2. F # i 0L i 22 3 S04 DA
TR UL .
5. B A < B A S5 1 VMware 5 55 (1808 75 3L rp 22 35 0% 001 4% ) 1R JOML S 5 R 17 R AL
ol A T TR 1 Bt T 1 I 1| R o 5 - S Ity W = R

i 71 1£ 5 Cisco Secure Network Analytics ¥ # A1 [7] B4 BREE B/ R G b2 A %2
5 AT ) W 2 B R AL

£ KVM FE 81 _E 2 3 i #l1x #% (1SO)

RS AH KVM EHL, 1% B8 LU U B 1SO k22 28 e L ik 45 .

T AR W IR

IR RETFEEWNAZNABLL TREF:
RNEBHEHAEERS LAN

1. 7E KVM 4L B2 Bl k&

2. 7T i vSwitch E7R I NIC (B4 ¥ /. FAE B A%) MR A0 D0 M (R R
& R 4%)
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

N EE T UG B BE & LAN

U0 FORE Bl R SRR P B B N 2% i, 3 A R UL AZ S L G LR RS I LAN, DLE HdiE
TR A LB T etht AR ELE S, AT SE BB 9 L TR AS o A R B2 RR S LAN 1 TE AR {5
SRR AN £ N R =

1. 7 KVM ENL F 22 35 B % &%

I 1SO SCAFAE KVM E ML B 2238 B UHLAT 2 FhJ5 ik LR D BRIEHE 7 — A or i), 5 1]
4n fer 38 1 AE Ubuntu HL8% E38 47 (10 4% 00 R UL B85 1) GUI T HOR 22 3% 4l & 84S .

{ AT DU AR A7 3 A /9 Linux R AT i B RGRETE G B, 25 A
&

Wi A% R R UL AR BE B4R it KVM SRS mT AL, D R R R IAE A0 DX s 28 R Bl « AR O %
AR KYM EHLA I R PB4, A% IR A K J0L Al AN 0 42 4 1) 3t o v 48 3 4 3t DA
KW, JF O & 5 2 TR HRE 5O Bt A0 1 A 00 1 B B 1 e U B iRl
Ko

Fic B 2K

VR C B B AT BAR 2K

s MR :C B .
o YEZ4¥E O :HC B NI vSwitch.

| AT 2 AE ] virt-manager 2.2.1 78 KVM L | 22 28 5 L% 4% .

£ KVM F M1 _E 22 35 i L 4%
T 0 L 4 9 P A IS R B DA A B SR A

1. A R LU B A T 2 3 KVM ML, I 4% B DL A5 B8 b 48 5 1 07 V5 R i B B 4
2. ¥ 3¢ (File) > F 2 B HIHL (New Virtual Machine).

W Virtual Machine Manager

File Edit View Help
Add Connection...

New Virtual Machine

Ctri+w
ctri+g

3. % QEMU/KVM #1733, R )5 06 % A #b %3 4 i (1SO B8 8% CDROM) . 7
4k 4 (Forward).
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

W New VM b *

m Create a new virtual machine

Connection: QEMUJKVM:

Choose how you would like to install the operating system

(s Local install media (IS0 image or COROM) |

() Metwork Install (HTTR, FTP, or NFS)
() Metwork Boot (PXE)

() Import existing disk image

» Architecture options

‘ Cancel || Back |[ Forward

4. ol JOBE DLk A BB SO

¥ New VM e

‘ m Create a ne! rtual machine

Locate your install media
(") Use CDROM or DVD

SlackDVD (fdevfsrl) - |

(s) Use ISO image:

| ]
Choose an operating system type and version
OS type: ‘ Generic - I
ersion: [Gener\c | - I
Cancel j ‘ Back | | Forward

5. %+ 1SO . #1171 # % (Choose Volume).
N KVM EHLA] 15 8] 1ISO A .

Choose Storage Volume (<]
default Details | XML
o~ Filesystem Directory
Size: 31.84 GiB Free/ 30.41 GiBIn Use

3a% Desktop
Filesy Location: fvar/lib/libvirt/image

Volumes +  C | W

I Volumes ~ size | Forn
FlowCollector-NetFlow-7.3.2-20210409.0329-58b666836 1 ea-0.is0_3.45 GiB _iso
FlowColl low-7.3.2-20210409. iso  2.75GiB iso
0.00Mi8  dir
+|>|O|® Browse Local || Cancel || Choose Volume
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

6. MUYk N2 B A AR B SR R HE AR IR SRR AE R RBMMRA TN, TFA
N\ “Debian” , 4R J5 i% £ & 7~ /) Debian 11 (debian 11) % 7 . #.; 2k 4 (Forward).

E New VM x

virtual machine

Locate your install media
() Use CDROM or DVD

| SlackDVD (fdevfsrl) - |

(s) Use ISO image:

[Narflibjhbvwr‘tj\mages/templatefFIowReplic‘ - H Browse...

Choose an operating system type and version

QS type:l Linux - I N

wersion; I Debian11 |']

Cancel I ‘ Back ‘ ‘ Forward

7. ¥ AE (RAM) Al CPU SR B S YEVRE R 34 b 5 10 B

BETPERUAEEBZMHEE. X - TR ECEE,

R 4 ik B 58 3 8Bl Cisco Secure Network Analytics ¥ 4% 11 3% A 5 5K i1 %5,
T 06 23 A1 57 5 U) M 45 R A I SR VR R 22, R AR 9 7R 0 0 B YR, DAWR ORE IE
HIBAT -

8

W MNew VM X

‘ m Create a new virtual machine

Choose Memory and CPU settings

Mermary (RAM): 8192 — + |MiB
RN N W

Up to 772465 MIE available on the host

CPUs: 4 — | +

Up to 72 available

l cancel ‘l Back || Forward

8. ¥ AIE A T BRILK B B4 (Create a disk image for the virtual machine).
9. W NTE BIRESR 4 b B on 10 B 4 B dE A7 0k & . i 4k 8 (Forward).
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

W New VM x

m Create a new virtual machine

|+ Enable storage for this virtual machine

(e Create a disk image for the wirtual machine

500 = |GIB

4169.6 GiB available in the default location

() Select or create custom storage

[Menage. ||

Cancel ] | Back ‘ |~F0nn\rard

WIHERU DB E BRI X DN T REMEREREE,

T 5 448 396 % 35 2 B R} Cisco Secure Network Analytics ¥ £ 11 ¥ A 2R f ¥ 5
)”JJA%JFU\ o1 V) I A& SRR A 2, AR YR 75 0 BT YR, LA ORI E IR
BT,

10. NN Bl — 4R« AR o 240k, D36 13 A BY T 18 )5 A #0144
%/J\

. b &3 RT B £ X AL B (Customize configuration before install) & % 4z .
12. 76 4% 3% ¥ (Network selection) T #i7 HE H , 1% 5 3& F 19 WX 2 Al 11 2 JE AT 22 3% .

R R e B R, I ISR VR B R AR AL B Al A
15 B0 190 28 1 o 11 4.
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

oY

New VM (x}

Create a new virtual machine

Ready to begin the installation

Name:

0os:
Install:
Memory:
CPUs:

: ‘ Debian11

Debian 11

Local CDROM/ISO
8192 MIB

4

Storage: 20.0 GiB ...al/shareflibvirt/images/Debian10.qcow2

¥ Customize configuration before install

» Network selection

virtual nstwork 'ovs-pod-nat' ; Bridge rwe,g:\«rorkv |

Por‘cgroup:l | > |

Cancel Back Finish

13. #di 58 B (Finish). Ut 4 47 JF g B 3 5,

¥ flowreptest2 on QEMUKVM:

v

Q CPUSs Mame: | flowreptest2
== Memory UID:

9‘1; Boot Options Status: I shutoff (Shutdown)
" virtio Disk 1 Title: |

() IDE CDROM 1 Description:

o NIC :16:45:4a

@ Tablet

[§| Display Spice

ﬁ Sound: ichg Hypervisor Details

P chisala Hypervisor:  KWM

t;;ﬁ Architecture: x86_64

Channel spice Emulator:  fusr/binjgemu-kvm

=
@ Wideo QXL Firmware: | BIOS

Controller USB : ———
HF Chipset: 440FX w

IUSB Redirector 1

&
@ LUSB Redirector 2

Add Hardware

[n
@

ncel |I Apply

© 2023 Cisco Systems, Inc. 1/l L ff J& ML . £ ¥ Br 43 BUF)
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

14, £ 3 U E A%, &% NIC,
15. FE ML 28 35 1R, fE B % A5 N frHE bk 4% e1000. i B2 (Apply).

16.
17.

18.

19.
20.

' flowreptest? on QEMU/KVM: =

%7 Begin Installation @ Cancel Installation

HE overview Virtual Network Interface
ﬁ CPUs Network source: l Virtual network 'ovs-pod-net' : Bridge network « ‘
== Memory Portgroup:[ | = J

G Boot Options
s R Device mode|:| virtio | v |

I Virtlo Disk 1

Hypervisor default

MAC address:

\_,;' IDE CDROM 1
1y nIC :16:45:4a
@ Tablet

[:| Display Spice

ﬂ Sound: iché

>
=3 Console

rtle1z9

virtio

Eﬁ‘? Channel spice
[ video oxL

H} Controller USB
§ UsB Redirector 1
@ USE Redirector 2

| Add Hardware Rermowve |[ Cancel |[ Apply

#.75 VirtlO Disk 1.

1 “F 2 3% 5" (Advanced Options) F 4 51l % 1, 7 i 48 J= 28 i #E o % $% SCSI.
dr M A (Apply)-

FE T T LN I HAD NICS Sk i 4% A% a8 B2 R b 1Yo 11, BRAE 204 15 A VE |
Ja P ECHE 1 A (A IEAE ?

o MRR, EHZE 2. 78/ vSwitch L7 NIC (3B . WAL E) M
TR 2% o 1 M9 (R O 1% iR 2% )

o WIRE, WEET L.

F 7 FF 4 %2 35 (Begin installation) .
#z 4. KB &K Cisco Secure Network Analytics &4 -

-77 -
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3c. £ KVM LML _E %2 2% 4 i 4% (1SO)

2. 7E IF i = vSwitch H?JUJD NIC (B HE 35 55 . AL B3 ) Al
H

i i 1 I 48 (AN PR It 4% 186 49 )

N ,,2{4#;)&2%5 R FOURR M 42 v 1 BN B T SRR 0L RS I At NIC I 58 1l %2 3¢, 1 58 K

ez

1. 1£“H & ”(Configuration) ¢ . th , # i W IEE 4 (Add Hardware). % 4 B Ml 2> & 7R
“Us I HT 1 R 4008 £F " (Add New Virtual Hardware) X 1 HE .

of Begin installation ) cancelinstallation

-~

&L

Eﬁﬁﬂl
\%Fr

B overview Virtual Disk
cPUs source path: fvarflibAibvirt/images/Mowsensor.geowa
= o Device type:  VirtiO Disk 1
. Storage size: Unknown
i@ Boot Options P
— Virtio Disk 1 SR e=
IDE CORDM 1 -
MIC $65:3d:81 = advanced options r
o] Tablet
Bl Display Spice
. Sound: ichi

_-*-.. Console

fasy Channed spice
B video QXL
I controlier usa

L

2. 12 M T HUE A T, i B 4% (Network).

U SR BOHE T AN, IR VR AR A TE AL A 5 A 1 A5 38 1F M 45 R
b 40 .

-78-
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3c. £ KVM FE ML I 2 35 1 # % % (ISO)

— FHorage

Graphics

Sound

Serlal

Farallel
Console
Channel

ush Hast Device
Pl Hail Devics
WVideo
whatchdog
Filesystem
Smartcard

UsSH Redinection
TPM

R

Panilc Motifier

Nebwork

Metwairk seurce

MAC address

Device model

LALAAN

aE 4 ¥

Virtual nebwork : Bridoe network =
Partgroup -
1000 -
Cancel Finish

J% St 1141 .

WEARRRES A2 AL KA, 1 i D2 R R4 36, i 3 2 4% 10 R 40 T VR

F 7 “i% £ AL 5 "(Device Model) T $7 51 % , 1% £ €1000.
HEH A R HET S, EEATESH N HEET ARERE LAN .

- Storage
B controller

Nebwork

MNebwark source
Inpask
Graphics
Sound
Serlal
Farallel
Cansole
Channel
ush Host Device
Pl Hoil Devics
Widea
whatchdog
Fllesystemn
Smartcard
USE Redinection
TPM
AL
Panile Motifier

MaC address

IYYYY ¢ [

=E J W ¥ |

Virtual nebwork "ovi-pod-net’ : Bridoge network =

Portgroup ‘v-fl-h’.l-o--'l!‘r -1 ’

&

e
SE 5Dk os

Device model G1mn

>

Cancel Finish

4. i 58 B (Finish).

5. L ST B 0 A S i O, T O XS AR .
6. W FT A MR O S, 9l JR8R %2 3% (Begin Installation).
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4. Iid B & 1) Cisco Secure Network Analytics & 4t

4. Tit & & 1¥) Cisco Secure Network Analytics
AG

U AR 56 R HO R 5 % R /ERCRE A R £ 1) 22 2%, B ATIC L Cisco Secure Network
Analytics B {EE R4 .

PN B Cisco Secure Network Analytics, 1% 1% it Cisco Secure Network Analytics 5
GiiCE TR vZA2 Ul AT HAE . X — DX TR EL B MBS R 2 K H
% o

T i DR % 6 AR e G L R P P A E D BC R A

Gl B R
B 4T LS I A L R P WL R BLBL L) 1 A L
3 1 2 A 46 M 5 7 15

fic B ZR WHHER w&
IP 31k BRIP4 BE 4 ethO B PR .
WX 4% 5 i
EES
HNREETEFME— EH 4. BRI LE
L HL4 i & 5 HAh 4 B A A F EHL 2 5% .
LA, RS B A E LS T A BB
WX = AL A B Y A R K .
% 4 HINREHMTFERTEREERL . BN EL
7 Wk B B S W%
DNS fiR %% %8 FH T 4 R f BT 1 78 355 DNS Ik 45 %%

P A i 5% 4 22 1) [ 22 0 P9 38 I 18] il 55
o A BUFEDTFE1G NTPIRF 4.

NTP Jif %% 5 ﬁﬂ%ﬂ&%%ﬁﬂ?@*ﬁﬁ 130.126.24.53
NTP it 55 28 , 15 B 3L M B o b Al 25 48 2 %0
FA1E 7] J, 72 BRA NTP AR 55 28 71 & A
B2 R
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4. il & 1% 1) Cisco Secure Network Analytics % 4t

M i 48 ik 55 4

T £ A5
Tt i E

% F LAN B¢ VLAN
W AN ] % IP k(T
B A (AE )

ethO fif {F 3% £ i 1

FH T % 326 2 3% A58 50 1 SMTP IS 44 AR 55
o

m R ELSTFE.,
Netflow %k I\ {H : 2055

SHCHE T R 2

o i} eth2 5 eth2 Al eth3 )4 & . 6
7 LACP eth2/eth3 4% & i I 10 il
PLSZ B Rk 20G A&, Al bk
B4 T S A B 2 [ B IEAE , FE
B B S W N ek & #: 3 Data
Store. i 1 & , LACP ¥ [ 4 5& & ME
— ] TR A EHE T R B 40 e ik
T o

e izl etht

IP M ik o ] U 3R i 1P bk, o]
U N\ 5 42 DA T 08 9 R G845 2R Y
fH.

% H 169.254.42.0/24 CIDR Bt (/) A~
WS IPHHE , /T 169.254.42.2
H1 169.254.42.254 2 [i] .

B =4 )\Pr 4 : 169.254.42

FW: /24

JBRF 2 NAE T 44, IR T IP
1 1 (4 1 169.254.42.10,
169.254.42.11 #l 169.254.42.12) .

R 2% FE A -

WA 2% 5 5 A 29 5 4y 255.255.255.0, i1
i

1 i& H T B 45 Data Store fiff 14 ¥ %% )
Cisco Secure Network Analytics :

o HH

o TR

o M4 RS
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4. Iid B & 1) Cisco Secure Network Analytics & 4t

ethO f £ % £ v 11 3% 791 -
» SFP+:

.82
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P& PN

BR AR SCRF N 3

MARFTFEHARLFEANR, BPATLL M E2 —:
o WK HRLE Y A& Rk
o KRB FE
o GBI LR Mk Sz Wk 5] £ : hitp://www.cisco.com/c/en/us/support/index.html
o JHITLLLF ME AR S B ) tac@cisco.com
o 32 [E 3 HFH 1% 1-800-553-2447

o 4R £ i iF : hitps://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-
contacts.html
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5 = TJ7 m bR O FAH BT B A R AR ] B IR AN Bk R R AN AR AT At
A w AR AE G AR AAE G &R . (1721R)

© 2023 Cisco Systems, Inc. A1/3% 3 [t J& L) -
7 B8 Fr A AU .


https://www.cisco.com/go/trademarks

5B S iE ax

275 F 1
ggi (Published Pt B
Date)
10 %02237% 2 A,
11 %02237%3 T S R
12 %02237%3 E T — P R,
13 2023 4 4 M T VMware 23R B8 I o B T S 3R IR AR HR bR R
3 Hoon T A HE UG . Bt T KVM S B A S 1 i
14 29258 Dt i vEER M GB TR GiB.
15 %02237%4 VI T M VMware 8.0 0% F . 15 5 T B R

© 2023 Cisco Systems, Inc. A1/3% 3 [t J& L) -
7 B8 Fr A AU .



	简介
	概述
	受众
	安装设备和配置系统
	相关信息
	术语
	缩写

	Cisco Secure Network Analytics 无 Data Store
	Cisco Secure Network Analytics 带 Data Store 的
	查询
	Data Store 存储和容错能力
	遥测存储示例


	一般部署要求
	安装方法
	兼容性
	所有设备的一般要求
	VMware
	KVM

	下载软件
	TLS
	第三方应用
	浏览器
	主机名
	域名
	NTP 服务器
	时区
	标准设备要求（无 Data Store）
	管理器和流量收集器部署要求

	Data Store 部署要求
	设备要求（带 Data Store ）
	管理器和流量收集器部署要求
	数据节点部署要求
	多数据节点部署
	支持的硬件指标（启用分析）
	支持的硬件指标（未启用分析）
	单数据节点部署

	数据节点配置需求
	网络和交换注意事项
	虚拟交换机示例
	Data Store 放置注意事项
	分析部署要求

	资源要求
	CPU 设置计算
	管理器 虚拟版
	管理器

	流收集器 虚拟版
	流收集器 不包括 Data Store
	流收集器 包括 Data Store

	数据节点虚拟版
	具有单个虚拟数据节点的数据存储
	具有 3 个虚拟数据节点的数据存储

	流传感器 虚拟版
	流传感器 虚拟版网络环境
	流传感器 虚拟版流量

	UDP 导向器 虚拟版
	计算每秒流数（可选）
	计算 流收集器 存储的每秒流数（无数据存储的部署）
	计算数据节点存储的每秒流数


	1. 为通信配置 防火墙
	开放端口（所有设备）
	数据节点的其他开放端口
	通信端口和协议
	其他开放端口 Data Store
	可选通信端口
	Cisco Secure Network Analytics 部署示例
	Cisco Secure Network Analytics 通过 Data Store 部署 示例

	2. 下载虚拟版安装文件
	安装文件
	1. 登录思科软件中心
	2. 下载文件

	3a. 使用 VMware vCenter 安装虚拟设备 (ISO)
	概述
	准备工作
	使用 vCenter 安装虚拟设备 (ISO)
	数据节点
	流传感器s
	所有其他设备
	1. 为 数据节点 间通信配置隔离 LAN
	配置 vSphere 标准交换机
	配置 vSphere 分布式交换机

	2. 配置 流传感器 以监控流量
	使用 PCI 直通监控外部流量
	监控有多个主机的 vSwitch
	配置要求

	监控有单个主机的 vSwitch
	配置要求
	将端口组配置为混杂模式

	3. 安装虚拟设备
	4. 定义其他监控端口（仅限流传感器）


	3b. 在 ESXi 独立服务器上安装虚拟设备 (ISO)
	概述
	准备工作
	在 ESXi 独立服务器上安装虚拟设备 (ISO)
	流程概述
	数据节点
	1. 登录到 VMware Web 客户端
	2. 从 ISO 启动


	3c. 在 KVM 主机上安装虚拟设备 (ISO)
	概述
	准备工作
	在 KVM 主机上安装虚拟设备 (ISO)
	流程概述
	为 数据节点配置隔离 LAN
	1. 在 KVM 主机上安装虚拟设备
	监控流量
	配置要求

	在 KVM 主机上安装虚拟设备
	2. 在开放式 vSwitch 上添加 NIC (数据节点、 流传感器) 和混杂端口监控（仅限流传感器）

	4. 配置您的 Cisco Secure Network Analytics 系统
	系统配置要求

	联系支持人员
	更改历史记录

