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Cisco Secure Network Analytics V& & ¥ &

78 B A R & I & ) Cisco Secure Network Analytics 77, %5 7] DL G B 4% 2 i & i 2 28 DLF
P& & 1% 2 Data Store B 5 1 f5 347 47 4%, 36 nT DAAC B HAh AR B AE URCEE B BRI
IS4 28 O B b A b A7 4 38 0 (X PR 5000 £ 51) .

TR IS E 5 4% DL A B A A
1. #F gk E T, it A EfA DataStore [ % . G RELE DL T &

s BWHB:ES N E BHESE
« REWES: iE2 W BEEA EFA Data Store

2. F EHIs W& E T, iR A Cisco Secure Network Analytics ¥ % 61 2 1F
Data Store 1 .

3. 7K 9. LB Z L B PL5E Ak Data Store I I ¥ 46 R G L &

4. ¥[8 % Data Store % I 2] 3k Data Store &5 & b () 1 B 3E 47 8 4E . BB 0 & — A
Data Store 12 1 [n] H: 5 I I W 4 2% A1 B0 dE 5 S

©2024 Gisco Systems, Inc. 1/5k 3£ i J& B4 . 15 5 7 45 B "2



BB ONIEES W

FEE B I E AR AT EU TG R OO 5 Bl % & W B TR

SRR N RS
B =R

IP s -

I 24 445 1)

o 5%

EHLA

L

DNS Jliz 55 %%

NTP flk 55 %+

M P 4k i 55 4

it WS £
o

% F LAN B¢ VLAN
WA ] IP sk (T
B A (AE )

WHHER w&
BRIP4 BC 4 ethO B PR .

BEAS W #0 / B A ME— EHLAL . FATTTE vk
Mo B 5 H Al v g BAT AR R LA
SR, 35 O B A e & EHL A A & 0 TR
RESIN DR PR -

A& T EA R ESA . &AL
1% 2 0 B A B

HI 24 BT 1) 4 75 DNS il 55 4%
P A i 5% % 22 1) [3) 25 0 P9 38 I 18] il 55
o AU FEDTFE1G NTPIRF 4.

an SRR 55 4% 51 & B 130.126.24.53
NTP Al 55 &% , 115 8 oM B o e AR 55 4% 2 %0
A7 1E 1) /8, 72 ERIN NTP IRk 5 5 51 3% AN
BRI

FH T 325 22 3 A0 0 1) SMTP B 44 Ak 45
o

N B IR RS T
Netflow 2k i\ {H : 2055

BRI T 5 T 2

o fififf eth2 5 eth2 1 eth3 K145 & . 01
2 LACP eth2/eth3 4§ i€ iy i@ &
DL B =ik 20G K & k&, al R
BT S B 2 [ R EAE , FE
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BB ONIEES W

B PR T S I B # 3) Data
Store. i ¥ & , LACP ¥t 14 5 & M
— 0] T B S 40 e ik
:[Dz\fo

o EHL ethl

IP ik o ] UG A 3R i 1P ik, BT
LA N\ 2 PA R B8 9 e JE AE 2R Y

1B -

k H 169.254.42.0/24 CIDR # 1) A

TEEH IPAHE , /T 169.254.42.2
1 169.254.42.254 2 |i] ,

o HI=AN/\ALA : 169.254.42

s FM:/24

o JRRF: AMET 49, WL FENT IP
s ik (45141 169.254.42.10,
169.254.42.11 Fil 169.254.42.12) .

) 2% FE ARG -

WA 2% 5 5 A 2 5 A 255.255.255.0, ik
o

1 i& H T B 45 Data Store fiff 14 ¥ %% )
Cisco Secure Network Analytics :

o HIHA 2210

o LRSS 4210

o BT RS

ethQ B 1 i $52 v 1
ethO fiff 14 1% $5 by 11 3% 101

o SFP+:SFP+:H T eth0 i) 10G
SFP+/DAC Jt #f v 1 .

e BASE-T:100Mbs/1GbE/10GbE
ethO 1) BASE-T 4 45 i 1 . BASE-T
ZBINEE
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BB ONIEES W

B () RS
15 FH B RF B A T 5 ) 2% (CIMC). B 45 A 55 R 28 B A 47 e 28 B R AT 1 0 & i 3 31 %
% BRI, 1H S W x2xx 7 5 81 2 25 15 7 8¢ Cisco Secure Network Analytics x3xx 5
B 22 35 FE B o
CIMC i Ir]
AT RV IR, E B & CIMC. 0 R A& R BC & CIMC, 158 1 AL UCS C # 41 £ ik
PR ) 2% GUI G B 15 R R Ul B AT R AE .
BRIN D N password. 17 B AR 75 B IR B S E AT B 0
% B B R AR &

1. EEF BN R EET ENLERPLEN) .

2. fEBMHLIE R EHLF, S  E AL
3. BN HE S AR 508 L

WRBEPNL A G s, I+ HERBIE ST H AT R IRE L, 5T LT #/E
Z—:
o M WML HEKEMARG LT HRE. AXEMNELE, 5SS W R
B iEE PR WIRER .
o VMware P 35 : 3 i 15 2% A 0% Y b (1 P9 A7 TRl PR A

BEFIWERU PR ZHEE. X P T RGERERELE,

A\ 5 % 3% 38 R} Cisco Secure Network Analytics 4 1 1 45 55K (1) % U5,
T 05 231 10 57 85 U] M 45 1 4 T B VR R 28, R AR O TR 0 0 B YR, DAWR ORE IE

WIBAT

4. VAl EEAHLIZE H & o fo YRR LR A 58 R B

| © ins VM WL, A RS T R R AL 30 4Bl A B B
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A8 v i B B A

1.4 F B KB E B B A B

218 DLT Ui B 58 RCRE AN B0 & 1 A A B G B . e 1R e B (W PR ) & I8 2 R MU (VE)
B AR, SEATRT DLAE B IR v B AR RO G B A

| O crpxemEREFE N, EEE NNENESRE .

i 4% B LA i
BE U Data Store i B
W Z5AE
WE Eae B 1§ Ffl Data Store 14~ i i Data Store (1]

GIE R i

AT BLAR & 1A Bodl 1 R (A Y
2 ) B 3 A B 2 K Y (2 B
TR E) .

AN SCRFALES 2 24 Bl Y .

BB B A B B OR S5 1) 3000 T e 98 O B A e
NI A . IF B, B O B Y
HE A0 RS AE P (0 I B SO RN AR R, DA
F AT A A ) RAM. CPU Fl R 4% 23 18] . 45
RKUEME L, 182 0 Y 20 10

o .

N iU B 2% OB FL B N % 3% 3] Data Store

;;?Eﬂﬁ Data Store iy WIS 5 0 T 1 S 0 T A R
5 103 0 30

TSR 2% K L I B P A7 T A R
e B A B A Data Store W A% B U ISR A B E B (AR
5000 % %) .

i A% I 45 1 UDP 3 Ja) 48 7] 3 .

B BRLENACH A 2 UDP & 1)
B, 8 L AR FE U 5E R R S B
B ARG, IR E AR B R R %
AL B 45 m R FR R

B E Sife KA B UDP J [a 4%
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1. P R G B A B

fc & & 2 A

1. JE 68 RS A

o BF4 :sysadmin
o BRINZE R :lan1cope
o MLE RGNS, 0K B BN .

2. RAME (SystemConfig) ¥ $1 .
3. AERMMEFRERXGEE . EHFHE (OK) 4k4:.
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1. P R G B A B

4. BEFRKEMA N LR E (OK) 48%:.
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1. P R G B A B

5. ethO ¥ D FP Bc B (X 2210 BEfE) : k3L Ptz —:

o SFP+:iL & 1 4% LL{&i A ethO [t 10G SFP+/DAC Y £F 5 I

o BASE-T: ¥ i % B B N 1# F ethOf)
BASE-T £ 45 i 11 . BASE-T 2 BN % & .

( )BSFP+ Designate 10G SFP+/DAC for management

<[Select>

6. MNP HiE (eth0). WM. M. J 8. EHL M |, )5 1% 5% 7
RE K 55 .

A BB A ME— LA AT EIRACE AR B AR R AL
B o BLAL, 3 B DR A A A T ML AL F B O ELIK I AL AR EL IR I A R
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1. P R G B A B

7. WA E . EFR (Yes) 4k 4L,

8. LM (OK) M N B IEF . IR R EREA T EH B3R &
9. ¥ Ctrl+ Alt iB B =4 & .
10. XRGHFHF D& 58 RE SEBE TG D%,

MRECETRRENRE VA B8, HREH REREMR FRKEEN
T AR A A0 At R 45
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1. P R G B A B

P B o s

T A] LA A B 59 o5 (B O T AU B ) B 3 AN BB 2 B Y (2 HHE T R
B) o ACHEAHBE 24 B4y .
1. 8 B s Bl R .
o ¥ 3% :sysadmin
o BRIAE lan1cope
o MLE RGN, 4 5 i BINE 1,
2. RAME (SystemConfig) ¥ $1 .
3. AERMMEREXGEE . EHFFE (OK) 4k4:.

4. BEFRKEMA N LM E (OK) 48%:.
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1. P R G B A B

5. eth0 %% K if 7 B B ({X PR Data Store 6200 B f4) : i # LA Nk Wiz —:

o SFP+:7it B 1% % LU H] ethO [¥) 10G SFP+/DAC > £F ity [1 .

o BASE-T: & % & Bl & ¥ H eth0r
BASE-T 4 4 i 1 . BASE-T /2 BR i\ % & .

( )PSFP+ Designate 10G SFP+/DAC for management

<[Select>
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1. P R G B A B

6. i ARG 1 IP Mok P HERS . R, B . EHLE IR, 28 AR SE (OK)

A BB R ME— LA AT EIRACE AR B B AR R AL
B o LRk, 35 B DR BE A B % ML AL RF 5 0 ELIBC X2 L LI X b 1 5K

7. MO E . EFER (Yes) 4k 4L,

8. WM (OK) A I\ & 1 e £ o 2 IR B 48 b SR R AT 38 4F
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1. P R G B A B

9. AEEI A AMBEFREYEN O (eth2) B4 1 i# & (eth2 M eth3) .

Xt B B S, BC B eth2 B LS BL10GHT rE 82 DL SEBLIE W ) BodE
& 1838 45 . 1% LACP eth2/eth3 405 i I i JH LA 5k L ik 20G 1 A ik &, AT
IR et R L e R AE , JF IR Bl 1 R WS in 808 6 21 Data Store,
PRl D kA3 B0 1 R 2 BRIk B AR AR K Y e KU B DU e H U L TR
&, LACP i I 20 52 A& ME— n] H 8 A Kodis 17 o 19 4% e 2 100

BNULE A7 4

TB BR

fif FH 3REERY IP bt o B NAE | ZAE T 2 DL BiE T A
N 538 1S 1 eth2 FIT eth3 322 11 EL R (1914 .

e 3k H 169.254.42.0/24 CIDR ¥t () A 0] B i IP #u it |
AT 169.254.42.2 il 169.254.42.254 2 |i] .

IP Hh H1-
o BI=A)\AL4: 169.254.42
. FW: /24
o JRFF: NME T 4R, ik B P M bk () o
169.254.42.10. 169.254.42.11 1 169.254.42.12) .
Netmask 255.255.255.0

10. & FHE (OK) 4% 25 .
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1. P R G B A B

1. Bl E . EFEE (Yes) 4k 4L,

12, 3% 8857 5 5 7 56 O B2 91 5387 8 2h B4
13. 4% Ctrl + Alt iR i =l & .

14, MRFPHT A HET S EE LBE BETR PRRE LK.

c WMRBCAERKETIE 7 MR A, W ET &2 )1 Data
Store it & & ) Wi fe ds , 2R 13 $ & e B AR JF i B I Al B %

s MABCHAERRETRE T HARE, BRE 2RERERS.
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1. P R G B A B

it & E. G Data Store [ i W 42 28

I BORE i £ 4% B B N 55 Data Store Bt &, W SR A 2 5 HRE NI KX B Data
Store 4 T kL HEAT A7 1 o F8 30 K A A R A 0 1E U SR

M v7.4.2 JF 4G, %5 0] LUK JE Data Store it Ui 45 #8 % #t 4y Data Store i W82 2% . A
@ xi:msE, 219 % Data Store ¥ 11 2|3k Data Store 2 BRI ¥ R B KL
=B

1. T G E s MIER .

o B34 root

o BRINEH :lan1cope

o MLE RGN, 0K BN E .
2. TEm AR FE AN systemConfig. 1% Enter 8,
3. AERMMERERGEE . EFHE (OK) 4k4:.
4, EEHREER N LB W LLgkgk,
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1. P R G B A B

5. J& 7 ZO iR & Y S 45 7 2 O Data Storeff) — & 70? R .

FER PR B ik 48 95 Data Store— &l FHl 5, &0 ik BB i #& MO B B oK
B o A & T R F Data Store B B W 2% I A ik B2

A\ 5 R % 46 ] Data Store i & Cisco Secure Network Analytics , i A B 1% 11
AT A Ul B AT R AE . 15 I B B A B A Data Stored i Uk B AT 1 .

Up R PR R, DU A B A R DB A% B0 48 K B % 21T RFD

6. L HE A4k,
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1. P R G B A B

7. M EEEE N IE R .

o BUA: BUNIE T AR KA. 25 () Ron Jrak
o BUVH M HE : T e BERE I, 1 O £ I SR OF T e (BRAR B A R
B2) -

Eg'fg 4%\ .

o PIZETTALPEBEER - NVM: 4 5 3 5 09 25 ] A0 AR B - NVM, 900 2 0042 25 0 7
AN FHAF M NVM 3. o2 VRS B, 52 R 4 W 2% 2 BT 28 b VF AT 3iE Al
W 2% ] R PE R B (NVM) i B HE B

o Bk HEER: W R kP R H &, R 2 E S N Cisco Security
Analytics and Logging( A< #h) SR 82 FI A7 A Bl K B 4 H & . A R TE4E S, 16
i BR 2 e a M H &Lt B kB EEE IR -

@ n SR U R SR AR I B 9 A5 A NetFlow, T 53557 i B 0% 50 () dn B0 o 5 R R L
PUA 223 ff . BN 55) B AR AEH
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1. P R G B A B

8. fi N\ Jir it 3 I S5 7Y f) UDP 3y [ o i £ 58 .

T B ORI s R — . W R E E R AR D, RS O E
A BAWHBIANRE, DUk X R AR . B, 5% NetFlow 1 NVM &

B[R — BB T, S NVM B A S A% AOR AR TR U B A

SR, SRR ISR FE A py T A wIR, AT B AR £k
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1. P R G B A B

9. WL E . EFR (Yes) 44k,

10. ethO i¥%g 07 e B (W B A2 N 4210 BE4F) : e F DL kw2 —:

o SFP+: it & % % LL{%i il ethO [} 10G SFP+/DAC ¢ £ i [,

o BASE-T: ¥ i% % B B N 1# F ethOf)
BASE-T £ 4 i 11 . BASE-T 2 BN % & .

( )BSFP+ Designate 10G SFP+/DAC for management

<[Select>

1. BNEHED IP AL K. MK, 3%, EHL AR, R 5% # 7% (OK)
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1. P R G B A B

A BB R ME— LA AT EIRACE AR B AR AR R AL
B o SO, 1 B R A 8 T AL AL AF G O ELIR I AL A IR I A SR

12. BN E . B PR (Yes) 4k 4.

13. L HFHE 2 (OK) A 18 1k 5 . 42 18 BF %5 3 7 52 BlRE 400 2 15 9 5 3 A s 1B 4%

14. F% Ctrl + Alt iB 5 # & .

15. W RGP T — A WU E s £E L B HA Data Store ) MUESS 1T E S
%,

MRBEAEEIRKET N DataStore it & 1 A5 M2, ERH 3 &&£REE
R I M B 4 ) HoAth % % .
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1. P R G B A B

il B A~ B f Data Store
1 I AR 2

SR AR I UACAE RS IC BN FE % Data Store 15 &0 N AT R, T IR U 2% 2 K L IE N
Data Store £ Vi Wi 5 %5 B U IS5 45 24l 2 B ({ PR 5000 & 41)) «
1. WG F R MIER .
o ¥ 3% :sysadmin
o BRIAZEHE :lan1cope
o MLE RGN, 4 5 i BINE 1,
2. RAME (SystemConfig) ¥ $1 .
3. BERMMEFZRAE S EFEHE (OK) LLgks:.
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1. P R G B A B

4. BEFRKEM N EFEHE (OK) LLAk L,

5. RmiEEUREE A G4k s:? R (Yes) LAKLLACE , 1 L7 Data

Store.

B 1 38 £ R . 40 S48 7 B2 F Data Storeiif; & Cisco Secure Network Analytics ,

TR B AT P AT B E . %8 BB B A Data Store [ il &2
A i AT R

If you select the wrong choice, deploy a new virtual appliance or RFD your virtual

appliance.
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1. P R G B A B

6. i\ % 7E ¥ % Cisco Secure Network Analytics i A~ ffi il Data Store. % ##i &8 (OK)

7. RINE TR IP HhhE . PR, K. . ENLE N KR (OK) DLk

A BB A ME— LA AR ACE AR B AR R AL
B o BB, B B DR B A 0% AL AL T & 0 T I AL Y 00k ) s 4 5K
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1. P R G B A B

8. M\ E . kR (Yes) Lhgks:.

. IEFEHERE (OK) il o\ 1 32k 5 o 42 0 B 5 2 70 5 J R 400 3 358 JF: 3087 3 2l ¢ #%
10. #% Ctrl + Alt 3B H ¥ H & .
M. NRGHK T A filcEds EE BREARA Data Store T T A 2 3.

o WRE AT RIKE I E 7T USSR TR {8 1 Data Store , 15 % &
T—#5( BB FAL RS 5 UDP J i) 8UR [ & BMAR L B
il ¥ %

s MARBCHEERRETRE T MARE, HRE 2REXRERS.
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1. P R G B A B

Ao B AL 184y B0 UDP | [A] #8
1. 8 & s AL A 5 UDP = A 28 .
o % 3% :sysadmin
o BRINZE R :lan1cope
o MLE RGN, K T i BRINE Y .
2. RAME (SystemConfig) ¥ $1 .
. BmAERMMEREAE R . EHFHE (OK) LLgk 4.

4. BFEH XK BN LHEHE (OK) BLAkLE.
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1. P R G B A B

5. i ARG 1 IP Mk P HERS . . B . AL AR, 28 AR SE (OK)

A BB R ME— LA AT EIRACE AR B B AR R AL
B o LRk, 35 B DR BE A B % ML AL RF 5 0 ELIBC X2 L L