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2. F EHIs W& E T, iR A Cisco Secure Network Analytics ¥ % 61 2 1F
Data Store 1 .

3. 7K 9. BB Z L B PL5E Ak Data Store I ) 4] 46 R G HC &

4. % QR BOHE A7 I 00 B E HOUE A7 R E 00 U W AT R AR . ORI — 4> Data
Store 2k Jf: [ H s I I Wi B A% A RO Y
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FEE B I E AR AT EU TG R OO 5 Bl % & W B TR

HHENZE RS .

Configuration Requirement

IP Address

Netmask

Gateway

Host Name

Domain Name

DNS Servers

NTP Servers

Mail Relay Server

it B AR A
Export Port

Details Appliance

Assign a routable |IP address to the eth0
management port.

A unique host name is required for each
appliance. We cannot configure an
appliance with the same host name as
another appliance. Also, make sure each
appliance host name meets the Internet
standard requirements for Internet hosts.

A fully qualified domain name is required for
each appliance. We cannot install an
appliance with an empty domain.

Internal DNS server for name resolution

Internal Time server for synchronization
between servers. At least 1 NTP server is
required for each appliance.

Remove the 130.126.24.53 NTP server if it
is in your list of servers. This server is

known to be problematic and it is no longer
supported in our default list of NTP servers.

SMTP Mail server to send alerts and
notifications

Required for Flow Collectors only.
NetFlow Default: 2055

Non-routable IP Address within  Required for Data Nodes only.
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» Hardware eth2 or bond of eth2 and
eth3. Creating an LACP eth2/eth3
bonded port channel for up to 20G
throughput enables faster
communication between and among
¥ 95 Y s, and quicker FHE i A
addition or replacement to the Data
Store. Note that LACP port bonding is
the only bonding option available for
hardware {5 7 fis.

e Virtual eth1

IP Address: You can use the provided IP

address or enter a value that meets the

following requirements for inter-%§ 4z 15 A3
a private LAN or VLAN communications.

gg;::ﬁ;fﬁﬁ;; M + Non-routable IP Address from the
169.254.42.0/24 CIDR block,
between 169.254.42.2 and
169.254.42.254.

o First Three Octets: 169.254.42

e Subnet: /24

» Sequential: For ease of maintenance,
select sequential IP addresses (such
as 169.254.42.10, 169.254.42.11,
and 169.254.42.12).

Netmask:

The Netmask is hard coded to
255.255.255.0 and cannot be modified.

Required for Cisco Secure Network
Analytics with Data Store hardware
appliances only:

eth0 Hardware Connection » Manager 2210
Port  Flow Collector 4210
o BT s
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eth0 Hardware Connection Port Options:

o SFP+: SFP+: 10G SFP+/DAC fiber
port for eth0.

o BASE-T: 100Mbs/1GbE/10GbE

BASE-T copper port for eth0. BASE-T
is the default.

R B A () W&

15 FH B RF £ A T 5 ) 28 (CIMC). B 45 A 55 R 28 B AR 47 i 28 BB AT 15 0 & S 2 31 %
%. BRUH, 15 S M x2xx R F B % 3% 15 B 8% Cisco Secure Network Analytics x3xx &
I B 22 35 FE B o

CIMC 5 0]

BT AR VG A, 8 B 5% CIMC. W& R BLE CIMC, 15875 U EL UCS C & F1l 4 1k
B Ay GUI AL J5 R P R Ul B AT R AE .

RN %18 Ny password . 17 fffl PR 78 1 0 S I 4T B 0.

2 1% B R AU A

1. ERZ R R WAL P EVLOEBNLEN)
2. fEREMHLIE R EHLF, BB AL
3. BN HE LR 53 L

WREMHLAE S, B EBRRE T HNAAAS R WERE R, EHRAT BT #1E
Z "
s WM WML RANARG LW HREE . AXELELE, SR LRI
o R PR WIRESR

« VMware ¥ 35 : §72 i 50 4 S L 5F U i A P A 0 BR A

BETINERU P RAWZ R X Px T RAGERERELE,

T 5 448 39k % 3 & 8 R} Cisco Secure Network Analytics ¥ 4% 11 ¥ A 2R 1) ¥ 5
T 05 23 A1 57 55 V) M 45 1 A I SR VR R 22, R AR 9 TR 0 hn B UR, DAWR ORE IE
HIBAT o

4. Vi la] WAL 6 6 o 70V R LB %% 58 OB 31

| MR VM LN, A Ak 55 7T RE 7 B K4 30 23 Bt 4 RE R Bl .
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A8 v i B B A

1.8 FE O B B A B

218 DLT Ui B 58 RCRE AN B0 & 1 A A B G B . e 1R e B (W PR ) & I8 2 R MU (VE)
B AR, SEATRT DLAE B IR v B AR RO G B A

| IR SR ERF A, HEE AMENREARLE .

1l W= R

% & Ui B3 Data Store
AN DA

RE HEE e

RE HETA &

B REARE HAF Data

Store

BRE REWER IAERE
Data Store

BCE #ife R4 B UDP =6 4%

B

i | Data Store 14~ {# H Data Store [
BT FEAE .

AT BLAR & 1A Bodl 1 R (A Y
2 ) B 3 A B 2 K Y (2 B
TR E) .

AN SCRFALES 2 24 Bl Y .

B OR S5 1) 3000 T e 98 O B A e
NI A . IF B, B O B Y
HE A0 RS AE P (0 I B SO RN AR R, DA
F AT A A ) RAM. CPU Fl R 4% 23 18] . 45
RKUEME L, 182 0 Y 20 10
B

The i & W % %% sends its telemetry to
the Data Store %4} 7 5is for storage. &
4 0 A R A ) R U 2R

The it & W £ 28 stores its telemetry
locally on the it & i ££ %% or on the il &
5 42 28 #4% (5000 Series only).

it A% 2% A1 UDP 3 [ 2% 7T 3 .

B BRLENACH A 2 UDP & 1)
B, 8 L AR FE U 5E R R S B
B ARG, IR E AR B R R %
AL B 45 m R FR R
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fc & & 2 A

1. Log in to the Manager through the console.

* Login: sysadmin
» Default Password: lan1cope
» You will change the default password when you configure the system.

2. System Configuration (SystemConfig) opens.
3. Review the failed login attempts information. Select OK to continue.
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4. Review the First Time Setup introduction. Select OK to continue.
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5. Port Order Configuration for ethO (Manager 2210 Hardware Only): Choose one of the
following:

» SFP+: Configure your appliance to use a 10G SFP+/DAC fiber port for ethO.

» BASE-T: Configure your appliance to use a 100Mbs/1GbE/10GbE
BASE-T copper port for eth0. BASE-T is the default.

This appliance's physical management port (eth0) 1is currently
configured for BASE-T.

To change its configuration, select a menu item below and press the
space bar to confirm your selection (x). Highlight select and press
enter to save your changes.

(D) means this option 1is the default for this appliance type.

Designate 106G SFP+/DAC for management

(%) BASE-T (D) Designate 100Mbs/1GbE/10GbE BASE-T for management

<dselect>| <Cancel>

6. Enterthe management interface IP Address (ethO), Netmask, Gateway, Broadcast,
Host Name, and Domain, then select OK to continue.

A unique host name is required for each appliance. We cannot configure an
appliance with the same host name as another appliance. Also, make sure each
appliance host name meets the Internet standard requirements for Internet hosts.
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7. Confirm your settings. Select Yes to continue.

8. Select OK to confirm your selection. Follow the on-screen prompts to finish the virtual
environment and restart the appliance.

9. Press Ctrl + Alt to exit the console.

10. RGP T - EHS £5 LE FESE P A LR

MRECEERRETRE T A EHE, HERED REREMR IFRKEEN
Uit A A A A i
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P B o s

You can deploy 1 Data Node (Single Data Node deployment) or 3 or more Data Nodes (Multi-
Data Node deployment). Deploying only 2 %% 4 7 /4 s is not supported.
1. Loginto a £ # 77 & through the console.
» Login: sysadmin
» Default Password: lan1cope
* You will change the default password when you configure the system.
2. System Configuration (SystemConfig) opens.
3. Review the failed login attempts information. Select OK to continue.

4. Review the First Time Setup introduction. Select OK to continue.

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -32-



1. P R G B A B

5. Port Order Configuration for ethO (Data Store 6200 Hardware Only): Choose one of
the following:

» SFP+: Configure your appliance to use a 10G SFP+/DAC fiber port for eth0.

« BASE-T: Configure your appliance to use a 100Mbs/1GbE/10GbE
BASE-T copper port for ethO. BASE-T is the default.

( )PSFP+ Designate 106G SFP+/DAC for management

<[Select>
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6. Enter the management interface IP Address, Netmask, Gateway, Broadcast, Host
Name, and Domain, then select OK to continue.

A unique host name is required for each appliance. We cannot configure an
appliance with the same host name as another appliance. Also, make sure each
appliance host name meets the Internet standard requirements for Internet hosts.

7. Confirm your settings. Select Yes to continue.

8. Select OK to confirm your selection. Follow the on-screen prompts.
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9. Configure the physical port (eth2) or port channel (eth2 and eth3) for inter-%( & i /X
communications.

For hardware %4 15 5 s, configuring an eth2 port for 10G throughput is sufficient
for normal inter-£{ 4 15 51 communication. Creating an LACP eth2/eth3 bonded
port channel for up to 20G throughput enables faster communication between and
among ## 7 & s, and quicker %4 5 & addition or replacement to the Data Store,
as each new i %7 &1 receives traffic from adjacent % #f %7 £ s to populate its data.
Note that LACP port bonding is the only bonding option available for hardware % #&
RS,

Enter the following:

Field Requirements

Use the provided IP address or enter a value that meets the
following requirements for the eth2 and eth3 interface for inter-
K4 45 55 communications.

* Non-routable IP Address from the 169.254.42.0/24
CIDR block, between 169.254.42.2 and
IP Address 169.254.42.254.
» First Three Octets: 169.254.42
e Subnet: /24

» Sequential: For ease of maintenance, select sequential
IP addresses (such as 169.254.42.10, 169.254.42.11,
and 169.254.42.12).

Netmask 255.255.255.0
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10. Select OK to continue.
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11. Confirm your settings. Select Yes to continue.

12. Follow the on-screen prompts to finish the environment and restart the appliance.
13. Press Ctrl + Alt to exit the console.

14 WRGHH T A 8 EE RE FEF R PRTAE 2R,

c WMRBCAERKETRE T BT A, IEEET &2 ) (1 Data
Store it & & i Wi B W e A%, BRI B B EC B AA JFRCE Kb i & .

s MABCHAERRETRETHARE, BRE 2RERERS.
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fic & I & W EE 28 v H 5 Data Store

If you configure your it & I ££ 2% for use with the Data Store, the il & I £ %% sends its
telemetry to the Data Store Data Nodes for storage. You will also confirm telemetry types to
ingest.

Starting in v7.4.2, you can transition Non-Data Store i & I £ %% s to Data Store it
= I & #8 s. Refer to X $038 77 £ v I 2 JE 038 77 6 3 B AT I W B &£ 5 for

more information.

1. Log in to the i & i % #= through the console.

 Login: root

» Default Password: lan1cope

» You will change the default password when you configure the system.
2. Atthe command prompt, type SystemConfig. Press Enter.
3. Review the failed login attempts information. Select OK to continue.

4. Review the First Time Setup Introduction. Select OK to continue.
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5. Do you want to deploy this Flow Collector as part of a Data Store? Select Yes.

After you choose to configure your it = i ££ %% for use with Data Store, you cannot
change this configuration. Select Yes only if you plan to deploy a Data Store to your
network.

If you need to deploy Cisco Secure Network Analytics without a Data Store, do not
follow the instructions in this section. Follow the instructions in B2 & i 2 EH A
A B A Data Store.

If you select the wrong choice, deploy a new virtual appliance or RFD your
appliance.

6. Select OK to continue.
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7. Select which telemetry types to ingest.

» Default: All telemetry types are selected by default. The asterisk (*) indicates the
selected telemetries.

» Deselecting: To deselect a telemetry, select the telemetry type and click it (or
press the space key on your keyboard).

More Information:

» Network Visibility Module - NVM: If you select Network Visibility Module - NVM,
the Flow Collector will ingest and store NVM flows. Refer to the Cisco Secure
Network Analytics Endpoint License and Network Visibility Module (NVM)
Configuration Guide for more information.

» Firewall Logs: If you select Firewall Logs, the Flow Collector will ingest and store
firewall event logs for Cisco Security Analytics and Logging( 4~ 1t i 2 ) . Refer to
the Security Analytics and Logging: Firewall Event Integration Guide for more
information.

If you configure the Flow Collector to have NetFlow disabled, updating configuration
options, such as altering Exporters, Host Groups, Security Events, Host Reports,
etc., will have no effect.
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8. Enter the UDP port for the selected telemetry types. Select OK.

Make sure your telemetry ports are unique. If you configure duplicate telemetry
ports, the ports will be reset to their internal defaults to avoid loss of flow data.
For example, if NetFlow and NVM are exported to the same telemetry port,
each device exporting NVM data will create an exporter on the Ji & U 4 2%
and exhaust the exporter resources in the il & Il ££ #% engine, resulting in
loss of flow data.
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9. Confirm your settings. Select Yes to continue.

10. Port Order Configuration for ethO (3 & Yt ££ # 4210 Hardware Only): Choose one of
the following:

» SFP+: Configure your appliance to use a 10G SFP+/DAC fiber port for eth0.

» BASE-T: Configure your appliance to use a 100Mbs/1GbE/10GbE
BASE-T copper port for eth0. BASE-T is the default.

( )BSFP+ Designate 10G SFP+/DAC for management

<[Select>
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11. Enter the management interface IP Address, Netmask, Gateway, Broadcast, Host
Name, and Domain, then select OK to continue.

A unique host name is required for each appliance. We cannot configure an
appliance with the same host name as another appliance. Also, make sure each
appliance host name meets the Internet standard requirements for Internet hosts.

12. Confirm your settings. Select Yes to continue.

13. Select OK to confirm your selection. Follow the on-screen prompts to finish the virtual
environment and restart the appliance.

14. Press Ctrl + Alt to exit the console.
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15. RGP T - HREKRES £5 LE REWRSES NEFA Data Store H [ i
AL,

an SR EAE T I E Oy Data Store B B [ BT i E AR A%, IR B 3] # AR
BEMR I B R HAh % &
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fc & =4y A B Data Store
W R R R B U AR B N AR R A R ARG IS LT AR, IR E AR A o dg L RE
B A7 AE TR AR A B U B AR A s EE B (ALFR 5000 & 41) .
1. B EHEEx HERES .
o B3 :sysadmin
o BRINF :lan1cope
o MLE RGN, 4 5 BN,
2. RS E (SystemConfig) ¥ T HF.
3. AMAERMMEREAEE . EHEHE (OK) 4k 4:.
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4. BEFRKEMA N LFEHE (OK) 482:.

5. RmiEEURGEN A S aks:? s B I4RLRCE , ML Data Store.

A % % R . 40 B 148 75 48 ] Data Storeil & Cisco Secure Network Analytics
EA B AT P AT B E . B B E ME WS EE AT Data Store
o B BEAT R AR

If you select the wrong choice, deploy a new virtual appliance or RFD your virtual
appliance.

6. Wil 7E EB & Cisco Secure Network Analytics i 1 fii Fi| Data Store. % #% B %€ DL 4k

+
é‘o
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7. WINE R IP HhE . MZEE. M. TR EHL N KR E (OK) 4k
8,

BEA & A0 B A ME - LA AT R B S Al e B AT AR R L4 1
B o BEAh, B B OR B A 0% ML AL AT & 0 T 2 AL Y 0Bk ) s 5K
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8. Wil E . k¥R (Yes) 4k 4:.

. ILEFEHERE (OK) il o\ f 32k 5 o 42 I8 B 5 2 70 58 J R 400 3 358 JF: 3087 3 2l ¢ #%
10. #% Ctrl + Alt 3B H ¥ H & .

M. NRGFHI TN REWES EE LE REKER NS EF Data Store H 1)
Ji A 5 %

o WRE O ERKEEE 7T i E S 4 1 R A2 Data Store |, 1% #%
ET—#0( BEE R B4 B UDP 3 &) Bk m RE&EREMR UK E
HoAh e % o

s MABCATRKETRE T TALE, HRE 2REZERS.
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Ao B AL 184y B0 UDP | [A] #8
1. 8 & s AL A 5 UDP = A 28 .
o % 3% :sysadmin
o BIAZEH :lan1cope
o MLE RGN, K T i BRINE Y .
2. RAME (SystemConfig) ¥ $1 .
3. AERMMEFRERXGEE . EHFHE (OK) 4k4:.

4. BEE R EM . LHEHHE (OK) 4k 4k .
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5. i\ 1 IP Mok FIAHERS . . B . EHLE IR, 28 AR SE (OK)

AR FHEAME A WATLER E 5 Al & BA M EEN 41
B o LRk, 35 B DR BE A B % ML AL RF 5 0 ELIBC X2 L LI X b 1 5K

6. NI E . EHFER (Yes) 4k 4L,

7. EEEHE (OK) fi N Bk . IR R R T REMA SR ER R K&
8. 1% Ctrl + AltiB 1541 & .

9. EY ME RAERE RN UDP RRS THHALRE, ERFPHE T — Hite &
% o UDP 5 1 2% .
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MRECHEERRETRETTARS, HRE 2RERERS.
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ik %%El R

A HE B

AR SR AR VM PR B A A B, WU AT RE AEAE I R R, OF B RE S A 2 R A IR B AR
A SR AW DUR R R, B TR R OR (cort) T3 BUBIR B 4B 46, 35 AT DL T #84F -

1. URGEER GHh B ELEH G BRILF 2 lan1cope.

2. J‘ﬁi‘% & % > Root Shell.
3. BITLL T4

/lancope/admin/plugins/update/.98-FIX-SECRET-PERMS. sh

4. i81T SystemConfig.
5. BEHARGAE.
6. R BEMEMR 8o R A LT WRELE R K&, HKR
ER &
un B R A B JE ek s A, T BT LN R AE
1. Ll root H F* & 43 %8 5% o
iz 47 PLF A 4 I 5\ Docker 45 2% Fl Ik 55 1F % 18 17
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e docker ps
e systemctl list-units --failed

e systemd-analyze critical-chain

3. 7 Docker % 4 MR 55 Ja ah e 47 Ja , H R 2 8 sk W ARG Tovh U5 17 e 4%, 18
&R BB SR,
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2. L& 2 E A4

USRI, T R TR B e B e R AR A
iy
e #&
TETFIATE B 2 00, AT UL, T AR R LAY L B SC B L R
ek e B LH K
o A 0 7 kS ACL( i ) 1) 412 ) o 0 VP U5 <
o WA VA 1 A L4 R IP BB DL T A DA £

- W&

« TR

o BRIAFNT % Y G

« NTP HIl DNS Jiiz %5 #5

o & EHEEK P

AREMER, HSH REMREER.

% B WA
V9t W B T BL — 020, 4 7 T M M B o T
LA B B RA EEN, B E S E R R E L SRR R
B K
B AR W PR )
MREHZAEHS, Wl DU BRI , DEX— MR — &
G .
o BERRARET AREEA RE G,
o THRIKEE T IBAE N E MG
o SRS WE T ARE SEBAIA AT, X FEE WK R,
SUAIE R, WS 3. S MR BOER DL T R
Cisco Secure Network Analytics 1

fic & & B3}, K5 A Cisco Secure Network Analytics % % €] & Data Store 12 5% JF Data
Store 38 . 7E W 7% W & T A 1 e B HAb W &0, S e m B & e & miskd . %S5
MU ERRGERE -
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FTE MR RALE G, BT L ER MBI E (62 W 8) . w38 A JEData
Store 1k it & Cisco Secure Network Analytics , Il A] DL 7E 5 il R 4t I & )5 #% Data Store ¥
I E o 1 B B A AR 0 B R BHE A 6 50 R vl B AT R AE .

B 92 B
BRI E RS, E IR AR B U AT 3R E . IR BB L T NS

o —R—AN:—IRBE MRS EFEREBWER PN - &8, A
%% N C%E$# (5 Data Store RFLE L)

o B R T S T T .

s ZAFREBB EVUALRAHEE L N REMMS . HE, ML NGEH—
ANE B P IVE AR E

o Uil KT BN A E B AR A e Uy n] 5 A B
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UL il B, JFIC R B RS E R

g
e &

1. F % (Primary) & # 48

2. Pl HETT A

5 DLEIE R 5000
LRSI

4 TLEEUESS 5000
L ORIGE

5. iy HAl wiE IS

HHE R

BHE EHSG 2rh REHEE.

FEITIEBCE R T T — D& 200,
IR LA K BN BEER

BB E M AN, K628 — 115 Data
Store( F ¥ 17 % 1) 5 4~ 1% Data Store
(3F Data Store 1) ] Cisco Secure
Network Analytics 3 .

K He A7 F8 2 i A 5

Make sure the % ¥ 17 i appliance status
is Data Store Not Initialized before you
configure the next appliance in your
cluster.

£ )7 3 5| BEBC B 2 A, 5 B DR s
#IRE N BEE .

YR RS EEX RIS 2 A B
5L, TE — KB — A A5
5t Bl tn, fEHCE pair2( EdE E 2
engine2) Z i i & pair1( database1 #
enginel) . 7E &N, BN B0 B R
HNEER, AEHREIIIELE.
sb4h, fEECE ME— EHL AR, i AEA
O A G Xy &, DR
2R B EAT

SRR G B G, &) LA E R AN
BAEFEME X PR W& S M. HXF
HEL, ESH BEBEREFEXIES .

28 3 51 B0 B 2 A, 15 i IR R IR
%+ 5000 & 7 ¥ ¥ i s oy B -

R R B R AR AR P
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UDP S [n %8s
6. (HFN

FlowReplicators)

7. Uitk dEs

GO B AR
(R AE )

BF Mg ZH, RS REA
BAR T B RATIEAL

REHFBFEORBERES: AEAET
Fo & N — s 2 i, R & RE
N EEE.

EEMTIE F— /W& ZHT, EfR
UDP S 8% W& R& N BEE .

U R e R I ACHE A 2 UDP
S 1) %8, 3% 52 Bk Cisco Secure Network
Analytics R AL & . 28 J5 , 1% R 2 4
R SO A% BB A B R P R R

fE )8 3 A% A BB 2 0, AR U
fe ks WRRSH CEE .

£ )7 B B & B Ay BB 2T, T R IR
BHAE RGEERN CERRS.

WiBh AR kB E Oy R B
FCE P A B & a M s i E T RACE
PR D). HREMER, ES 3. &
X EHES BB BRR LT EFEHE
S|

e o

B RG AT REBCH AL Bos T A B &
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2WMEXE RS

1.8 xk&ETH
i T B 5 A TR LA
1. 0 028 0 M 5 B ol B\ httpsl/ B N 4 10 1P L

o EEHB: HAME T A .

s BER: EHAEKELBWER T T —MNE&ZH, BHILEN &N D
% #2788 Data Store K ¥ G 1L »

o WP B R 120U L B e, DUEE AT IR AE .

MRTEVTH B %, ES N h R EERER AR, WA ERRERE
JRNEUES (S

2. BN VLR SRR EEAT B oK

o A 4% : admin
o ZE4: lan411cope

afean]
CIscoO

Welcome to the Secure Network Analytics Appliance
Setup Tool!

appliance step by step

IR AR R, TR IR (FE A 16 R A ) DL SO 4 i
B, B LA g I 44 B IP Mk .

2. It B W%
BUBRB AN, BERE TARY $EERERE SR,

1. BEHRERRNEN AT RN ARG E A MHEW. £ F—3F (Next) K3l
BEREADSH
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FEE LU AR AF

o K : 87 256 N FFF
o B MR EIL S BINVEMLMEZR D 4T,

User NN
admin lan411cope
root lan1cope
sysadmin lan1cope

% Manager VE
Appliance Setup
I Nur NCVE-KVN

Change Default Passwords

nt Network Interface

and Domains

Note: You must change the password for all the users before continuing.

@ ADMIN

Current Password:

New Password:

Confirm New Password:

| U SR O A 2 B AR B o 1 BRI A, U AR S B SRR S AN ET A

2. BEMKED: &F IP AL O 7B B BN E B . i F—8
(Next).

o Bk EHELULER, WEWMKEE LS W SR
o IPV6( /] ik) : 2 5 H IPv6, i ¥l IPV6. i% 3 B IPv6 (Enable IPV6) & i HE
HIHE 7B
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o Step 1
’ Change Default Pa:

Management Network Interface

_GDF Enable munication b en this appliance and the ne or this appliance ap
—== Management Network Interface below. Before changing any of th nfer with your network admi

Wamning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
replaced automatically. If you have a custom cerfificate, save the certificate and private key before you change

‘these fields so you don't lose data.

Enable IPvé
IP Addre: Required

Prefix Len

Required

ult Gateway: Required
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3. EMNZME: MALLTFEE. BT —22 (Next).

FRAK Vi B

ARG TFEAME—FH L. R NE
BB 2% B AR A ) E AL 4, X e % 5% o
ERCTh 22 3 . BLAh, TE SR A B A E ML
245 6 o0 IR ) 32 LR B IR DX A 1 K .
FHL4 WEWE S 5000 R 5] B A 5| 2t
187 F o — = WL 44 i 44 B A B0 R RN 5]
X, DA B S AE <A v 8 B R i .
111, database1 fll enginel. database2 il

engine2.
Network Domain( ¥ 1) BN T EA TR ERSL .
(e % N\ Cisco Secure Network Analytics #f; &
(PR T & B A% ) IR 4

BAEAFMEE : W R 1& @t Data Store 75 1
OCBCE TP T B, T O B A

1o
(EFLE s it JEData Store I, : 1 5 45 % A i id Data
(A B 5 2 52 Store 7£ B XK E WP ECE W&, HEBEIE
Data Store 1, .

TAATE R TR G E 5, &0 DU
HMEBIEE TS

|P b 1k Y05 [ FF 46 % $% 4% 1) Cisco Secure Network Analytics
(PR HER ) W4 4% f) 1P Hh ik 95

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -61-



2WMEXE RS

% Manager VE
Appliance Setup
Nu

Y Step 10
g Change Default Password

Host Name and Domains

P Step 2: Enter identifying information for this appliance and the network domain wh
#== Management Network Interface

Wamning! If you change your IP address, host name, or network domain name, the appliance identity certificate is
i ! S[ep 3 - replaced automatically. If you have a custom certificate, save the cerfificate and private key before you change
-4 Host Name and Domains Ihese fields so you don't lose data.

Host Name:*
Network Domain:*

ur organization's domain and the IP addre:

er Your Appliance

Manager Domain:*

Complete Required

Manager Domain Type: * Non-Data Store

Select Data Store if you're planning a domain with Data

ess Ranges:
IFandiEss Ranes Nodes, Flow Collectors, and Managers

Select Non-Data Store if you're planning a domain with

Flow Collectors and Managers.

Data Nodes are not available in this domain. However,
you can create a Data Store domain later.

4. DNS & B #il BN B2 5 B/, 30 AR 55 4% IP bk . 235 F — 2P (Next).
7 0 B B DNS AR 55 2% (AT k) -

o B+ EAE .
o MHBR : Bl A HE DLk £ DNS IR 55 4% - o ifi - El#5 .

5. NTP #t B : i\ BROA BB IE A 0 5%, B8R o5 3% B8 I e 32k 56 90 8% i 1) B 13 (NTP) IR
% % . i T — (Next).

NTP Server

10.0

o /N NTP R4S 8% R H B 24> NTP IR 55 28 DL 80T 4% F0 o 6 v
o AZERIE :pool.ntp.org /& NTP [ [ 4 2 H KR
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5N B M B NTP iR 45 28 (7T ik) -

o W+ B AR
o MIBR : 5l A AE DLk £ NTP IR 5% a5 . #ili - ElAs .

6. &ML EEHAE RPREHS BREHEMBEPER, MR

o FEBs R WAL FHE, HHE 3 A THEHE.
e IAHRMBA: WREFAL THA, WHE 4 BREFMB“EHERE",
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3

6.
7.

8.

JEM BB
BB MR A A T R

Huo B A (Apply) 52K 3 3% 4k & (Restart and Proceed).

o FEBLE HP R BN, 1 1% B B SRR AT 1R AT
o SEAFJLOrBE, LR AR GT T E AR R ST BE RS B ET U .

ToREH .

“W% B E T B IRITIF . i 4842 (Continue).

FE “7 W& 1) ¥ % "(Register Your Appliance) & 5 < |, & & IP bk 7 B R 77
(Save)-

o EHLE IPHILE XA, I H L E .
o WP BORAE B G b R B

WA E SRS, Bl B B #H] TH AR (Go to Dashboard).
EFEEE>2R>EFEHE.

BEH R A FEES XSRS ER N BEE.

@ Central Management nventory  DataStore  Update Manager ~ App Manager  Smart Licensing

Inventory

1 Appliances found

Q_ Filter Appliance Inventory Table

FEIThafE M BCE WP M EAE B BRI T DR i, iR T &
A WRRER RN EEE,

9. EMERETW F — M, WERFE 1. EFHERETR FREEHF TN T —

N

4. K5 B N N B B rh g PR

B A% B E TR 4k 24 T 100 A B v A B 58 st % i B o RG 8OD IR AT RE DR LA T R . 4%
MEBE f B S HEAT $R AT
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1. FEEFERET R L, @A E FEEN P L.

2. HfRFF (Save).

3. PR LM RITHF R i FHE & GMIED. B & UE
RIE B RTFRA&E BHSES

4. N FE BN EREIE.

5. H: %k £ 1 Cisco Secure Network Analytics 15, . i & 45 76 v it &5 3 28 i i B oA
Data Store 1% 5 ik Data Store 3% )% .

o WMEBWHERSs: i N IR = IE N 15 . Netflow kA fH : 2055
o TifERK#Es: P MEBEWES.
% ) Cisco Secure Network Analytics %

i
cisco

Change Default Password Central Management Settings

= Step 2
#== Management Network Inferface

Domain: DSdomair

Flow Collection Port:* 2055

ings
E; Step 6 .
‘Central Management

# Complete

6. Hili ¥ =4+ EH (Go to Central Management). i # £ 5. Hi il & & RE -
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5. BN B &R
4 B TR R B AU, A R R R AR AR
1. B B TR 2T IR A N, S 40 T DL BT R AT

o TR EHA.
c BHFRE>2R/>EPEH,

2. AEER LA,

o WA ACBREHR S,
o WEBEBRE: AITMRIEERET T — MR &7, B FEE &R
SERNBEEE.

o BABRARARVIGEAL © 0F T B A7 o 380 b AU R AR A BN R, WA R
RZ 7~ Data Store RAVIE A - 1 /5 LL 12 /5 1 58 A A6 4L )5, EA1H Eom he

B
o A Ui I % LA Data Store brid, UK H L B K ik 1% | Data
Store %4 % .
@ Central Manag ement Inventory Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q_ Filter Appliance Inventory Table

' )
Appliance Status ~ Host Name ~ Type ~
Connected 5-2 Manager
A Data Store not Initialized 47-2 Flow Collector | Data Stare
A Data Store not Initialized -148-1 Data Node

L vy

Make sure the primary & P 2% and each appliance is shown as Connected (or Data
Store Not Initialized) before you start configuring the next appliance in your cluster
using the configuration order and details.

3 BREARGTH T MR, EHE 1. EFXRERETR, A LR 5.
BN ERE
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30E X g bR T ok R

3. € X B H AR Wl U)ok AR

155 FH W B ) 4 B B AR PR AN A B R 2 DA N B D) e, DAGE L — AN & R AE 5 —
A& R G . W R &4 Data Store i 2 ) Cisco Secure Network Analytics , Ul 7£ %) 45
A O A7 it 2 BTG B R ) el R B

WARBHMY EHA, %2 5. BRVvIA4A2H T,

N T R B A E AT M R D) e, B AR B R JE 4% B Cisco Secure Network Analytics # [
D)3 iC B 45 B A U B A .

WEE, WREEEBEL, THBASH V)M A B R 1% I Cisco Secure
Network Analytics # [ U] #6: it & 15 w5 5 s 10007 52 ol i 2R 48 A B

Data Store

I 5 45 £ i Data Store # & Cisco Secure Network Analytics , 1% Hfi {4 7£ ¥] 46 1. Data
Store 2 il it B i F& 7] e . 4 5 AE 4] 46 4k Data Store /5 it B # F& 1) #e , i #% 18 Cisco
Secure Network Analytics # & VI iC B fa i U AC B H Bh FHL 28 , LUE 5 Data
Storeiff 17 % 4l {5 .
1ic B i )
FOW A T B i B N R ) # %, 15 % BB Cisco Secure Network Analytics i & 1) #: it & 45
B U B R AE
ZAREE SRR E B E BN EE R, B

o WER B WA B AT, PAMEEATT LLEAS , 15 B £/ 4 1E 6 10AE 15 4/ 47 2 B
W/ E A
By ST < 7E T UR W V) P L B 2 R
EEINF: CEARE X SHB A N EEBE S B &5 .
Bt R S L, ML IR P BN B E A A
FraE s KR, EMA S DMt
W HERR : 15 2 4 Cisco Secure Network Analytics i [ 1) # it B 15 5 T MR v 7
ES

J T IS B MIE AT, 15 3% B Cisco Secure Network Analytics # [ 1] 3 fic & 15
A B A .

E At AN G B A
TR E R e, 0 4 T R R B R R R, 2R E LT L

o EEHB E EEG K LI E L T B M S K B4 B LS . i
EHAE MR BRI E . SR 8 SUE R N SRS S
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30E X g bR T ok R

o FHBh BB ML BHE SWMBRHKE, DETUEE FHERLEMKERD.
BEAk, % TP R, S B B AR A O RO I, X R R JE i U i) i B A
BRI AN EE o, B J0 TR A B B B A R A
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4. B N SOUAR

4. P Bk SR

‘ A B & Data Store B ARG & TT R UG 50, W R 6. IEFEAI 454k Data
Store.

i TR TR nT DALk 8 7R B F B s B H A SRRl & 1 9 A Cisco Cisco Secure
Network Analytics 3 s H 5 22 B £ L i T U4 o f8 FH ub /U R T e, 8k B AE 2 3l
Yedr S E A T ECE , ARG F o H 500 R uh & F 20 o B Th 88 AT 7R B dE A0 W B R
Feft vl R . S BhIh URThAE, B TUREMEF L, 645 2 LM
EENE &/

| FUA A H ORI G B B A O T UGG T o T R

o ROUAR B E P A U A
Data Store (7 & Ft B LA X B iR BL B (WR 2R ) o 3 B B4
o EHLALG - EAR
o WG o k%
. A o W AS 45
o T & SNMP fC & SO (A%
f)
Sy ML B AR DU A
o Lo H
o [H KX AL B R
o RS Tt

TUAR I b B SR
EFFHEEEITCREG S0, HEEL NEXR.

o {3 FHAH ) [ 44 FRAE 5 36 55 R0 0 43l A5 A 61 22 70 4% Data Store 33 o B 08 5 A 3 05 B
A #H [7] £ & 1) Data Store 1, F H. 7 /> v 55 7 1) Data Store 3 44 A [F] . A <38 (1 &
ZER,ES M .

| ¥ [7] & Data Store 15, DL SZ L3k 55 70 4% - A [F) 2P 9F Data Store 1, .

o T % M5 /> 3 £ fX) Cisco Secure Network Analytics % 14 i < A8 [7] .
s BMUABEHBIERRMB FTEEREIAMX . EXEZEL, ESWEILE DR

Jin 2 {5 AE A7 X
e B EEHMBIEBHMATREHBEMEAHX . FREZHELE, S RAIE DT
I B E AR A7 6k X .

T AL X AL EOR A, 18 AT DLk SR AT I B L AR SRR .
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B E 35 I 2 AT AT i X
T W8 DL R U BOKE P T A B A iE R IE B AR AR RS AR AR X .
EREREX AN
AH R Tt B KT 48 S I A DL R
e BIUAEHIBIED RN FEHBEAAMX .
s MEEFHBIEPHR MBI AEHBELAMIX .
Wk 5 B
U 2% 5y E S UE B BE , 5 B AR R B R AIE A AR A AIE ) SN B 45 AT AF 4%
[X o

BAE P FAE RS AFAF A4 X

55 EAE AN SCAE

1. FER & S ik 1

$E A DL D0 B R 3R O 17 ¥ B A 45 o LA A5 B R 46l PR A 0 B S T
WRE R, BT R . S EE 2 BIE BRI EREAAERER.

A AT B oy ) B R B A B A 2 R A R s R BOE A . BAR D IR
PR 4 A5 P ) ) 4% T A

1. fENYE A Mok A= A, fE DR B8 AR & 4 1P M Ak S 1 B 1% : /secrets/vl/server-
identity

1 4l - hitps://<IP H 1 >/secrets/v1/server-identity
2. B R LW RRRAIER.
E A R S R A G LT Vi 2 Y NV s o . S v

W HE R ﬁD%&ﬁ%?UTﬂZﬁ%E’J%T 1% # #r Downloads /4 Jerh £ % & [
BN HAE P, B2zl A At ) 5 2

3. MEANEHBELE LT 1M 2,

2. K5 UE A5 5 In B 2 AR5 AR AE A IX

F% I DLT B IR TU A% B A B0 % B O U S AR 5 BE (AT ) DR A7 B 3 B AR A5 AR AT ik
X .

1. BREHLE,
2. WHEEE>2R >KPEH.
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4. B N SOUAR

[ R NS R N N T RIS R B -

sl AR B SE

wHmBRELE.

ERPEHER SRR > ERLEDR L, RIGEFEEX D
m T

N o g s w

I B R 50 93 b A% R A e 8 B 43 GIE A5 AN IE 5 B (AR GIE A5 8T A TENE D)

8. MERIFAMTES, MNIEHZHK.

9. s BB LHUET .

10. i dr @ IAE S o A AR5 R AR E AR A7 S R .

1. ERIDI 6 E 9, KA H A B 7 Uk 45 4 In BE AEAF A 1X .

e MR EFMETNAREHLSE, WRMEEHIZUETD.
e WMRBFRM L EEMHE, WHHRMIUREHESBIUET.

12, SN HRE . %5 H DR AT EAE.
13. CDEE EEREEEE R Tm L, M BRSRERE N B ERE
14. £ 1M EHS FEELE1 3 13,
T U RECE”
DL AT a9l U R E
1. UEMAREES L G S &,
2. \NExXHudg, EREE >&R>EHEE.
3. Ml MU RBEE LT
Aic & 0 4 uh A
DL T DR E TRk A

: JE R B B EHE

2. EILARUM REBEBHERTBD, WA TR 5H‘ﬁfia§ﬂﬁméﬁﬁxﬁiﬁ/ﬁ% (FQDN)
o P sk o T VE R, B R AL R 0 A B A B A Uk TS Al P 44 PR A T
i

3. i BRAF AR DR AT 85 I AR B

4. i FB A, R Rk e R vl o b 4 A K AR T A B 1] (R A I B
Hrifc &

5. &R B H LR s i N R P B . sl R 2B DAk 4t .
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4.8 Bl LR

R B 24T TR g 5 B AR, Ron IEAEBEAT R 2D . [F2D 5E a0 7 2 1t B Rk
Ty B 2R T ) A W

FESEIAT R I, 0 A ol 0 B WA B 4% 5] SR IC B4 A Be ol P i 78 i
S BRI A 2D AN B —
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4. B N SOUAR

25 P U0 A% il
AT B 25 B8 BLAEE YO0 A% 3l
1. BEEERICR AL, WAUH T B AR E Sk
2. U PRAR % BR DR A7 188 T 01 B8 o5 o 3 K 28 FH U AR il R DA K TR B M AL

3. (RIak) M BR O AR T AR s 3k SSIE S AT L Cisco Secure Network Analytics 5
Gt 8N — 38 A ) 22 A B 2k o SR IR AE I T Ay ol R R I R S A st R
o, AT LAHAT BL R B3R

HoEEA
wHERE >2R >KPEHE,
BN R AR SRR N DR
M R B S
EHmERELE.
EEPEHEBHER > FRLD R L, RIEEEEX .
7. EBARGIT X EEAS ZE B A E A MRS
2N

wiC e FF 5k
b 5 0 A AR L L L A AR A LA R

e WIFEMIE BB TEMUELEAEX T, HBRELEL, BSRIGIE BRI
PME A X .

o 3l 55 i Cisco Secure Network Analytics i 14 i A 75 2 A1 [ .

o Wi I ) Data Store 45 ¥ & A1 42 BR 75 B — 5,

EHEHE LT SR, 1 3012 llancope/var/smc/log/smc-configuration.log

o gk wh =
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5. %% v7424% T

5. % v7.424 T

FEW % b2 3R vi4248 T .
1. W LLTE https://software.cisco.com BB A A0y, I B BB ge ik & A R 3
¥ ) v7.4.2 patches .
2. BRI IEAN T BB SO U I R AE R R NN T .
3. BN T EH k&S, WEERKEEFN T AN

o Data Store 44 : %[ 6. IE £ ¥ 454 Data Store.
3k Data Store I : 1% 7. ZIE L HE 5 .
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6. I £ 4] 4fi 1k Data Store

6. 1F 7£ ¥] 45 1k Data Store

fi H & 4e I B Y1 46 A6 15 (1) Data Store. 78 It 72 /1, ¥ I i 5 A SSH.

f?ﬁ%ﬁﬁ?zw mhﬁﬁﬁ&%%’iﬂﬂiﬂ“%ﬂlﬂgfi B H1A6 AL Bl A7 ik A
TmEWES, ERAATTBAG AT R Z AT, B BB e B
;Jﬁ A B S A B EA

L root FH J1 5 4 B o 45 HE 3% % 15 I & (SystemConfig).
M = 3 5 1% $ Data Store.

P SSH. 4% B bt % 42/~ Ji F SSH.

M Data Store 3¢ 5. 71 1% £ FIHE 4 -

¥ B8 BF %5 b 32 7R W1 46 1k Data Store.

a bk wbd =

B i Data Store S HLIF , KRGSk E Z Hi ) SSH % & .
6. HE T —FF: 8 WiILHES .
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7. T2 T b

7

gy YIRS

M Vv7.4.0FF4h, SMCEEm & N EH 8. SMCEEAT RN B H S .

i B 4% 1) Cisco Secure Network Analytics & 4t X &% | Data Store i &= U 55 2% ,
M AS £ 48 F S 10 25 7 o« %) T Vi & Data Store/dE Data Store 2 %t , & [fi %% F Ui
¥4V i& F T 9F Data Store 13 .

LA AR 23E T 22 2 A0 A R o5 T 2 ) i

AI DUALE A #h 22 285 AN [ hig AR 1) 52 T 2% 7 i o

570 %% 7 o B 5 Stealthwatch R iE , 9 4 Stealthwatch & P2 4% il & #l SMC( & FE
) o

W R 7 A 22 FROA ) ST A v, WU AR B AR HR RR AN IR ) AT AT SO

W R TR 3 A A B R AR, RS B — S AR, R A RER S —
A EHE

AL A [E] B FT T A TR A A 19 55 T 2% 7 di

B 35 1) 56 1 AR 1 Cisco Secure Network Analytics I, 75 B 22 255 3t I A 1 5 1 %% )7
i o

U 5 %5 2 Data Store, i i ] Web N i 2 I fic & Cisco Secure Network
Analytics % %% . 5 [l % /7 ¥ 5 Data Store A Ff % .

2 2 S T % 7 i 1 U W DR A A A 2 Windows i 7 macOS i 5+

fi£ i Windows &3 £ H & F i
ff i macOS &% £l & F b

18N CAAS [R) 77 3 20y A7 KN, B B e 48 A ) 2 Windows iE & macOS:

M Windows % J5 & P 22 & i A & K /D
MERBERANFEKRD
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7. T2 T b

{5 Fl Windows 2 %¢ 5L [H] % /' b

o T IUEAT LW I BUR A R 2 4% 52 10 25 7 i o
o GLIHZ 7 i T B 64 AL ERAE R4t B A REAE 32 fL AR 1F & Gr ek Linux -

BT .

1% [ LU 10 B A A Windows 22 2 5 T %% 7 i -

1.

© N A~ wDbd

TR E A

'5$i (Download) icon.

Ml .exe XA LUT IR 22 i 1% .

i e e e ) 2D BR 2 S LT i o

(ST L, 8 T b

£ SMC FR& 828K 7 BL, fr N\ & H 2% IR 55 %% % AR ui IP Huhik (IPv4 2% IPV6) -
H N 8 P A D

52 B3 0 AT TR ST % 5 9 £ 1F B 4 5 0 E 15

M Windows %t 5 & 2 28 B 5t N 7 KD

fmr LS SOfE 2 7 i vE SR B 23 K BE BL UG R A A (RAM) & DS AT 55 T & )
g S 1 -

U0 AR AR B 2 A 3T T I SORS BRSOl S (B, R 10 5 skl AT IR A ) , B
JE 7 BiE B KN AE

1.
2.

7E Windows T B A8, 2+ H %
T JF LA N 344 9% : AppData > i& i > Stealthwatch.
ISR S e ab T R EOIR 2, 18 W AR B 4% &K “Stealthwatch”,

£ Stealthwatch H s, 4T & i % Stealthwatch it A< 1) S k.

18 FH 3 24 () 9w %8 32 37 JT application.vmoptions C 4 UL JT 46 4w % . (8 YR 3T T 5 ifi
B, RSB

B /DR (Xms): 813055 BE I A7 AR T 512 MB. e 505 51 7 SO 28 =47 .
T UL —NMESAT R RN AW R, B SR NER R BRI, LS
TR AN NAE RN

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BRAF (Xmx): 5t F 5 KW AR, 52 0T B Ee ik L RAM R/ — 2. it
By BIAE ST 56 DUAT
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MNFU—DNESATE RSN BENHELS, IES 0 TR RE R8T, LEER
M R BRI AFE K

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

A BB W, N Xmx512m, T A & Xmx0.5m.

o WIRIE KDL HIE R ;T AL T 4w HE i, W 2R i A KN .
o WU BW K Java EE 1R TH B, 1E 22k BFERUK I N A 4 I .
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ff ] macOS ¢ & 5 1 %% 7 Ui
o WL H A B BLIR A BE 27 2 511 & Ui o

o SIS 2 64 AL R AT AR, WA RELE 32 A7 MY R AR R Sk Linux
BT

e BEBL R U8 A macOS %2 2% 5 1 & 7 ity :
1. BxREHEE.
2. )f—iiﬁi(Download) icon.
3. i .dmg SO LT IR 22 25 i R .
mT%ﬁLzng/\ﬁﬂJIﬁE’%, R PR

| o By o £ 00

ofe) A

) p—

4. 4 51 % 7 v B R (@)%)\“mﬁ”iﬁ:%%

% B A Bl RIS i 21 S 3R

e ST, 8l T A

7E SMC fR & # BFR 7B, fr N\ & H 28 IR 55 8% % AR al IP ik (IPv4 5% 1PV6) .

BN B A R A ME
- AR IRBE A B SRR AT T SR 1 R e O S AR A SR

MBI 4% E AR

© N o o

s n] DURE 2 78 25 7 o v SN B 4 EE T BE AL DT i) N A7 (RAM) = DL AT 52 T % P
2%5'%@
U SR A A HE 2 AN FT T I SRS SO B R (B o, ST ARG 10 Kl R TIR A W), i E
FE A LB KB AT o
EEERAST, BEEH X
¥T JF Stealthwatch 3 3%,
7f Stealthwatch H 5 #1, 77 8 & Fr % Stealthwatch fix 48 1) 3C 14 3% .

15 FH 3 24 1) 4w %8 3 FH 4T JT application.vmoptions 32 {4 DL T 44 % 5 o (B YR 3T I 52 1
B, RGBT

o nh =
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BANAAERD (Xms): 2 305 FC i) A A7 KT 512 MB. 305 41 78 SO 38 =47

MNFU—ADNESATE RSN BN HES, EZ W TR RE R8T, UEER
R B W AE KD

BR AT R (Xmx): 0f T 5 KW A7 KN, B2 ] BLay BEiE 5L RAM R/ —
o MHCT HIAE SO B DUAT -

T DNESATE R AR B, S0 NP REEsET, LEEWR
M RER R NAFE KD

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BB W, %N Xmx512m, 1fi A~ & Xmx0.5m.

o DRI L ST 2 S UL S 2 H RS, 3 Sl A A R .
o R RN R Java (AR B, B Sl FEBUIR A N AF 2 B
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8. I Uk {7

8. Ik 1 {5

- BA MR & B
1 BRI R R
R ST - T R AR A
2. BEMMBIEHS.

Flow Collection Trend

400

blank trend indicates

S00 flow collection stopped
: l
<
s
8
o
3 |
5 200
a
o
g |
T | |l
| | BN
100 1M d b bl |
L) Al A AR L ol U
il
0
8:00 PM Sep-24 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM 8:00 AM 12:00 PM
®
Deselect All Select All

2. I&3F Data Store 3 JFE IR &

I 5k {# i Data Store # % Cisco Secure Network Analytics , i&# % 3. 247
EWREHERTEITHRE

1. X EHBE EHIR, 2 EE>EREFEH.
2. /i iiData Storeik i £ .
3. #fiil Data Store H(¥5 FE IR & Bom A“IE 1T

QSR KR PR A O P, sl s R R R AR5 R g -+ (Ellipsis) icon o i %
B3

4. BN BT A T R AR SR N Is AT

an R 1 RUIR A R MY, 3 A B T AR RS R [ +++ (Ellipsis) icon . 1%
B3
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8. I Uk {7

| f 2% Data Store & T & [ VE4H 15 & , 15 2 4] Data Store (4% & .

3. la 1T & kA A

IR 6] 42 4 91 ¢ % T AR«

GEE L

i R

il QIR -

it POCHR R 3 (R R WSR3 MR

0 5 B B B IR AT

AR, AT 4 S B

U SR A7 9 4 8 R P (LR 5000 7 51) 5 Data Store, 11 ] “ff £ 2t i 43

BEHHRIFEES® 42 7, 2T MBI EREGH WG . AL #F ot Data
Store 1E 7F #£ Ui

© N Ok wbd =

| ARME LRSS IEAER, BSHEIhER.
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9. S & L &

B R € R Be 5% 1) T AT 44 EEIC L

B

RS

UDP 5 1] £%s

AL s s

B E

x

x

x

M. FH 1D A7 #k

T %
BE

B T 4
i IS v i =

¥ NetFlow % N sFlow

e i) A A

(AT T A B
AV UINAGE
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inf
g

oI i B I
C BRI EWES .

Rt XFE>HRARE.

7t engine_startup_modeZ B, fI N LA FH 2 —:

w o=

o BERISCHE AR ERIAA - 0
« NetFlow -1
« sFlow -2

f1 i engine_startup_mode 7 B A I 7E “f2 4 i B 51 % v, 8 R LURE TR
T A i A B E O T A % B

MR, R G R E .

B E A

CEERE >R REWES.

AR MR g T B BN LR B 2 — (X 2852 NetFlow AT sFlow 47 Mk b 1 BR A
Ui 15 o W AR 3 2 OB B v A8 AR AR v 1, ) 20 e B i ) .

N o o s

o 2055 - NetFlow
* 6343 - sFlow

[0}

-l ARAE DLOR AR B 2

F5 2 97) e ( A NetFlow 1) #: 1] sFlow =k M sFlow 1] # £] NetFlow) 58 i J& , 2% T 8 —
A5 ARV B BA R B0 R A B

o AT I ENGEAF INEAF . Z R FM AT
o CPRAF 2k 0 S AF

ST ke A 4% ) AR b A R B TR R B AR S D) i, DA R TR A I AR R AR SR BE AT
Ak 7

N UDP 5[] 28 i B =7 ) R 1 (A PR B 1)
2 B8 LLR Ui B UDP S 1) 28 B B o & a] B X

| 7 0 P (L 2 UDP 5 1 38 0 4 50 b o0, 1 26 K L8 6 B R T A

o FERFW BT RV E o AR, W EDRE KRN S ERER
y
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R R EE £ A UDP S g, AT DL VB R AR . SR R E e ]
FPE, BERE D DA (ES N RE &) .

i B 5% 5
SSL H T ¥4 5 A\ UDP F ) #s K ik 3| & H 3% .

1.
2.

3.

10.

11.
12.

GREHE.
e BiCE > 42/ UDP 3 &% .

o 4 R AE (Actions) ¢ i . 1 EC B % KW (Configure Forwarding
Rules).

B IET AN (Add New Rule).
T BR = a0 N 1R 5052 B0 T 187 30 B
YR IP bk o35 O : 8O\ ) UDP 3 i) 2% 3% Bl 1 152 4% 1 1P Huhik | R i N s 1
5 (G H R IR )
o ¥& 3 : 18 H] iE ¥ [IP address]:[Port Number].
o YU M AT DA U 258 A # B (CIDR) 7 ik S N — R 41 IP Mkt
o ATER AT LLBE N AN, 7E % b 1 b2 52 ok B AR AR IP Rk i B

o A AT LG R P M bk i A A VS N BT AT b, DT AE KU P S X g

He .

* 10.11.16.38:5322
» 192.168.0.0/16:9000
e All:2055

H s IP Huhik % A\ M\ UDP 3 7] 28 £z WSS 48 1) & & (1 I1P Mtk .
H AR 05 < N\ 82 08 & (K3 15 .

R (Save).

A] 3k 2 [E] AP B o, 1 B A 227 (Sync).

M 7 2 A % R, DU N R O

BHREmTHEN, HRE BERTAME.

e AT A AE UDP 3 ) 2% 8 A i 4% BT H, i A8 R LB 2% B A AT T
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Fic & = ml
RS AT 2 A UDP 5 8% , 15 (8 PR B2 4 85 B 57 K AL B o T O

| i ] PR AE UDP 3 1) 4% B8 F e 46 B FT A, T AR RE AU e & A AT

UDP &t mral M HA) R FH FAECEITLAR UDP S E . WA AT ETUE;
HiE, —IRABF AT HEEL.

W R AEAE UDP 5 1) 8% G T & mT PR IR 2 4 2% 43 A BB B A 7.4.0
B R R RROAS T R OB S 44 R LT U B SR L T R
A > ¥ ¥ Secure Network Analytics ) 1 4115 K., i 2 W 8 15 7 .

T AR A B YT R
FE LR AR R AR O T L, TS T R R B R R T SRR AR B T UK AR R,
B T R I AR 2 O T A
LN
o BRHN : Hymnl MRS ) UDP S 88 Bl & 2 /b — A R .

o DRAFFNIEE B SCHF: 4o i O ML AC & UDP 3 1m] 2% , 18 3t (LR A7 R0 T 7T B S
fF) UDP S [ a5 FLIW . 285, H 30 S AN 258 — 4> UDP F a1 &%, DUAR 08 & A FL0
K UL AC -

o W : AL E £ UDP Sl a% , AR5 5T i ih S m) 2% 5 2 M Ad B i R

o FIMTMEFE : WM A UDP T[] 25 A5 2 1 10, 15 0 R Lk & — A 048 A 45 w1
T o H I 5 46 B 5 1) 2% © Bid B A Cisco Secure Network Analytics % 4t I ) % %,
W) 22 % 5% 3 5 Bl UDP T 7] 8 1 4% H U &b P I i B I m mT B R A

1. . & F UDP S Im) #8 /&= 0] H 14

1. B3| E UDP S 8.

2. ;B & (Configuration) > & 7] A #% (High Availability).

3. e Al A 1 & B (High Availability Settings) ) 5 B & 71 F ¥4 iR % (Enable High
Availability Service) & i% HE .
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9. 78 M B e B

[J Enable High Availability Service

High Availability Settings

Node ID 1 2

Virtual IP Address

Subnet Mask

Shared Secret

Sync Ring #1(eth2) Unicast IP Address
Sync Ring #1(eth2) Subnet Mask

Sync Ring #2(eth3) Unicast IP Address
Sync Ring #2(eth3) Subnet Mask

Paired Node Host Name

Paired Node Sync Ring #1(eth2) IP Address

Paired Node Sync Ring #2(eth3) IP Address

L@n IHA

4.

5.

AR A ID. W2 F UDP S 2%, iH ik 1. X 2% B UDP S [ 2%,
Wik 2.

B IPHEE B, NS eth0 3 0467 T [/ — 7 M iR 5 89 1P Hudik . ¥
F IR % B N eth0 4 1 _EAd G 7 9 48 6 4 .

B DR P A 19 B AL 1P kb AR ]

10.

£ FREEH 7 Bob, 8PS UDP S [ 8% ) 747 e o (IR Bloin 2 BLBEAT 22 4 1%
o)

75 B3 1 (eth2) B 4% IP AL Bt S\ IP bk T FAGTD . (B LT 5 1P 1y
35 B B 2 H )

£ FIZB 3R 2 (eth3) B % IP #ubk 7 B, % N IP sk A1 X 4 7Y .
£ IP Hh bk (ethO. eth02. eth03) #5262+ [ O3Bl i 50 3% 7 R A

£ X R ENS 7B, A5l B) UDP 5 ) &5 9 EHL4 .

7E BEXT 5 M R 3 1(eth2) IP #uht = B, % A\ 4 B UDP % 171 2% 1Y) Eth2 IP
.
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1. 7 X F R FFPH 1(eth3) IP #uhk 7 B, 4 A% By UDP % [ 4% () Eth3 IP M
b2

12. TR ZKER, %5 MNA (Apply) ULt B ic & .
13. 4k8: N — 3 LR BAEREAI S — /> UDP S 8% .

2. T & B UDP = [m) 2% 5 w] H M

| W R AEAE BTy D BR 4 ik B T AU ID 2, 3 SE LA R 3 UDP 5 ] 2% 1 0 R .
ZLHCE W B UDP S 4% | 16 AT BL R DR

. B B UDP 3 ) # .
. i E (Configuration) > 7 7] Fi #& (High Availability).

1
2
3. E X RENL FE P NGB UDP S 1M 2% B EM 4.
4

CAEHBCE S A& N A TR M E N ELE LR LRI SR (BT
B LR CESM T SRS 8, H U TSR

F B 1 (eth2) B3F IP ¥k - N 5 EEF B R & LR FBRPRER IP

i hEAS [R] 1P Mk, AH 2 % b bk 20 200 3 B A B AR AR D ER 1 B R

HEALF R — A F W

o [ 2(ethd) B IPHbE N SEAEFE RS LN FBETHRER IP
kAN [F) 1P i hk, (H R % bk 6 0 B A B AR AL AR 2D R 2 B RR T
BEAL TR — A F W

o XTI RENSL U F B RN E UDP S 28 1 EHL A .

o BT R FP I 1(eth2) IP Huhk : 7 1k 7 B 4 A 3= UDP 5 1] 28 1) Eth2 IP

bk,
o FEXTF AR 1(eth3) IP Huhk : 76 it 7 B b 4 A\ = UDP 5 1] 2% 11 Eth3 IP
Hi

5. miili A MRAEE M, HAE &S B EBER RS
6. i F+ %% (Promote) 48 & T & % .

1. fic & N A 1D A1 51 %
T B IR E T RN — A A5, RIRE NF ID R E

1. Bk R RS A EHAm.
2. ' E B (Configuration) > & 2 % B (Advanced Settings)-.

ARG T IT % 9% B ”(Advanced Settings) UL T .
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3. MEFEEE T 2% i A

5 H L
o SRR TR 3R K 7S S B MR PR G —
IO s o w26 5

S0 VTG A IR 7E 1 A T R WO 2 B 2 AR B

o sboh, i AUR b iE, PHIBEAS 2L

fLFE IPV6 - 0 18§68 & I AL 2% 2 15 40 A IPv4 fT IPv6 24 £ .
AR E A, WA 0T IPva SR

S HTTPS #i 3k % dE - R 8T @ AL as A H R 2 W E R

S 57 KR 98 F B4 P B AS HTTPS i & 4R Sk . Bds b & SSL A 44
FRAD SSLH 2144 Fr o b 15 B 75 B U 2RI " BN IPFIX. & KA
N 256 F T .

St HTTP 4R Sk Bl - fo VR 36 € WAk Ay 72 H kI B U 4%
FIHE b2 B S HTTP B ik k. B B )n |, fl B 7 B
FCVFIE AR E TifE A A8 i s — #0  HTTP B4R I i K
KRE (LA O BAL) o IE B B 2R KA BN IPFIX.

VTR E WAL A & SBT3 R s M (VXLAN) fi# &
ThEE. WK J3 F VXLAN fi s, AL s N 2% VXLAN & 3 %
AR N AN R SRS 8 28 (VTEP) 2 8] {3 & 3k 47 A ) o 3 3 A
o EPET DR B A B AT BT, ST O RO\ M TR IR 4 o 3
JRF VXLAN SRS ot gp e E i %

A AR A A B B W] k3% B bR VXLAN 3 1 (4789) 1
VXLAN i & .

JA I GENEVE fi#  foVFIEHR 8 Wit A% A% A2 10 X 78 3 i 1% 0w 11 B e 21 1) 9 & 16 G
Hf I W 2% i W46 3 e (GENEVE) fi# 45 .

FOVF ISR B AL A S T 0 A R 2 AT v 1 o M A
(ERSPAN) fi# 4+ Dy g, DA K& 0 204 & b i) ERSPAN i3k, 2R 5
fift 1% 4 Sk I Ak B P R L A .

FEE RN DR P AL, DL & b miAR S F R ER
SPAN [% i# .

FS 4210 A 3 ¥F ERSPAN fig & o

J5 F ERSPAN fig
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i B B

oY 1R E AL KRS & 7 8 ] X-Forwarded-For (XFF) 4t ¥ 5k iR

A HTTP AR 2 Bl 97 25 35 i 2% 7 32 B Web iR 55 2% 10 2% 7 ity 1)
J& H X-Forwarded- JE 1P H i

For At ¥
| ETA #l1 X-Forwarded-For b AN gt — e it B .
R B AL RS S B ETA 4L B Sk A4 B IDP #1 SPLT
By, Rk g,
Ja 1 ETA £ 34 NetFlow ¥ 4 56 ffi F %, Jt H 2 76 ff
5 ETA 4k 3 VO I o FRATT L AE H IPFIX /R N 5 A% 2
| ETA Fi1 X-Forwarded-For b AN gt — At fid &
| A fefE Dell 5% PowerEdge i £ /& #% A1 5 3 B ETA.
ToVF 1848 2 AL B 8% 4000 R 512 35 AJ LA H) 2 S = UREE 2% o
TR E
=Rk 25k i) i X
nne R AR RBIEEL — N RERERNE R, 5k
1% 11

o VR G DL R
o UL ZE 4240 -2 4 40G 8¢ 4 > 10G (SFP) # 1
o UiAEEZS 4300-2 4 40G/100G =X 4 4~ 10G (SFP) # 11
i 45 P 1% 9% 5 JBAGE I 2 9 A B2 9 R P S A B, B A R IE T
Vi RS B, W E R A R AN B A 2R R T
UG AL LE T 6 % 4240 R 5 R % 4300 1 AT
ER I\ 1 H 2 x 40G.

RFEERFLUTREZ

A9 B AT W 8N 3 R -
o 775 A R B ol B (R
o 7R FUAE IR 1 R 2
N TR

A7 AR A
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i B B

o [BAREEAK pps AbH &K,
o SEEZ A O LA — 1 NetFlow FH 4.
o XY JALIERES KA WA 0 Bl il TAP & £ i) i

A WA 9 S 1 4 gk ST 22 7F -
o RVFTERA WAL BEAR B 0 o6 B08s A 3k 47 B B 5088 Bk .
FHEZ AT
P2 5 AR pps AbHEE R
A O R ¥ A C W E IR AR B8 2 .
MR B4 e BRI A B AR ME — 1) NetFlow id 3% .

4. ¥ BN (Apply) (77 % E .
2. i & AL AR DL N (P ak)
W R A B AR KA IRAIN ISR E LN A
1. xRS K&,
2. i B (Configuration) > & 2 % B (Advanced Settings)-

3. ¥4 S 1 M #7R (Export Application Identification) & % AE . ZRIA T &L T, I i T
Kikrh.

4. MREAHZAKAENIC, HEZFHI (Cache Mode) i 7 ik DL Rk iz —:

o WETE MY O MR R G E T TAP J7 3% A R &
4

o ST REYG O B SIS ol A T R0 R 4 10 1 e DA A A SPAN
TiERERN RS
3. HF BBk &
1. %% #4E (Operations) > E %7 5 31 ¥ % (Restart Appliance).
2. fEEFE BTN SRS N D TR,
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10. g & 1E N

10. fic & 3&

1 5 4 2 {8 ] Data Store # % Cisco Secure Network Analytics , Il ¥ & Wi 5 2% ] LA 5] i)
FENZ PP RB R RE N 0T DUAE O B B A B E AR AR, Bl W R e R AR
wICES, AT DA A i AR A O R I IR SR W

AR O R R E EEEN RO, RE S K I HEE AN
BRERIN B E, DL R . 9, a0 B NetFlow A1 NVM 5 H 3] ] — &
Tt 0, W5 NVM S A W& S W E LR L& S a8, JFFE

REWESR T Eh S H ISR, WS 8om 8uE = 4.

[ 28 AT AL 1 A R
U S5 30 9 LI 24 T AP BB - NV, U378 8 05 1 A 77 NVMRE o J 18 1

ok 22 4 W 4 43 BT % ity VE TTIE R0 Y 4 T 1 R B (NVM) FiE 25 38 B AR A4 50 B 50 R B
B k3 H &
3% R R G B B ks H A, R & S 28 A Cisco Security Analytics and Logging( 4

URHE PR R PR U D @ S I 1 e ol ) AL S D (W 1l O A - e 90 % =]
B B e G B R

BE R BESR ¢ W 2R S 0k % O 0 B B Ji H A& 5 AR I ELES B 2% Security Analytics
and Logging( 7 #h ¥ &) N H .

W R W B
R A — A B () I R B 2% IE AEFE N NetFlow BT ] 24 b 38 00, ) AT A4 FH 9
A 5% v % AE L T A H) B N . DA I v R B

1. BRI ER (AT IR & BB (FELR) ) .

2. IR >HARE.

153 XE DI TR AT A L L A P % L O VE NS B I 4
8 e 11 5 W 47 4 1 . 3 7% @ (Help) icon > B

LRI 3£ 3
TG PLAE AT LI 348 A UDP S 17 25 AN 22 4> a0 N 3R R0 286 38 N0, #0388 0 4% 5, DA R K %
B AL R B AN A H O, i A A2 AR A REURERE I ACEER R NetFlow 3% I & 1) i &
= N e W e AV A - N 55 5 O L N W= I O =B
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11. ¥ 7] Cisco Secure Network Analytics

11. ¥ 7] Cisco Secure Network Analytics

15 ) JERE 2 BE K 1 F AT Sk ¥ 7] 445 i) Cisco Secure Network Analytics ¥ #5 1 I BE . A < ¥
Y015 K, #5214 cisco.com | i) & BE ¥ 1] .

o FELR: B AE LI F & Bt i 1] A Cisco Secure Network Analytics , i 2 [ Cisco
Secure Network Analytics £ fg BCAF VE T 45 1 87 Z U7 i BB A4 ge gh ATt Ac & .

o B EUH L H /AR MW VE IR D, 1B R R R

o ERIEAEMK P X E E R EGEK /7, i 7E htips://software.cisco.com 7E i 5 & Bt
RIBWE G

B £ e 2

76 37 At 85 N {3 B Cisco Secure Network Analytics Itf, A 76 90 % 4 i F i% =& Th g . BAE
FHl Cisco Secure Network Analytics il ¢ K 76 BB 1) 2K 1A I GE 3585 140 AT 0F A0 I BE 7 0 31 445 1)
e, T T MR R S A AR RS e AR A VR T .

B DR AE 90 K VP Al 391 21 393 2 I 0 48 10 7 o SE B o 2 PR 04 B, R G
b ER - B R S A SR, I TE A 0 SE

Smart Software Licensing Status

Registration Status: A Unregistered

License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed

Product Instance Name: c9b048’

Transport Settings: Direct View/Edit

« BHRMAF: BAEHESDESE RV RS MM R E S, 5 DU R R A
53 5 =%
o FRRE: EEEWMRA TR KR, FUAERAMN N S0 5% EHE

F|4E 1 # (Central Management) > % 88 ¥ 7 (Smart Licensing). 7 & ¥ A IE & X
JR#A (License Authorization Status).

o FESEBILRR: 7 SEH 4 RO 8 1Y Cisco Secure Network Analytics 7 i S 4]
(ELFE I 5 HE 2% RS2 485 W %) 1 F IO AR TR
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12. 4 3 Cisco Secure Network Analytics

12. & # Cisco Secure Network Analytics
56K I B S, 1 Bh ARG O BB B L PR AT S L e S 5 1R B

| o E U, i M AE 7 5 i 4 @ (Help) icon > Bl .

BCE FHLA
1. BxEHAE.
2. L E >R > ENAEH.
o 7 A 4 W
1 BREEE.
2. L BCE > KRN > IR EHE.
AL AR
1. BxEHAE.
2. EF HE>WMER.
1 4R F AE s T s AT ik
1. BxREHAE.
2. WERE>MEWESR.
B I AR
1. BxEHAE.
2. B FEEE>ERAPEH.

VAT (R 2 A T )

ARMEER. FH ENEFNELE, FEEHITHHEL.

1. BREHAE.

=% 'B (Help) icon.

.

7E JUTH TS, 1 £ FE B 2

. Y FHE TN (Investigating Behavior).
e 7 28, B

BREAEL, BEEHSIHIEL.

oA W N
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1. EREHA.

J=%in 9 (Help) icon.

L B

TE DU 030, & £ FBh e s

% £ B B B (Responding to Threats).

a bk~ wbd
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 BRETE.

]
2. i B >&R APEH.

3. il B 4y B UE A AL I
4

. R B (Help) icon > #5 Bl

LDAP

2 A W E bR i R B Sk (SAML

SSO) B 5 A48 5 ) L B SAML SSO #4y «
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fic & SAML SSO

I LLT U I B 24 W E B IC iR 5 R s 8 ok (SAML SS0). SSO & su v A ] — 4
SEUE VT A 2 A R A B 4 B8 R FE

VAN S {5 B
VT R, L T SR A AT B SR

R AR
H T SAML/SSO f#] Microsoft Active ) .
Directory B 4 & 1 1 il Il % (ADFS) Microsoft ADFS = /it %
Microsoft ADFS i 37 fi# 1k J5 % ££ % Windows & 3 5 iE (IWA)
HAth AR 2R A58 AR 55
SAML iE kK % 44

| £ Data Store it & * AN 3 KF 51 & 7 Ui
1. &I E
LN E BRI & SSO:
Bk Details
B 3R L2 P URL URL 2 25 fifl F 5 4= IR € 480 44 B IPv4 Mgk

B G $2 LR R AE B #Eﬂf} IDP URL B\ HTTPS 73k , i F % CA
1 o
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2. R UE A5 A% B AR A7k X

W1 5 6y IR %5 32 4L 7 (IDP) URL LL HTTPS J1 =k, i3 # CAE B3 & # 8 (SE1F
fiti X

5 IDP URL A BL HTTPS JF 3k, ] LBkt b 20 3R )1 85 3 F —#64y, 3. E
AR 45 12 B 7 o

o BEDLR Ui B AR CAE B 21 & #L3 BAEFEX .
fE A R U b, s AR BRAE SRR
2. k4B & E (Edit Appliance Configuration).

7 ¥ % & 52 (Appliance Manager) > % # (General) i 5 < |, #& 3“3 (T 17 ik
(Trust Store) &8 4 .

HEE 7 (Add New).

ERFZBR 7B, B NIE B4R

AR SCF EBEHE T .

HE B INEF (Add Certificate). i I\ BT i 15 2 7 75 (5 AT A7 fif X "7 K 1

MM ABE . R LR R AT ERAE

CFEE: mER I m L, R S SRR EEYR, HESRESEMEN B EE.

—

w

© 00 NG A

I FE T B oAb T A Ak RS I, V5 20 s B R B %

10. WiRfEA R EHEAE, WER WE)T DURAR CAIE AN 2050 B & B 4 FAEA7
il [X

1. RO CAIEB RIS & B S SEAEX, IEHET 7.

W SRS SR LDP L R s Bt , 18 W e vk S B SSO ik iE . R EEH
TeHRHE o PAT ML AR 0 B BTV R R G E L P RO SSO 15 B 5
= R B

3. fic & Ak 55 2 it i

1. IR St 5 x 2 B EH G .

2. B N SystemConfig. #% F Enter .
3. % FHE % (Advanced)
4
5

. EH SSO.
. i\ ssoEnable/Disable & 7~ v B2k F (Disabled).
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L B Y UE /AL

6. & #% IdentityProvider (IDP). % i 4k 4 (Continue).
7. HIONTRECE O S AR AR P I L B SR URL.

R N e e PR E 4 5 IPv4 S .

8. & +* DownloadIDP. % i 5t %+ 12 7w J3 FH &
9. i%&+* SaveChanges. i i 4k 42 (Continue).

% B8 B 532 8 F 3 IDP IE & S

10. %+ SSO.
11. # 7% ServiceProvider(SP). & #i| URL. %44 1 & KL & 5 4 32 L F /7.

12. B ERE (Status). i\ E & NEt 4 (Ready).
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4. J3 il SSO (Enable SSO)

o gk wh =

i% ¥ ssoEnable/Disable .

iz 8 B 42 7= )5 A SSO.

1% #% CredentialDescription. i 7 4k 4E (Continue).

B N FH P BB S I SSO AR 45 5 IR 1 1 .

Ml 2 (OK).

% % DownloadIDP. Z£ /f] DownloadIDP, B 3% 75 % {4 17 #1 1) SSO fic & .

o« i 44k (Continue).
o %18 Bt %5 42 7~ 25 | DownloadIDP.,

. ¥ SaveChanges. i i; 4k 4t (Continue).
DB ARG E .

5. fic B M 55 & 0 pi AR (AT k)

a bk wbdh =

ffi . ssoEnable/Disable .7~ v B8 F -

i% $% ServiceProviderProxy.

i N LA R TR R 45 Rk v ARBE 1) 52 42 IR € 38044 (FQDN).
R SE -

HY ) B DR BT
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6. i B Ar iR e LR P

o nh =

7 3 Y3 2% 0 Mo bk = B, BN IR 55 12 1L 7 URL.
R 55 1 4t 7 oo B S spaxml

i spxml Bt & bR iR R AR T .

B DR A% 7S B SRR B S P S A e

o Bl : i B % A7 i X J2& Active Directory, i K 4% th 75 B 58 % & Jy LDAP J&
PESSTLF 7 1D £ ik

« Microsoft Active Directory Bt & ik & (ADFS): 415 IDP 257 5y ADFS, 1% i ik
e s BLR B g SCR

c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue
(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust"™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =

"https://<SMC FQDN>/fedlet");

7. 78 SSO A A
$5 B UL 8 B3 PR 0 SSO A . B S it B O 4R AR AT B 4 B0 0T

1.
2.
3.

Bk EHAE (Web B H) .
EEERE>2R APEHE.
% B]& (Create) > i I (User).

£ il it @ (Help) icon. vE 5 B Bh . 47 6 TR 1O VAN (5 5, 5 2 1
W B

B FBULGIEET T g N TR ECE P

o B HrIREAR % ik SSO.

o P4 i N IDP g 0 R AR b ik 1) 35 — 34 o B O] 1D 5 5 Sk T SSO
() ID A [ o 1, % F name@cisco.com, i 7€ I 7 B 1 % A “name”.

B H R TF (Save).
N SSO H /7 % /s 7 “H /& P2 ”(User Management) .
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8. M3k SAML & %
1. £ Web Ul & % 7i i b, % £ f# ] SSO & 3.

2. Bl IR
3. BN SRR B T e 4 TR g2 45 i 1 i) "(Security Insight Dashboard).

B HE B

R 6 BH
v 38 Ak P e R S B 2E Y R SSO”
T Bie (SSO Only).
Jo¥E R # IDP XML PR IDPAE 1 Cpf B3] B BEFMEX .
BE IDP S &, B R 18 S N 1 B s HE R G %, JF H
TVE R A7 IDP fid B NEEEMEIs =1 s, EEEH IDP FH 4 H
=5

N o

3OS TR N A ) SAML BR R . B

H A fa] Hh
HoAb SSO % 3 LL 2 & IDP I SP 2 7l (9 2 # .
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« Data Store 3% 1 3F Data Store 3

o WA BB

« [ Data Store f13EData Store 3%
o MIBREK

Data Store 1# il 3k Data Store I

P E T H PREEHBEIFRE RGN, &% 0) 4 — /> Data Store( Data Storel)
f’) Cisco Secure Network Analytics 5, 5 4 1, {5 Data Store ( ik Data Store &) 35 .

« Data Store 3 : it &t Wit £ 4% 1 I 38 I A 45 36 2 B A7 0 K 9 sl 3 AT AE ik .
« 3k Data Store 3k : yil 2 i &2 4% K 38 I Mo 4l A7 6 A5 i B B A B0 U B WSO AR 4R HOHR
F (X IR 5000 % 41)) .

« BAME : £ LR & &1 Cisco Secure Network Analytics 1, & 7 DL & Data
Store 1 fl1 4k Data Store 3 . it B it &= WA #5 i, & 0] DLk B e 115 48 B i3, X ok 8
TR ik B Ab .

I 5 % i) 4F Data Store 32 Y3 il Data Store 1%, iE & & BB E B IND EHES
fEHE .

s 0 AN ic E R

F2 W8 DN U B VS I O e IR B . 1808 1] LUK JE Data Store it B 5 A 2| 1 Data Store i
o

s AEBR: BREEH AN ELM MO K ER. mEirii A eEE .

« Data Store 3% : 1} % [ JF Data Store i & ¥ Jil Data Store 3%, 15 & & & ZUHE 778 &% N
P IEBEFEFE PRIUH.

1. ¥ 04
1. NS P 3 [ AT ] > IR
o7 Network Analytics | w._.. ‘siases () Q @ & Wk secure
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2. e E LN
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T Cisco Secure Network Analytics FH Bk 1A 3 #1240 45 #4) i i 4, (2 A H
R RIS

Cisco Secure Network Analytics # 4 5 H (1) 45 & 38 25 ( EHL4L A/
Bk ) A I AN B E . A o 5 A S U E i XML S
MER, SR SHEE By

o B BRAC B K XML SR AN 2 [ JE AR A o IX B8 SO AR R — &
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o BEW UMM ENHEH T RSAEBDSENARLE
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F1AL, % P 0 30k 0 o 85 a0 200 5 R 1% 20 LA D9 XML SC A 3
B A A IR B &

o A2 TN XML ST AL AR AT i R 4%
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3. EH Bk DLk #8255 . Data Store 18,i& ] T f# F] Data Storeftt] Cisco Secure
Network Analytics % 4 , ifi JIF Data Store 1% i& ] T 4 1 Jf] Data Storeff] Cisco Secure
Network Analytics & 4t . £ < 14115 5, i S [ Data Store i f13E Data Store 1%, .

U R E Y8 N Data Store 3, 1% i% + it B A Data Store 3, & ik #E .

I R &I T £ > Data Store $, 15 20 Ja 70, BN IX & & B0 #r 1 g R AE

4. FERAFBCE , AT B

ik 5 A\ A 4E Data Store 3k it & >k 61 i Data Store 33 ( 7] i%)

an 45 2 |5 78 E Data Store 38, 7, I H. 48 %% Data Store 13, ¥ il ] Cisco Secure Network
Analytics % 4t , DL{# ¥ >k 4 J& £ Data Store, M| 7] DL id# i K 4 Data Store At & 5 A\ #7 i) Data
Store 1 K 52 B .

SNBA N, CRE R E SR EVAEIH o WA S AR T LA T B
I

T SR S S ) 2 A, D D6 21 R Bid . Cisco Secure Network Analytics % & .
2 8 DL 8 R 5 n ¥ 1) Data Store 15, Jf: M\ 9F Data Store 387 A H fr 7 L & -
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s S FHL DL #XML S

FEAE & DU A 22 BAR . B A2, e 3 [HETRA] > B .
23R 48 7 B b i NGB U 44 PR

AT IEFE TR AR L, AR S 0 NSO RN L I

o FRAEAE D PR 4 R B XML SCAE .

A i “Be B N Data Store 15" i HE DL Hvk .
o 2 R DL s A

2. L BEHWXE

1. =4 A0S0 A 38 R LR B
wE P
A =4 |l PIT AE 1 380 44 P
JC VR B B R AR R R A T BRI T RO A o ST
Ll A AT 0 2 23 2 [a] 19 B 4, Hoh O A i [X (0 7 1« A
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779 ¥ AS GBS B ok, SRR BTG 0 AS S . (B S
BIEAKH , RAER 4 H 5 5 Enter &, 1 554 % H A 7E 20
AT

You can assign internal autonomous system (AS) numbers only to
domains that contain Flow Collectors When Cisco Secure Network

W EH ¥ R4t (AS) %5 Analytics encounters traffic containing these numbers in flow data, it

2.

categorizes the traffic as "origin" traffic on the Autonomous System
Traffic document. 5 3k B #h 38 & 4t H 4 & 1 X 4% 1 i & #%
W) MR, R E R H B TSR Mg R R
AREABARGMBEXHKER, HS WA % 7 i # B i H
BRGHE L.

ME T RE
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“Downloads” 3 14 2,
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5] 2 Data Store # 3 Data Store 1%,

un 5 45 1F 7E % 4F Data Storeifi &2 N ££ 8% #: # )y Data Storeifi &= W & 2% , 7 8 75 Z £ 4k Data
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Data Store 33 [7] 20 1 i 2 .

2% TAE
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| You need administrator access for this procedure.

Synchronized Properties

The following properties will be synchronized between domains:

» Data Store domain specific configuration as well as alert configuration (if enabled). Domain
configuration includes:

¢ Host Group Management

e Alarm Severity

e Policy Management

e Services, Applications

o Exporter SNMP profiles (not including passwords)

¢ Domain AS Numbers.

Recommended Synchronization Frequency

While you can synchronize your domains as often as you like, we recommend that you limit your
synchronizations to only after you perform a group of changes or once a day or week. This is
because the synchronization process requires the use of resources that take away from daily
processing.
Synchronizing Domains Procedure
Follow these steps to synchronize your Non-Data Store domain (Source) with your Data Store
domain (Target).
1. From the menu bar, choose the Non-Data Store domain that you want to synchronize with
your Data Store domain.
From the main menu, choose Configure > SYSTEM Domain Properties.
3. Select the Edit button.

4. Choose the Data Store domain that you want to synchronize this domain with in the Target
Domain to Synchronize drop-down menu.

You can only synchronize your target Data Store domain with one source Non-Data Store
domain. If you attempt to synchronize your target Data Store domain with more then one
source Non-Data Store domain, you will receive an error.

5. Click the Save button to save your changes. A synchronize button appears next to the Non-
Data Store domain that you selected to synchronize with your Data Store domain.
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2. NE RS, HFRE > RG> BR%E-
3. i i M BR AR

T B3 380, SR I ik U5 1) iz 3 4R 1 I A 00 o ik DR SO B AN 7 7R 2207 ) i R
{1 K 5 1 45

W ST % 3

111 B 76 % A Data Store [#] Cisco Secure Network Analytics o 4 ] 5 1f % /7 3, 36 7] LA S 1f % 7
ity H O 55k 3 o

Use caution when deciding which Desktop Client domains you want to delete as you will lose
access to all data which has been collected for the domain you are deleting.

Workaround: If you accidentally delete all of your domains in the Desktop Client and lock
yourself out of the Manager Web . A, create a new Non-Data Store domain in the Desktop
Client. This will allow you to regain access into the Manager Web ¥ H . For information on
creating a domain refer to the Add a Domain topic in the Desktop Client help.
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R Y U E N BN A
A5 F 7 R TR T MBI

- BERAEN: i EUTHRELEEETHRATN THE

 BERA R RAEHERAFEN N AEER R, RAETERFEBEE NN
-

o nh =

R M EENBOANME)S, W R ESCE . X P e s REE, K
YW, E S B EE.

ELLN LB b B A
{6 P AR A A L e PR AR E VBN SRR, T B L
S LI 1 5 A P

o EER W E AR DA A8 T X L B

o FCHBFIP I U] Soof BT P BB OV BRI T . AN S S
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o HAh¥r4: X i A 4 B B HAh Cisco Secure Network Analytics ¥ 4% (i & W 5

v~ Ui A% AR B UDP 3 i) 4% ) b A B O % A
DARR B 4 55 sk B & P00 5 o

B N docker restart smc. % | Enter .
B N\ docker restart nginx. $% | Enter .

oo nbh =

S50 BE 496 T T N OB

5. Bl G,
6. HIfE RS DLE SCERA B A B LA D X — DR e A G

KMEMR IR, R EH R EMEEE NERNME

BN rm /lancope/var/smc/config/users/admin/user.xml. % & Enter £,

A ERH GG EER R REEERATWEEE NN RE. Ra, s

Y UL R e A
1. B3 E &S 6 (CIMC 5 LI FF) .
2. EHEHBA
3. MM G B 218 GRUB = HL i, B8 A\ “e” LAt A g #8 A5 3C

GNU GRUB wersion 2.02-2

Single User Rescue Mode [Consolel
Single Use ue Mode [Seriall
Force fil em repair [Consolel
Force file system repair [Seriall

Use the T and § keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-1line.

4. ikJeks Ar Rt 25 AT .
é\

il

A7 B A0 WL AT RE WS AT AN A, AR I T 8 e BRUAS
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GNU GRUB wversion 2.02-2

setparams 'Secure Network Analytics [Default]'

linux /boot/uml inuz-$kern_ver $kern_args $Sconsole_args pci=realloN

c=of f _
initrd /boots/initrd.img-$kern_ver

Minimum Emacs-1i een editing is supported. TAB lists
completions. Pre I-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

5. 7& c=off JG# N\ resetpassword, i iy 217 ML F LL N =41

linux /boot/vmlinuz-$kern ver Skern args Sconsole args
pci=reallo\
c=0ff resetpassword

GNU GRUB wversion Z2.02-2

setparams 'Secure Network Analytics [Default]'

linux /boot/uml inuz-Skern_ver Skern_args Sconsole_args pci=realloN\
c=off | resetpassword
initrd /bootsinitrd.img-Skern_ver

Minimum Emacs ike screen editing is supported. TAB lists
completion Pr Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or ESC to discard edits and return to the GRUB menu.

6. # AN CTRL-X LIk E 5] &,
XK EHEER M AGEHRZEEE NHS A KERIAE.

7. ¥R EEN DERERIANEN XX e mREE,

2 IR LU i BB o B B B R R R . B DR AT A DL T SR A

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -115-



o K& :8 % 256 71T

o P 0 ORH Y S AT A AR E B D 44T AT

User
admin
root

sysadmin

FRGE M 0L Y

1. URGEHER G M ERREESH G
2. k¥4 (Security).
3. EFHHEM (Password).
4. R RRENRFE AT,
5. BHRASGHLE .

B R Y

1. DUR & B o W& 1216 6 .

2. # N\ SystemConfig. ¥ ~ Enter # .
3. k=AM (Security).

4. %P (Password).

5. % M BE R PR IR A .

6. BHRSGHE .

OGS AR TR
1. DL B B & ok B RS .
* URL: https://<IPAddress>

o B F 4 :admin
o BRINFETG 1land11cope

CEFERE>ER AFEE.

a A~ w N

L TEFI R R B R (admin) .
. HB4E (Actions) ¢ . . 1% % BB B & 5 (Change Password).
12 8 B B R O O R B D L 7R A LR

NN
lan411cope
lan1cope

lan1cope
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o K& :8 7 256 TR
o B MR ENERINVEMLMEZR D AN TR/

FE P A oAt i 2 b 5 5O B O
b2 B DL 8 B A O T A U B B e R B S UDP 5 i 28 1 8 3 5
e

1. 1E N 05 W 4% % P17 (Appliance Administration) 5 1H -

e URL: https://<IPAddress>
o B4 :admin
o ERIANFEH :1and11cope

2. IEEEBEAP >EREHE.

3. BN T N T A

4. i B o % M BE R s T U .

5. EHY S —MRANEHEN, HHELZDERF 4.

% i Data Store $4 J& %5 14
i F“ R 4t lic & "5 &4 Data Store % ## % % 15 ( dbadmin 1 readonlyuser) . 7& b it #2 4, &
5 B IR B 5 B SSH.
LA root H 7 & 1 5 s i L 85 & 5 1 &5 (SystemConfig).
M = 3 Fvh %% $ Data Store.
% #¢ SSH. 4% M8 b #: 42 7~ J3 A SSH.
M Data Store 3 51 1 1% £ 85 .
P B BF S $R R TE U 1Y

a bk wbd =

iE 1 Data Store S ¥l , R4 2 E 2 B SSH kL & .

SE O e Y SR A B9 7 3 5 (IR Data Store 2k)
{4 1“4 S48 R A 0 K08 R i 50 % 5 Ik Daata Store B8 e 47 I IS 98 MO e
0 0 S 28 R I

B OR S CSCER DN 05 o 2 T 10 UL R AC R A S I B AR R B, AR R S
H 20 57 BL UL AC =4 R 2 65

1. AT R
2. gl B I TR
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3. T/ PR HLETD , 8 A A B, SR 7E T T AT B A S
.

4. e BREED S A A 1 0 BT

5. off L PR 0 B 9 41 L 34 17 0 2

1 T SRR R RS I, A HE Data Store Vi WS 5 R A% 0 B ISR AR IR
25 5
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SSL/TLS ¢ % & {3 Al M At SSL/TLS %% /7 i & 477

SSL/TLS 1 £ & 1y 1
H Ath SSL/TLS % /i & 1y

i ] SSL/TLS ¥ £ & 1 A Hofh SSLTLS B i B B H it W & M L & BT
(SSL) Al 4% %y JZ 22 4= (TLS) UE 15 o 18 4% M8 <25 W 25 1 SSL/TLS Uk 15 45 a0 1 i B 0047 B
HE5AE A T .

WX F IR b R G & 2 R E B A & GIE 15 7T 58 2 15 1 Cisco Secure
Network Analytics 1 & il {5 Jf 5 Bl 2% o W6 1 I 22 5 I 45 11 SSL/TLS ik 45
$5 B U B BT BT B S UE A 2R A B 2

W 51 1
£~ Cisco Secure Network Analytics 7.x iz % & #8235 — M — I H & 4 R & 5 ik
P BB GMIUET, 5% A2 S W & 1 SSUTLS IIE 15 45 rd A B4 156 BH 1 .
W SSLEFm HAh i & uE B W S B, 4SS ERRAERN S iE
W EE 28 A5 B, B A% I PR A LR 55 2% B e P AT B M I . TR CEE A KA AT
FEMLI IR S5 28 S 0 iE B2 BN AT IE 1 .
% P30
B ST ARG 2 M EE. B REANEER, SR 28 &N SSLTLS iE
TAER PRI B

AL
F W LR Ul B A BT O 18 4% 1 & B 0k P BUR T e UE T
T 7 42 d %5 7 (Central Management).
A %% K +++ (Ellipsis) icon.
EFRERERLE.
WAL DR
BEBEERESMIUESR, 1§ 2 “SSLTLS & # & I "# /77 .

a bk wbd =

ERXER SN BMHIETR, iF % £ H i SSLTLS % /7 i & 45 "85 7 .

WX F IR b R G e & 2 R E B A & GIE 57T 58 2 15 1 Cisco Secure
Network Analytics 1 % il {5 Jf 5 Bl & 2k o W6 1 232 B I 25 11 SSL/TLS ik 45
$5 B U B BT BT B 5 UE A 2R Y B 2
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SSL/TLS ¢ % & {3 Al M At SSL/TLS %% /7 i & 477

{6 1 B € SCUE A5 R B2 & A i 2“4 v g B

XA E, WS 0 BB AR EE L R B R UES , R
26 5 0 R T, o S R E 95 B (AR 5 B0 o I E 95) £ 77 B
B AEAR AKX . A B E W, 5 2 B 4 () SSLITLS i 43 4R

U R e BT B SCUE S, 35 B OR 72 RF B2 2% U8 N 1“5 A B2 R, R B e
A5 AIE A5 B (AR AIE 5 A b (R E 5 ) DR A7 21 8 B3 (SR X o B SR ERAE UH,
HZ 2 Rt i) SSLTLS ik 145 7

WL A W 2 3 44 B 1P i ik

To change the appliance host name, network domain name, or IP address after you've
installed and configured your appliances, follow the instructions in the SSL/TLS Certificates
for Managed Appliances Guide.

As part of the procedure, you will remove the appliance from Central Management
temporarily, and the appliance identity certificate is replaced automatically.

The appliance identity certificate is replaced automatically as part of this procedure.

If your appliance uses a custom certificate, please contact Cisco Support to
change these settings. Do not use the instructions shown here. Make sure you have
a copy of the custom certificate and private key.
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SSL/TLS ¢ % & {3 Al M At SSL/TLS %% /7 i & 477

B HAGAT AT X AE 1
P UE 158 i B 1% & BT X, Bl R R B i & 1 72 5 — > Cisco Secure Network
Analytics 1% % i /2 AP AR 55, 1&EB o iF 5 (5 .
o UiBH : WE LI 2 1 SSLTLS UE P45 B A 1Y 156 B /AT BT A 15 AT 74 X 58 2o

o EAEBRAICH: RER A S 2 MED, HR AN IE I — b AR BE A
X .

BIERHRMBRSEELAEXE, K&ESEEZ80, FRrE5HERE. 15
R 52 B W 25 1 SSL/TLS ik 15 45 #a H (% 3 BH 0 AT BT 6 15 AF 7 it X 36 24

F W8 LLR Ui B A R A7 B BT 3% 15 285 AR A7 X B E S .

T JF 4 1 & 7 (Central Management).

R B ERE S

R RERERE.

kPR TR .

BERBEFREX YK,

a bk wbdh =
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B

% 5

Cisco Secure Network Analytics & il J ( LA 1 #% & Stealthwatch & il 1 i U5) 2 it >k B 4=
Ja K Py Y5 E’Jﬁ?@iﬁ“” E’JIT%UZE)J (10 B0 o B 17 R R 2> 48 TR, W@@ﬁﬂ’ﬂlﬁﬁ?
WREIEIN P ML w5 L P, N A URL B I HRUE AL DL LA Ay

A FH 45 1) i 55 25 Bogon LA J Tor.

Al

B B IR VF AT E s 0 2 B BEIK P . 5 LB, 15 2 W Cisco Secure Network
Analytics £ G 2K {F VT nT 45/ -

E7E 8 H

SRR TR TG VR, TR B A B AU B R SR, TE AU — g, R

P B DNS e 55 & A1 Bl Ko JF B, R A b U) # id B, 38 0 OR 18 328 B 88 A0 4 B 7 2
& bR TR U5 -

1. BREME TR,

2. EREE >R >EFEH.
3. ﬁfae(Help) icon. £ FHY.
4. P BAE > BE.

a5 B R A % e FH AT

Ja I BUMIR )5, Stealthwatch S 56 5 8 BE H O AR R 7 78 B A B ROIRES 10 22 10 2% 7
i A P, B R BORAE RS AR ENA S Lh A RELELR, ES M A%
H 7 46 B B

FBh: Ej B, 48 Stealthwatch LB EFEEH L %, A ER RE
> SLIC B VREC B . .  # Bh (Help)-
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B

€

'ES. Enterprise
= T SMC
= e Lancope
= @ Host Groups

[ % Inside Hosts

i gt cide Lln ot

= Q, &, Command & Control Servers\

£, Armageddon
Q, . Barracuda
- @, £, Bho-jba

¥, Blackenergy
s+ Colddeath

2+ Darkshell

+ Ddoser

2 Dirtjumper
+ Emo

+ Graybird

+ Grum Id

+ Grum Tasks
+ Gumblar

+ Haxdoor

+ Hitpop

+ Hitpop Checkin
+ Http Post

+ Icepack

2+ Tllusion

2 Irchot

+ Mpack

+ Nethelper

2 Nitol

+ Optima

+ Pandora

2+ Pincher

il

ol

aiaini

bbb

=

ol

=
=y
w

+ Torpig

+ Tsunami

+ Wsnpoem Config
+ Wsnpoem Drop
Yzf

bbb

[}
m
=
m

AEDPPIPPIDPIDIDPIDIPIDPPIOPIDS

L. Zonebac J
T ices

H- [ VM Servers

H- L& Maps

F- [ FlowCollectors

- [ Identity Services
- [Lg External Devices
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ErhEH(EHRS)

; pote potee VL
Erh (B )
fEA“E R EE A FHEBEH RS RAVE M IRME TR P ER MR, 7581
WoMEMEE, BRI,
o XRTHEFEH LK W%t “4E b & #L”(Central Management) 3 17 & HLIF , 48]
0 SRS I LT A G A L L I A B, %
o muh: mr s, i s @ (Help)icon. 1 BB
A DR 3
o EFEENEAEHEAmE
o 3T FF“4 & #"(Central Management)
o THRAEH
- HBRARLE
s BEREZZIIER
o N“HE FP B M BR &
 BREBMB“EhEH"
- AIBEREARESD
o JBR/ZH SSH

B g LA
[ = ]

1 53 1“4 of 4 P 7(Central Management) 3 & 3 % %, 48 75 B2 76 “4E vf 4 7 (Central
Management) Al ¥ £ & B 5 1 (W A& & BE) R U7 Ml e & I Dh g, W R B s

EREHE “Br B E S H
I 4 T o i B BEZRGSHIEL
A VFAUEAR S ()
%y e B A ey B PP SC A
AEEREHZHE 212 I o
=BT A Bl P 2% EHLA 1P 2 4k
KM A CITRDR TN
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ErhEH(EHRS)

o i % DNS 217
Y % B

544 34 4 U0 4 % AT IR D 92 9 Data Store 3 ¢ i, U1t % 5 R T
(“WAEH) SRR R E R E R E S A AR K
f£5%

T I “4E 1 45 P17 (Central Management)

1. BRENE FEE,

2. EME >4 > B,

AP =

16538 A] DL i “4E v 45 B 7 (Central Management) B B 43 & 5% % & R AT P % #4565 17
(Appliance Admin) 51 .

i i “4E o 3 # ”(Central Management) 1 J1 “i% 2% & P2 ”(Appliance Admin)
1. 78 P S SR T b, s e I R AR S
2. PR BEBERELIMEERE.
3. BR“WAEH M.
I RS SR AT T
1. ENE S AL, BN IP AL, W R pros

https://<IPAddress>
o EHF:LE P HHEE RN M B B index.html .
o Bl : https://1.1.1.1/4 P2 2% /index.html
2. 1% N Enter £,
J 5 S L B
1. P EH ER T L, R E RS R B SR
2. % FmE K &AE (Edit Appliance Configuration).
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ErhEH(EHRS)

Inventory

4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS

Connected fr-732-10-0- UDP Director 4 @

LDVE-KVM-4 Edit Appliance
Configuration

Connected fs-732-10-0-1 Flow Sensor i @
FSVE-KVI: View Appliance Statistics

Connected nflow-732-10-0-~ Flow Collector ¢ Support %
FCNFVE-KVM-
R Reboot Appliance

Connected ~732-10-0-7 apa0ay € Shut Down Appliance @)
SMCVE-KUM-

Remove This Appliance

3. H ;B (Configuration) =% 5. . M %1 % ik £ — T .

&%
L AN TR LR AN E 2

@ Central Managemem Inventory Data Store Update Manager App Manager Smart Licensing 4 el gecuRE

inventory | Appliance Configuration

Appllance Configuration - Manager [
........ / Last Updated: 08/19/2018 11:50 AM by admin
configuration
configuration Appliance Network Services General menu
tabs
Appliance Network Services General
Advanced Intrusion Detection Environment
Additional SSL/TLS Client Identities Audit Log Destination (Syslog over TLS)  External Services
Advanced Intrusion Detection Environment  DNS Cache
[0 Enable AIDE Ho: tN aming DNS Server
Network Interfaces. Internet Proxy
SSH Local Resolution Time-Out
SSL/TLS Appliance Identity NTP Server
SNMP Agent
Network Interfaces @ Modification Requires Reboot

4, WRIEFEXNGANEE N 0T EL BT UES MR EERIE FgwE 2 A i E 2k
Al

| =, e B S (User) B FE

5. i B E (Apply Settings). 4 118 5 55 1 7 (5 77 BC B 0 i

HEFUFEEFRNARG. MR EEE SR, WA RE S, B E B A,
I FHJE A

B B EB R 3. LB e T A A BRI, 3 20 s 58 5 ) i
o BN B SRS N CER, WEFEERTEHE > EHATEH,

6. DEER: EIFRIIH L, AN ATEALE LS, HRSRERE Y BEE.

BRE RS ER
B EERG A RARENE L, WS RS ERE L
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ErhEH(EHRS)

BEBRAERGSGE LR WS WAL % A Docker Ik 55, 1 & ok “W 4% & " (Appliance
Admin) F [ :

1. fE S E R b, R A B SR

2. BB BEFEREGITEE.

3. B/,

M AR oh 2 T B A A
Fie WA DL 59 DA e ol 6 3 0 2 9

1078 S PR U b, B A AR S
2. EPEMIRR BB

o BWBHAEMBEEA: EHE N 3 2B & Data Store % %%, T fifg Hiith %

o TRE WA n B A rh R R I B O B R AR RS, e S M R
R LA R A, W EEE ) BRINRE (RFD). ARk
B, i5HE BREBMB“EPEHE" N NEPEHEMERKE .

o B BEEEICH - a0 B T AC B ¢ P RS IR A%, U B B R EE B P R D
BHIEXHER, LT MEZUH.

. ﬁ%ﬁ?%:ﬁ%‘ﬁ‘””%%ﬂm%%ﬁﬁﬁ 1H % £ AR M4 & #”(Central

Management) | B, 37 e 21 w5 HE B A (0 0 B R TE G PR 7 DU YR &
fic & "(System Configuration) 4 ) B o

S 0 VR S N B Al R S R R B DA,

WR B EA E o SCUET, 15 R R W & 0 I B “E B B2 8T, R B A0 ik
P AIIE 5 BE (AR UE A A R IE ) AR AF B A PR RS (BARAEIX . B OCERE T,
iR % % & 1 SSUTLS iF B iE

MR BE 25 ] B Data Store ¥ &

If you remove Data Store appliances from Central Manager (& ¥ 2%, i & I & 2%, B
&), it does not remove them from the Data Store itself. This needs to be manually cleaned up.

« Managers and ¥t & It &£ 28 s: For & P 2% s and it &= I £E #% s, you can remove them
from the /lancope/var/services/data-store/config-datastore-inventory-snapshot
directory.

 Data Nodes: Contact Cisco Support for assistance with the removal ¥ #iz 5 55 s as that
process is more complicated.
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ErhEH(EHRS)

L B US I B AR A A
i FH W46 W B L BB W s N B “4E b 4 BEY(Central Management). 15 55 W B A LT N

5

o BRENIES: W& &EA A E UET, 1 0 R 75K ¥ 25 7 0 2“5 Hp A 372 R/,
B 43 UE 5 R 15 8 (R E 15 A H RIE ) PR A7 B H B B S R A6 X DL A R
X A REEY I, 6 SR 2 & SSLTLS iF 1548

o BHBEHEI: BFEMH FHESH P IDMELA R & &R INE g
H”,

e RFD: N & FEEH BN RE, G EK & IP k. E L4 A n 2|
S E L AT BTG B (HPEE RFD B R B M 28 W ) »

DRGEHER GO EFWEEN G, F B RN S 1P Huhk . =414 f .
H XU, i5 2 Cisco Secure Network Analytics i 1 55 k& $L Jii 2 25 F5 7 -

o FAHE WXL, IE MR TR LS R ILE IP Huhk L =L A, RS
H WS i 3“4 v 4 B 7(Central Management). A %< W, 52 4 1.8 B ki B IS
BEXE,

W& BA B E CUET, 50 OR 70K 5 & U n 2“3 B2 /T, o & ik
FoAE 1 (FRAE B AT R E ) (RS BB EEIAHX S RZE L
#) SSL/TLS ik 5 45 4 -
1. BxRINNE.
76 W) 50 2% 4 kA o, BN 4% IP B dE, 40 R TR hitps://<IPAddress>
2. F URL K B & #: 4 /lc-ast:
https://<IPAddress>/Ic-ast
3. ¥ F Enter .
4. H.iF—# (Next) LRz 2“4 v 4 P2 ”(Central Management) i Tl .
5. IP#ihk: H o\ B HE S /h g EEES IP bk
6. MidifRFE.
7. R LR B FHATE, RSN E . R SRR, AR

TN LA 15 B
AXdsRETAEMEL, w2H 2 RESEES
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ErhEH(EHRS)

1 4 W i A
o 8 o 0 A O

TE 2 W £ 2/, 18 B OR 3 BR“H5 B rp i) Ul B AT ER A . R M IR A6, 1B S
% A& Data Store &4 . E %1 M EWESS L E, &S W 62 5HE E &0
(3EData Store i) .

5T TF 4 o 2 39,
A % 2% [+« (Ellipsis) icon.

VR R

Ve P BRE SO R

it 1 @ (Help) icon. 1% 4 IR 75 1l v 11 HA 36 38 1 Sk 452 1

a kwbd-=

FERR WA BC B &, U 1 R B i U B AT R A

& H 125 B SSH
o FH I 3 43 3k 2 41 38 1 SSH( 22 45 4 5%) 7 17 % 4% 11 g
BRIAE 2 H

Ja B SSH J& , R 4852 Bl 1 XU 2 38 i . 45 4 W7E O Bk 4 J3 B SSH. A 58
SSH J5, & ¥ H 2x

771 SSH

Fi W DL U B AT T P ik % 4% 1) SSH.

. FTIF % tF 45 7 (Central Management).
ik A R AE S
CEEREBRERE.
CEBREETR.

Ja F SSH

£ #) SSH # 47

FAEB % B Aovr SSH ), ik B SSH 4k .

TAE WA ARV U I, 1 2kt B AR SSH ¥y ] &2 iR AE .
i AR E -

1% 1857 e b ) 3R s #EAT - AE
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Without a backup, you will not be able to recover your files if a problem occurs during
the update process. Make sure you follow the instructions and complete all
procedures for the database backup. Also note that this procedure only applies to
Non-Data Store il & U £ %% s. For assistance, contact Cisco Support.

This process involves completing the following procedures:

1. Trim the Flow Collector Database
2. Delete the Database Snapshots
3. Back Up to Remote File System
4. Delete the Database Snapshots

1. Trim the Flow Collector Database

The Flow Collector database backup can take multiple days to finish and will slow your
network speed if the database is large. Before you back up your databases, we recommend
trimming the Flow Collector database. This will free the available disk space for storing flows
and reduce the amount of time it takes to back up the database.

The Flow Collector stores the maximum number of days based on the disk space and the
amount of data collected per day. When the maximum (75% of the /lancope/var partition) is
hit, the database will start to delete the oldest data first to allow new data to come in.

1. Review your Database Storage Statistics

Use the following instructions to check your database storage.

1. Log in to the Flow Collector Appliance Admin interface.
2. Select Support > Database Storage Statistics.

3. Review the days stored in Capacity, Flow Data Summary, and Cl Event Data Summary
(or Security Event Data Summary).
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Database Storage Statistics

guratio Capacity
Average Wol
Capacity in Days 50 49
Remaining Days 22 21
Bytes Per Day 545 46M 56.
Flow Data Summary >
Rows B !'
Average Per Largest
Data Days | Containers Total Day Day Tok
Flow Details 28 32 148.75M  5.31M 5.49M 3.-3
Flow Interface 14 20 213.3M  15.24M 15.65M 5.
Details
L
Total 28 52 362.05M | 20.55M 21.15M 9.4
Fe) Cl Event Data Summary |
Rows Bytej1
Average Per Largest
Data Days § Containers Total Day Day Total
Cl Events 28 29 35117k 1254k 12.85k 8.53M
Cl Event 28 29 35117k 1254k 12.85k 4 DBh{
Details
Total 28 58 70234k 25.08k 2571k 12 Sﬁi
: i il Sl

2. Trim the Interface Details

The Flow Interface Data is the data related to the interfaces of exporters. Cisco Secure
Network Analytics saves flow interface data and flow data.

The Flow Interface default setting causes the system to push out the flow data, so it can keep
all the interface statistics it can. This function uses the 5 [fil % /' %y as a main tool which does
not apply to Data Store systems. A node may be needed to indicate that the trimming
procedure only applies to Non-Data Store systems.

=] Quick View for Flow L
Genersl Interfaces Tabie
Chent Exporters IP (IF) Server Exporters 1P (IF)
cien T — 0g® — w T ciere T ._ggu._w —
- -
7 8] s oweaion #|  TTL 7|  0scP & FlowAdion & Bxporter [ BponerType 3| merface #| oweewon ¢| i |  pscP ¢ [ Flowamwen @
[ Gsco Findex-2 Outbound ‘ | 1 Permitted Gisoo (17 iNindex-2 Inbound Permitted
Csco flndex-3 Tnbound Permitted Cisco IMndex-3 Outbound Permitted

Backing up this data takes time. If you don't need all of it, shorten the storage limit (for
example: 7 days). Any data older than the limit will be lost.

Use the following instructions to purge the database of the interface statistics data older than
the limit you set, so you can free up the available disk space for storing flows.
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1. Loginto 5 [ % /' ¥ as the admin user.

Locate the Flow Collector in the Enterprise Tree. Click the plus (+) sign to expand the
container.

Right-click the Flow Collector. Select Configuration > Properties.
In the Flow Collector Properties dialog box, click Advanced.
Select the Store flow interface data.

Shorten the storage limit. For example, if you set the limit to Up to 7 days, anything
older than 7 days will be lost.

7. Click OK.
8. Wait 5 minutes to proceed to the next steps.

A

o gk

3. Trim Flow Details and Cl Event Data

To reduce the size of the Flow Details and Cl Event/Details in the Flow Collector database,
contact Cisco Support. This step is optional, and the trimming process takes only a few
minutes to complete, but the process requires guidance.

When you trim the NetFlow, you will specify the number of days to keep Flow Details & Cl
Event/Details in the Flow Collector database. Two things will occur with this configuration:
» The database is trimmed down to the number of days you enter.

» The database starts rolling the older data out based on the oldest day but without trying
to save as much as possible.

Before you create backup files, make sure you delete any saved snapshots on the & # 2%
and i &= I £ #% databases using the following instructions.

Make sure you delete the & P %% and Jii & i & #% database snapshots. This step is
critical for a successful backup.

1. Logintothe % # 2% and ¥i &= U #£ #% appliance database console as admin.
2. Check for Snapshots: Type:

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. Delete Snapshots (if they exist): Type:

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl') ;"

4. Wait until the snapshot folder is removed: Check:
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1ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/

If the results are not empty, continue to wait. You may need to wait several minutes until

the folder is removed, depending on the size of the database.

5. Repeat steps 1 through 4 to delete all saved 4 P 2% and i & I 4 %% database
shapshots.

To back up a database to a remote file system, complete the following steps:

» Space: Make sure the remote file system has enough space to store the database
backup.

» Time: After you back up the database once, subsequent backups will be quicker
because the process backs up only what has changed since the last backup. This
process backs up approximately 0.5 GB to 2 GB of data per minute.

1. Return to the Appliance Admin interface (but do not close the Desktop Client).

2. Determine how much space you will need on the remote file system to store the
database backup as follows:

e Click Home.
 Locate the Disk Usage section.

e Review the Used (byte) column for the /lancope/var file system. You will need at

least this much space plus 15% more on the remote file system to store the
database backup.

T T T N TV RPN o

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)
! 3IT% 4.92G 1.68G 2.99G
flancope/var 68% 37.03G 24 483G 11.79G

3. Click Configuration > Remote File System.
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FlowCollector for NetFlow VE

Remote File System
IP Address: 15.32

Port Mumber: 445

Share Name: \ckup

Username:

Password: k
..........

4. Complete the fields using the settings for the remote file system where you want to store
the backup files.

The file share uses the CIFS (Common Internet File System) protocol, also known as
SMB (Server Message Block).

5. Click Apply to place the settings in the configuration file.

If the Apply button is not enabled after you enter the password, click once in a blank
area on the Remote File System page to enable it.

6. Click Test to verify that the appliance and the remote file system can communicate with
each other.

You should see the following message at the bottom of the Remote File System page
when the test is complete.

7. Click Support > Backup/Restore Database. The Backup Database page opens as
shown in the following example.

FlowCollector for NetFlow VE ‘

Backup/Restore Database ]

Backup Database

Backup database and configuration to previously configured file share.

Create Backup

Please see the help page for information on restoring database backups.
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8. Click Create Backup. This process may take a long time.

 After the backup process starts, you can mouse away from the page without
interrupting the process. However, if you click Cancel while the backup is in
progress, you may not be able to resume the backup without restarting the
appliance.

¢ Follow the on-screen prompts until the backup is completed.
» To view details of the backup process, click View Log.

9. Click Close to close the progress window.

If you cancel the backup before it finishes, make sure you delete the database
snapshots again. See 4. Delete the Database Snapshots for detailed instructions.

After you have saved the backup files, use the following instructions to delete the snapshots
on the & B 2% and it & i % % databases.

Make sure you delete the & £ 2% and it & I ££ #% database snapshots. This step is
critical for a successful update.

1. Loginto the & # 2% or Jit & i 4 2% appliance database console as admin.
2. Check for Snapshots: Type:

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. Delete Snapshots (if they exist): Type:

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl');"

4. Wait until the snapshot folder is removed: Check:

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/

If the results are not empty, continue to wait. You may need to wait several minutes until
the folder is removed, depending on the size of the database.

5. Repeat steps 1 through 4 to delete all saved % ¥ 2% and Vi & U £ 2% database
shapshots.
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I AT WA AE R B A e 2 ATk AR R SRR AR D

WE B FE R AR &N A BRZE LI MEEEMIE . A W% 5% E A
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o FRIRRA : A BE A% 56 A A< /1) Cisco Secure Network Analytics ¥ 4% [ % 43 SC 15k
W 5T 1 £ B 2 o 1 OR 45 0 SR RROAR 5 % 45 R AR UL

o PRE DL B & AR o w] LU A A7 S R R R DA A B A o o B Btk
FEAFAE T LA G BRI R SO 2 g (B SR 3L ) o s 7 .

o BRI R EORR E ZAIKE B FE R A PR, RGN AR RSN F

5%) .
VK 52 K4 e
Y06 ST KR 1 4 2 T 6 0 10 4 0 T 76 00 5 O 0 P R B TG P
GBS S

FEW B BRI U6 5 AN 2 rh .

BN EEAE S, AT BT DU (R T BRART) , ERR R AR LR, A kB, R E
B
LR GE B R S F g &EH &, Ui in iR shell,
# N\ sysadmin, % J5 i% Enter.
SR FE L NIRRT, # O\ lan1cope, % J5 & Enter.
RGN E R, EHERE, A )5 1% Enter.
i% # R Shell, %A 5 4% Enter.
«'EE)\*E shell % 4, %X J5 ¥% Enter.
BITUL R4

cd /var/tmp
nohup doDbRestore -c —g &

N o s edhd =

MFEEEAVEH N T HEMZ#HML, 5% A LL N 42 :doDbRestore -h
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/lancope/var/logs/VerticaRestore.log

/lancope/var/logs/DatabaseRestore.log

TR BRI, REGER, AR5 I 6 Bk .
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To backup your Data Store, complete the following procedures:

1. Estimate Backup Host Storage Requirements

2. Prepare a Backup Host with twice the storage capacity of the backup size. Install
Python v3.7 and rsync v3.0.5 on the backup host.

Use a Linux-based host separate from your Cisco Secure Network Analytics
appliances.

3. Enable Passwordless SSH Access for dbadmin.Make sure all %} # 75 r5 s can
reach the backup host using passwordless SSH access.

4. Initialize the Backup Directory on the Backup Host
5. Back Up the Data Store Database

1. Estimate Backup Host Storage Requirements

1. Login to your £ #& 77 &% console as root.

2. Copy the following command, paste it into the command line, and press Enter to
connect to the database using vsql and execute the query. Enter your password when
prompted. Note the results.

/opt/vertica/bin/vsgl -U dbadmin -c "SELECT SUM(used bytes)
FROM storage containers;"

3. Multiply the sum by 2 to estimate how much storage space your backup host needs.

2. Prepare a Backup Host

1. Based on the storage requirements you estimated in 1. Estimate Backup Host Storage
Requirements, identify a host running Linux on your network to store the backup, or
deploy a host running Linux with the necessary storage requirements.

Use a Linux-based host separate from your Cisco Secure Network Analytics
appliances.

2. Log into the backup host console as root.

3. From the command prompt, enter python3 --version and press Enter to see what
version of Python you have installed. You have the following options:
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 If Python 3.7 or later is installed, go to step 6.
» Otherwise, install Python 3.7, beginning with step 4.

4. Enter sudo apt-get update and press Enter to download updated versions of
packages, including Python. Enter your password when prompted.

5. Enter sudo apt-get install python3.7 and press Enter to install Python 3.7
(modify the command to install a different version).

6. From the command prompt, enter rsync --version and press Enter to see what
version of rsync you have installed. You have the following options:

 Ifrsync 3.0.5 or later is installed, continue to step 9.

» Otherwise, install rsync 3.0.5. Continue to step 7.

7. Enter sudo apt-get update and press Enter to download updated versions of
packages, including rsync. Enter your password when prompted.

8. Enter sudo apt-get install rsync and press Enterto install rsync.

9. From the command prompt, enter getent passwd | grep dbadmin and press
Enter to determine if a dbadmin user account exists on this host. You have the
following options:

» If a dbadmin user account exists, the backup host is ready. Continue to 3. Enable
Passwordless SSH Access for dbadmin.

e Otherwise, create a dbadmin user account on this host. Continue to step 10.

10. From the command prompt, enter adduser dbadmin and press Enter to create a
dbadmin user account.

11. Enter passwd dbadmin and press Enter to assign a password to dbadmin.

12. Enter a New password and press Enter to set the dbadmin password. Confirm the
password when prompted.

1. Open port 22/TCP between the backup host and each % 17 55 for SSH, and port
50000/TCP between the backup host and each #§ i 5 i for rsync.

2. Review the OpenSSH documentation on ssh-copy-id dbadmin@<hostname> for
more information.

3. Loginto the first 4 17 & as dbadmin by typing the following:
su dbadmin

4. Copy the following command and paste it into a plaintext editor:

ssh-copy-id dbadmin@ [hostname] where [hostname] is the backup host's
hostname or IP address.
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. Copy the updated command, paste it into the command prompt, and press Enter to copy

the dbadmin SSH authorized key to the backup host.
Copy the following command and paste it into a plaintext editor:

ssh 'dbadmin@[hostname] ' where [hostname] is the backup host's hostname or
IP address.

Copy the updated command, paste it into the command prompt, and press Enter to
verify that you can log into the remote host's console over SSH without needing a
password from this $§ §i& 95 5.

. Log in to the first %4} 77 5{ console as root.

Note the %5 #f 17 15 you use to initialize the backup directory. You will use the same
5 5 1 to back up the Data Store database in a later procedure (5. Back Up the
Data Store Database).

N o a s

. Enter su - dbadmin and press Enter to run the following commands as the dbadmin

user.

. Enter ssh [backup-host] where [backup host] is the hosthame or ip address of your

backup server. You should be able to log into the backup host's interface as dbadmin
without being prompted for a password. If the backup host prompts you for a password,
check your settings.

Enter cd /home/dbadmin and press Enter to change directories.
Entermkdir backups and press Enter to create the backups directory.
Enter exit and press Enter to return to the 4 7 /4 's command line prompt.

Enter vi pw.ini and press Enter to create the pw. ini backup password file, and edit
it.

If you updated the dbadmin password using the setup-sw-datastore-secure-
connectivity script, you must also update the password stored in the pw.ini backup
password file, or your backup fails.

Copy the following lines to a plaintext editor:

[Passwords]
dbPassword = [dbadmin-password]

. Update [dbadmin-password] tothe Data Store dbadmin password.
10.
11.

Copy the updated lines and paste them into the pw. ini backup password file.
Press Esc, then enter : wg, then press Enter to exit and save your changes.
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12.

13.

14.

15.

16.
17.

Enter chmod 640 pw.ini and press Enterto change the pw. ini file permissions to
allow the dbadmin user to read and edit the file.

Copy the following lines and paste them into a plaintext editor:

[Mapping]

v_sw node0001 = backup-host-ip:/home/dbadmin/backups
v_sw _node0002 backup-host-ip:/home/dbadmin/backups
v_sw _node0003 = backup-host-ip:/home/dbadmin/backups

[Misc]

snapshotName = data store backup
passwordFile /home/dbadmin/pw.ini
enableFreeSpaceCheck = True
retryCount = 2

1

retryDelay

[Transmission]

encrypt = true

checksum = true
concurrency backup = 2
concurrency restore = 2

Entervi config.ini and press Enterto create the config.ini backup
configuration file and edit it.

Copy the text you pasted into a plaintext editor in step 15 and paste it into your
config.ini file.

Replace backup-host-1ip with the backup host's IP address.

If the host names under [Mapping] do not match your %4 5 £ s, update these host
names. To determine your %4} 7 i node names, do the following:

« Connect to any (4 17 s console as root
e Enter su dbadmin
* Enteradmintools -t node map

» Use the node names in the “NODENAME” column for the [Mapping]entries

Example:
dbadmin@sdbn-742-10-0-56-133-5:/root$ admintools -t node map

DATABASE | NODENAME | HOSTNAME
SW | v_sw node0001 | 169.254.42.10
sw | v_sw node0002 | 169.254.42.12
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18.

19.
20.

SW | v_sw node0003 | 169.254.42.15

Ensure that you have an entry for each % #f 7 51 if you deployed more than three to
your environment. If you have only a single (4} 7 £, remove the extra [Mapping]
lines leaving only the one line for your single ¢ % 75 55..

Press Esc, then enter : wg, then press Enter to exit and save your changes.

Entervbr -t init -c config.ini and press Enterto initialize the
/home/dbadmin/backups directory on the backup host to receive Data Store
backups.

You will only need to issue the backup command on one %4 7 £ in order to back
up your entire multi-node database.

4.

. As root, log into the console of the % % 7 £ where you initialized the backup host

directory in 4. Initialize the Backup Directory on the Backup Host.

. Enter su - dbadmin and press Enter to run the following commands as the dbadmin
user.
Enter vbr -t backup -c config.ini --debug 3 --dry-run and press Enter

to perform a test of the backup without creating the backup. You have these options:

« |f the backup test resolves successfully, back up the Data Store and continue to
step 4.

« [f the backup test fails, a snapshot file may have been created and must be
removed. See Data Store Backup Failure for removal instructions. If the backup
test fails to resolve, review the debug log files in the / tmp/vbr directory, resolve
the root cause, then test the backup again. Contact Cisco Support for more
assistance.

Entervbr -t backup -c config.ini and press Enter to backup the Data Store to
the /home/dbadmin/backups directory on the backup host.

If your Data Store backup fails, make sure to remove the database snapshot before
attempting another backup. Follow these steps to remove the Data Store database snapshot.

1.
2.

Connect to your Data Store database cluster using vsql.

Execute the following command to retrieve a list of your snapshots:

select * from database snapshots;
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3. Replace ‘snapshot_name’ with the name of the snapshot that you want to remove, then
execute the following command:

select remove database snapshot ('snapshot name');
4. Execute the following command to exit.

\q
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e R AT
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o BB EN BIRBRESERIBMEAME IR)E, EEKRRN REKRSESR
2R T A B B D BAE 3k B Bl Y S i Data Store B B o 6 B BodE R AT AE
A . EE B KR AR, 18 A B AT b s 4k 2247 7£ T A Data Store 3
Hr,

o BEURETHCHE RO A R B R T X S O 1 U7 ), B Ak SR AE AN ML AF
il e e T A o A O T er B AN P R R B AT BE K, 5 S 1 B R EUE AR
R R RS .

o RGTMERR: TE U WU AR B IR 0 AR G M BRI SRl T A R AT I PR R o e 9 58 R
Ja, %% % 3 5 Data Store it & Wi 4% — BUH M BE it .

5] & Data Store £/ 3F Data Store 13}

TE 86 e IR S U BE 2% BA 1), 188 m) DUZE 3% 1 1 9F Data Store 15 A1 £ 35 A7 it 45 2 18] 45 FF B
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| You need administrator access for this procedure.

Synchronized Properties

The following properties will be synchronized between domains:
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» Data Store domain specific configuration as well as alert configuration (if enabled).
Domain configuration includes:

» Host Group Management

e Alarm Severity

e Policy Management

e Services, Applications

o Exporter SNMP profiles (not including passwords)

e Domain AS Numbers.

Recommended Synchronization Frequency

While you can synchronize your domains as often as you like, we recommend that you limit
your synchronizations to only after you perform a group of changes or once a day or week.
This is because the synchronization process requires the use of resources that take away
from daily processing.
Synchronizing Domains Procedure
Follow these steps to synchronize your Non-Data Store domain (Source) with your Data Store
domain (Target).

1. From the menu bar, choose the Non-Data Store domain that you want to synchronize

with your Data Store domain.
2. From the main menu, choose Configure > SYSTEM Domain Properties.
3. Select the Edit button.

4. Choose the Data Store domain that you want to synchronize this domain with in the
Target Domain to Synchronize drop-down menu.

You can only synchronize your target Data Store domain with one source Non-Data
Store domain. If you attempt to synchronize your target Data Store domain with more
then one source Non-Data Store domain, you will receive an error.

5. Click the Save button to save your changes. A synchronize button appears next to the
Non-Data Store domain that you selected to synchronize with your Data Store domain.
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Add Domain
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Monitor v Investigate v Report v Configure v

ditation DDoS Source DDoS Target Data Hoarding

I A7 58 Bl T B YRR A% BE

AN B S nl K B e, AT DLIZ TR ST R AR A i U B R AR R b 1 D TR R R

B A Fe .
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1/
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1. #%B BIRBERESEAIABEAE RPN PRB R E. TR EN
T WCAR 4% ¥4 ey Data Store # HUIR 3, 0 B EBRBWERIT AT A

2. SERERGTRE . XSS EUER R RS A8 Data Store i AR 25 o R G0K
I I V7 R WA £ 2% 1 78 A7 1% 1% T A5 B4 JE Data Store #0# , 3Rk R U, MR =
IR AR B e
5K
B ERE N ER LR, HEE AR
o BEhER: HiILMEC R BIMERERLBRIBERME WL,
o PIEEBE: MINIEA T EL N E WSS DA ARG T e B, TR IX S i
76 b 3k A5 g RS . 5 45 4 9E Data Store £ HE 1 BUHE R B SR 0R , IE A AR
Data Store #% #: 2 {i T fi# Data Store 5 % /> #i 504 , 185 & & 2095 4746 0 10 % 1H B0
K. ABRKELZER, E20 BEFEHEERY.
56 R B N AR 48 B ik 31 20 P A7
W DL R B B, DL 58 A Data Store i & i 42 5% ¥,
1. UL root H & 3 % 5 & B 4% X & 2 1l & (SystemConfig).
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o
o W IH AR R B U4 28 5k b A5 Data Store , AT DU R % 38 . A5 S VEAAE B, iE
Z ) BRI
o RSO R A R W £E AR OE 7R A7 i 1Y BT A5 I IE Data Store £ ¥, Hf Ok & BEUR,
M 5 T B AR B B PR .
s BB EIN REWES KR EMWHESHEHERER . BEAFEREASITE L.
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e Pk

i B HE BR

In both of the following instances, the "Analytics performance has degraded" system alarm will
be triggered.

The secondary Manager has been promoted to primary Manager

When you change the role of the primary Manager to that of the secondary Manager, and
more than 5 hours has passed before the original primary Manager has been recovered and
re-assigned to the primary role, the "Analytics performance has degraded" system alarm will
be triggered. Analytics will recover and run the jobs that occurred during the last 6 hours, while
the original primary Manager was down. Job performance will continue to lag until your
system has processed all jobs from the last 6 hours and begins to process jobs in real time.

An appliance went down due to degradation

If your system is experiencing degradation (which is usually due to insufficient resources such
as CPU or memory), jobs will begin to lag. If this lag exceeds 5 hours, then the "Analytics
performance has degraded" system alarm will be triggered. At this point, results will be
incomplete and unreliable.

A possible cause for this failure is that you have increased the flows per second beyond what
is supported in your setup. To resolve this, either reduce the flows per second or increase the
resources on the Manager, the Data Store, or both. If you cannot resolve the issue, contact
Customer Support.

WRFEAZE R R R AR ERE N REBEERA , AL TR
BERE FILMEHMEERERE.
fEARFAE X B PR W 2% S E B AR A7 B IER I BT A6 X o B RERAE UL, B S
) 52 % ¥ 4% 1 SSL/TLS iE P i i
HE - 4 48 O S0k &% B A E 15, 15 K A FR T O a UAUE B OB OR A7 B IE B 1S
MK . A REBEMEUM, 1§S W 228 W& 1) SSL/TLS Ik 15 45 1
T B Y % - SR A T I 0 O% A P N “4E P 4 B (Central Management) H O B3 15
2%, 15 B4 [ B AL & 4t B & 7(System Configuration) H i 4 1% 4%

e URGEH NG M ERRAEHEG .

« # N\ SystemConfig. {% | Enter 4 .

o EFKE (Recovery) > il & % % (RemoveAppliance).
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% £ R 4 : Data Store K #] U5 1k

16 7 % 58 i Cisco Secure Network Analytics & 4 it & .

BTG E S R EWERAEE T AR ERE R )G, &% EY 461k Data
Store. XU M, i S W 6. IEE#] 44k Data Store.

%R % - Data Store R AC B

U R EOKs R R SR . U U A% B B T A WS N & Data Store, 15 T B 5E R 4t
fid B . A <L B, i 2 W Data Store 484 .

19 45 2 91T

16538 A] DL i “4E v 4 B 7 (Central Management) B B 43 & 55 % & R AT P % #4565 77
(Appliance Admin) 71 .

I R A OO S B AR R M B B AR DAREAT M REHERR, MW RE R R G R B i E .
1.0 R A b A, N R 1P ShE, 40 R B

https://<IPAddress>

o BHAL: M IP MU %5 N /manager/index.html .
o 7~ : https://xx.xxx.xx.xxx/Manager/index.html

s B A
£/~ Cisco Secure Network Analytics 7.x fix % % #l % 2 — AN — 1 3 & 4 % % 5 0 iE
o B AR AR LA BIAIE D e 5 B E S, 1 S L2 % (1) SSL/TLS E 15 45
AU

UE X T ORI R G %0 4 5 i B, A M8 MGIE 5 AT B8 2 12 1L Cisco Secure
Network Analytics ¥ #% i@ 15 I 5 8050 % %% .

MH 5 P 2% M BR Data Store i &

If you remove Data Store appliances from Central Manager (& P #% , i & Wt 5 %%, 304
&), it does not remove them from the Data Store itself. This needs to be manually cleaned up.

» Managers and ¥ & it £ #% s: For & P 2% s and it & W 4 #% s, you can remove them
from the /lancope/var/services/data-store/config-datastore-inventory-snapshot
directory.

» Data Nodes: Contact Cisco Support for assistance with the removal % 4 7 /i s as that
process is more complicated.

F L ENLAA W25 38 44 Bl 1P b ik
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To change the appliance host name, network domain name, or IP address after you've
installed and configured your appliances, follow the instructions in the SSL/TLS Certificates
for Managed Appliances Guide.

As part of the procedure, you will remove the appliance from Central Management
temporarily, and the appliance identity certificate is replaced automatically.

The appliance identity certificate is replaced automatically as part of this procedure.

If your appliance uses a custom certificate, please contact Cisco Support to
change these settings. Do not use the instructions shown here. Make sure you have
a copy of the custom certificate and private key.

1T 32 1k
WE S, i HRE > R > BRHE.
HXREAEE, WSHE B

M 3 5 T 2 " i 3

Use caution when deciding which Desktop Client domains you want to delete as you
will lose access to all data which has been collected for the domain you are deleting.
Workaround: If you accidentally delete all of your domains in the Desktop Client and
lock yourself out of the Manager Web [ f, create a new Non-Data Store domain in
the Desktop Client. This will allow you to regain access into the Manager Web 1 ] .
For information on creating a domain refer to the Add a Domain topic in the Desktop
Client help.

T & &k E LA
ENCE W& 5, B CLT Ul B 4T “i% & IiC & T H. "(Appliance Setup Tool).

54 A F % 4% Tic B T E.”(Appliance Setup Tool) 5 & 41 44 W 4% 15 44 5§ IP
ok, WK 5 Bh B ik & B ik .

MRREFEH B B ER, HHR ER R R KX R E L 1 2 H
SR AL 7 (3 B o B DR G SHE B g SCIE S AL B &l A

1. fER &N AR bk, 78 IP ik 2 J5, H /lc-ast & #t URL 1K 2

https://<IPAddress>/Ic-ast
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1. URGEHER G ERREER G
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3. RIS R IR s AT A5 B L.
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(AR Hb 350 35 ) 0 Atk 3 W0 2R SR B KBS H &, AN B MTU B RCE A KT
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. 58 AR (Finish) . 4% 18 57 5 E 32 < QU 2 W 2

Use the following instructions to reset an appliance to its factory defaults (RFD). To
completely erase data, make sure you reset factory defaults twice.

» RFD twice: To completely erase data, make sure you reset factory defaults twice.
» Back up Configuration: If you plan to restore the appliance configuration, make sure

you save the backup configuration and database backup files. Refer to Backup
Configuration Files (in Central Management) and Backup/Restore Database
(Appliance Admin interface) topics in the Help for details. To restore the backup after
RFD, contact Cisco Support.

If you reset factory defaults (RFD) on an appliance, all existing data and
configuration information will be deleted and can only be restored if you've made a
backup.

If you reset an appliance to factory defaults, you cannot restore the configuration
using Central Management. For assistance, please contact Cisco Support.

. Log in to the appliance console as sysadmin.

Select Recovery > Factory Defaults.
Follow the on-screen prompts to reset factory defaults and restart the appliance.

Make sure you RFD each appliance twice to completely erase data.

Log in to the appliance console as sysadmin and follow the on-screen prompts to
configure the appliance IP address, host name, and domain. For instructions, refer to
the Configuring Your Environment Using First Time Setup section of this guide. This
step is required even if you preserve network settings when you RFD.

Log in to the Appliance Setup Tool and add the appliance to Central Management. For

details, referto £ & H (EFH & %) .

A5 FH T T RS B4 R BN R B

1.

2

3.

4

AR GE B G B & i 15 6 .

i% % % 4 (Advanced).

EHEE R (Admin User).

PR s R e A Pk .
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W5 2345 ¥ . Cisco Secure Network Analytics x3xx £ F1 il £ 22 255 5 5 8% J 3L
W IR .

Data Store i % [% J5 AN J5 3

£ 4R o B B A7 i TR BB B RS o ST UM B AL R Bh BdE P B R
Tr. ARUMELR, S HAEF EF Data Store Hi#iE RS .

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -178 -


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

2 B M TR S T A

22 AN TR BE SR B A

A R A 22 5 B Bk T, B ik Cisco Secure Network Analytics 46 2% 4b T 5 HIR 35
A RVEAE B AU, 1 U7 a) BRI G .

BOPE BB R 2 R AR BB 0 1 R AR K P . O S BILRTh BE BT, 1 AR 4 T
Cisco Secure Network Analytics 5 ¥ 15 & 1 B #8417 B 1E .

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -179-


https://software.cisco.com/#
https://software.cisco.com/#
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html

P& PN

BR AR SCRF N 3

MARFTFEHARLFEANR, BPATLL M E2 —:
o WK HRLE Y A& Rk
o KRB FE
o GBI LR Mk Sz Wk 5] £ : hitp://www.cisco.com/c/en/us/support/index.html
o JHITLLLF ME AR S B ) tac@cisco.com
o 32 [E 3 HFH 1% 1-800-553-2447

o 4R £ i iF : hitps://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-
contacts.html

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -180 -


http://www.cisco.com/c/en/us/support/index.html
http://tac@cisco.com/
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

By s ok

5B S iE ax

XRER A RAT H# (Published Date) i B
10 20234 2 H 27 H I 4E R A o
1.1 202344 H 5 H BT
12 202344 H 6 H BT
13 202348 H 10 H B HE
¥ 37 Data Store %
1.4 20234 2 H 27 H T W16 AR 7
1& & Wi 1) 85 =

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -181-



RS B

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates
in the U.S. and other countries. To view a list of Cisco trademarks, go to this

URL: https://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the
property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1721R)

© 2023 Cisco Systems, Inc. and/or its affiliates.

All rights reserved.


https://www.cisco.com/go/trademarks

	简介
	概述
	受众
	安装要求
	硬件
	虚拟版 (VE) 设备


	快速参考概述
	准备工作
	术语
	缩写
	配置详情
	下载软件
	密码要求
	许可
	TLS
	第三方应用
	浏览器
	主机名
	域名
	NTP 服务器
	时区

	规划您的系统配置
	系统配置要求
	Cisco Secure Network Analytics 具有 Data Store
	Cisco Secure Network Analytics 不具有 Data Store
	Cisco Secure Network Analytics 混合部署

	设备配置要求
	连接到硬件（物理）设备
	CIMC 访问

	连接到虚拟版设备

	1. 使用首次设置配置环境
	设备配置概述
	配置 管理器
	配置 数据节点
	配置 流量收集器 为具有 Data Store
	配置 流量收集器 为不具有 Data Store
	配置 流传感器 或 UDP 导向器
	证书错误
	故障排除
	访问设备


	2. 配置受管系统
	准备
	设备设置工具要求
	受管设备
	管理器 故障切换
	Cisco Secure Network Analytics 域
	最佳实践
	设备配置顺序
	1. 登录设备设置工具
	2. 配置设备
	3. 注册 管理器
	4. 将设备添加到“集中管理”
	5. 确认设备状态

	3. 定义 管理器 故障切换关系
	Data Store
	配置故障切换
	主角色和辅助角色

	4. 配置站点冗余
	冗余现场要求
	将证书添加到信任存储区
	信任存储区要求
	证书链
	将证书上传到信任存储区
	1. 下载设备身份证书
	2. 将证书添加到管理器信任存储区

	打开“站点冗余配置”
	配置冗余站点
	禁用冗余站点
	故障排除

	5. 安装 v7.4.2 补丁
	6. 正在初始化 Data Store
	7. 安装桌面客户端
	使用 Windows 安装 桌面客户端
	使用 macOS 安装桌面客户端

	8. 验证通信
	。查看流收集趋势
	2. 验证 Data Store 数据库状态
	3. 运行报告 报告构建器

	9. 完成设备配置
	更改流设置 流量收集器
	为 UDP 导向器配置高可用性（仅限硬件）
	配置转发规则
	配置高可用性
	主节点和辅助节点
	要求
	1. 配置主 UDP 导向器 高可用性
	2. 配置辅助 UDP 导向器 高可用性


	配置 流传感器
	1。配置应用 ID 和负载
	2. 配置 流传感器 以识别应用（可选）
	3. 重新启动设备


	10. 配置遥测
	网络可视性模块
	防火墙日志
	更新遥测设置
	思科遥测代理

	11. 许可 Cisco Secure Network Analytics
	评估模式

	12. 管理 Cisco Secure Network Analytics
	配置主机组
	创建和管理策略
	建立流搜索
	在报告生成器中运行报告
	管理用户权限
	调查行为（警报、安全事件等）
	响应威胁

	分析
	应用
	身份验证/授权
	配置 SAML SSO
	详细支持信息
	1. 准备配置
	2. 将证书上传到信任存储区
	3. 配置服务提供商
	4. 启用 SSO (Enable SSO)
	5. 配置服务提供商代理（可选）
	6. 配置标识提供程序
	7. 添加 SSO 用户
	8. 测试 SAML 登录
	故障排除


	域
	Data Store 域和非 Data Store 域
	添加和配置域
	1. 添加域
	通过导入现有非Data Store 域配置来创建 Data Store 域（可选）
	2. 配置域设置

	同步 Data Store 和非Data Store 域
	准备工作
	Synchronized Properties
	Recommended Synchronization Frequency
	Synchronizing Domains Procedure
	删除域同步目标域

	删除域
	1. 从“集中管理”删除 流量收集器
	2. 删除域
	删除 桌面客户端 域


	集成和其他配置
	密码
	启用或禁用密码重置
	将密码重置为默认设置
	在以下位置上重置管理员密码 管理器
	将管理员、根、系统管理员密码重置为默认值

	更改密码
	更改系统管理员密码
	更改根密码
	更改管理员密码 管理器
	在所有其他设备上更改管理员密码

	更改 Data Store 数据库密码
	更改流量收集器数据库密码（非 Data Store 域）

	SSL/TLS 设备身份和 其他 SSL/TLS 客户端身份
	设备身份
	客户端身份
	查看证书
	使用自定义证书将设备添加到“集中管理”
	更改主机名、网络域名或 IP 地址
	查看信任存储区证书

	威胁源
	许可
	正在启用
	查看警报和安全事件

	集中管理（管理设备）
	集中管理和设备管理界面
	打开“集中管理”(Central Management)
	打开“设备管理”
	通过“集中管理”(Central Management) 打开“设备管理”(Appliance Admin)
	通过直接登录打开“设备管理”

	编辑设备配置
	查看设备统计信息
	从“集中管理”删除设备
	从中央管理器删除 Data Store 设备

	将设备添加到“集中管理”
	创建设备配置备份
	启用/禁用 SSH
	打开 SSH
	启用 SSH
	禁用 SSH


	创建数据库备份（非Data Store 域）
	1. Trim the Flow Collector Database
	1. Review your Database Storage Statistics
	2. Trim the Interface Details
	3. Trim Flow Details and CI Event Data

	2. Delete the Database Snapshots
	3. Back Up to Remote File System
	4. Delete the Database Snapshots

	恢复数据库备份（非Data Store 域）
	概述
	恢复数据库

	Data Store 数据库
	Data Store 选项卡
	打开 Data Store 选项卡
	查看 Data Store 数据库状态
	启动数据库
	停止数据库
	启动 数据节点
	停止 数据节点
	查看上次操作结果

	查看数据库保留
	打开“数据存储” -“数据库保留”选项卡
	数据库占用度图表
	每项遥测的占用度图表
	每日存储
	Data Store 中最早的数据
	更改流接口数据存储期

	监控 数据节点 更新状态
	打开 Data Store -“数据库更新状态”选项卡
	监控数据库更新状态


	创建 Data Store 备份
	1. Estimate Backup Host Storage Requirements
	2. Prepare a Backup Host
	3. Enable Passwordless SSH Access for dbadmin
	4. Initialize the Backup Directory on the Backup Host
	5. Back Up the Data Store Database
	Data Store Backup Failure

	恢复 Data Store 备份
	1. 查看备份名称和软件版本
	2. 停止 Data Store 数据库
	3. 从备份
	4. 启动 Data Store
	5. 删除目录快照
	6. 查看恢复的数据库

	Data Store 维护
	在数据存储中启用数据压缩
	添加数据存储域
	在 Data Store 初始化后添加辅助 管理器 或 流量收集器
	将 数据节点添加到 Data Store
	要求
	准备工作
	操作过程
	1. 创建 Data Store 备份
	2. 配置数据节点并将其添加到“集中管理”
	3. 将 数据节点添加到 Data Store
	4. 重新平衡数据 Data Store

	更换 数据节点 （仅限硬件）
	1. 准备新的（备件） 数据节点
	2. 创建 Data Store 备份
	3. 联系思科支持


	将数据存储添加到非数据存储部署和过渡 流量收集器
	准备
	备份配置文件

	流量收集器 转换要求
	启动流量收集器转换到数据存储
	1. 查看您的数据存储域
	2. 检查设备状态
	3. 转换流量收集器
	4. 验证通信
	运行流搜索

	从集中管理器清单中删除正在转换的流量收集器
	转换流量收集器行为
	同步 Data Store 和非Data Store 域
	Synchronized Properties
	Recommended Synchronization Frequency
	Synchronizing Domains Procedure

	正在完成 流量收集器 转换

	完成数据存储流量收集器转换
	要求
	完成流量收集器转换到数据存储
	完成后注释

	将数据存储添加到非数据存储部署
	使用现有的 流量收集器

	添加 Data Store 和新 流量收集器
	故障排除
	Analytics jobs are lagging
	The secondary Manager has been promoted to primary Manager
	An appliance went down due to degradation

	设备状态：配置通道关闭
	设备状态：Data Store 未初始化
	设备状态： Data Store 未配置
	打开设备管理界面
	更换设备身份
	从中央管理器删除 Data Store 设备
	更改主机名、网络域名或 IP 地址
	打开域属性
	删除 桌面客户端 域
	打开设备设置工具
	系统配置概述
	更改可信主机
	配置最大传输单位 (MTU)
	创建诊断包
	重置出厂默认设置
	启用/禁用管理员用户

	Data Store 部署故障排除
	硬件部署故障排除
	虚拟设备部署故障排除
	首次设置和数据节点虚拟版
	Data Store故障排除
	Vertica 分析平台在 数据节点 断电并重新启动后不会自动重新启动
	Data Store 电源故障后不启动

	安装补丁和更新软件
	联系支持人员
	更改历史记录

