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Spam Detection:

©on O or

Virus Protection:

©on (O off

Encryption and Authentication:

TL:

SMTP Authentication

If Both TLS and SMTP Authentication a

enable
Domain Key/DKIM Signing: |~ ' On ) OFff
{ DKIM Verification: | @o0n Off )
Use DKIM Verification Profil
S/MIME Decryption/Verification: | On ) OFf

Signature After Processin

S5/MIME Public Key Harvesting:

S5/MIME Public Key Harvestin

Harwvest Certificates on Verification Failur

(_SPF,.FSIDF Verification:

Store Updated Certificat

©on (O off

Conformance Lewe

Downgrade PRA verification result if 'Resen
Sender:” or 'Resent-From " wers Use

HELD Tes

| DMARC Verification

©on -’f‘-c:rr)

Use DMARC Verification Profils

DMARC Feedback Reports: (i

Bounce Verification:

Consider Untagged Bounces to be Vali

rApplies only if bounce werificalion address tag
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“DKIM 5 iiF . “SPF/SIDF % i 1 “DMARC 5 iiF 7% B 4 7 B &l ESA 1 1F i
it & .

D BR 2 B T AR R A s AR I i e A

1. LEF AP 5408 5 BB ESA(H T 2% &%) .
2. BB RS > N AR L IESS

MR ENEMEHERE 7 EE BSA NS MAEEB LB AL N R R A&
A 52— 2 A 8 B9 B T IR AF 2 4 A% (BSA) SEBI) 5E R BL TR D IR

AT E IR e g, IO S TR E — A 5 TR BB A AR BB _sensor”.

4. FE<UL B Borb A ON Ul B, DU RS SR 1A B BY 1 R L DR A B AR R R % B &R Y
N 53 o B G - <l 3o 3 4% YT 0B A 000 % A 90 08 B4R R, O A AR R B AR AE A
Atz 3365 JE 6 7 T (1) S 15 Sk A5 80 B 40 56 R B U o AT IR) R 2 3 R K L T R A &
joeadmin@example.com Bt R & H 71 Joe”

5. W 8 10T DR A B, A G RE WGk A% I a8 TR UK E AR X B A AN R BT A A
(FE Fr A S5 3 R A1 A0 95 25 41 48 56 B BA R AT ] AT BE 25 3 HR A ) R At BB A ok g
TME AT 58 2 ) o T 2R 8 A6 P B0 Atk v ek 9 v AN I i A% 2 i O BRI A%
ol WA AT PR 1 )5 22 JE A%, N 1% 25 1 X L8 i )8 &% JF 1E W0 i
B AR A I yE A LS B @ 45 R WOERAL IR = R P I A IR A .

6. (k) [A) P A O U AR AN N A o R R I R B, nT R % DR A 5 R Ui N BR
I FRRF E AR N B A SRS SCHR (T 2 R SO SR )« R A IR 4 3 B
25 3 b M BB 0 B e A R R P R A (AR = ) IR
TEAE L IE s A& R, kAR A I RS A BEAT UL . i B, T DA B
i 1) A I U AR S N g% A B 2 R DR R R AT T AR T A O “True”s FE IR UL
Y, P T A B H bR o AL PR O PR AR IR B R A T R R A

7. 1) BB PF R 0 AE Sk BN I B E o 1575 I BB 4R V8 I X-Agari-Original-From Fl X-Agari-

Original-To, 1 5§ % i) B R} ESA 22 14 7 W o<, &1k 7 ¥ i X-Agari-Authentication-

Results 15 3k o B REEAEH I — MGk, BHIEESREEPELSLUT 72K,

a. Rl i I AF

(98]

b, 7EUS IR AR XS UG AE R,k BRSNS k.
c. W TRMANGLLIRME.
d. kB EHELME, R TR
e. T EBELHREH LI EH R,
£ 5 B E
18k & E e e HEL1E

X-Agari-Original-From $EnvelopeFrom
X-Agari-Original-To $enveloperecipients

$Header['Authentication-Results']
X-Agari-Authentication-

Results {24 16 F0 FE R ESA 234 52190 3 MTA i 4 78 I ot
3% .
BRBERFHHRH
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Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bec:)

Notify

Change Recipient to

Send to Alternate Destination Host
Deliver from IP Interface

Strip Header

Add/Edit Header

Add Message Tag
Add Log Entry
S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel

Add/Edit Header

Inserts a header and value pz
value of an existing header bs

Header Name: [x-Agari-Original-
New Header Name or Existing

© Specify Value for New He

[ienvelupere::’pi-ents

Prepend to the Value of E
| |
Append to the Value of B

l
Search & Replace from th

Search for: |

Replace with: |

Leave blank to remove s

(*) accepts reguiar expression

11
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X-Agari-Original-To {5 k PN 25 1 JE &5 # 7F 1) 7= 491

8. JyMbId UE g% 6 I B R AT R B MR AR R D 3K B IR AR
o HATTDIE BRAT M HL TR bk N

o [ ' % J@[symbolic name].hosted.agari.com( i& T B Al T & B 1% K 2%)
o [H /" % @[sensor IP_address]( 24 1% /& #% 7F & B A 2 fill % il 1))

o EAEIDIEME AT Y BN JE AR A R, DA R s AU B AR B N “$Subject”
o “IR Bl B AR 0% H iR AN B B N AL BLR 2k 1R N0 2 B« B4 58 4 R S R

B, B AR E 2 B A E R AR RS A E
B eaR F B AR BEEE A . WX PR, J7 — 4535 2 A% B8 i 8 B0 e 7, D)
A] BE 2= K5 W 1 5B 8] R 48 0EAE & N o 24 R E G B AR IR TAE B S,
&0 T 0 5 B R B B 425k B S o “<>, X6 3 3007 B A% 3 BA B A
B AT AT BH #1104 326 0% L o

T 5 A 0 3% WA M bk b Fs o 1 3800 R LR R A A% 0% 2 R R T H
Mo, B AT DA g IR EHL7%H . iR BE RS R SR RS AR E B
B B4 4% 35 2 45 E E AL, M AEAL 15 2 T R AR sk 0 MX O] 3 B R
ESA“SMTP % H17Th & Bl 48 € BUAT T ik . ¥ 5 2, A DL ok 7 B B 4%
16 5 AL B 1 B ML EL TP Hb bk (TP bk B 1% DL 4R S R Sk, 1
[123.123.45.67]) - 1 ¥E =, 1 48 & 1 B 5 M5 4 Hb kb A 458 A 09 380470 5 3R 18] 4k
HAH O, R BTk .
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Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

& 3% “Authentication-Results™5 3k 1) 5 Z & & H

Edit Action

Send Copy (Bcc:)

Notify
Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface

Strip Header

Add/Edit Header

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel

Send Copy (Bcc:)

Copies this message anonymously

Email Addresses: collector_user@

The following settings are optional.

Subject: $Subject

Return Path: blackhole@tomk

Alternate Mail Host: |[123.123.45.67]

13



# X “Authentication-Results™s % i B E vk B H I d B 24 BB A%

AT 1D IE AR
9. s i .
BEos B 7R 7 b T P A O U A (R IR AT

Add Incoming Content Filter

Content Filter Settings

Mame: Iﬂudrl_cl}llcctol
Currently Used by Policies: Default Palicy

Description: | This is a filter to send a BCC stream of messages inl
of the message headers and authentication data are

Conditions

Add Condition,.. |

There are no conditions, so actions will always apply

L|

4 | Send Copy (Bcc:) bee ("collector_user@collector.host®, “$Sul

Add Action...
Order Action Rule
1 Add/Edit Header insert-header("X-Agan-Original-From”, "§l
2 4  Add/Edit Heade: insert-header("X-Agan-Original-Ta", "$env
3 & | Add/Edit Heade! |r'|sert-P'!e"adE|'{"}<-Aqarlnﬁ.uthentlcahun-H‘ES
Results']")
4

N I 8 A 1

BB R TS N #) X-Agari-Authentication-Results 15 3k : B H 24 £} ESA MTA & 14
FE W ¢ MTA B A B2 0 A5 Sk o w1 R AR ESA MTA A7 T34 7 W 26 R g, A
9 0 AE =k

10, 3 i SR 3T LR A7 BT i 98 45
V1. R 3 8 4% 5 A A R 9 1 N 1 56 s G Bk
a. ¥C B S AF S > e N B A S o
b. A R AT (K P 75 I i 4 A A g A o0 FE 10 N s DE AR DA ST (R M) B
(R 8 & o R B RE v, R] BE TR EEON % WS e 4 n N L UE A

18 DU R SR AT W] RE AT BT

14 BRBARYPH
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Add Palicy... |

Order Policy Name Antl-Spam Anti-Virus
Fi IronPort Anti-Spam Sophos
Claudmark Service Pr... McAfee
Positive: Quarantine Encrypted: Delive
Suspected: Quarantine Unscannable; De

BN DE A% 1 S AT

TEACAE S R HE AR A% 38 2 f 2 7 (OB K B BT B 2 ST e s b Bk s )
R A AT 552 Mg 2 51 P PN 2 0 DE A% 5 DU T S0 8 1R 10 A AR R o AR IR
AR BT A AR K WA ) A P IR B, AN BHE C 5 B0 B AT ] Bz I R A
B 9 2 A

12, 5 5 AR A 3 2.

THVE R, SRS SR, WA R I 4a B i A% S o QA AR ey S R [R] e R, AT g
SINE RGN P o B, AT DLSE B 58 BT 0 v 41 R [m] AL B D BR R R
A

A UR 30 0 G B RS S A A2 ) B A SR s

SR BT I 18 1) S R WIS A O B K R AT SRACL IR 1R AN B % B RS R A ks . R
8 G 31X L B R AF 32 T B A A D IR P AR i, W] B A AR N R
SRS S 44, LA A (R S 10 B8 8 e N RF € 5 Sk, SRR 8 PR 5 Sk
()17 2 AR D 25 1 8 G 3 28 R e P 2 ok 90 % A A O A2 ) 8 A TR

n SR 1 SRS B K E R AR Sk AN n 2 R A LR IR D B 3 S A, faE BT RE
T DO T D8 A% R B 2 f SR, (5 U A 2% R AT DA I A AR 5 HE B A

18 BRIt 3 38 85 1) SR

R — B A B E AF SR 2 S . IR H xR SO R
57 3% WIS A7 A1 IR 125 I P ) SRS PRAT IR BR AT

1. e BUHEF s > 48 N HEAF S .

2. £ Z Y B A SRS AT R o S b SRR A O T B R A ) L Bl EE T <R )
AT Bl e AR R )

3. miali i G (MR IS AE B i) e B, b AL AT RE A2 RT BE b 3 R 1 5L B IR
T3 B Y R A B Al H T S A R AR R ) o)

BARARY ) HHE 15
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Suspected Spam Settings

Add Text to Subject:

= Advanced

Enable Suspected Spam Scanning: ) No |

Apply This Action to Message: | Spam Qu

Note: If |

Prepend

Add

Sel

4. AEUIN B E AR KTE A, B NG KA . 5 Sk BN ME— B H AT B Y. 1
i, X F B AE, 15 Sk ] LA & MyCompany suspected _spam . {8 N =& &A% H 1) &

PEE, B W positive B true.
5. 90 FABEKME, PAE AT DUAE R — &8 20 "l i 98 S8 A n & AR i\ R A A
6. miT#EAL .

X B S A FR i A L 35 S L 97 o R AT K € S 1 S R R AR

1 1 SR M 3 ] DLAE YR L 3 S A I A2 SR AR 2 . 9 A0, 2 0 WK P A 3 R A
R, DAKE [R5 B2 35 S ] 750 32 DR 50 A Bz B il o T DURC B SRS 5% R DUUL E
R PRI A A O, AR I R HOVE BB B 2R RN BRI o DG RS Sk B IR AR T R, e T T AR

I 3o 98 8% 78 0 2% 1
1. 5% 2 MR AR S > A N HE AR 1L JE 4%
2. miir AL IR 1P O e A AR
3. gl i A
4. midy HARAE k.
5. AEE Sk AR B, BN S AE B SOR T L g AR p s B TR B Y

16 BRBARYPH
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Message Body or Attachment
Message Body

URL Cateqory

URL Reputation

Message Size

Message Language

Macro Detection

Attachment Content
Attachment File Info
Attachment Protection

Subject Header

Ao B B AR IR 18

Other Header

Envelope Sender
Envelope Recipient

Receiving Listener

Remote IP/Hostname
Reputation Score

DKIM Authentication
Forged Email Detection
SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified

Other He

Does the mes
that header r

Header Name

@® Header e

() Header v
Contains

() Header v
Block_File

(*) accepts regi

BAERY RSt
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6. FEfELME FRIIRF, EHFEAET, R A& L e & r 8 E XE kW
fé .

() Header exists

® Header value:

Does Not Contain | v][positive

ntain:
0] Contains

5 term in content dictionary:
Does Not Contain

) 5 Equals

[
Does Not Equal
le

Begins with

Does Not Begn With
Ends With

Does Not End With

7. B E .

8. X TEE S AL i e B RIS FEAR T 1SH R T Ak, HEE
FSIB3IE T,

9. TE N FHHLIN R f 5 £ b, % BR A 24 B A 4% 44 [R) B DG S B .

Add Condition...
Order Condition
1 Other Header
2 4 | Other Header
10. SR

IR EACAR I, DR 1 b, S A e A I B Oy R D IE R B A R I B
BRE A o B PR BLAE RS BL 4R 2 2 B0, M PP IRk | A R B B %
S A Al DRI A At R ) DAy i IR RIS AP T ASE S A R A AE B e SULE Sk

Content Filter Settings

Name: | [ —

Currently Used by Policies: | Temp White
i I P 2 L 9 A 1R SRS

BRSRP A8 19
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TR, 6 A 5 A8 A HY B 8 4% (0 AE T S s B 51 AR H BE A o e A o B IR
AT N R E AR BT 0 B E SCAE Sk R SRS R X 2 DR AR OF SR R
o e A T s AR .

A IR 4. B0 B AR IS B AR 18] Ak B

N T AE B B ESA R G B UR, SN2 OoR &R Gt il BN T 1) A% B s A R A oL R
HS AF IR [a] R 2 I

1. $24t H W £ LB 52 09 ME — 3 Ek 7 304 10 5% 1 005 B br B 7 B 2E s bk . g A
A 3= WL A% 126 e AR B 3 B B Im) BIZ IR 55 AR B BB AF, TE 75 8% R ISR i bk Y
A 22 RF 2 19 DNS 4% H o 7fE AR R, AT & 4k 4244 “symbolic_
name.hosted.cisco.com”H T 1% 15 .

2. Q) IR [n] T B ST AF DA Lk IS A A8 D] e s g I .

1. ¥ 2| 2% > 8 [ i B SO
2. s B RIS B S DAl 4 H
3. BN B BTN A

20 BRBARYPH
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Edit Bounce Profile

Mode —Cluster: Cluster-o-rama Change Mod

¢ Centralized Management Options

Edit Bounce Profile

Profile Name: | [impatient 8]

Maximum Number of Retries: |1
{between 0 and 10000)

Maximum Time in Queue: | (3500 seconds
(between 0 and 3000000)

Initial Time to Wait per Message: | |&0 seconds
(between 60 and 86400)

Maximum Time to Wait per Message: | (1500 seconds
{between 60 and 86<400)

Hard Bounce and Delay Waming Messages: Send Hard Bounce Messages:
© Use Default (Yes) O Yes No
Use DSH format for bounce messages:
© uUse Default (Yes) © Yes _' No

Message Composition

Message Subject: Delivery Statu

Parse DSN “Status” field © Use Default
from bounce responses:

Naotification Template: System Gener:
Preview Messa

. Send Delay Warning Messages:
© Use Default (No) ) Yes O Na

Message Compaosition
Message Subject: |Delivery Status Notif ca

Motification Template: System Generated
Preview Message &

Minimum [nterval Between Me

Maximum Number of Messages !

Recipient for Bounce and Warning Messages:

© Message sender

" Alternate: |

Use Domain Key Signing for Bounce and Delay Mess

© Use Default (Yes) ©' Yes O No

There is no signing profile matching bounce from at

BARGRS 7 4 messages will not be signed until you create approg
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Ao B B AR IR 18

3. A bR HE — 1A% B S 38 (E A 7R ] HR A “symbolic_name.hosted.cisco.com”) A 4 E
[« H bR, 5l HAE B — B rh 81 AR BGR [0 B SO (FE A RSB Th 4N

“Impatient”) :

1. 5% B R AF s > H Ar 2l
2. N T B TR B -

Edit Destination Controls

Edit Destination Controls

IP Address Preference:

Lirmits:

TLS Support;

Bounce Verification:

i Jcnllec‘tm‘.hnst l

Default (IPvE Preferred) »

Concurrent =

faul
Connections: Hbs Cwius: 50

_ Maximum of |5I

Maximum Messa.ges * Use Default (50
Par Connaction:

Maximum of E

Recipients: %) Use Default (No

_ Maximum of F

Hurnber of recipie

per number of i

Apply imits: | Per ESA hostname:
= System Wide

Each Virtual G
(recommended |

MNone L

A security certificate/lrey has not yet been ¢

the "Demo” certificate/Fey. (To configure a
- - 4

certcontlg command.)

Perform a

Applies only f bounce verification address ¢a

Impatient

Bounce Profile can be configured at Network

R

NI o N 7 = A I TR R ey e AN o R 1 7 P R M

TLS 3 FF 16 WU 2l o 75 22 o JBRF ESA I AE K 22 4= Hh 3% 42 21 1 #% 4% I #8 (£ 3 1
25 b i@ i “STARTTLS & %) «

5. & A B B
B 5 ARG E R

BAERY RSt



ELE AR B HAER % X “Authentication-Results™& Lk M E EE B EH

Fe 2| R g B > Bl BN R G ABE 1R & kIR B 32 B F R hk . BLBE XX
HAL X W B AAC B A7 £ AR AT 1) 7L

AR 6: % B H AL SN B 44 5 T R A R

& mr DL B Bl kR B, R IR R A BB R ESA R SR Bl MTA I H 44 HL o
RO H A B LT R R (HAT) L3, B 2 A 3% il I Bk i AE 7 5 2210 7w e
# o BB I8 O W AR SO H I8 T B OO E AR K, M SRR AR T Tk B B A% A
A E AL IE L] AL e a8 1 &R o, A AR T B REE PR A .

Db 1) R A A o B e T ON S T IR R VR VRS, (BRI RESR B T R H

SO (T | =y I 1] I NG/ i == | AN = (20 =N ] D R 1 = 911 ol N U
Mk 9 P 2 BE AR U, B B AR R IR BIAL A (A SR RN ERE)
SR G fih B AR AR kT A AT — P iR (A Bk RN RS e ERAE) RS,
fEa] LUE % k%7 IP A M HAT %6 H

DUR TR B IR S5 A I B AL

WO RS S R IR T AR I, R 4% A R 9 R DA 3 R R A B B3 /B AT S IR A
B dE AT N 328 L 1 A A

B 0 R E A SR 2 A, R H T A O T RE R A % SR ™ B
fH AR (S S . AR RIS E [ A, 8 R0 5% A8 T RE AL K A R AR AR AR R = )
P9 2 £ 18 B 47 ik 55 B AR IS AT IR 0 B B A o 5 T K 2B T A A H RN S A A,
TR 38 R 55 4% DN B A4 B B R 2R S0 A 2 B LR B 0K 4L A

B0, 38 AR 55 a8 A3 H B A A I AT BE A S R da R R A A . T R A6 IR A
AJRE R S b R AR, B T R O i AR A D LA AR U T e) B, DR U B AR A B
A RE 2 T A B D B o

HT IR W] L, K R 55 g IO 44 B T B kIO A b i iR R IR R B
A AE ) 3 P R () A0, e R MTA B 3 98 B A 1Y) 7 X 28 8 i e 7
F), BN L BEAT R E A HORIE AR S5 SO B AL R g B LRE
% RS T BA T DL B G B A4 A

1 B MR AE SIS > HAT B U o SR AR 4T IR <ML U7 R R 7L B, &l il il e ks
AR 55 A% S 0 B RS A A NI R R 2 B A ORE AR B TR
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nhw

>

HAT Overview

Ao B B AR IR 18

‘ Find Senders that Contain this Text: I

LT ET NS GTTEN NI ST Sl smitp-in 192.168.109.2:25 - @]

Add Sender Group...

SenderBase™ Reputation Score ?

Edit Order... |

Order Sender Group 0 ¢ 8 -4 2 0 2 4 B8 8 40
1 WHITELIST
2 BLACKLIST '
3 SUSPECTLIST
4 UNENOWRNLIST
ALL

R HC B W] BE 5 AR A S R AN TR BTG A T R R AR AR A A R 8 P B R I
YO B, SR E A NS R R M B, AR 2B A i
W R e 2 i B 55 4% 0N 1 44 R

BMAREBERER AR END, EAGAL AR, WRESSH KM AN,
TR A A B 3 n] £ R 2R U SR I B AR AR S ) — AN 4L
TERMNGIR: BoRFIRP A IH o, Sl imaE AN

TE R AT N7 BU, B N E 4 iR 55 #% 11 TP M dik < 198.2.132.180.

TEJE R Brh s InyE B, B e 44 B 4l IR 45 4%

s

TE YA N5 4% B, B A UG TP bbb 5B 7R 7E KR A N B 36 356 4 R

BAERY RSt



o B 245 K28 A 2% B2 B B Rl ESA BLE In X-Agari-Authentication-Results {5 3k

Sender Group: WHITELIST - smtp-in 192.168.109.2:25

Success — Sender "198.2.132.180" was added.

Sender Group Settings
MName: WHITELIST
Order: | 1
Comment: My trusted senders have no anti-spam scanning ar
Palicy: | TRUSTED
SBRS (Optional): | Not in use
DNS Lists (Optional): | None

Connecting Host DNS Verification: | NMone Included

<< Back to HAT Overview |

Find Senders

Find Senders that Contain this Text: |

Sender List: Display All Items in List

Add Sender.,. |

Sender Comment
198.2.132.180 Whitelist Agan alerts server

<< Back to HAT Overview

8. midh N K.

Wb, AR RS S TP Hu bk 2 198.2.132.180. I A1 34 4 47 b Hb b [ DNS %%
H, (HE — A0 T, 83 B 42 5050 0 48 B BF A 1 1P 3 bk .

B E BB ESA LT X-Agari-Authentication-Results 15k

W AGEH TREIEE M E R BESA RE LU AW S H HAUESH T WELIEW
500 a0 KA A R ESA R G A W AR 18 i, WG 27 48 30 2 5 1 B 4% R
b e P A, AR S R A L S WS I X-Agari-Authentication-Results 15 Sk [ 1E #f 5
%o

1 DU B 5% B 4 ok R ESA.
2. B BUME A AW > A NN A IR

BARARY ) HHE 25
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= »

10.

1.

n SR B PR B R AR RE A A, 1 AR T s G (R R A B R AR R — AR E
() ESA SEBI) $hAT % A2 20 B8 . 18 20 £ T E LGOI AT LT 2B 3R

Mo nad e s .
¥ 3T UE 2% a7 44 N “Agari_auth_header”
o pE AR VS N A BB B, ] 40 s <m) BB AR ON B B S N X-Agari-
Authentication-Results 15 3k .
W B Az ok P8 28 0, A 3 ) B A AR N LB 2B Sk . R e, MK
JE A% TCAE B 2% T30 B R a0 0050 0 AL B - 7 RS b SR AR AR X T LA i vE AR A
Ho
1200 U8 A8 AN T EAT AR SF AT WA S A Rk UE 2 EBR A UL BC P IS o AR HE B A 1
B, AT LK %0 08 A% SRR 0 WO N BRI R E AR N IS SR S O TR R B
R
AT S IR AR K R AR S Bl B AR OC TG .
FE U IR AR 1 rp, Gk R0 0 /9 48 A5 =k
s ST 48 € I DR A%, F TR YA T A5 Sk S I 30 S A O 48 A TR 4B WA N R IR U
KA N (X EAF BA — 8 2 10 /e e A8 a] W3 B AR5 =k ) -

o 15 3k %4 FK : X-Agari-Original-From {5 3k % #% : $EnvelopeFrom

o 15 3k %4 FK : X-Agari-Original-To 15 3k # ## : $enveloperecipients
155 F 5t 1 45 7 1% 0 98 4% 2 ] Authentication-Results 15 3k

o 15 3k # FK : X-Agari-Authentication-Results“$§ 52 #7115 Sk {d ”: $Header

['Authentication-Results']

BAERY RSt
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BAERY R R

e B B A ESA DA% I X-Agari-Authentication-Results 15 3k

Add Action

Quarantine

Encrypt on Delivery Add/Edit Header

Strip Attachment by Content Inserts a header and value pair int
Strip Attachment by File Info of an existing header before delivel

URL Category Header Name: [x-Agari-Authentication
URL Reputation New Header Wame or Existing Heac
Add Disclaimer Text

Bypass Outbrealk Filter Scanning @® Specify Value for New Header |

|$He ader['nuthentication-ﬁesults']l

Bypass DKIM Signing

Send Copy (Bcce:)
Prepend to the Value of Existin

Notify
Change Recipient to I
Send to Alternate Destination Append to the Value of Existin
Host | |
Deliver from IP Interface

_ Search & Replace from the Vall
Strip Header
Add;Edlt Header Search for: I
Add Message Tag
A IR BT Replace with: |

- n | ; I|' ”g :— 2 e c .l
S/MIME Sign/Encrypt on Delivery Leave Dlank to remove search

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)

Bounce (Final Action)

(*) accepts regular axprassion

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel

27
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13. S 4

12, s o “BA 58 o 58 B IR AR N A o D8 85 K R P o

Add Incoming Content Filter

Content Filter Settings

Name: In.qan_a-.uth_header
Currently Used by Policies: | Mo policies currently use this rule

Description:  |Add the X-Agari-Authentication-Results header to all

Order: | |4 | sf2)

Conditions

Add Condition... |

There are no conditions, so actions will always apply.

Actions

Add Action...

L|

Order Action Rule

insert-header("¥-Agari-Authentication-R e:

Add/Edit Header Results']")

I H

Cancel

H 2~

e 2L o
14, FF 1 8 4% 5 A0 B A A NI SR I O B -
1. 5% B MR AF S > A N B AF S0
2. FEAHDNLAT B AL D8 A5 F G B 0 A A 0L 9 A DL ST B B i 1 i
JEAE o AL LI RE R, S eT BE TR OV s R N R L DE AR . 12 ORI SR
7R 5 T B s 281

Add Palicy... I

Order Policy Name Anti-Spam Ant-Virus Advanced Malware Protecti
7 tomild, com IrenPort Anti-Spam Sophos (usa default)
Cloudmark Service Pr... McAfee
Positive: Quaranting Encrypted: Daliver
Suspected: Quarantine Unscannable: Deliver

15. & o5 B A BE 24

16530 M i\ © 7 ESA | 8 H SPE. DKIM A1 AT ] H: Ath & 73 36 41F HL#1 ( & 15 A ID.
DMARC %5) 19 ¥4l , DA A5 A 1E #f (1) £ 38 JH 78 “X-A gari-Authentication-Results™{5 3k o

BAERY RSt



o B 245 K28 A 2% B2 B B Rl ESA BLE In X-Agari-Authentication-Results {5 3k

& 45

6 bl 20 R JE AR IR T 06 B2 Wk 0% B A 2 2R A i R R R R AR o AE SR 2R
SEA AT, PTRESE L Bl R A0 B BB . ] BLE i A https//appc01scocom & oK
=R g ) B O R B> L AR, B O R AR RS IR, DA A

[}

o’ﬁ

HEIHI
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TAEHE

“RE BT R T B A R R R A NS A o R 2 O % Bl o 2R B T R A
.

S Vo1 | e Rl TN T e - N S R AT 1 7 R R | T - NS S W @S
DM o AE 6 LI, S8 R] RE 7 2L — L8 Py BN S AR KR SN B 2 (TE 2 1 T X
“Dric i) o B KB, T o i T i & H = 5 B MR IR 4s R, RAEZ 25K
HOE P B2

R /B A W] B R AT F

aE W

5 T <<t 1 4 A5 5 0T A B 4 6 SR
RIE FFRF RE A 1 S 5t
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B ] 5 S 1

Wi ST R RS U5 L B R S 7 T U 7 S (B B E) 4 P 37
S B 1

PR « 7F Wl PR VE 4045 500 T P A A WS R, AT DL B R B b B R SR A A
PEAR R A5 R, Ry << 2 SR M B 1% AT DASRAT A R A R A

& AT DA ) S A T B R A Ok I A a2k G R, B A AT DURE R A A% B A R A S S /S A
F(n R E R M L)

A B SN VRIS B, 15 S B SR IE " AR AR T 53,

R ABTHARE
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BE R W 4% P 4% 49 i 4

“ME U0 T DA AR Y 75 3B O R s 2 AN il R A R KU L . R
0[5 37 AT JE A WAL B 1) B F N il WS A AR = SR AT A TS VR A3, JF 3% LR O I A 2
£ &

o HRMFESEME - M E AR B LSRRG ?

s BEE-XEAGEEREFMBG, RKEHZHERE L THENLSERR)?

o RIEENEGEM - K AN 1P ik £ 3T SenderBase 15 25 1F 4 (SBRS) ¥ 1 Ja & % &
%7

A5 B WA
RGN IE B AL R BN SRR A i S AR ROy s B T AR

R« FONS I dab R A RIS N %08 B 2 A WS VR o H R B AR R = A A T
57 Al BE”, <Rl f5 7, W AR A 0 2] 10 ¥4, o 0 B9 P45 B SR AR, 10 5= o

WS BEVE 70 2 25 RS AR B PE A0 B AT B SR T 20 AR dab S A B AL

S 1E SCAN & W A5 BE PP 0 1 %5 RE R 3R B AME DL A2, 18R M T URL 2 i (35 2 4 )3 A
Bf AR AT URT 23 A1) Ja > AAHIE AR 1E SC 52 R URT 1 VF 70 08 78 72 &% o

o KRB LA KAT N ESEE P50 e i A 2 V> I = n] Ak

o KB A KA N K E SRV HUE ZE V0 o= (5

o KB B KA NI ARV AR T A B o= TR, R R AR A R IR
BEAT 5 43 B8 AIE B 1% T

o KB FEA KA NI F ALV AR H S 2 0P 0 I =18 F & TR R T H
Bl fBL F 42k

Mk O T AR A A R BB AR R A s T, IX [ ) R N AR A A BT 3 I B Y
KL B B B A R OR A E - A B SRt B R E R R B2 M IEH
WIS PF o 8 MLz AE X A RIR PR B ZGE B R N FR . B RIR 2 S HE 4% SE AT Y
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5 i £73,93 3,452,153
13’432’152 Q searchit cotinrame I:L-EI-.E. ' ““m;::'

Messapres

366,154 e

Enltezeal 3 AEE Dicdzbed
Mossages

386 1.45K

Inechiwichinl Insplery Hrernd Degzlay
e Impoctorns Hame I poetars

Authentizily S

771 213K

Canmpnonissd Jomiain
Arrcaints Speak

1.50K 82.6 K
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Domaine Sragmail

443K 303 N
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QL Search far domsin rame 273,938 13,442,152
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13,482,152

Hessapes
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ot

366,154 =

Enflaed 7 455 Dicfebed
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| B
386 1.45K
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13,494,915

Messages

3 6 6 s 6 8 4 364,219 Moved

Enforced 2,465 Deleted
Messages

386 1.45K

Individual Display Brand Display
Name Impostors Name Impostors

771 21.3K

Compromised Domain
Accounts Spoofs

1.50 K 82.7K

Look-alike Spam or
Domains Graymail

443K 303

Malicious Malicious
Attachments URIs

BARARY ) HHE

Q, Search for domain

e
DC}
O
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i NI
1 T Sl = O B (R N

PRI BRI

BE R W 4% P 4% 49 i 4

e ik mT DA DU A0 T T b AR A RN X s AR R A AT ) S A ) L S AT PR TR

7K.

1 an, 753 ZAE b BN “gmail.com”. & 0] BE 2 F/ B W N AT AR L
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161’016 Q, gmail.com

Messages

7 T Moved

Enforced 0 Deleted
Messages

0 52

Individual Display Brand Display %
Name Impaostors Name Impaostors J,;
T 05
1=
L
o
E
1 466 -
Compromised Domain
Accounts Spoofs
Look-alike Spam or
Domains Graymail
0.0

3 7

Malicious Malicious
Attachments URIs

BANBAPH A HEE 36
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BE R W 4% P 4% 49 i 4

2 >k H 3 gmail.com 7 15 £

RER mAME W ap £33 % 7RP 22k B gmail.com I 161,016 = & i i
5 R BbR & A AR BN R BB B R o, A 818 B MR R R RE AT b E AT HE PR A,
R D8 AT A 3 SEAE V2 A

T B A MR R [ 21 R a5 4

B T N
S B T T R
B o Rk
R T 4 S 0 12 0 70 ) 00O 4 60 95000026 6995 7 0 F 1S
Ry SE RN PR e
%
BHA l
sl pramem |
i FEHRE
- HETH g |
At
;]
e
ae (. R
-

Wil 3 250 o 2Kk

Kl 3 280K 2

7 AE CHEPF VR A AE B AL R, IR A AT R R ORI
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BRI B

SR IY G AL — PR A, R RR A A R VP T K (H e R s Y £ B 3
E%ﬁﬁ#%ﬁﬁﬁ%EEkﬁﬁc

© Domain Spoof
Message sent from a server not known to send mail for
SMARGA, 0O

3R B 71 1]
A 5L By 35
A ABK PR 38 B oty 2 g R A A R R B A AR E AT E A A (s A A
FS 38 B AR AR 380 191 D

@ Look-alike Domain
aqari.com is an impostor of agari

Message Details

Dt 30-Dec- 2017 160538 PST @) & % = O
] ) Message Trust Score: 0.2 (Untrusted)

Fram: Cong Ho <cong@aqari.com>

: © Leok-alike Domain
T Suzanne Parsons <sparsons@agari.coms acqael.coem is-an impostor of agarl
Subjeet: Re: SFO marketing event autherization © Low Trust Domain

BEAFLESEN 1§ A0t 3 Tashed demain

Message 10 <caSh 201 PO 108 1SARPIEBAIDF TDT Gagar coms

Mabched policies:  Untrusbed

FH AL 3571 451
BrRARER

R R E?EET““K#J\”?&E’MK?% KR o W oA A R 44 i R ER 5 —
AN TSI . 2R 44 PRI E’rﬁﬁiﬁi'?PFHUEI’JiﬁjZ%@””PKF#/\ﬁﬂlﬁﬁ*i i A
o fE mBMEQapy b, D8 E RS NRIE:AN NERLFIRE 78/ 5
SN2 =

BANBAPH A HEE 38
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@ Individual Display Name Impostor

executive@re-files.com is an impostor of Patrick Petersan

Message Details

=
Date: 1T-Apr-2019 :21:00 POT & =
) ) Message Trust Score: 0.1
From: Patrick Peterson <executive@re-files.com=
. @ Individual Display Nam
RE[J['H’—TG: executive@re-files.com executive@re-files.com is ar
Ta: _ihi @5 .com v This message was moved 1o
Quarantine’.

Subject: Urgent Matched pelicies:  [Enforced -
. [Enforced -

Message |D: = - — @

NN SR 2 BB T s

@ Brand Display Name Impostor
test@pmail.com is not expected to send for internal revenue

service
Date: 20-Jun-2018 16:28:56 PDT O
_ _ Messape Trust Score: |

From: Internal Revenue Service <test@gmail.com>

. @ Brand Display Nam
To: hsheng@agari.com test@gmail.com is not e

. [EXTERNAL] IRS Verification of Non-filing Letter from June 15, sees

Subject: 2018

i SR 7S 44 BRE 7S R B
ZBGK S (K EE)

R RR T REMAMS  ECPCEE NG A EEIFH T EEHB K.
2 A P T R LK R I RO, JRATT 2R L 2RO SR B IR K R R
(G

39 BRBARYPH
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@ Compromised Account
rrmercer@gmail.com is a suspected compromised account

Message Details o
rat
Date: 18-Dec-2007 12:46:10 PSTE B % B 4 C
Message Trust Score: 0.5 (Untrussed)
From: Bank Of America <nrmercen@gmail com>
) © Display Name Impostor
To: FMEncer@agari.com rrmsercerE@gmall.com b not expected to send for bank of america
iect: Th i emai & Compromised Account
Smel menmianty of sampia il rrmerceri@gmail.oom it a suspected compromised account
Messape I0: S BETMOLTEF] T GA5aE Mk Bro googhe.come f&,
Matched policies:  Unirusted
Py = v mm
RPN

& 7T 15 B 3k

BR 0HTSCHE K R N 2R, G M2 B BB A 3 R B AR T A R S S A B
IR A VF 2 W8 F & & 20 JE VR B I AT R 223 SRR R S (3 I i
TR P ) 3K A 53 9, X BB R S B % 52 BAE AR B SR (T8 8 R AE N 2K
AT

@ Low Trust Domain
szqzf-t.com is not a trusted domain

Message Details

Duate: 22.Dec-2017 3:31:41 PST & 2 % &
Message Trust Score: 0.2 (Untrusted)
From: "jenson” <jenson@szqzf-t.com=
o ) © Low Trust Demain
To: jwilson@agari.com szqzf-t.com s nat a trusted domain
Subject: re:sales/Transportation & Storage&Wholesale & Distribution satthedpolice  Untnusted
K AT A5 2l 7 4

B = A
R A T AR, RS B A 2 AR B R R RE R T I R

BARARY ) HHE 40



W REMEE URI

41
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Date: 30-Mar-2018 1:53:4T PDT O
Message Trust Score: ]
From: .co.uk>
@ Low Trust Domain
To: Jco.uk is
Subject: Invoice -03-29-2018 © Malicious Attachme
Message contained mali
Scan0001.xzx
Message ID: 2018013008530 ACESC24CEBETIRFABcheshireribbon oo ulcs N
Attachment(s): ScanD001.xz
= B A o )
T] BB % B URI
WHRBEH T URITFEH, S MK QAR K& &L = R A4 IE ST 3K 3
URI I (1) 4% 0 o
Date: 21-Sep-2018 11:03:52 PDT O
From:
To: " mrEm
Subject: Install Me!!!
ME‘EEEEE‘ D <CAGFN-LFUBxB4AqTSTdCTNZ J+q5HVE4Pas+ MIQMWx=Jp-5J iz

Y & URI -
By 3% B A4 B 2K €8 1 Ak

BTTIR%'JI BB AR IR R AT N 2R SR A, v G A B AL B i 3 XA — S
BEAT 70 2R, EACR A T B BOR 2238 SR 7 B o AN B A5 AE J& T Bz 35 il B € R

#%E’(’J HﬂB#(%L@ﬁﬁﬁk#}\“*ﬁﬁ) o

BAERY RSt
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@ Spam or Greymail
touchpointrelay.com is not a trusted domain

3 3% MR 48 B 2K 5 MR 44

Date: 26-Jun-2018 16:24:54 PDTQ
Message Trust
From: "Angela Montiel” <angelam@touchpointrelay.com>
. @ Spam or Gre
To: ktrotter@agari.com touchpointrel:
Subject: Let's scale your business "

$57 3% IS A B €8 1 A s 451

MR £

A LLE 2 A 7 A R v g g% A BT B 0 B ISR DL R A SR X L R
T B0 Kb R 23 A o BR T SR AR B (o B > PR SRR R TR ) 2 b

FL A AT F 0 AL B o3 A WS SR (O B > S
)

BE WA

) RV A 48 2R (9 B > 48 2

AT TSN R v D BV E DY IR T T IR = <N 1 (VB T S 1 S ]
“Op M > A O T U 3 f BE 2 15 1 A B OR 3 B S T R

Untrusted Suspicious

50

Untrusted messages
< 1% of total

Show All Messages | Filter By Common Attributes

Hide Zerc-Dany

IS A DT T 47 2 T AL
B AF 73 D9 = A~ J0: AN al A5, <n] B AT <Rl 45
e

Rt PR TR, 1 08 e L e

BARARY ) HHE

Tod

Trusted

8,994 11

Suspicious messages
&% of total

Both | My Domain:

o S8 AT DA R i O L) S A AE B 1%

42
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43

Untrusted Suspicit

Untrusted messages
< 1% of total

Show All Messages  Filter By Common Attributes

Common Attributes

Domains and Message Campaigns |P addresses From
Domain Reputation Trust Score and SBRS

Domains and Domain Reputation Score

Domains identified in this category and their domain reputation.

238 H g 1 i e
BRI & 32 3800 AS 7T A5 8 HE P o 885t AT DA Rl e LAt TR 2 AT HE R LB R

o HRAFTIAS BEVRSY - 4% AT A5 FLVF 22 SR, X 8 AN W) £5 WS 52 2 4] 23 A ) 2

o BEIES) - XA W AFMAF P A 2 ok A A KRN IE H A

o IP Hiht/SBRS - 7£ V¥ Jy AN W] A5 (K BT A HE AR v, 3 26 S 50 R 4 Ak T TP Ml ik A
YEERT? X IPWEES LS DY

o RAFNMAENZERE/B R -0 IR U, KR B KR A N R E T 0 Rk UG, KUK
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How many attacks were found?

l 9 3 73 3 total attacks discovered

Since 2018-12-04

7.5k

5k

2.5k

]
Weekof 2018- ‘Weekof2018- Weekof2018- Weekof2018- Week of
12-03 12-10 12-17 12-24 12-3

B individual Display Mame Impostors I Compromised Accounts
B Brand Display Name Impostors W Likely Malicious URIs

B Look-alike Domains Likely Malicious Attachments

B Comain Spoofs
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How much have | saved by deploying Advanced Threat Protecti

$3,718,830 $96,95!

Since 2018-12-21 Projected annualize
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g S A S R s "ol " N P o S S
" BECCostSavings [ Breach Cost Savings
¥ Include breach cost savings in value calculation O

woR 2 B B R R .
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How attacked am | relative to my peers?

L ess attacked 4.73

Since 2019-06-24 Attacks per 1
12.5
10
7.5
5
2.5
0
D r{"' a3 % b e A s yE e e I-"-:'
b - P N T o L S LA S o
N ,:{,}':- N ::::-. Z!_C'[n ﬁn ,:,_'Sr.- o :;:l[:'! 4 & ,:_:_.'-. o ;El"-.
" ; o o & &y =) o ) Gy oy & G
L oF Y LR Y S S LT L o
(E I 15 W (& I Ih W * I ¥ - I

-8= My Attack Rate (Per 1000 Mailboxes)
Average North America Other / 25,001-50K

My region: North America
My industry: Other
My size: 25,001-50K mailboxes

& How do | change this classification?
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eI  has any attachment

has attachment name: 0
has attachment filename extension: —

s«ceived between

R WA A IR ik
a0 R 2R B, B A 3k TSR] R A SR

has any attachment

e i v has a malicious attachment

has attachment name:
has attachment filename extension: [‘
has attachment hash of: F

R M C R B A 4 4
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JEFH B 31 3t I, s 20 IR 25 4 £ B 7 R A D 23 R BRI B SRAE AR v A
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zived between

Date: 30-Mar-2018 1:534TPDT O
Message Trust Score:
From: Lco.uk>
@ Low Trust Domain
To: co.uk
Subject: Invoice -03-29-2018 © Malicious Attachm
Message contained ma
ScanD001.xz
Message ID: <20180330085301 ACERC 24CEBE 128F B@cheshireribbon.co.ulcs A
Attachment(s): ScanD001.xz
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o 1EHRY XA #% X (zip/rar/tar/ {gz/gzip/tgz} /{bz2/bzip2/tbz2/tbz} /cab)
o Office X ff - PDF« MHTML. 5l £ 321 o BIGR SO« P i $dls S« RTF
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Senders

Review senders to internal domains
Show senders for internal domain: | cisco.com

Today | Tdays | 2weeks | Menth
Senders = Unassigned IP Addresses

Displaying 1- 19 of 19 IP Addresses

Sender Action
Messag IP addresses Score R
."’ 237 2 0.9 Manual « Approved  Undo
Marketo
szmantec 2 2 0.1 Manual ® Denied Undo
W% 5665 4 10 Model + Approve @ Deny
o~
"- Ze n d e S k 101 5 0.9 Model + Approve @ Deny
GO gle 1 1 0.9 Model + Approve @ Deny
@ 646 51 0.8 Model + Approve @ Deny
amazon 524 18 0.8 Model + Approve @ Deny
webservices™
ﬂ Oﬁlce 365 [ 2 0.3 Model + Approve @ Deny
Displaying 1- 19 of 19 IP Addresses << Previous 1 Next >> IP Addresses Per Page: 25 #

“RAF NI
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RAFN 8 WA NI AR o e A AR A RS — 4, ook B A TP
Y HS A T %

Aol - B8 F : AE 95 58 I BUA R IR H Iz s8R AL A R R A
N Ui - 1P Mk« 7E 458 58 I B R I A AZ 3R A N AL 6 R 3% I8 S8 A 1)) TP b ik
FOSRAE - PP X2 R B R A N AL 1) Agari B AF N AR T 2 4 R S

L
e A 75 B LG ME U 4 A A B Y E BEA Agari 6 PR BLIK 5 % R A
P £ S 10 T AT TP 06 5 W 0 B A8« e, 06 TR N T BLAR P, o6
At W 0 2S5 1 D 5 WA 28 (A Rk 2 o ) IE 15

P - 5B AT T 5 KV

F5) R T A MBI L8R P A TS B 50 S 2 i SO 48 A R A

B 1P Mk 5 37 B B 2%, {H SR E 3% K AR N A B IPAS ZH & 1R T B AR 2 AF O O S B4y
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A RNV AR RS AR BT B R A N S .

25t Gy B E FKon KK B 1% KA N A A RO 22 Bl IE ARl B R4
DMARC — #5014 19 & 1y 36 UE b #E .

R AE - SR EE A o B 4 R R N BT BLHT R Atk e B 4, DL S ST DL SR AT 1 R
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OH 28 RN BOIRES IR E 00 i G 2% 40 s 07 7 1 R A N S A I BE T 46 S A I 1
RS o A& n] DL IR 45030 b B E 4

L HE R B B A 2 I R RN B R TR A A f BT I R A JE R B Ok N R
A0 D S AT SR B A

TE 26 R B i 90 20 I R N B R TR G 2% R BT R A JE R B R AN R
AL D AN W] 5 R R A

i Fl B % DMARC B K4 A

5\ 3 DMARC 55 0% —FE, 8 il DMARC 7, 40 16t & A4 N IE B $04T 5 4 56 0F
R 2 4 M S SR, RF AN BT EE A S AR SR S A ) g R R R

X A7E T, YL DMARC 19 & 44 N & BERE Pas X faj i . 8 R R & F N B8 & 4 N f
IP, T fift /= 2% 0 2% 440 f0 5 4 G fe) ke HL A L o SR A ) R R L R AR, U IS R B AT
— BB AR, (B 0 n] DLk 5 0 B L K B R RN o R A R R R N M DL A T
DMARC UC it 5 & 4y, #4806 8.0 P i3 DMARC 7E 35X J7 18] /) o) /3 . 6 7 B R KA
JE 52 jite DNS B o0 WOF ISk A NI T b A et AE 7 RD AT 5E R A

MK m RN R kA NERAE TS, 1] DL FE B B B >0 g L T I
BB T S 1 PR 3 DMARC 28 B .

M 2018 4FE 1 H T 46, BIEMEI%E A 4 15 61 2 4 (1) 2R A PR3 DMARC 1% .

T S SRR,

A P iE DMARC 5 0% 44 FK
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R IR AT o
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6. R FLELPE VP XV Y R RES 21 0.40 £ R U1 R TR -

v Advanced
All conditions must apply (logical AND)

Authenticity Score Range:
0.0 0.4

7. B RAE

Huhk

ik R — A AN (B 1000) HL - HF AR 3 0k 8 A 44 21 . i hk 208 AR SR s
M, T T LT R

o WHE AL o A2 SIS [ R AR N 7 B fE 8 LRk 4, SR UL S
Bk 21 R 5 1) S s A4 FRICO o BROATE BT TR A S o 44 BRI B 1 S B0 ) A
JZ VP 70 R B A o 5k 3t ik 21 2 AT SR UL G, (H AN F2 W n] {5 V23, 15 IR R 18
FH I 2H 5 v R A P o3 S B B o N R gt 1 R N B b ik 21 D S 0
N

o FE T BRI N ALIL D8 HE S o AE WS B U1 N 7 Berb R E bk AL, SR K
A BB AF W N L 5 A2 It Ik 4 o i AT UL E o A2 WO N B A S ik
AN 2 532 W R A 2 93

o JE T B R USCAF N S dik 2 3 98 SR o A SR (1 [9] SR U1 N 7 B A E b bk 20
I, SR R AN AE [ B2 U A N 3 B 0 5 A b 3t ik 21 e i AT UL A o AE B R U1
N7 B A8 B hik 20 AS 25 8 e B AR O 43

O 2 B 2 2, K 9 I TS ) = A Mkt 4
e ME(HIME mEF A KIERKEK, 525 "B\ HKIg " 72 A T 54 7 fif 1 41

=
a PIAINY

s BN E (B B R FE E 7MKL G I E 19 il BE TR
g I, 155 2 DA ERA SIS AE AR T 54 7 VRIS D)

o EEG RGN T (B Bh TS A AR Ak AE B R AR 22 80 1 i % 1000
A HL B MRk, 35 2 R AR 2 AE AR T 50 1 TEANAE )

£ v BRI, 188 Je N 58 AT 55 2 — R AR X S s ik 21 AP R R A BN By N
ElE AL RN S S -9 1

“ B AR KA AT A R R b Bk AL RE R B B B B . e 2 R 4 B A B R A T A
AR AL N AL e IS R A i B IE AR A N R B ARl s PR AR R
UL LR R, T S R AR T E AR T S0 T R TEAE R, HFECE B A IEIEM
N 7 b ik 2 HP B 2 3H T8 1000 S BESRA 5.

Hh 31k 20 451 S 16 L
{9 5151 e v g Mk T 6 5 Mk 4R RN BB 2 60 IE 0 T O b A A
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4, {5 5 32 M 3B hiE <yourco announce@example.com> 1# i 45 A & 5 & B 4 FR K 1% & 1%
HB A o f88 AT DUKE 32 H, 7 S A b il 75 i ) <oy i ik AH fR) 9 A0 B R b AR, 2 A U B
K B <yourco_announce@example.com> [] H S HE A B, 2R 48 A 2 AR 48 b Hb 1k 20 fd % 2
R -

141 5 22 rp (3 hE K I AN 2 AR AL O B TS, BRARBRAE A B AT AR, i H R A kA
N A AR N 2% A 51 ) bk 4L A 4 25 f8IX L bk .

& 1] DLES N messenger@webex.com BY, reply@chatter.salesforce.com 25 Hh b, DL {8 b 1k 2H
1 P 8 A v 3R B B (91 40 “John Doe <messenger@webex.com>"E¥, “John Doe
<reply@chatter.salesforce.com>") , fH . 2% 1 A it 47 IL AL -

kv LS N ] g 5 F 38 s bk 3 B Friendly From [/~ A s ik, 1 40

“johndoe@gmail.com”.

He L8 1 B AR R 55 AR U5 Sieve i JE BR AEAE A < bk o £ G RIE LR, H T AR M ik 1Y
A HiyFB K B 1k bS5 T ) BE AL SR A A T AR AL, X 4 3 BOAE Sk A1 b v
A1 AR 77 AR R] L . 9] I “John Doe <notifications+2hef98h2uibf8h@yammer.com>, 1 It 8
5 00T, ik ZH U B K 5 3h 28 <R A R <@ 2 B A A o BRI, AT BLAY
7E 1 A1 %1 32 o ¥ N “notifications@yammer.com” DA i3 47 Z W& , 1X # & 5t A 2 UL EC John Doe
TR AR

B S I 0P S 7 B | R e P LW 1 I I E B U = vl 3 S I E B
PRAC Y <A ER S B 1E AR A ER 55 7R R A A 2 ik s ik 4 DG R .

b 1t 26 75 Bl
e84y T T M b 2L R SR B 47 36 R A
SR WE <R AR N 5 By o B Ha bk 4

2SR I R AN 7 BESI T sk 4L, R A R AL AR R 0 A R G OR B E R N AR
T AR A KA E R

B an, 8 5K A ik 40 AL F5 Albert Einstein <aeinstein@genius.com>, I 2H 78 44 S K 7 K U
(1) SR W& T Ad o B T aeinstein@genius.com & A 75 1k 45 s bk, (R B3k, AT fA7 B i AR A%
N HE T 1B 4 & BH ok H “Albert Einstein <aeinstein@genius.com > 5 52 H 1 HB 44, & 2K
WA 28 B £ BT 37 R AN 2 fid R M SRR, PRI N IX & Albert Einstein 1) © %0 1E % H - 1B £ >k

H2&, a8 & B>k B Albert Einstein <genius_spoofer@not-a-genius.com > ] B, -l 44 4& A\
TR AL 21, e g 2% B £ 7 4 8 ik R R A I B SR B (1) SR DL IC

U1 5 Einstein 55 45 A I A3 F At (S N AOL Hb ik <IQ160@aol.com> [7] £H 21 % 3% HH, 1 Il
f, ZEATr? XIEZW A F R & . W R ¥ 1Q160@aol.com ¥ I 2 41 4 51 52, N
K H “Albert Einstein <IQ 160@aol.com>"1] E. 5 L, M £t A 2 fil & K A HK U o8 B 1) 3R
i UL i
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g W R N B B bk A

2 WS W N 7 B gl F bk i, X A R O S I e iR N o B SR X AE
b ik 21 AR AL S YA N A R N H

B an, 18 5K A s bk 4H B 7E £L 7 Albert Einstein <aeinstein@genius.com> 1 Stephen
Hawking <shawking@genius.com>. 1 5 3l 7F 1] & 4 N & 1% 2 K A 1) A 6] 5 0E4F 7 5%
W&, JER R A bk 2H B T 0k S B N T B, Tk SR R R AN DL IR A S A4S AE 2 A
H- 4 aeinstein@genius.com B¢ shawking@genius.com 1E 4 W {4 A 8915 4 o 451 4b A i& A
TAE WA N 7 Berb A Hb ik 2H A O

Sl a4

— A bbbk 28 AT DL A B H T B Rk A Rk, B VR ORT S I — A s SR OE i B
Azure Active Directory, NI it ik 2H 7] 4045 I 1Y Active Directory 24 o

RNEAS B 5 A ik G 5 3 ik A

1. BEZEM >Hhk4.
2. mi G bk A
3. BN PR o 1% 44 BRI U I N 2L PR H S R S .
4, I —A B2 A Hhk .
1 EWRCEE T S NETR.
2. BN T W R RO H R A S A
3. BRI
ST R N R 1717 = Tl O O 1 P 7 i 8/ ANl € T £ 2 e L o1 P
NN HBE S S E .
6. &G,

M Azure Active Directory 28 1) 7 Hb 1 24

1. FEEEE > b4,

2. sl O g M hk 2

RTINS i QR T A i A 1 N e I AN E M < G S e 11 2 <

4, NI Azure AD T F

5. miihi Azure AD 47 B .

6. i — > Active Directory 4 o €1 & 4 = M2 [K 1) Active Directory 2H H [ 24 44 11
FE, 5 IS A b 5 7 30 3 ik 25 %) 3 A .

7. 40 HE AR 0 A B A, B OCER N — AN R L BB A ik, I AE
NSRS A E .

8. miii Al

B FE T R 2 Bk S b0 B bk A

. M >HbkAH.

2. 5 hE 2H 1 48 R

3. FEIN AL RE S b, N 4 ek RN HL T S A g
4, mddmim.

5. B RAT
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M 3 25 A ) B R T R A b

1. BEEH >Hhk4H.

2. g ok 4 ) 4R

3. FE VRN H R B b, S E T R R k55 5 @,
4. fE R

4B Hh b 46

LIRS 2 M A 1 4= 5 11| I N [ I = e 1% B (2 S (B K e
H 5 $ 21| Azure Active Directory, I R fg U] # #b 1 20+ {87 F ] Active Directory 4 -

I e £R S R B b ik 2 R 3t Bk 4

1. ¥ H > k4.

2. SR PR A B R kb 4 4 FR

3. HEAT BT I B . 8 ] DA AT BLT A

Bk ik 2H 44 R

o BN T Wk ISR R H S b, AR S S TR, )k 4H R
5k L hE B 2R — AN 42 R e €, MR HE ZH R R 5 .

o MU RGN HL T MR AR Mk, AR A s 0, L g A

T A B 3R — A 2 FR S i @, L R 1 Ak T

4. i RAT

Ym 45 5% $2 3] Azure Active Directory ) 3 i 2H

1. RS > bk,

2. mdieokIE NS Azure AD % BRI Uk 4H 1K) 4 R

3. BEAT P R . AT DAAT DLOR ERAE

B O R R 4R

o 1£ Azure AD H 7B fidi, A )5 1L % Active Directory 4 -

o fif B[R] 20 Hb hk 40 19 OC B .

o WINE M T HEAE Mk, SR e A E A0, BLES i A 1
B AN 2R R — A & RS i @, LU R 1 4 T3

4. R IRAE

fife o b hik 4 5 Azure Active Directory ) ¢ Bk

&l DLl I & A B B> Hb ik A1 0T i A ok PR A4S A ik 4H B 5 Azure Active
Directory [F] 2 . ¥ F 25 Azure AD K. HAMRESBIFE RGN, S FhMks
Azure AD )R EXAI E H 3 i % 5 Azure AD 1 < B .
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Source

Linked 1o Azure AD
Linked o Azure AD

Manually unlinked from Azure AD

Individually added

Automaticaly unlinked from Azure AD

Manually unlinked from Azure AD

b g1k 2H 2 51 0T AR PR A

1. Ay &R BEA ) 44 BR DL #% 31 <4 %5 Hb bk 2H 700 TH . 7 44 FRAE R 5 A I, 180
F R 5 Azure AD 2H 1) < B 4% 32 .

Add Addresses:  azure AD group: nathan

You cannot sync to AD groups with more than 1000 users.

First Name Last Name Email Address *

Nathan Ll nl MEeTrCs.0om

Group last updated: 30-Mar-2018 18:03:45 POT @
> Refresh now

_— I total stidress._
(_ S Unlink Azure AD Group )

2. B AR Azure AD HR) R BEBERE . XK FHIE1Z4H 5 Azure AD #t— 20 [F] 20,
EHFTHR R S RFEAL, E, e L FBSZd, H FRFEIZAS
& miB .

3. R IRAF

T Bk 3t ik 4
R B T 572 W e I A 1 30 41

1 B =g >k,

2. gy ok 2H B 44 R .

3. FF DI I HE, oo M BR [ Bk 4 A% PR ] BE R
4. sl E .
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Azure Active Directory 5 i it 44 [7) 2P

WK m M AR ik 4l 5 Azure Active Directory 28 [F] 25, B8 & 20 Hh 5 L 3 T
Hh b 2H ) SRS o O 25 Y FL BT A 2 H 3K Azure AD 4L ) R AN TR 2B ) )
WX 28 Bh £ [ 97 Hhk 2H, DR R IEOAS PR B AEG0 T B B BT .

BT G0 A AE SR A Al R bk 4H, 5 S RS R A T 53,
Azure AD 4 [F 25 5 WOl &1
WEF DR IEH 2 f5, 8 WCEE N A < BE D AR L 2k W & 48 5

1. HZEH > R,

2. ﬁﬂf%éﬁi\_%ﬂﬁlﬁ{

3. [ N VRSN E SR BEHB 4y, SR A % P Azure AD [H] 2B AE — KN Bk [H B bk 41 2 %
HE

4. K fRAE

HREHE L, IES @ " /£ A 7T 53,
Bk 3t F Bb bk

M oSSBT 5 A Azure Active Directory Hdik 41 [F] 20, (H ik it 4 H % B
A AN ¢ AN R I o1 I < S S L NS DB e o 12 22 M R =14 @ < 55
g2l Al [ 1 A E ) [ R 7 S U 1 i s S S o s i s S Tl e = S =

BAERY RSt



TR HEM LA

BAERY R R

Group Name:

Add Addresses:

B 3 fr 3t gk

& :Executives
Use this group to affect message scoring

Azure AD group:

You cannot sync to AD groups with more than 1C

Q

First Name Last Name Email Add
N L e - Rl

A by i ‘m  imissenl i

. - T E—C
ful ! vl iu "owin g S - C

Group last updated: 16-May-201% 15:39:16 EDT ©
< Refresh now

Skipped Addresses

Addresses are skipped if they do not provide a first name and lasf
example, external addresses.)

b ik 2 Bl 3 B M kR
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FH ik P

PP g SC e 2% 09 4 A B i R IR SR IR AN U 1R BE AT o e 4 2% R SR B A A
3T U5 R H) RBAC), 48R BRI 2 Be— e A e LT ) &
20 W 2% By 1Bl 37 Ty RE .

B SN R EBAE R @ W 2 gy B 37 AL Zrh B R R S 9 4 O B ik
Jre

GUEH ik P
PUF LA AL R B A € P R B R P

1 BRg®E >,
2. Ridr QI .
3. %N 4 44 R0 T R A bk

H a0 250 N AT I HL R Ak o R H T R RS RO B A% H T R AR S Ak . B
L B A S A I RE B, B T A R B 4 4 RE SR U B K 7

Cisco Registration Information  inbex x

Cisco Advanced Phishing Protection <no-reply@appc.cisco.com>
to me |~
Hi
i has created an Advanced Phishing Protection account for you.

To activate your account, please visit:

Should you have any questions or concerns, please contact Cisco support at: https:/iwww.cisco.comiclen/us/supportiweb/tsd-cisco-worldwide

Account registration must be completed by 2018-07-07. The above link will no longer be valid after this date.

Thank you for using Advanced Phishing Protection.
T R T WS A O A
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1 HREHER>HHP

2. i R4 .

3. PE B M E AT T . B RELE R, WS K
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4. sy R .
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1. fEZCHFFNE A8, 3 2 & 90 W 45 29 /1 85 37 URL: https://appc.cisco.com.
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4. mili F—2.
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1 HREHEI>HP
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User Account Settings

Single Sign-0n:

Session Inactivity Logoff:

Session Absolute Logoff:

Password expiration:

Maximum failed login
attempts:

Password policy:
Ingest:

Parsing:

“HI K L R )

1. %388 >HIL,
2. Rl H ALK

¢

Enable

If Single Sign-On is enabled for the
Refer to the documentation for the

12 Hours =%
Relative [ | L2

Mever r

Default [ 1)
(] Enabled

Invalid [ 1)
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7 8 B 5
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