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Segment Routing (LA Tf&i#F SR) feHBRI A8, FEZEMH IETF SPRING

(Source Packet Routing In Networking) T{E4H#{THrENRIFT— XML IE%E
FAR. SRETRERHFEIEMBDEZEFRES, XES SRIFFEFESTEAM
1% SDN ZZ, 7ZERAEMBIER, SR AMKIRME T SEMAIRIZEEN I
RinFinlmE TR, AELIMGEREAER, SREARAWRKEIR, &
F—RMELER 5G MLEAYET SDN ZEMtRt.,
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SRv6 XF IPv6 ¥rE R E X RIEEE T B3k (Routing Extension Header)&E #E
Y HJ SRH (Segment Routing Header) ¥ BEHRK, SRHERSENN 4,
7£ SRH 14T Segment 51X, SRv6 Segment ezt L E— 128 iy IPv6
Ryal, {BELE Segment B Locator(FE fi128)#1 Function($5<) ¥ (AT IA &
B ER, AX5ERBT), Locator AT IPv6 B¥H, Function A TFEETRHE
EXNEIEE NN Z# SRV6 #21E, LIMEBRITIRIZN.

1 SR MPLS ~"—#¥, ZEBUREHFE R TTES SRv6 BERS#E Segment,
E@d SRH H1#J Segment Left(FIsk Segment, M ANF 0 BUEIE)FERIEN
155, #5MmIEDh Segment, FEUIF SR MPLS HTREITES, B4 — SRv6
imTm, Segment Left /& 1, EH IPv6 KA BRIHEIESN Segment FlJFRH 2 Hl
Segment Left 3 AJ Segment, FHEEEAA IPve BHIEHIESEELEE.

FERANE, WRNEPETRAZFEMN IPv6 MALZH SRv6, HEtTim
K E| SRve BEEIRT, 128 IPv6 RFC IMIZE, HTHIEE BN AETRES
MIEEHAL, BT RAMRY BiRL, MR ERAMIRIESIES BRUMUEHIT IPv6
k., XEKSE, SRve ATUSIAR IPv6 M TTLETIRIE, #aEIR, SRv6 A
BATE IPv6 W4E ERINEEEE, TNEIRMMAEIRE.

AT B A AEIRY SRv6 #2RIEET:

End : iZIR{EEK Segment Left N8 0 (NE&E—B) , &% Segment Left
w1, FFEFT IPve BIEEIRIB UM T — Segment, XZE&F LAY SRv6 #
fE. BT SR MPLS f1a4 Prefix-SID,

End.X: ZZ(FM End RIFEA 5, X7ZFNRLEIHNBIEE KEREER
T—Bkithit, #82%F SR MPLS #EJ Adj-SID,

End.DX4: ZE{EZER Segment Left i 0 BEIECRNIET IPv4 HiEE, &%
HINERY IPv6 Rk, FIEAEERY IPvA BUREFE RAGIETEMN T —Bithit, EHF
VPNv4 Per-CE 5%,

End.DX6: ZIR{EEK Segment Left 7 0 BRIEERNFET IPve BIEE, &
HINER IPv6 Rk, FREAEPEY IPve BUEEE RKAIEEN T —Biitiht, YT
VPNv6 Per-CE #57%&.



End.B6: ZIR{ESEERA SRH B9EM £, HEAN—1 180 SRH, HBEILE XH
#Y Segment 53R, HBEEESTRIBIENIIFE SRH #1TH R, BN T
Binding-SID,

End.B6.Encaps: Z#{FM End.B6 EA—2, X3IRIXREGELIERINEHIE
— M #rRY IPv6 #RKF0 SRH, MAZMXNAII—~ SRH BYEER k.

T.Encaps: ZEMEEDHET A (BIBUEEL TS SRve BIERH2E, BTAER
BNE Segment 5IIFRH) 1T, SEBIEEINEFIN— IPv6 KKK SRH
Rk, FHOTLUE X HH Segment 5I|3R, RGNS E SR8 IPv6 #R3<F A% SRH
HITH .
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ES LI, ERIMEE, BES SRv6 A FEIR, MLEIEE Y SRv6 B
St S EsRELT,

2. ZHFEERISRV6 BE
B &l Linux 3 SRv6 18 /R0 FRFTR:
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% 1: Linux ¥ SRv6 1851

AIUEE Linux EEZFFKERS SRv6 ThEE, BERNINRERZEMER srext XPNHZ
T RARRRE M, AXFHRINTERER Linux RZ P RAEZFRRNTIRE#TIRILE,
srext SZFFRIIRERE T —R XERHITHR.

3. @RATELUL/BMMNEIE

FERYED L/ iR ZEA Linux+NFV SRR EAE. NREM (IDS) . fa#
P T (B 4Rl 5% K IR &5 4% (Service Chaining)LgE, Linux SRv6 BIAZEEF X
E5F.

F—AHE, NMPARPESIEF O/ minRAENE ML (Host Overlay)k A E A
A%, {BAN{A7E Host Overlay 5 Underlay (a2 48384, {RiE SLA —HED
MR, Linux SRv6 BILU5EEEEE Overlay 1 Underlay, EATILE Overlay i 2
Underlay, &R E#ZXMETRRER SRv6 Segment (1E) ME; MNRFEEIR
= Linux SRv6 148E, AT {L DPDK 8:& A FD.IO(VPP), Hh FD.I0 E2R
B T5RER SRv6 X, HEFERALESEANARE,

=, EEIE
IFIREE T Ubuntu LA Mininet, tRJLAERA Vagrant+Virtualbox 323,

Linux, EXAZRASTF 4.15
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Quagga (£ Mininet EHUFRINT, 1RMHEEREZRAVERASIZH/OSPF/BGP Fig
EthiN )
Python (BXBIAZE MK VIREEE)

THENTEHZEET Ubuntu 18.04 LTS,

1.

FHRAZEHEEFRRA(4.15.0-38)

apt-get update

apt-get install linux-headers-4.15.0-38 linux-headers-4.15.0-38-generic linux
-image-4.15.0-38-generic linux-modules-4.15.0-38-generic linux-modules-e
xtra-4.15.0-38-generic

ER, HENBRERETH
uname -a
Linux ubuntu 4.15.0-38-generic

Z % Mininet 1 Quagga

apt-get install mininet gawk libreadline-dev libc-ares-dev

wget http://download.savannah.gnu.org/releases/quagga/quagga-1.2.4.tar.gz
tar -xzvf ./quagga-1.2.4.tar.gz

cd ./quagga-1.2.4

.Jconfigure --enable-vtysh --enable-user=root --enable-group=root --enable
-vty-group=root

make install

TR EHTARAY iproute2

wget https://mirrors.edge.kernel.org/pub/linux/utils/net/iproute2/iproute2-4.9.
O.tar.gz

tar -xzvf ./iproute2-4.9.0.tar.gz

cd ./iproute2-4.9.0

apt-get install bison flex

make

make install



5. ¥ Python Bk
pip install mako ipaddress ipmininet --no-deps

6. TEHEEELINIEE XM
git clone https://github.com/ljm625/SRv6_Sandbox

. ¥R
5.1 Linux SRv6 §;i|jl VPN+; ||,§IE

5.1.1 #§b&

B 2 8N F IPv4a BN, (EVL aFAENL b) , &L SRv6 KT VPN HiE,
HRIRETE,

HINATEFR:

Host a SRv6 Router R1 IPv6 Router R2 SRv6 Router A3 Host ¢
10.0.0.1/24 Left 2001:1a::1/64 Left 2001:12::2/64 Left 2001:23::2/64 10.0.1.1/24
2001:1a::2/64 Right 2001:12::1/64 Right 2001:23::1/64 Right 2001:3c::1/64 2001:3c:2/64
Down 2001:14::1/64 Down 2001:24::1/64 Down 2001:34::1/64
Lo fc00:1::1/64 Lo fc00:2::2/64 Lo fc00:3::3/64
= ==
e —

rSE\I SRvé Router R4
L———J Left 2001:14::2/64

Right 2001:34::2/64
Up 2001:24::2/64
Lo fc00:4::4/64

Host b
10,0,? 1{24 E
2001:4b::2/64

1: Linux SRv6 3I} VPN +i @R T2

1 REREE8 R1. R3 1 R4 Jy3z#§ SRv6 HIEREZR, R2 J3{N3<#¥ IPv6 RYERHSS,
B TR Quagga SKIEFSERE, HEAZRSKMRZEMET IPve SKIMEE.

XM F, BAIWBENRLLEY a 5 b K IPv4 B8, FitBIEESEH
R3 K88, MR VPN A8 TTE,
FHAMNBIEEEARERE —IIRAT LN TE MR, BHRIRX ERNBFERTRE
EEEMNE R RINF.




IR Ba) Segment FI|RZ2HEFHESIEY, BEIHEFESIRAIZE— Segment Z
R ERE—B, HEES|RAIRAKNL Segment BIEEIZAIE—BE.

2 3 4

IPv6  SA=R1:1,DA=R3:bb IPv6 SA=RI1:1,DA=R3:bb  IPv6 SA =Rz, DA=Raibh
SR (R4:bh, R3:bb) SL=1 SR (Ra:bh, R3:pb) SL=0 SR (R4:bb, R3:bb) SL=0
IPv4 Payioad 1Pv4 Payioad IPva Payload IPv4 Payload

Hosta SRv6 Router R1 IPv6 Router R2 SRv6 Router R3 Host ¢
= == ==\ u
) r
5 SRv6 Rquter R4
(=<

IPv6  SA=RI:1, DA =R4:bb (S
SR | (R4:bp, R3:bb) SL=0
P4 Payioad.

Host b

2: Linux SRv6 321 VPN+iR TIR-BUR B H &R

MNEV a K HBOBIEE, FAHF SRve BUEKHZS R1, R1 SIRBFIECERVIR(EN
¥R G THEE, EINSML IPv6 K SRH IR, FH#HITIEFER IPv6 K,
ENZH IPv6 ISR R2, R2 iR1E IPv6 IREF B/ IPv6 Milb# (T Ak, &
R3, R3 BEHI2RIRHE Segment $11T End $2/E, 4§ Segment Left /& 1, FHFiRiRE
Segment FI|ZREF IPv6 RFIBRIMILE, KEIEBRHREET—B R4, £XFF SRv6
HRIEEEZS R4, R4 1R#E Segment $11T End.DX4 #£1{E, REINERT IPV6 1RkK, &
A&/ IPv4 BIREALEENL b, TR AMARE.

5.1.2 B
1. BEhRiamh
sudo python topo.py

2. % R1BHEIFLACE T.Encaps ##{F(SRv6 METIE), ®EE 10.0.2.0/24 /Y
BIEE, FHEEN SRve, HECE SRH E5#7 Segment 5K A
<R4::bb,R3::bb> (& FHEFI)

ip route add 10.0.2.0/24 encap seg6 mode encap segs fc00:3::bb,fc00:4::bb dev r

1-eth1

EEMNS BEALEH Segment fc00:3::bb,fc00:4::bb fc00:4:bb BIE X



3. [EAf7E R1 LECEH X EIEHIEEM End.DX4 #2E, iLEFEN a WEIRES
7£ R1 {1 IPv6 USSR, MR IPv4 BUREIEREL TN a

ip -6 route add fc00:1::bb/128 encap segblocal action End.DX4 nh4 10.0.0.1 dev r1

-eth1

4. 7 R3IXMALRLACE End #1F, DAL R3 EWE| R ARAVEUEERS,
Segment Left & 1, FHEFT IPv6 BRYthiE /X4 AT Segment Left I8EH]
Segment,

ip -6 route add fc00:3::bb/128 encap segb6local action End dev r3-eth2

5. =R/GTE R4 IRH2s LACE End.DX4 #21E, BUL R4 WWEIBURE 2 [EHETB K
IPv6 @13, HIEERGIEE ML,

ip -6 route add fc00:4::bb/128 encap segblocal action End.DX4 nh4 10.0.2.1 dev r4

-eth1

6. #tENMh7E R4 _EBACE T.Encaps ##{E, ¥ Ping [EiE IPv4 BuEEIH T2,
ip route add 10.0.0.0/24 encap seg6 mode encap segs fc00:1::bb dev r4-eth1

REETHE, FMEN a(10.0.0.1) Ping @=EH], b(10.0.2.1),
5.1.3 BIAxHITRINEEAE

ATHE, BITEEXWEESRET Python BIASI T B3k, BRI
https://github.com/ljm625/srv6_Sandbox

1. R1

£ R1 A2 E SRv6,



"Node: r1"

hain# bash -
R1'

+ ip - encap ) 0,1 dev
1-ethl

RTMETLIMK answe sts

+ ip rout 10 ) e 5 ; 4::bb d

ri-ethl
RTMETLINK

rootBubuntu?

E 3: R1 BESHF
BHAIMEM a(10.0.0.1) Ping FE#, b(10.0.2.1)3# T,
AEMEKRE, FIUERMNEN a KA IPv4 [RIBEUIRE.

Capturing from any 200
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

) N 5 A A @ 'r
ma e & \EBB=STESE NN N

No. Source Destination
-

response found!)
(reply in 11)
64 (request in 10)

tt1=64 (no response found!)
180 Echo (ping) request tt1=64 (reply in 15) -
Frame 1: interface 0 -
Linux cooked capture
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.2.1
Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: ©

Checksum: ©x2b9e [correct]

[Checksum Status: Good

Identifier (BE): 15148 (0x3b2c)

Identifier (LE): 11323 (6x2c3b)

Sequence number (BE): 1 (0x0001)

Sequence number (LE): 256 (0x0160)
» [No response seen]

Timestamp from icmp data: Dec 21, 2018 17:28:56.000000000 CST

[Timestamp from icmp data (relative): 0.414567071 seconds]

(vww

B 4: R1 _HME-FH a KHK IPv4 BiEE

2217 R1 BBAgRE, FIUBINHIERINZMT IPve pUiRK, EREHLZEE!(Routing
Header Type)=& 4 (Segment Routing) , EEEA 2 4> Segment< fc00:4::bb
,fc00:3::bb>, Segment Left=1, Fill IPv6 BRIHIIEEE AFIRAIEH 1 AUt
, BN fc00:3::bb,



Echo (ping) request id=0x3bZc, se 4 (no response found!

request in 2)

cho ) reply

3 0.000058; 2.1 1 1d=0x3b2c
4 0.000062620 2.1 10.0.0.1 IcHP 100 Echo reply  id=0x3b2c

5 1.027378435 0.1 10.0.2.1 ICHP 100 Echo request 1d=0x3b2c 4 (no response found!)
6 1.027396218 0.1 10.0.2.1 IcHP 180 Echo request 1d=0x3b2c (reply in 7)

7 1.027444531 2.1 10.0.0.1 ICHP 164 Echo reply  1d=0x3b2c (request in 6)

8 1. 2.1 10.0.0.1 IcHP 100 Echo reply  id=0x3b2c

92. 0.1 10.0.2.1 ICHP 100 Echo request 1d=0x3b2c (no response found!)
10 2 0.1 10.0.2.1 IcHP 180 Echo request 1d=0x3b2c (reply in 11)

11 2.051162250 2.1 10.0.0.1 ICHP 164 Echo reply  id=6x3b2c, (request in 10)

12 2.051166537 2.1 10.0.0.1 IcHP 100 Echo reply  1d=6x3b2c,

13 3.075436120 0.1 10.0.2.1 ICHP 100 Echo request 1d=0xab2c, 64 (no response found!)
14 3.075455231  10.0.0.1 10.0.2.1 ICHP 180 Echo request 1d=0x3b2c, 4 (reply in 15)

~ Internet Protocol Version 6, Src: fc09:1::1, Dst: fce0:3::bb
0110 .... = Version: 6
» .... 0000 000 ... ... .... = Traffic Class: 0x60 (DSCP: CSO, ECN: Not-ECT)
. .... .... 0060 6060 0060 00O 0000 = Flow Label: 0x00000
Payload Length: 124
Next Header: Routing Header for IPv6 (43)
Hop Limit: 63
Source: fc0@:1::1
Destination: fc6:3::bb
~ Routing Header for IPv6 (Segment Routing)
Next Header: IPIP (4)
Length: 4
[Length: 46 bytes)
Type: Segment Routing (4)
Segments Left: 1
First segment: 1
» Flags: 0x00
Reserved: 0000
Address[6]: fce@:4::bb [next segment]
Address[1]: fce0:3::bb
» [Segments in Traversal Order]
» Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.2.1
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: ©x2bde [correct]
[Checksum Status: Good]
Identifier (BE): 15148 (0x3b2c)
Identifier (LE): 11323 (0x2c3b)

5: R1_LiME-R1 £RHHE 2 1 Segment B SRv6 FiEE
2. R3

#£ R3 & SRv6,

"Node: r3"

topo,py
potRubuntus

add f
topo# I

& 6: RIEENE

R3 MAZFF SRv6 RUERHIES R2 &UREI T R1 ARMEUEE, RIBENHIKRIESH
1T End #21E, BD Segment Left )& 1, FF3f IPv6 BRIl

10



7: R3 _HME-END #4E
3. R4

£ R4 LFEcE SRv6,

"Node: r4"

rootBubuntus™/topo# bash -x service_chain/

ice_chain/
le.py

encap segblocal action End,DX4 nhd 10,0,2,1 dev
+ ip route add 10,0,0,0/24 encap segb mode encap seas fc00:1::bb dev r4-ethl
root@ubuntus“/topok

8: RAEEMF

R4 EUGE| R3 &KHIEHEE, HT Segment Left 2224 R3 E#7 0, R4 =R
HESRESHIT End.DX4 121E, £ IPv6 INEIRY, EAREHETER 10.0.2.1 FH,
MIMSERR T VPNv4 IRRE Tz,
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