8 AP FHZHE TR



CRIEAA]

H3x
2= TN 3
AT s TN 3
TR 3
R SO 3
DA = o NG TR 4
e = 5. OO 5
TEFBZETM ettt 5
TP 7
TETE ettt ettt ettt ettt 7
BT T 28 ettt ettt 7
L0 11 L= T 7
(O 11O RRTOPP 10
(O 11T SO OO RRRTOPP 12
CAUSE ...ttt br e e a e e e bre e e nareas 13
CAUSE Bttt br e e abr e e nare e e nareas 15
CAUSE Bttt ettt et b e e e e e b e e e b r e e nba e e e nbre e e nareas 16
(O 11 17
(O 11T T 17
3 == OO 17



TR
AR LA HITH T BT AP FIJ AP o] BEI 2 fR) 1), DL KB XX 2 i)
LRI R T % o

TERFH

7 2K

LETF e nT, Fafs AP TAEAE 10S 12.3(7) JA BN HEH RIS .
WLC 1247 B fRhRAS Ny 3. 1.
WA WCS, HARISATAE 3. 1 A,

THg TR A UZATLE Win2000 B3 WinXP P& b

i

AR ICRSIE T WLC4400, 2100, 2006+ WLCM. WiSM. 37506 #2537 4%,
PLR AP ] 3d % SCRY T2 -

A1l 1121 RS
A1l 1130AG L&A 5
A1l 1240AG TCZEBEN 5
A1l 1250 RATCLEN 1T
AT 10S KA 1200 RAIBHAL o A s (1200/1220 Cisco
10S Software Upgrade, 1210 and 1230 AP), JGZk it 7 5
o U 802.11G AH, Z¥F MP21G Fl MP31G
o WIRSE 802. 11A Fitk, ¥F RM21A and RM22A

1200 241 AP 37 802. 11a. 802. 11g 5% 802. 11a/g VR S T2
P AP, G5 AP QISP R, JF H I — AN B4 TAEAEM AP



AR, TR TR AT BLSRAT T THRI IR 3k, Sdon A
TEEAEIRABER SR T

All 1310 AG access points

Cisco C3201 Wireless Mobile Interface Card (WMIC)
VEE S AR 802, 11a L& 2 4> part number.

BEHUAT AP FF, AP 44T 10S 12. 3 (7) JA 8% 5 81 A R A2

T Cisco C3201WMIC, AP JFgl mif a4 TAELE 10S 12.3(8) JK LUJG B AS .

DU WLC S FRKE B ap THEED ap:

2000 series controllers

2100 series controllers

4400 series controllers

Cisco Wireless Services Modules (WiSMs) for Cisco Catalyst 6500
Series Switches

Controller Network Modules within the Cisco 28/37/38xx Series
Integrated Services Routers

Catalyst 3750G Integrated Wireless LAN Controller Switches

WLC HARIZATAE 3. 1 AR,

Tk TR-BEARIRE

TR T RAEN ap 21 ap ((FHE R, AT LIRSS, WH:

FEARZAFARGI—F I AP AFAE L SRR DL R A R A S 75 32

AP FFRHIUES TAE: 4 AP ID N WLC it & A FF PR R (PKD) , XTFH)
WA LHAE I AP, ¥ A4 B2 44 SSCUET

A AP TR B AP FIEAZSCE, fildn 12, 3(11) JX1 8 12. 3(D) JX,

DL AP IOANFI WLC, — H F#ser, AP ¥ EBHE 5.

FEAE AN SO, LS AP B MAC Hbdik. SRR, BRSNS %o
ALV WCS o, s WeS SN HADR WLC R

Frek 0 B1E 2 2% Upgrading Autonomous Cisco Aironet Access Points to
Lightweight Mode




EREI

FEHITH TR, 5 28R LA N .

o T T AT N SRIE A PR 40xx, 41xx, or 3500 ok
1%,

« 802 11b-only SL# 31t 802 11a ALABLHR 2 H T4k,

o INRAEIGURRIGA PHOAL. HERS, EHLG. B, ap TR 5
IR LA BE ap BEIGHRAS

0O O 0O 0O OO0 OO0 OO0 oo o o

(o}

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

3(7) JA
3(7) JAl
3(7) JA2
3(7) JA3
3(7) JA4
3(8) JA
3(8) JAL
3(8) JA2
3(8) JEA
3(8) JEAL
3(8) JEA2
3(8) JEB
3(8) JEB1
4(3g) JA
4(3g) JA1

o Ap TR TARERL FEAR T, RO OR A TP Mkt #ERd. EHLA. W

S A e
FEE

(o}
(o}
o
(o}

12
12
12
12

.3(11) JA

.3(11) JAL
.3(11) JA2
.3(11) JA3

. T SER, THRE T RASRERGRE RS NAF T, BRAFTT 4 L
Hoo WAL ETI AP, W ZERRRTT R SE e, FoB A shTH 4 T LUREA
17, &N

MEF A

AP A7 PR

ST R

o WHTEBEAIUET (MIO)



o AP FTHEHZAINIE (SSC)
MIC 24 AP ) I 2ERiEs, 2005 4F 7 H 18 HzarH) ARl Aironet #A
WA TLEEMIC, T2 AP BiR, X4 AP Saldt—A BB X INE.
o B P g2 BB ZAE, PARRVEHSE AP [N,

FFe T EHHE B AP & MIC AP i 4& SSC AP, W1 F FT7s:

2006/08/21 16:59:07 INFO 172.16. 1. 60 Term Length configured.

2006/08/21 16:59:07 INFO 172.16. 1. 60 Upgrade Tool supported AP

2006/08/21 16:59:07 INFO 172.16. 1. 60 AP has two radios

2006/08/21 16:59:07 INFO 172.16. 1. 60 AP has Supported Radio

2006/08/21 16:59:07 INFO 172.16. 1. 60 AP has 12.3(7)JA Image or greater

2006/08/21 16:59:07 INFO 172.16. 1. 60 Station role is Root AP

2006/08/21 16:59:07 INFO  172.16. 1. 60 MIC is already configured in the AP

2006/08/21 16:59:07 INFO 172.16. 1. 60 Hardware is PowerPC405GP Ethernet,
address is 0015.63e5.0c7e (bia 0015.63e5.0c7e)

2006/08/21 16:59:08 INFO 172.16. 1. 60 Inside Shutdown function

2006/08/21 16:59:10 INFO 172.16. 1. 60 Shutdown the DotllRadiol

2006/08/21 16:59:11 INFO 172.16. 1. 60 Shutdown the Dotl1Radio0

2006/08/21 16:59:12 INFO 172.16. 1. 60 Updating the AP with Current System

Time

2006/08/21 16:59:13 INFO 172.16. 1. 60 Saving the configuration into memory

2006/08/21 16:59:13 INFO 172.16. 1. 60 Getting AP Name

2006/08/21 16:59:58 INFO 172.16. 1. 60 Successfully Loaded the LWAPP Recovery
Image on to the AP

2006/08/21 16:59:58 INFO  172.16.1.60 Executing Write Erase Command

2006/08/21 17:00:04 INFO 172.16. 1. 60 Flash contents are logged

2006/08/21 17:00:06 INFO  172.16.1.60 Environmental Variables are logged

2006/08/21 17:00:06 INFO 172.16. 1. 60 Reloading the AP

2006/08/21 17:00:08 INFO  172.16.1.60 Successfully executed the Reload

command

DA RHAARER 2 S 78 AP D MIC AP, §E 245 HiE 2% Upgrading Autonomous Cisco
Aironet Access Points to Lightweight Mode

i SSC AP B, WLC ANFFEF=AUET . FH4 T m) WLC ) 56E 41 28 HLIE i AP 1)
MAC HihEFIAFE2E, H T WLC B04F AP B2 AIE.

U RIX BRI HBAT IR WLC, ] DUR & T4 T L (199 CSV S0k, LI ML 475
BEAS AP 4 H, JRRI AR WLC o Wikl WLC fiv% config auth-list m§
I web TR TN, RERABETFA 1A i WCS ol R 4EAS CSV STPHE
— BT

Note: WIHJ8 ap #HEFH M ap KITHAE, FTFEMMEME AP B9 10S B5; MKk, R
it ap TEFEH NI ap, FTEIMNE LWAPP recovery 5.



AT LU S AP |- MODE #4#5k & fir 2 archive download ¥ 0§ AP 4515 . <11 H

MODE #2825 8 inzdc AP 2UBRINHIB5 A, 1§57 Troubleshooting.

o] &

eIk

AP TG AN E] WLC,
BARAER.

Cause 1

AP JE I LWAPP PhiScvk$k 3] WLC, 8k AP Joyki&ER| WLC,

HEsE

LR 2B IR

1. WLC FAf#iH x4 debug lwapp events enable .

Y4k LWAPP discovery > discovery response > join request > join
response sequence. WIHREH KIL LWAPP discovery request, = HE AP

BAH R WLC.

LLF debug lwapp events enable %A WLC pZhr ) LAP 3 [A] JOIN

REPLY M5 &

Thu May 25 06:53:54 2006:

Thu May 25 06:53:54 2006:

to AP

Thu May 25 06:53:54 2006:

00:15:63:e5:0c:7e

Thu May 25 06:53:54 2006:

to AP

Received LWAPP DISCOVERY REQUEST from AP
00:15:63:e5:0c:7e to 00:0b:85:33:84:a0 on port "1’
Successful transmission of LWAPP Discovery—Response

00:15:63:e5:0c:7e on Port 1
Received LWAPP DISCOVERY REQUEST from AP

to 00:0b:85:33:84:a0 on port ' I’
Successful transmission of LWAPP Discovery—-Response



00:15:63:e5:0c:7e on Port 1
Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP
00:15:63:e5:0c:7e
to ff:ff:ff:ff:ff:ff on port "I’
Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery—Response
to
AP 00:15:63:e5:0c:7e on Port 1
Thu May 25 06:54:05 2006: Received LWAPP JOIN REQUEST from AP
00:15:63:e5:0c:7e
to 00:0b:85:33:84:a0 on port 1’
Thu May 25 06:54:05 2006: LWAPP Join—Request MTU path from AP 00:15:63:e5:0c:7e
is 1500, remote debug mode is 0
Thu May 25 06:54:05 2006: Successfully added NPU Entry for AP 00:15:63:e5:0c:7e
(index 51)Switch IP: 172.16.1.11, Switch Port: 12223,
intIfNum 1, vlanId OAP IP: 172.16.1.60, AP Port:
20679,
next hop MAC: 00:15:63:e5:0c:7e
Thu May 25 06:54:05 2006: Successfully transmission of LWAPP Join—Reply to AP
00:15:63:e5:0c:Te

.............................................. // the debug output continues
for full registration process.

2 AP AT WLC (I ko 2R AP R WLC AE[A)— K4, B OR A AT T4 1A 10
A R AP R WLC A2 T AN 5B, BOR A 19 22 TR A8 i i & 01 A5
5

DR IERAEC & 1 AL,

I WLC 1 R Bk F48 F DNS,  #fiil DNS Server Ffic'& CISCO-LWAPP-
CONTROLLER. local—-domain F1 WLC TP #uhl fRImesst. FrLL, Wise AP REWSfEMT
XA A, Bk ek LWAPP Join 9 B A M WLC TP Hiuhit.

W RAGH option 43, HALRIEHINCE T DHCP %545 .

KIMHLEIRI S 245 Bii§5% Register the LAP with the WLC

Option43 ¥ 215 HiEZ % DHCP OPTION 43 for Lightweight Cisco
Aironet Access Points Configuration Example

Note: XIHCLE J fAHubE e AP THEE, 3 R BIMLHI H BEAE T DNS.

1F AP %1\ debug lwapp client events Al debug ip udp A UAHF|IEZ
UDP fufi &, A

a. M AP [ IP 31| WLC & Bz b4 vs 4y



b. M WLC AP HUZE#E: b2 AP TP (4.

c. —ZRAUM AP 1 1P 3| AP 45 PREE 1 b kb ) 49,

Note: A T4 debug ip udp FH%iH

Dec 16 00:32:08.228: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12222),

*Dec 16 00:32:08. 777:

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

*Dec

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32:

08.

08.

08.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

09.

77

778:

779:

057:

059:

075:

077:

298:

300:

300:

301:

302:

303:

303:

306:

306:

308:

308:

length=78

UDP: sent src=172
length=60

UDP: sent src=172
length=75

UDP: rcvd src=172
length=22

UDP: rcvd src=172
length=59

UDP: sent src=172.
length=180

UDP: rcvd src=172.
length=22
UDP: sent
length=89
UDP: rcvd src=172.
length=22

UDP: sent

length=209
UDP: rcvd src=172.
length=22

UDP: sent src=172.
length=164

UDP: rcvd src=172.
length=22

UDP: sent src=172.
length=209

UDP: rcvd src=172.
length=22

UDP: sent src=172.
length=287

UDP: rcvd src=172.
length=22
UDP: sent
length=89
UDP: rcvd src=172.
length=22

UDP: sent

length=222

src=172.

src=172.

src=172.

src=172.

16. 1. 60(20679), dst=172.

16. 1.

16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.
16. 1.

16. 1.

60 (20679),

.11(12223),

.10(12223),

60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),

60 (20679),

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

dst=172.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

16. 1.

11(12223),
10(12223),
60 (20679),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),
11(12223),
60 (20679),

11(12223),



R

PATLL T PR
1. &FHFM.
2. IEMAHCE M 25 CLSCFR LWAPP R IRATLA
3. % AP FI WLC A7 T 7] —F M
4. WJLLEId fir4 lwapp ap controller ip address A B C. D} AP N\ ANt

52 WLC Huhl:
A B. C.D Jy WLC & FR¥Z 111y 1P Huhk.
Note: iZ%Ar4 FIZEATLL N\ ARIEMF WLC _biy AP |, BRE IREe5E it WLC F ik

ERIAERGI AP . 25 E1E2 % Resetting the LWAPP
Configuration on a Lightweight AP (LAP) .

Cause 2

WLC Bl T UE 45 14 O PR

HEsE

PATLL R PR

&\ debug lwapp errors enable Fll debug pm pki enable.
A o AP A WLC Z (R AUESS B, FF AT DA 48 Hi 2 7=k st 3
AR h WLC | debug pm pki enable iy2 % H 540

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: locking ca cert table

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: calling x509 alloc() for user

cert

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: calling x509 decode ()

Thu May 25 07:25:00 2006: sshpmGetlIssuerHandles: <subject> C=US, ST=California,
L=San Jose, 0=Cisco Systems, CN=C1200-001563e50c7e,
MAILTO=support@cisco. com

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: <{issuer> 0=Cisco Systems,
CN=Cisco Manufacturing CA

Thu May 25 07:25:00 2006: sshpmGetIssuerHandles: Mac Address in subject is
00:15:63:e5:0c:Te

10



Thu May 25 07:25:00 2006: sshpmGetlIssuerHandles: Cert is issued by Cisco
Systems.

Fri Apr 15 07:55:03 2005: ssphmUserCertVerify: calling x509 decode ()

Fri Apr 15 07:55:03 2005: ssphmUserCertVerify: user cert verfied using
>cscoDefaul tMfgCaCert<

Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: ValidityString (current):
2005/04/15/07:55:03

Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: Current time outside AP cert
validity interval: make sure the controller time is

set.

Fri Apr 15 07:55:03 2005: sshpmFreePublicKeyHandle: called with (nil)

DL EFEARER Ay B HB U6 B controller time is outside the certificate
validity interval of the AP. [AUt, AP Joyyd/iFal WLC f, WLC f R 4
W% B B AR AP UEPAE RN N

£ AP %y show crypto ca certificates #ZSZUF-PBHIARLWIE, W FAT
TN

AP0015. 63e5. Oc7ettshow crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 4BC6DABS80000000517AF
Certificate Usage: General Purpose
Issuer:
cn=Cisco Manufacturing CA
o=Cisco Systems
Subject:
Name: C1200-001563e50c7e
ea=support@cisco. com
c¢n=C1200-001563e50c7e
0=Cisco Systems
1=San Jose
st=California
c=US
CRL Distribution Point:
http://www. cisco. com/security/pki/crl/cmeca. crl
Validity Date:
start date: 17:22:04 UTC Nov 30 2005
end date: 17:32:04 UTC Nov 30 2015

11



renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco_IO0S_MIC cert

B AR 4> Associated Trustpoint: Cisco IOS MIC cert , 522 RHk
[ AP 14 7 (FEIX B, Name: C1200-001563e50c7e).

3. WLC Lifiid 4 show time %S HMIATIN R 5 72 A7 U VE F Y

UWRANE LG A, T BTN A BE

RRFTR

1F WLC BB S B %3¢ Commands > Set Time , i {lifH @2 config time ¥ ({

WLC 1],

Cause 3

AP B2 UETS (SSC) HI T HEA A

HEsE

XAEMR, WLC 2B 2 M E

Wed Aug 9 17:20:21 2006
Wed Aug 9 17:20:21 2006

Wed Aug 9 17:20:21 2006
include

Wed Aug 9 17:20:21 2006

SEI LR PR

AT L ME S AP B:

[ERROR] spam lrad.c 1553: spamProcessJoinRequest
:spamDecodeJoinReq failed

[ERROR] spam crypto.c 1509: Unable to free public key for
AP 00:12:44:B3:E5:60

[ERROR] spam lrad.c 4880: LWAPP Join-Request does not

valid certificate in CERTIFICATE PAYLOAD from

AP 00:12:44:b3:e5:60.

[CRITICAL] sshpmPkiApi.c 1493: Not configured to accept
Self-signed AP cert

12



WLC FHi A4 show auth-list DA WLC J& 15452 AP W HZ AT .
DL N b4 show auth—-list H%mH :

#tishow auth-list

Authorize APs against AAA ...... ... . . disabled

Allow APs with Self-signed Certificate (SSC) .... enabled

Mac Addr Cert Type Key Hash

00:09:12:2a:2b:2c SSC 1234567890123456789012345678901234567890

WLC B JL il Fi%$E Security > AP Policies.

Fr#rik I Accept Self Signed Certificate 27 #zikh
1E4E SSC AR Mk 21,

c. TEFBHNRILHEIN AP 11 MAC Stk A1 4H

S LA i 74 debug pm pki enable 73%). % Cause 4

Cause 4

H 24 (SSC) & 3L P 1R i A UL T

HEsE
SERCL N AR
1. B4 debug lwapp events enable.
A AP 1K IE A WLC
2. HiANfr4 show auth—list, E7x WLC fEfE M0 dhes sl
3. #iAf4 debug pm pki enable, W RELSZRAISEET, 1Z% L0 WLC

AR P— 2 W PR:

13



(Cisco Controller) >
debug pm pki enable

Mon May 22 06:34:10 2006:

handle. .

Mon May 22 06:34:10 2006:
Mon May 22 06:34:10 2006:

>bsnOldDefaul tCaCert<

Mon May 22 06:34:10 2006:

>bsnDefaul tRootCaCert<

Mon May 22 06:34:10 2006:

>bsnDefaul tCaCert<

Mon May 22 06:34:10 2006:

>bsnDefaul tBuildCert<

Mon May 22 06:34:10 2006:
>cscoDefaul tNewRootCaCert<
Mon May 22 06:34:10 2006:

>cscoDefaul tMfgCaCert<

Mon May 22 06:34:10 2006:

>bsnOldDefaul tIdCert<

Mon May 22 06:34:10 2006:

Key

Data

Mon May 22 06:34:10
2a864886 f70d0101
Mon May 22 06:34:10
3082010a 02820101
Mon May 22 06:34:10
cad8df69 b366fd4c
Mon May 22 06:34:10
ad425fa7? face8f1b
Mon May 22 06:34:10
43b95a34 49292¢l1
Mon May 22 06:34:10
56f0ad91 2d61a389
Mon May 22 06:34:10
b5cf7cef 06bad375
Mon May 22 06:34:10
T74ce74e 9e2fdel9
Mon May 22 06:34:10
65d8639b d63aalel
Mon May 22 06:34:10
9c¢d31041 b0734a55
Mon May 22 06:34:14
ch4e75f2 6d28fcbb
Mon May 22 06:34:14
02d37140 7c9c865a
Mon May 22 06:34:14
Ta9bac00 d13ff85f

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

sshpmGetIssuerHandles:

sshpmGetCID: called to

sshpmGetCID: comparing

sshpmGetCID: comparing
sshpmGetCID: comparing
sshpmGetCID: comparing
sshpmGetCID: comparing
sshpmGetCID: comparing

sshpmGetCID: comparing

sshpmGetIssuerHandles:

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:

sshpmGetIssuerHandles:

getting (old) aes ID cert

evaluate <bsnOldDefaultIdCert>

to row 0, CA cert

to row 1, CA cert

to row 2, CA cert

to row 3, CA cert

to row 4, CA cert

to row b, CA cert

to row 0, ID cert

Calculate

Key

Key

Key

Key

Key

Key

Key

Key

Key

Key

Key

Key

Key

Data

Data

Data

Data

Data

Data

Data

Data

Data

Data

Data

Data

Data

SHA1 hash on Public

30820122 30040609

01050003 8201000
00c805cd 7d406eal
82fc0df0 39f2bff7
f356a6b3 9b876251
038181eb 058c782e
f81fabce cd1f400b
dde0648e c4d63259
0f463f9e c77b79%ea
7dd485db 251e2e07
463fbacc 1a61502d
82315490 881le3e3l

9ef3311b d514795f

14



Mon May 22 06:34:14 2006:

88053e8b Tfae6d67

Mon May 22 06:34:14 2006:

bclaccl3 0d334aab

Mon May 22 06:34:14 2006:

2c831leTe f765b7eb

Mon May 22 06:34:14 2006:

23311756 8302b8b8

Mon May 22 06:34:14 2006:

280cbedl 49b2d50f

Mon May 22 06:34:14 2006:
Mon May 22 06:34:14 2006:

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:

9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9

/=== BRI SSC #HTH.

Key Data

Key Data

Key Data

Key Data

Key Data

Key Data

97ela693

ca364f6f

031fb2a3

fe64641f

1bfaela8

£7020301

SSC Key Hash is

Mon May 22 06:34:14 2006: LWAPP Join—Request MTU path from AP 00:0e
is 1500, remote debug mode is 0
Mon May 22 06:34:14 2006: spamRadiusProcessResponse: AP Authorization failure

for
00:0e:84:32:04: 10

fRRA=

SEICL N DR

f9f6c5ch

76cf78bc

b5e572df

de2abfed

eb076940

0001

:84:32:04: 10

{74 debug pm pki enable % M2 EHME, 2285 #aR LA 36 BL 1A
N2 config auth—list add ssc AP MAC AP key ¥ MAC Huhl R85 4H Vs
IR . G R FR:

(Cisco Controller)>config auth-list add ssc 00:0e:84:32:04:f0
9e4ddd8dfcdd8458ba7b2731c37284b31a384eb9

I==— Ll Ly $E 1 LA

Cause 5

AP _FAE Bl S EH B A .

HEsE

eI LB
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{# 7y % debug lwapp errors enable # debug pm pki enable A LAFE #IiFF5Ek
BEHBIA

BRI =

L MERTT

o W) HAUETH AP-MIC AP—75 B4 T # IR 55 (RMA) .
o  HAZLIETIN AP-SSC AP—F#RIR A 12. 3(7) JA.

DL 20 SR I hRAS
1. A FH o R 42 .
2. 57 WLC B
3. FIRIBATFH .

Cause 6

WLC W RE TAELE 2 JEAUT .
HEsE

SERCEL B
R AT WLC TARE A
i LTI AP LSRR 3 IRRIINL, ANSCRE 2 )2 R IHLHH -
BRAE
1. K WLC AL A 3 At
2. HOE, K AP RIEZ LIMihEBCE N B WLC BB LTk [R] — B

U RAFAEIR S 10, Hedn WLCA402 BE 4404, 4 LI BN & A i s7 T AP 45 il
FTWLC 45 B Mk 1 ) B
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Cause 7

THR A RE A B F R

FAILED

HEsE

L.

Unable to Load the LWAPP Recovery Image on to the AP

TR TFTP R4S 2o ic & 1 E A

W SRAEH g T E B TRTP IR452%, B k%l a2 1k TRTP i &=

2. A A IER R BTR SCA T

THEVHE AP B AR B, B RN LLER TR 1084

Cause 8

AP FHR R LU R A -

*Mar 1
*Mar 1

*Mar 1
*Mar 1

*Mar 1

*Mar 1

00:00:23.
00:00:23.

00:00:23.
00:00:23.
00:00:23.

00:00:23.

535:
550:

550:
551:
720:

721:

%BLWAPP—5—CHANGED: LWAPP changed state to DISCOVERY

LWAPP CLIENT ERROR DEBUG: lwapp crypto _init ssc_keys and
certs no certs in the SSC Private File

LWAPP CLIENT ERROR DEBUG:

lwapp_crypto_init: PKI StartSession failed

%SYS-5-RELOAD: Reload requested by LWAPP CLIENT.

Reload Reason: FAILED CRYPTO INIT.

%LWAPP—5—CHANGED: LWAPP changed state to DOWN

AP 30 FbJE S, JFESIXAERLE. .
BRAR

1% AP i HAEZINUE) AP, FHR S5, % SSC. MAC itk i A\ 21 WLC 1¥) AP AL

R

HEsE e re

JFE AP THE 21 AP

= N .
R

3.
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o Cisco @I AP FHE T I LA A0 B3 ¥ NVRAM, 15 1) 2 HH 30 i) 8«
o KT T System Software > System Configuration > Reset to
Defaults, ¥ Reset to Defaults Except IP.
o CLI ¥ 4T F—%i A write erase Fll reload , MMEAFACHE.
o Cisco #ilH TFTP32, oA mild iZE R M
http://tftpd32. jounin. net/ .
o WERAEHTIR TR B TRTP, RIS K55 5% ]
o FRKIEHARITRNBIE, ZSAFA R T 1IEH ) 10S.

FESCAF IR T R R S os ©A SO 8 e 44

o FHIHEH T T H A Upgrade Recovery Image. .

o . tar BHRILVEGIT AP B3, &SR zip BRGSO, 7R AP R
archive download 2B i CIARIES] AP flash 1, B LK. tar S0
ke, SR 54 0] BLG | G SO AP 1) flash H1,

FHRBEA IS

Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode

Resetting the LWAPP Configuration on a Lightweight AP (LAP)

DHCP OPTION 43 for Lightweight Cisco Aironet Access Points
Configuration Example

Technical Support & Documentation - Cisco Systems
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