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Table 3: Access Points supporting Mobility Access (Master APs)

Access Points supported as Master AP Supported Model Numbers

Cisco Aironet 1850 Series « AIR-AP18521-UXKOC

* AIR-AP1852E-UXK9C
» AIR-AP1852I-x-K9C
* AIR-AP1852E-x-K9C

Cisco Aironet 1830 Series « AIR-AP18321-UXKOC

* AIR-AP1832I-x-K9C

Mobility Express Master AP 1] LV R[] T J& AP IR W1~ CYIR 32 HF 1830 FlI
1850 &% AP fE N FJ&E AP) -

Supported Cisco Aironet Access Points

APs supported as Masters (support APs supported as Subordinates

integrated wireless controller

capability)

Cisco Aironet 1850 Series In addition to the following, all APs that are supported as

master APs are also supported as subordinate APs.
Cisco Aironet 1830 Series

Cisco Aironet 700i Series

Cisco Aironet 700w Series

Cisco Aironet 1600 Series

Cisco Aironet 1700 Series

Cisco Aironet 2600 Series

Cisco Aironet 2700 Series

Cisco Aironet 3500 Series

Cisco Aironet 3600 Series

Cisco Aironet 3700 Series

* Mobility Express W 4% 338 3¢ #5-UX CIEPR#HIEZARS) 25 HAPERE,



ERLERRE 20, 75 BEAMRIECisco Aironet Universal AP Priming and Cisco
AirProvision User Guide, http://www.cisco.com/c/en/us/td/docs/
wireless/access point/ux-ap/guide/uxap-mobapp-g.html , [FAPHIEZFZ AL %
HAPHE .
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PR
> iEIT console H& [l AP, ZRIAF & FIZEILEL & Cisco
> 1F console BN “sh version” fi&&H AP A
> 1E sh version fir 288N Ja %t (N 25 Hh B SRS A “ AP Image Type” Fi
“AP Configuration” WMMEIHFINZ, FERME TR T DER.

it WA #BAF D IR

AP Image Type: = 2 B . ‘-
Bommage v s | o AR TR R, $% M Starting the Initial
IMAGE Configuration Wizard #:4E

AP Configuration:

MOBILITY EXPRESS

CAPABLE

AP Image Type:

MOBILITY EXPRESS i%'fﬁ AP i?j&% Mobility Express AP, 1E%J§ﬁ‘@ﬂﬁ7’7

IMAGE

CAPWAP AP B, Fr LT ZEARYE DL B3 7 4%
Q%%‘I’Efﬂrg?;ﬁgg Upgrading from CAPWAP Lightweight AP Software
CAPABLE Release 15.3.3-]BB1 to 15.3.3-]BB2.

The AP Image Type and

AP Configuration %A 1% %Eﬁ AP j"j CAPWAP AP Z‘Fj_’\/ﬁ: 5 E?U\Eﬁ%g7fﬁ*}§u1:5
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" RE#FTTF2, Converting from CAPWAP Lightweight AP
15.3.3-]BB2 Software to Mobility Express Software.
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vlan 10



name Employee
vlan 20
name Guest
vlan 122
name Management
interface Vl1anloO
description >> Employee Network <<
ip address 10.10.10.1 255.255.255.0

interface Vl1an20
description >> Guest Network <<
ip address 20.20.20.1 255.255.255.0

|
interface Vlanl22

description >> Management, Master AP and Subordinate APs<<
ip address 172.20.229.2 255.255.255.0

interface GigabitEthernetl/0/37

description >> Connected to Cisco 1850 Access Point <<
switchport trunk native vlan 122

switchport trunk allowed vlan 10,20,122

8. fEH#BE Mobility Express Mg, #BE I —A AP ¥54Ey Master AP i2474%
il s Th BEE BEHA AP

9. Wit Master APTCVEAY A LM 2% iEdz, WAl L RERAPT #EHISSID
“CiscoAirProvision ” #47, I Hi%ZSSID R E2.4GHiE: b 3%, AT CAZERC & A
FAEC B B L R #92.4G TAE IEH
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Mobility Express f P F it
http://www .cisco.com/c/en/us/td/docs/wireless/access_point/mob_exp/1/user_guide/b
ME _User Guide.html

Mobility Express 8.1.122.0 kR A< iji B
http://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn
81mr2.html

Mobility Express %5 & F i
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
1/mobility express/b_Mobility Express Deployment guide.html
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Cisco Aironet 1850 Series Mobility Express
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dependency High Density Low Density Legacy
. ( Open (if RF
PMIM) Space) opt)
Tx Power Giobal per band cetautt Hgher Highest (1) detautt
{Following three Specific RF Profile per fJTPC Min default TPC thveshold theeshoid:
itemns are band i-10) H5a 56 5G 60>
equivaient to Tx ITPC Max default  |-70for 24 24G 6500
Power) (30) TPC min +7dom
TPC threshold TPC max defast  TPC Min -
TPC min 30) Defauit(-10)
TPC max TPC max - default
(0
Rx Sensitivity Giobal per band idefault (auto) medium (xsop) low default
(rxsop) (Advanced Rx Sop)
RF peofiles
Poca Theshoid Giobal per band [cofault (0) detautt (0) detault(0) detault
802.11 a only (hidden)
RF Profile
Coverage RSS! Giobal per band idefault (Data : 80 |defaut (Data Higher (Data : 90 default
Threshoid data and voice RSS! [Voice : -80) 80 Voce : 80)  Voice : 90)
In (Coverage)
RF Profile
Caverage Client Giobal Per band icefault (3) defautt (3) Lower (2) detault
Count (Coverage Exception) {1-3)
RF Profiles (Covenage
Hole Detection)
Data Rates Giobal per band (12 Mbp mandatory | 12 Mbp CCX rates defaut
(network ) 19 supported mandatory erable
RF Profiles 1.2, 55, 6, 11 Mbp |9 supported 12856
isable 1255611 911,12 Mtp
Mbp disatie erabie
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3 ) BTFT I Mobility Express 45 il g5 . 0T LAE 2 2004 YA T AR,
SARARGER . TLRILE, RGE M REHE.

(=) 'tlcllls'élc;' a Save Configuration | & &%

@ Monitoring

0 Wireless Settings
S WLAN CONFIGURATION
% Access Points
& WLAN Users

& Guest WLANs

Active WLANs

I‘b Management
& Advanced

& x Enabled
& % Enabled Guest-PSK WPA2Persona
@ x Enabled

3.1 & F Mobility Express %%

FEBEFMEGRE THAE T, WU EERARTLMEEN . AP TIEEN. k%
JfE L. Rogue WA IEHL L ILLM AT INIELL, P LA sl AR BL A B R E N A
BIEAIE R .

e dlealn, Q Save Configuration a O

@ Monitoring ChRe
==
GECESSLOIS NETWORK SUMMARY o
Clients
® Wireless Dashboard Wireless Networks Access Points Asctive Clients Rogues Interfarers
AP Performance 4 2AGRz 1 261 246Hz 33
2 clients 29 5GHz 1

Client Performance

LT LdR CLI B9 75 2T A AP M client R3S BARMGSU1F -
show ap summary
show client summary

AR EIA — N E 52 best practices A fESLERAC B LT, EIL %
HEIUA] LA % Mobility Express 42 il #5AH AF A A 6 o



altah IR T
CIISCIO' Cisco Aironet 1850 Series Mobility Express Q Save Configuratior & ©

©

@ Monitoring
28 Network Summary

Access Points BEST PRACTICES Best Practice Score

Clients

® Wireless Dashboard

AVC Visibility
AP Performance

Local Profiling 0
Client Performance

b 4
Q Wireless Settings

M- Management 202 XA 9

-‘- Advanced Rogue Policies (V]

Min Rogue RSS!
Sl 9

MANAGEMENT

High SSID Counts

Client Bandselect

Auto Dynamic Channel
Assignment

Q39

FEAEERE, RAEEGARRESC AL E R I ER, W HAE GUIEE R m T,
HAEEF, NREEUFI<H], W%lt%%m %ﬁ%W%A%@ W\%f
CLI =T 8 b, MRkt ] LAt eIt
M,

FESEZMAILAT -

W

o N ERIIE

[X\/C config wlan avc wlan-id visibility enable

Local proflllng config wlan profiling local all enable

NTP config time ntp server ntp-server-index ntp-server-ip-address
Fast:SSII) config network fast-ssid-change

HTTPS Management config network secureweb enable

[\HTHletIE config wlan ccx aironetIeSupport disable wlan-id
SSH/Telnet .ij I‘Eﬂ conf?g network ssh enab}e

config network telnet disable

config wps client-exclusion all enable

Client Exclusion

config wlan band-select allow enable wlan-id

Client Bandselect

config 802.11b channel global auto
AUtO DCA config 802.11la channel global auto
[\uto TT)C config 802.11g txPower global auto

config 802.1la txPower global auto

config 802.11{alb} cleanair enable network
config 802.11{alb} cleanair device enable Jjammer

CleanAir

32 BEHILLKE
BEANEHICLBE WE fm, #JLAX) WLAN, AP, client, guest WLAN BT,




e -Iclllsuélc;- Q Save Configuration a o

@ Monitoring

£+ Wireless Settings
S WLAN CONFIGURATION
% Access Points
& WLAN Users

& Guest WLANs

Active WLANs

ﬁ- Management

& Advanced

@ x P
& x Enabled K P
@ x

7£ WLANs &R 7] DURTEAC & [ 5 — 2 PR E R P B4 244, 4 SSID,
g5 NIETTE, W vian 5, W EVEERR, BIRG AT LU 2Rl E
16 /> SSID, {HEHTVERESA B8, WA ERZ BN 4 4> SSID (7]
& guest SSID)

Guest WLAN J& 75 2L EUMALE ) — kI, o] BLE & XBLE —> guest WLAN #H
K —Le N2, (HH BT AMAA SRV % portal DU H ER], H ARk

REGE AR cisco logos

alualn
s g e c||5c|o Cisco Aironet 1850 Series Mobility Express Q SaEConfiguration & o
@ Monitoring

ﬁ' Wireless Settings
N WLANs

% Access Points

# WLAN Users

v
ﬁ- Management

& Advanced

GUEST WLAN

Display Cisco Logo I Yes (Default) |'

Redirect URL After Login [ http://www.cisco.com I

Page Headline [ Welcome to Guest Portal |

Page Message Powered by Cisco Mobility
Express

3.3 %3 Mobility Express %%
B PR UUIR E A0 Mobility Express #Efil#sA0E B, WAV R TR, REE
PG AR B, RGN A W E AN T R
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i O ‘it a S Slluailey | BB
@ Monitoring

# Wireless Settings

MANAGEMENT ACCESS

z

HTTP Access | Disabled (Default)
HTTPS Access | Enabled (Default)
Telnet Access | Disabled (Default)

SSHv2 Access | Enabled (Default)

ﬁ- Management
(-]

& Admin Accounts

O Time

¥ Software Update

& Advanced

ARG AT T BRSNS E TFTP MR &-#3 3t 47 FH ), BARBIH SO0 BRiE
SEETFMNE,
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-

1/mobility _express/b_Mobility Express Deployment guide.html.

THR IR RIRAFAE cisco B 7 bl il AR 2k, A SRARBEAT AR SRR 1K) R BALUER
IR AR DRI B D1 92300 H 1) RS B LA 35K 3 Bl

L A
(=] clisclo Cisco Aironet 1850 Series Mobility Express Q SaveConfiguration | & &

@ Monitoring

£ Wireless Settings
SOFTWARE UPDATE

8.1.112.32
Version

Current Version 8.1.112.32
Transfer Mode TFTP

ﬁ' Management

& Admin Accounts

O Time

+

& Advanced

IP Address(IPv4) *
File Path * | |

Set Reboot Time B0

Schedule Later

» Preimaae NDownload Status

RN T TFTP 72, BN AP 2T N4 (GERND) FHg3x
PEEY, BT LARE SR AR 8K, /R AT LB RE T+ DU R 77 B9 AP IR R &
E, BTN EeEE, G AP, AW SERTK.

EU 35 R ) S AR AT DAGEE e A SR 16 B R (], 3B G 7E b BIER 1) F 2 dA  k
AP F JF TR IO N 2% T



Schedule Later

@ Monitoring ¥ Preimage Download Status |
ﬁ Wireless Settings
- Management Total Number of APs
© Access Number of APs Currently Being Updated m
Adi Al t:
4 Admin Accounts Number of APs Completed
O Time
Number of APs that BackedOff
+
& Advanced
[Completed] X
[tares ] 2
F
[Eacedor] =

34 RARE
TEmRBEILETUT, T LABLE #E %5 SNMP, logging F11f
B

I 2 PR R BRI

alraln P e
e cisco o

@ Monitoring

Wireless Settings
b s SNMP SETUP

* v2C

il' Management

A‘- Advanced
L 2

B Logging

Version

! Reset to Factory
Default

SNMPv2Acess  |Enabled X
Read Only Community public
Read-Write Community private
SNMP Trap |Enabled ¥

SNMP Server IP 172.20.229.50




. ¥ AP 3] Mobility Express 4%

HINA ML) AP F5 281 Master AP @i TFTP k%52 T3, FrLh
WA 2% 145 DHCP IRSS2%, A AP REWS IE 7 SR Eutthdl:, 5 Master AP 7E[7]
—AN L2 TR, TENNN AP 2ZHi, &M cisco 'B 7ML T3 AP rK {8,

Worldwide [change] ~Welcome, Rajat Tayal | Account | Log Out My Cisco | v

"CIIIS‘::I(;' Products & Services Training & Events Partners Y

Download Software 1 Download Cart (1items) [ Feedback Help

Downloads Home > Products > Wireless > Access Points > Aironet 1850 Series Access Points > Aironet 1850e Access Points > Cisco Mobility Express-8.1.121.0

Aironet 1850e Access Points

@ il Add Device
Release 8.1.121.0 Release Notes for 8.1.121.0 Add Notificati
Expand All | Collapse All 2 olification
~ Latest File Information Release Date v Size
~ All Releases Cisco 1850 Series Mobility Express Release 8.1 Software,to be used for convers 14-SEP-2015 30.05 M8 [ Download |
8.1 fon from Lightweight Access Points only. e —
AIR-AP1850-K9-8.1.121.0.tar [ Addtocart |
[ Publish |
Cisco 1850 Series Mobility Express Release 8.1 Software. Access Point image b 14-SEP-2015 141.22 M8 [ Download |
undle, to be used for software update and/or supported access points images. —_—
AIR-AP1850-K9-ME-8-1-121-0.zip | Addtocart |
| Publish |

KgH O TR MR, T LA 2 R R AT S AP AT

E=8Ech
@le » Computer » Local Disk (C) » thtp » ap_bundle 8.1120 ~ 3| [ Search ap_bundie 81.120
Organize v Include in library v Share with v New folder 0 @
— 2 ["Name : Date modified Type Size
B Desktop || apigl File 12,550 KB
& Downloads || apla2 File 11,670 KB
=] Recent Places | apla3 7 AN File 13,560 KB
|| apiga 8/28/2015 1:48 AM  File 30,770 KB
4 Libraries =l | [ ep3gl 8/28/2015 L: File 9,670 KB
|5 Documents | ap3g2 8/28/2015 1:47 File 13,420 KB
@ Music [ aptn1 8/28/2015 L4TAM  File 7,970 KB
&= Pictures | ap802 15 L47AM  File 9,450 KB
Videos || c602i 8/28/2015 147 AM  File 3,860 KB
L | c1140 8/28/2015 147 AM  File 8,570 KB
1% Computer | c1520 8 15147 AM  File 0KB
&, Local Disk (C3) [ c1550 8 15147 AM  File 9,620 KB
3 CD Drive (E) ~ | Llcsmo 8/28/2015 14T AM  File 11,640 KB
) 13 items

3k A mobility Express GUIE B S, fEManagement > Software Update |V, ¥
TETP B %45 € M e i S .

alval -
(=) cl,sclo Cisco Aironet 1850 Series Mobility Express a Save Configuration | & @
@ Monitoring

Q Wireless Settings

SOFTWARE UPDATE

- Management
© Access

& Admin Accounts

* 8.1.112.32

O Time

Version

v

& Advanced

Current Version 8.1.112.32
Transfer Mode TFTP

IP Address(IPv4) * || 10.10.10.9
File Path * | ap_bundle_8.1.112.32/

Set Reboot Time BO

» Preimage Download Status
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Fi. Mobility Express W 2% B = 1] FH 1 3 B
Mobility Express [ 2% 325 5 o] FHPERRE, M4 HTRIZ5H Y Master AP & Az i
), REGESHEAE—GHARR AP {E Master AP, {RIIE 48 1 & 7]
S Mobility Express[i 2% H1 ffiMaster AP H A5 185051 183044F, i L% 3+ )
28R T HIE . TEM 2 PRS2 DM A L Y 1850/1830 AP, Jf HZE MR
B A A APER AR T

AP Image type as MOBILITY EXPRESS IMAGE

AP Configuration as MOBILITY EXPRESS CAPABLE.

Mobility Express {4 Master AP JEARYE—E WL SRR . 1 T5HE
B SeBmT :

L. RGEEM AT TIRE.

BRG] DU i v _EaEad DUT #54 F T35 %€ backup f) Master AP,

(Cisco Controller) >config ap next-preferred-master <Cisco AP>

{HAESEPRESE H, RPN B VCR MR 7%, HEFEMobility Expressi 4% H CLik 4%
2. ERE P/ DH AP,

FRYi 4 ik Mobility Express X128 Hig 425 P i /0| AP /E R Master AP,
3. MAC Hitht /N AP,

RGP P RATE, A2 E AP ERNE P miE—, BAR
S MAC Mtk /N AP /E Master AP,



N BT FHNE P ug APP 3 Mobility Express 4%

JEREE A T Cisco Wireless Mobile App, [ 45 45738 51 W] LB bl iy it 3
108 F Android i #EFH Mobility Express (%%, F 7 o] LIR T fEYE Apple
Store F{l Google Play " F 4 R ) b7 FFE T o

iTunes Preview Onview Mk Woeo Qo P Google play | searcn [a |
. . & Apps Categories v Home TopCharts  New Releases
Cisco Wireless View More by This Developer _
By Cisco My apps

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn Shop

W & g APP, 3] LT )& B Mobility Express 4%, ] USE A%
LA b
1. SEHLFALE Pad L SCHLHY T0 LR SRy 422 1 25 Y O

< Network Summary Q < Network Summary Q
5500-1 Site5_AMC_02
‘ T ) O Top Applications ~
- [
Access Points Active Clients

o > >

44%

O

Rogues Interferers
566 21 4 4
=+ vnc 5 GB Usage
Top Access Points v
o vmware-vsphere 1 GB Usage
Top Clients v P el
Top Applications v = youtube 1 GB Usage
T°p Operatlng Sys‘ems i M hinancnvar. httn Q42 MR | leana
jula] o 1] o[
A g 4 a ooo A ] = a

2, SRR A DR . BiR Bt T BB BRER T B R
i FA) S B i o
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a0
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4. Mobility Express pj%% 5 PI. MSE fl ISE W &
Mobility Express ()4 % ##5 PI. MSE #1 ISE % &, BREMNINAHFE
R, REZRWT:

Cisco Mobility Express can interoperate with the following:

Cisco Prime Infrastructure

» PI Release 3.0.1 and later

Connected Mobility Experiences (CMX)

» Presence is supported on CMX Release 10.2 and later

Cisco Identity Services Engine (ISE)

* ISE Release 1.4 and later. 802.1x authentication is supported.

(B7ER B PI il MSE [ license fB R E TR, 7E Mobility Express [
%, Master AP fIFE Y T BRIEH 2, FNEHLRE—/ AP, BBER
KNP, L E AP ER, TEK Master AP WEBWEHE,
Fitn, — 1852 i AP 7£ Mobility Express 7524 Master AP, 43 20 5§
3702 {) AP, IR4FEIFE PI A MSE [ AP license (B N % £ 21 4.



Mis—. EHizsEH CAPWAP AP 5 Mobility
Express {4t

Mobility Express AP 5- #2iil %5 B capwap AP RJ LLidk 58 3 09 07 gk 74
AR, (RIX ISR PR AT AEVERT 9, BARAOAE A 3 07 VA WL SRS
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
1/mobility_express/b_Mobility Express Deployment guide/b_Mobility Express
Deployment guide_chapter 01100.html .




