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Rĥ¦Ĥ 2+ CECLP��OI-#.. |Ĉk�
!!!!!!!!Mobility!Expressr”�Ą£'q}t]�vpj(�ņ|��S��\¨
©��r”ĆĄ�gMobility ExpressĆĄ��g 802.11ac wave2 AP
ĵĕē
£«JcÄýè±�ĆĄ�í<� AP�t�&�ĆĄí�ĻĿĈ����őė
w+í«Jcğl�ŏ*é�ĆĄ�ğ�Á� 
gĿĈMobility ExpressĆĄK�"�>zºőė­KñĽaÚ�í�ĶÊ

¡ČŖ1t�Mobility Express íĿĈ� 
 

1�gMobility ExpressĆĄ��X¾ 802.11ac wave2 í AP¡Čĵĕē£«J
cİ#�TX¾ 1850a 1830ÿD AP¡Y"-�ĆĄ�í«Jc�6�
Master AP�1850a 1830ÿD AP-�Mobility ExpressíMaster AP�°¦í
ğljZp�� 

 
Mobility Express Master APY"ýèí�� APDĖp���á�°¦ 1830a
1850ÿD AP-��� AP�� 

 
• Mobility Express ĆĄĿĈ°¦-UX�¶ŐJey ò�jZíAPĿĈ��



)ºgĿĈ�K�őėË©Cisco Aironet Universal AP Priming and Cisco 
AirProvision User Guide, http://www.cisco.com/c/en/us/td/docs/ 
wireless/access_point/ux-ap/guide/uxap-mobapp-g.html ,  RAP�BP�òğ
ć��e� 

2�ĿĈ Mobility Express Xőėī�ï;í AP TY�Ø¾$,İ#ĞYĬé� 
 
3�ĿĈíMobility ExpressĆĄ AP
(ą«Jcýèí CAPWAP APY"ĺ
Ĵ¼¨ AP İ#íµ�ķĕï�į¨�ÑĴø��őė°�$,İ#ĞYĬé� 
 
4�Mobility Express  APĵĕíİ#
 CAPWAP APĵĕíİ#º�	Êí�
�"gĿĈ�KM�ÍÇ APĵĕíİ#ãÁ�"�º=+ï;ÍÇV¼¨İ
#íÒř� 

! ĺĴ consoleWìŎ AP�ŚĜé�\a{òŀº Cisco 
! g consoleŇ8�sh version�`!Çð APíİ#ãÁ 
! g sh version`!Ň8]ĳBí>z�ńßÍÇ�AP!Image!Type�a
�AP!Configuration���Ĺŕí>z��Ë©�Ė"�Òř� 
ĳB>z ¯-Òř 
AP Image Type: 
MOBILITY EXPRESS 
IMAGE  

AP Configuration: 
MOBILITY EXPRESS 
CAPABLE 

¶ő5$,İ#¼´�§â Starting!the!Initial!

Configuration!Wizardč{ 

AP Image Type: 
MOBILITY EXPRESS 
IMAGE  

AP Configuration: NOT 
MOBILITY EXPRESS 
CAPABLE  
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4ħ�S¸rêþd
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4 êþħ}r¯=õôrfÓģ�rÇ½!

Upgrading!from!CAPWAP!Lightweight!AP!Software!
Release!15.3.3IJBB1!to!15.3.3IJBB2. 

The AP Image Type and 
AP Configuration �w�
�ĳ( 

�s
4d �
4�
4�
4 ĉ�ħ}r¯=õôrfÓ
ģ�rÇ½ Converting!from!CAPWAP!Lightweight!AP!

15.3.3IJBB2!Software!to!Mobility!Express!Software. 
 
5�d�Mobility Expressíē£«Jc¶Ù
<�íw+«Jc�O¥ vWLC
ē£«Jc�:[rg��"gĿĈ�K�ħM�óĜĆĄ>Ø¾<�íw+

«Jc�O¥ vWLCē£«Jc�rg� 
 
6�Mobility ExpressíĂĆęÎ�ýè 25� AP�°¦ 500¶”x�ú�pÆ
ĆĄęÎĭĴÑęÎ��ĝ0éw+«Jcķĕ¶”ĆĄĿĈ� 
 
7�gMobility ExpressĿĈ��ó2Mobility Express Master AP�ĵĕē£«
Jc AP�
��ýèí AP g[	� L2 �®k���ýèÜŅºŒ tagged í� 
�¨Âĸª APíªW� trunkÎ�����ŗė� native valnėéÄķĕĆĄ
ýè� 
�¨ÂUĊŁćp�� 
vlan 10 



 name Employee 
vlan 20 
 name Guest 
vlan 122 
name Management 
interface Vlan10 
 description >> Employee Network << 
 ip address 10.10.10.1 255.255.255.0 
! 
interface Vlan20 
 description >> Guest Network << 
 ip address 20.20.20.1 255.255.255.0 
! 
interface Vlan122 
 description >> Management, Master AP and Subordinate APs<< 
 ip address 172.20.229.2 255.255.255.0 
! 
interface GigabitEthernet1/0/37 
 description >> Connected to Cisco 1850 Access Point << 
switchport trunk native vlan 122 
switchport trunk allowed vlan 10,20,122 
 
8�gĿĈMobility ExpressĆĄ��ĿĈíû	� AP�-�Master APĵĕ«
JcLČýè<� AP� 
 
9�GqPMaster AP¶Ù0é¾”ĆĄĸª�XČĺĴ¶”;ċAP�®íSSID
�CiscoAirProvision �ķĕ���ĤSSIDXg2.4GŘÓ
�®��"gŁćK
óĜŁćíêčĆSí2.4G�-Ð�� 

10�Alo	ÏTFTPİ#�gĆĄĿĈ�HéĤİ#ķĕAPíİ#¼¨� 

 
A�y ?º	%�²íUĊ ?��"|�Łć�í	�ĥăĹŕíĦ¹ŀ

Ø¾ķĕ	|	íĉĢ�pÆgŁć�őė�ě¼ĥăí>z�ħÇŌ"�ï

;2Lo~´!
!
Mobility!Express��d& !
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/mob_exp/1/user_guide/b
_ME_User_Guide.html 

Mobility!Express!8.1.122.0�yĦs !
http://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn
81mr2.html!
!
Mobility!Express!©�d& !
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8I
1/mobility_express/b_Mobility_Express_Deployment_guide.html!
!
!
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!!!Master!AP ê;³AP�WlSSID�CiscoAirProvision�³§Ĵª�êč§Ĵ
r”ĸh*ĤSSID³CÝĚ@�eYhttp://192.168.1.1±KzÝĚ@»��
�V³ħu¨ÝĚ@ķ¡�ģ²��(æp�ëœ,� 
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§Ĵ¯“ğ�ª� RF3n?r”ngþF³Kz�t��­�³Xĝ¬��
ą°Ĝ� typicalğ��!
low³typical³high�3nUIp�� 
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Na�¦ª�;³�C OK³Na)L/ª�³� APń^]�Ĥ AP'��
Mobility ExpressĆĄ�íMaster AP�=l�«JcLČ� 
 
Ñ¸�.Y"ĺĴF¡ŁćíýèhiĠŊMobility ExpressĆĄ��őėÚ�
íº�Mobility Express í«Jc0é�	�Ďüġ�ĺĴ HTTPSÄķĕs9
ĠŊ�!
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p�SÄïÙAħeÏêþħÄïÑ�Yn½©öĦ�

�

��� ÙA 2+ CECLP��OI-#..��Ē�
CÇ��Ą��T%É�³7�Çð±+¶”ĆĄ�@�AP�-�@�¶”x
�ú�@�Rogue ğl�@V¶”ĆĄ�¢�@�Y"ßCï�ífÈķ8Ç
ðĥăí3�� 

!
[��7�§Ĵ CLI�qZķ¡Çð APa clientå��=+`!p�� 
show ap summary 
show client summary 
 
gÇðĹŕŃœ¾	�½ńėí�º best practices½/wĮŁćĹŕ�ĺĴĤ
ĹŕY"ÇðMobility Express «Jcï;ä�¾Ø¾^é� 
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�Ik«³�ą°Ĝ�v�w¥ª�t#©Y=�³�
C GUI���®�³
6 Ç�³� !m?$ŉ�KzA�©��­¢�$ŉ{��^³E6 C

CLI�ZeYbt$ŉ�[���7�§Ĵ_I(1°Ĝ4�qZY=#©�
^�!
�$3�>�×�K�´!
r”�^! ª�>�!
AVC! config wlan avc wlan-id visibility enable 

Local!profiling! config wlan profiling local all enable 

NTP! config time ntp server ntp-server-index ntp-server-ip-address 

Fast!SSID! config network fast-ssid-change 

HTTPS!Management! config network secureweb enable 

Aironet!IE! config wlan ccx aironetIeSupport disable wlan-id 

SSH/Telnet!ĠŊ! config network ssh enable 
config network telnet disable 

Client!Exclusion! config wps client-exclusion all enable 

Client!Bandselect! config wlan band-select allow enable wlan-id 

Auto!DCA! config 802.11b channel global auto 
config 802.11a channel global auto 

Auto!TPC! config 802.11g txPower global auto 
config 802.11a txPower global auto!

CleanAir! config 802.11{a|b} cleanair enable network 
config 802.11{a|b} cleanair device enable jammer 

!

��� Ñ�eÏáþ�
ķ"��r”ğ�Ŕ®;³7�| WLAN³AP³client³guest! WLAN ķ¡ğ��!



!
!
CWLANsĹŕ�7�|gª�<~����ª��$�r”3n³K SSID³
-QqZ³ĜġqZ³�� vlan���­¢�`�t³Ĕ��ą7�vJª�
16� SSID³�tH�^ �8q®�Ē³Xĝª�vJ�¤Ĵ 4� SSID±.
f guest!SSID²�!
!
Guest!WLANt­¢R�ª����Ĺŕ�Y"Ďv�Łć	� guest WLANï
;í	�>z�)îKĶ�ãÁ�°¦Ġx portalŔœíĎvJ�XČĹ¤»
ô�º�»ô cisco logo�!

!
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¢tņ| Mobility!Express!i+@���³.fĠŊqZ³�ą�
�_Ī���³�ą¸ŋğ�?İ�0“ğ��!



!
!
�ąİ#Q“ºőėHémĿí TFTP¿McķĕQ“í�=+íQ“Òřħ
UĊĿĈ ?>z�
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
1/mobility_express/b_Mobility_Express_Deployment_guide.html� 
Q“íï;İ#g ciscouµĆù�Y"�ı�pÆ.Ø¾ï;İ#í�ıÃŐ�
ħċÿ� è�ø��ºĨĩĤŕîí�öbK�ø�}Ö�N� 

!
d�Q“ºĺĴ TFTPµ����ĆĄ>í APºŖ��ı�Œ[¸�Q“İ
#í��"ďĬ¸ŋï|Ĳň�.Y"ĺĴQ“Ŕœ�µí APQ“å�ÄÇ
ð�İ#�ıtÕ]�ń^ AP�TYt�Q“� 
ÔĲÞÛíº.Y"ĺĴÎÅÄğćQ“¸ŋ�ľ7g
ç¸ŋQ“İ#ļ�

APń^�Äí¶”ĆĄ�³� 
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��� n½áþ�
C¯“ğ�Ĺŕ�³7�ª�i+@ SNMP³logging?_Ii+@�°Ĝ(1
ª��!
!
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p-"�Ą� AP­¢§Ĵ Master!APRİ�§Ĵ TFTPxM@�ı³c�

�Ĝ�Ą�w DHCPxM@³p-" AP n�Vđ5DE³	 Master!APC9
�� L2WlG�C-" AP�,³ħ� ciscoOq���ı AP�İ�.�!
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4{d 2�.L#-�
4ħµð�Ē4ni`�Ħ�
��d2+ CECLP��OI-#..�ĒC42�.L#-�
4_eS��	�Y����ĎÅħ}r=Ø¹�
Ē4ni`�ħ9�ĒC=¦ĤÌ�mÛÂr?4��	� �����
4ħ£ý=Ăµ
}W4
4ĉ�ÿÖlfĨ�


4�0F�B#�LPI#��.�23�0107����45����02
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4��+GACBM-�LC+G��.�23�0107����45�����
4
�1���

�
�2+ CECLP��OI-#..��ĒC2�.L#-�
4 SõôR~4ßÔ½Y©í4ħ©íq�

æßÔ½lfĨ�
�ĥÄïÑ�­f�Ò~Ħ�
Ñ�­ir9Č³ø?�MrfÕĄf�Ò~  �>'MI�4 2�.L#-�
4Ħ�

(Cisco Controller) >config ap next-preferred-master <Cisco AP> 
  )gwōĿĈ���à��ĝłéÑõµÙ�¬ĐMobility ExpressĆĄĎ�Ĺ¤� 
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4 ·ó�TďĠČ³øħzK²bSRX 
4ħeâ�¬
4¥�`×ħ}rÃÈ 
4 »�Sħ¯=� 2�.L#-� 
4 4»�bÈ�lĦ�
ĚlħRĆ ��	� 4 
4 9 2+ CECLP��OI-#.. ó� 2�.L#-�
4ħÑ� �� Ć
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!
Mobility!Express!AP	!i+@�� capwap!AP7�§Ĵupİ��qZķ¡�
�į¨³CĶĴ���­¢��İ�Ğ7Ĭ��%����į¨µÙĥĘ²Ì� 
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8I
1/mobility_express/b_Mobility_Express_Deployment_guide/b_Mobility_Express_
Deployment_guide_chapter_01100.html!�!


