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*apfMsConnTask_0: Jun 21 18:55:14.221: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d0
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*apfMsConnTask_0: Jun 21 18:55:14.222: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d0
(status 0) ApVapld 1 Slot 0
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*apfMsConnTask_2: Jun 21 19:02:19.709: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID 84:78:ac:f0:2a:90
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*apfMsConnTask_2: Jun 21 19:02:19.710: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:90
(status 0) ApVapld 1 Slot 0
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*apfMsConnTask 0: Jun 21 19:30:05.172: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:£0:68:d1

*apfMsConnTask 0: Jun 21 19:30:05.173: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:dl
(status 0) ApVapId 2 Slot O
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*dotlxMsgTask: Jun 21 19:30:05.178: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter

00.00.00.00.00.00.00.00
'-—- M\ WLC/AP KiX T WPA/WPA2 JIRIBFIMEE -1 BI& /I

*Dotlx NW MsgTask 4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK START state (message 2)
from mobile 00:40:96:b7:ab:5c
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*Dotlx NW MsgTask 4: Jun 21 19:30:05.290: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01
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*Dotlx NW MsgTask 4: Jun 21 19:30:05.309: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW MsgTask 4: Jun 21 19:30:05.310: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
V---F PR R T wea/wea2 INREFRE R -4, BRI T IRIREINERN 2. BITRUARMEDR
FERIXA TREN R R

TR, 2 i B A SRR AR ] A e, WPA DU UHR T2 ST O JE RN 5
5 HE BT A 5 B o TR A A T 2 A SR RO RIE » BT TC i N i AN R R A 5 B A A
E— ) [X 31l 52 B SQIBR ot 5 SRR R AN [, 4n R U ) el s«

AT DALE R i R AR RO S (EOR 8 B i (28— D HR U R SRR, TR AN
Bk, W EEpR.

WPA/WPA2-EAP

L{ERE T 802.1X/EAP %47V SSID FAMIER i, FE%5 7 i 4 R IS B 2 id 7
B2 AR . IXLEERAM M RIS UE R i RS ., #R& R T EAP 7%, HAlRe
JE 4 B 20 AN ], XL AETECER/E G J5, {HTE WPA/WPA2 4 (KB F 2 |, FINIE
FERAMMES FEIRAE TSP B T (4 YORT) AR &N a5 554 B 75 B MSK.

PATR TCZR IR B /R R IG5 IR (M B T 2R N s R TC 2R 25 v 2 R R i A8 e 431), 7EIX
NEHESAT T PEAPVO/EAP-MSCHAPV2 ] WPA AiIF:
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5 0.012140 Cisco_f0:68:d3  Aironet_b7:ab:5c Bd:
& 0. 052606 Aironet_b7:ab:Sc cisco_fo:68:d8
7 0.055257 Cisco_fO:68:d3 Aironet_b7:ab:5c Bd4:7
8 00681197 aironer_b7:ab:5¢ Ccisco_f0:68:d8 2462 Response, Tdenbily
@ 0. 081402 Cisco fO:68:d3 Adronet_b7:iab:isc Bd4: ?E ac: f 2462 Request, Protected EAP (EAP-FEAR)
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11 9.145293 Cisco_fO:68;d2 Alropet_b7;ab;sc 84;:7B:ac:To:68:d8 2402 Request, Protected EAP [EAP-FEAR)
12 0.167145 alroner_b7:ab:5c cisco_fO:6E:dE B4:7B:ac:f0:68:dB 2462 Response, Profected EAF (EAP-PEAP)
13 9.183267 Cisco_fO:08:d8  Aironet_b7;ab;5c 34 ?I! ac: fﬂ- G8:d8 2462 Request, Protected EAP (EAP-PEAP)
14 ©.196221 aironer_b7:ab:5¢c cisco_fo:6E:d8 rac:f0:68:dB 2462 Response, Frovected EaF (EAP-PEAF)
15 9. 201527 Cisco_fO:68:d8  Aironet_b7;ab;5c 34 ?E ac:fi; 68:d8 2462 Request, Protected EAP (EAP-PEAP)
| 16 0.210076 adronet_b7:ab:5c cisco_f0:6B:dE  B4:7Brac:f0:68:68 TLswl 2462 certificate, client key Exchange. |
A7 0. 220032 Cisco_fO:68:d8  Aironet_b7:ab:5c B4:TE:ac:fil:68:dE 2462 Request, Protected EAP (EAP-PEAP)
18 0.222784 alronet_b7:ab:5¢c Cisco_fo:6E:d8 Bd:7B:ac:T0:68:dB 2462 Response, Protected EAR (EAP-PEAR)
1% 0. 227233 Cisco_fO:68:d8 Alronet_h7iab:5c  Bd:TE:ac:F0:B8E:dE 2462 Request, Protected FAP (FAP-PEAP)

Eap 2462 Request, Identity
EAPCL 2462 start
EAP 2452 Request, Identity
EAP
EAP
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22 0.295E16 Cisco f0:68:d8 Alronet_b7:ab:5c 84:7B:ac:T0:63:d8 EAP 2462 RequestT, Protected EAP (EAP-FEAR)
| 210.297766 Aironel_b7:iabiSc cisco fO:8E:dE  B4:7EracifOis8idE TLsA 2462 Applicatien bata, application pata
24 0. 304668 Cisco_fO:68;d2 Alronet_b7 abisc 84:78:ac:T0:63:d8 EAP 24062 Request, Protected EAP [EAP-FEAR)
25 0.313617 clisco_fo:68:d8  afronet_h7:ab:Sc B4:7E:ac:fo:68:d8 Eap 2462 REQUEST, FroTected EAP (EAF-PEAF)
27 0.321376 cisco_fO:68:d8 alronet_h7:ab:5c B4:78:ac:f0:68:d8 EapP 2462 REQUEST, FroTected EAF (EAF-FEAF)
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*apfMsConnTask 0: Jun 21 23:41:19.092: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:£0:68:d8

*apfMsConnTask 0: Jun 21 23:41:19.094: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:d8

(status 0) ApVapId 9 Slot O
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*dot1xMsgTask: Jun 21 23:41:19.098: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)
VAT HTERBERAESR, —BZ PR 4 RE Eap SMER. BESEME N, FERME—
NG ESRHEAT 802 . 1X/EAP KA HHAIE .

*Dotlx NW MsgTask 4: Jun 21 23:41:19.226: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c
V---BRE PR EEAL EAP VIERE, JF HEEKIE—1 EAPOL START HIRIUiEL AP

*Dotlx NW MsgTask 4: Jun 21 23:41:19.227: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 2)
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*Dotlx NW MsgTask 4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotlx NW MsgTask 4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c

Received Identity Response (count=2) from mobile 00:40:96:b7:ab:5c

' -—-2Z Pl FI7E EAPOL 1 1) EAP B3 M BAENE R

*Dotlx NW MsgTask 4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c¢c
*Dotlx NW MsgTask 4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c

Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)
1 ---—HWLC/AP Ki% T 7E RADIUS FE N E R A I/ 3 5l R BAEAR S5 88, A T ERXF B & i,
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*Dotlx NW MsgTask 4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotlx NW MsgTask 4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c

Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 3, EAP Type 25)
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EREfERAR—/ rRaDIUS BASMRIEANEE . B EAP ZA&HE CGXHMAIED, TLs BENEY, &/
WOAER BHHRIA, BENRSSBIHOFEIN , XMNIRLEFFLE. Fbl, £ wLc/ap HiRE TR /ME B2
# EERMAN, BEZFWRIHMERS BRI MER—A “RE” .

*Dotlx NW MsgTask 4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 4)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.375: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.375: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 4, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.377: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c



*Dotlx NW MsgTask 4: Jun 21 23:41:19.377: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 5)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.403: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.403: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 5, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.404: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.404: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 6)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.414: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.414: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 6, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.421: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.421: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 7)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.425: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.425: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 7, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.427: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.427: 00:40:96:b7:ab:5c

Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c



(EAP Id 8)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.434:

00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.434:

00:40:96:b7:ab:5c

Received EAP Response from mobile 00:40:96:b7:ab:5c¢c

(EAP Id 8, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.436:

Processing Access-Challenge for mobile
*Dotlx NW MsgTask 4: Jun 21 23:41:19.436:
Sending EAP Request from AAA to mobile

(EAP Id 9)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.440:

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c

00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.440:

00:40:96:b7:ab:5c

Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 9, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.442:

Processing Access-Challenge for mobile
*Dotlx NW MsgTask 4: Jun 21 23:41:19.442:
Sending EAP Request from AAA to mobile

(EAP Id 10)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.449:

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c

00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.449:

00:40:96:b7:ab:5c

Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 10, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.452:

Processing Access-Challenge for mobile

*Dotlx NW MsgTask 4: Jun 21 23:41:19.452:
Sending EAP Request from AAA to mobile

(EAP Id 11)

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c

00:40:96:b7:ab:5c
00:40:96:b7:ab:5c



*Dotlx NW MsgTask 4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 11, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5¢c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 13)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 13, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:41:19.472: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

V- - —IXANE PR EHAE RS 78 e, BT RADTUS JRE-88 K 1% — N RADIUS N EE 25 545 WLC/AP.IX > RADIUS

BABERZERASTEIIHRARNEFHIFREME NRIEAERS S RERXANZ - 5iE HRLK $ B

) o BMENERBERGRET R/ ME EAP WELBH A Msk5E, Frbl wic/ap R BEETLERE

YT 85 WPA/WPA2 4 RIBTFIFE.

*Dotlx NW MsgTask 4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c

(EAP Id 13)

V--—AEREER /Bt fE A EAP BRINE B RIEH K

*Dotlx NW MsgTask 4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter

00.00.00.00.00.00.00.00
'--- WLC/AP K% WPA/WPA2 4 KEBFHEL-1 BIE /4

*Dotlx NW MsgTask 4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK START state (message 2)

from mobile 00:40:96:b7:ab:5c



V- PR TR wea/wPA2 4 IREBFHMER-2

*Dotlx NW MsgTask 4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01
'-—- WLC/AP Ki%X WPA/WPA2 4 RIEBEFHIMEE-3 EIZF i

*Dotlx NW MsgTask 4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW MsgTask 4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
V---F P RIS wea/WwPA2 4 KEFIEE-4 (BE—MER) . EWATEREFANBTIZE. b1
AT DA RN B BA AP IR

IR P S AR IR AN I ST H RIS (LR B BCE R A P 2 38 s R, % ) i
wAGE A S MRS, FFPAT I VAEIR S5 A s B RAIE, KPR, M AREKE, %
7S A5 P PR B ORIR T SRR 5 RUBT R B RIE N 5, B S Br ER TS — NN i i 1k
(9, ABZ P w1 AR e i 58 4 W B E AR ) 2 AR R R

2447 Request, Identity
tabi5c CTsC0_f0:2a:i98 irElacETdidal 2437 sTart
S 0.035034 Cisco_fi:2a 98 Airanct_bs :ab: b (FE:ac-FO:-Fa: 2317 Request, Identity
B 0,353240 adronec_b7iab:5c Ciscof0:2a:98 g 5 2437 response, 1dentiTy
BO.0627 70 Cisco_fd:2a:98 Afranet_b7:ab:Sc ] 2427 Request, Protected EAP (EAP-FEAR)

18 1.1235063 Cis 12a: A rier b7 ab: . ¢ FH= .
A 4.3BITEE ATranet_hi: e Braadoast - HOZF.11 3 ¥ , Fw=0, Flags=.f.....TC

WE PR, WLEAERTARRAE IR D T CUnai SCAnR IR h 2 R ZIE ), 2% 7 g
W BB ELALN R, O 1 AREROR B (RIS AE I < BT E3hIE 1D, EAP A
UEFT WPA P F AR AR TE e IRIE, B SR %% ) i — NGRS P e o) S B
B (URBEF RN, BEE U BRI D, AR F P R I I 2 B B L )
UG8 50 By BSOS, R e W I o I R % 7 i 5 2 i 2 2 /D I [ A RE A 82 3k /45
Hyamr. BORTARBER, ZFER AT RER R WA, & imiscE, FL s
AT R L GIAIEAR S5 a8 Z [ AR IR IR T], DL K A R A

PN BT R RIRE S (A 5 UIRTRUARTR], DRI Sy Bk ANt — 2B i) -

*apfMsConnTask 2: Jun 21 23:47:54.872: 00:40:96:b7:ab:5c

Reassociation received from mobile on BSSID 84:78:ac:f0:2a:98



*apfMsConnTask 2: Jun 21 23:47:54.874: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a

(status 0) ApVapId 9 Slot O
*dotlxMsgTask: Jun 21 23:47:54.879: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 1)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c

Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c

: 98

dotlx - moving mobile 00:40:96:b7:ab:5c into Connecting state

*Dotlx NW MsgTask 4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 2)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c

Received Identity Response (count=2) from mobile 00:40:96

*Dotlx NW MsgTask 4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 3, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 4)

:b7:ab:5c



*Dotlx NW MsgTask 4: Jun 21 23:47:54.954: 00:40:96:b7:ab:

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.954: 00:40:96:b7:ab:

Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 4, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.956: 00:40:96:b7:ab:

5c

5c

5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c¢c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.957: 00:40:96:b7:ab:

5c

Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5¢c

(EAP Id 7)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.976: 00:40:96:b7:ab:

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.976: 00:40:96:b7:ab:

Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 7, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.978: 00:40:96:b7:ab

Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.978: 00:40:96:b7:ab:

Sending EAP-Success to mobile 00:40:96:b7:ab:5c

(EAP Id 7)

*Dotlx NW MsgTask 4: Jun 21 23:47:54.978: 00:40:96:b7:ab:

Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

*Dotlx NW MsgTask 4: Jun 21 23:47:54.995: 00:40:96:b7:ab

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.995: 00:40:96:b7:ab
Received EAPOL-key in PTK START state (message 2)

from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:54.995: 00:40:96:b7:ab:

Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c

state PTKINITNEGOTIATING (message 3), replay counter

5c

5c

:5¢c

5c

5c

:5¢

:5¢

5c



00.00.00.00.00.00.00.01

*Dotlx NW MsgTask 4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)

from mobile 00:40:96:b7:ab:5c

XAt 802.1X/EAP Fll WPA/WPA2 2 HESL I TAE /730, A T 7 1k — N3 (138 i - 1F (0 4E
WXt PR/ AR S5 B SEM,  TAE WLAN/SSID A8 7 224 5 i s ol 1 b g i b A
WiFi 17l e il it 7 2 AN 22 458 k. (F WLAN B3 T md e ik, &5
TETCERHEN s (R AT 18 ELAE 4 8 R R Hm I s I, &P i B2 B — e LR .
XRH TR E A7 T i EAP YAV S B A W A2, dn Al i ik

2T R P 2 A I8 AR AE WLAN _ERCHE 1 & ki, Bl AT WA,
KT A8 B i g it i RE K VR /R . CUWNY I SRR AT T J0 2R 8500 ) AS [ FR R
2 IR IR JT R KR TR A

RIE 2 285 CCKM

BRMEPZHER (CCKM) 2 BRMIZ FTE A WLAN _EFF R FIf# F 28 — A Puidi e 4298
Wi, fFE WLAN EAEH T 802.1X/EAP %4 iR, A T AR 2 A2 0 118 AL T
TERIMIfRITT % T IX 2 BRI LB L, EOCCF R WLAN FEAi 50 13 2 1B RHE
PR (CCX) CCKM IERCITEZ & o (AR Z AR 43R o

CCKM & H T AT ] T WLAN FIARF N 777k, 45 WEP, TKIP fil AES. BEHHFK
#B4r FHT WLAN ) 802.1X/EAP AIIEFpE, X EUR T4 & T SZRFHT COX AiAR

e N TAFRCAR cox #iye CEFESCRER EAP 76D FSCiFI D RERFIE N AR, 155
% COX MRASFIDNRESCHY,  FFIEAR AT LR 7 S B SCRF B D) COX IR (s REA 12 cex
A, KRR AT AR /R AR ZEAE ) CCKM 22 4253 AT BASKEEL o

PLF JE 26 9B 19 2086 $2 6t 7 72 00 4G oS BE 0 i s, M TP n % JF B Al A
PEAPVO/EAP-MSCHAPV2 1>} 802.1X/EAP J71%:H) CCKM MisZ et 1+, ix3EA 5 WPA / TKIP
F1 PEAPVO/EAP-MSCHAPV2 AT AHIFI I AZ ot 72, (H2 % diig FH LAl 8 it 2[RI Y] CCKM 238
TV SEBR, BT LA T R ) G2 it S IR PR 2 4 18 it 1) B A5 FH AN 7D £ 3 0 2 TR 4 v
FZZAF ) TT 5


http://www.cisco.com/web/partners/pr46/pr147/program_additional_information_new_release_features.html

Protaced  Channel frequency  Infio

4

5 5 [ 3 ATrOmet_| abzsc 2462 Request, Identity

& 0.0327534 aironet_b7:ab:5c cisce fo:68:d3 B4:73:ac:fo:68: 2462 sTArT

0. 042874 Adronet_by:abiSc Cisco_f0:48:d3 H4:78;ac:T0:08:d3 EAP 2462 Pesponse, Identity

E 0.046E55 alronet_b7:ab:5c cisco fo:68:d3 B4:78:ac:fo:68:43 Eap 2462 Response, ldentity

G 0.054287 Cinco_fl:6E-d3 Airomet_b7:ab:-5c¢ 84:78:ac:-fO:68:d3 EaP 2462 Request , Protected FaF [FaF-PEAF)

[ 10 0.090265 Adronet_b7iabisc Cisco f0:68/d3  84:7@1ac:f0i68:d3 TLsv1 2462 Client Hello
11 0.107247 cisco_fo:E68:d3 afromet_b7:ab:5c 84:78:ac:f0:68:d3 EaP 2462 Request, Protected EaF (EAF-PEAF)
12 0.124080 Adironet_kb7:ab:5%c Cisco_f0:68:d3 B4:78 ac:f0:68:d3 EaAP 2462 Response, Protected EAP (EAP-PEAR]
13 0.140385 Clsco_T0:6E:d3 afromet_b7:abz5c 84:78:ac:T0:68:d3 Ear 2462 request, Protected AR (EAF-PEAR)

14 0.15400% Aironet_b7:ab:5c Cisco f0:68:d3 a4: 168:dl3 2462 Response, Protected EAP (EAR-PEAR)
15 0.1583491 Cisco f0:6B:d3 Afromet_b7:abzsc 84:78;ac:T0:63:d3 EAP 2462 Request, Protected EAR (EAP-FEAR)

17 0.186258 Cisco_fih:6E:d3 aironet_h7:abzic 84:78:ac:f0:68:d3 EaP 2462 Request . Protected EAF [EAR-PEAFR)
1E 0.195391 Aironet_b7:iab:5c Cisce foi68:d3 B4:78:ac:T0:68:d3 EAP 2462 Respanse, Protected EAP (EAP-PEAP)
18 0. 201848 cisco_f0:E8:d3 afromer_b7:ab=5¢ 84:78:ac:T0:68:42 EaP 2462 Request, Protecrted EAF (EAF-PEAF)

22 0.315574 Cisco_fO:6E:d3 Afromnet_b7:ab:5c 82:78:ac:f0:68:d3 Fap J462 Request , Protected FAF (FAF-PRAFR)

24 0.324589 cisco f0:6B:d1  afromet_b7iab:5c 84:78:ac:f0:68:d3 EaP 2462 Request, Protecrted EAF (EAFP-PEAF)
25 0,332059 Cisco_fi;68:d3 g g 2462 Pequest, Protected EAR (EAR-PEAR)
: 2462 SuCCass

TR RS BRI OB LS EAP 223 B A £ 50

*apfMsConnTask 0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d3

V- - KRR PR SRERE R

*apfMsConnTask 0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c

*apfMsConnTask 0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c

CCKM: Mobile is using CCKM

!--- WLC/AP K3 T &/ HRIATEXRBRF R LE &R corM IS B TR

*apfMsConnTask 0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8

V- - -IXRIZE PRI R B R ST R AR T

*apfMsConnTask 0: Jun 25 15:41:41.508: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:d3
(status 0) ApVapId 4 Slot O

V- -KRERE R RIAS T &) i

*dotlxMsgTask: Jun 25 15:41:41.513: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

V-—-—BEPIRRER T HITE T REGMES BRI R, MaF — EAr SHHERREBIE .

*Dotlx NW MsgTask 4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c



*Dotlx NW MsgTask 4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 2)

*Dotlx NW MsgTask 4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c
Received EAP Response packet with mismatching id

(currentid=2, eapid=1l) from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile

00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)

*Dotlx NW MsgTask 4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 3, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 25 15:41:41.840: 00:40:96:b7:ab:5c

Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab:5c
(RSN 0)<br/ >

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c



CCKM: Create a global PMK cache entry

'-—- WLC AXMNE FIRflg— MR Pk 277 H, TEXERKZ ccrM

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

' -—-BAZ ¥ EAP WIERD)

*Dotlx NW MsgTask 4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

'-—- WLC/AP RIEVIM 4 KEFHAENEE-1 SE N

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK START state (message 2) from mobile
00:40:96:b7:ab:5c

1 -—- % PRI EWRIAIAE 4 BT NG S -2

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
CCKM: Sending cache add

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version 1) information to mobility group

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version 2) information to mobility group

' ---i%% PR CCRM 77 H RAE R — MBI A M LRSI FH o=

*Dotlx NW MsgTask 4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

!--- WLC/AP RIZHIMH 4 WETIBNEL-3 B& W

*Dotlx NW MsgTask 4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx NW MsgTask 4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c Received
EAPOL-key in PTKINITNEGOTIATING state (message 4) from mobile
00:40:96:b7:ab:5c
V-—- BIRBRIIEREIE 4 KEFIENEL-4 (BENEL) , BIETARBHNRIIZE. WEE]
A DA LSRN BB RN R E i

i FH CCKM, FI| WLAN FIR]aa e 72 5 5 BE A WPA/WPA2 i FE284L, —> MSK (. #k A
Lo THEEE (NSK)) A& 1% i Al RADIUS RS 28 3L [F P2 A2 /) o 1% 2 H R 1E S 4 30AIE i3



J& B IR SS 8 IR BN To A5 28 10, FFZRAF 1 SR FAEAE 1% WLAN A% 7= i G I AR i i 90 %) e
BIRSHAN 4. 2 )5, ﬁT%F”—A%%%AMM$%<WM$MM®ﬁ%(mm
s sd], &R AE P umIRA E THTRET cckM Hd 2 48 i 2t B T
WPA/WPA2 [¥] 4 X2 F iR M5 5.

XAV [ B R IX o FEIXFRIE L DAAR BT PTK, CCKM % P i o A ik — /N B ORI
SRR TR N /A5 H 2% (LR MIC FI— NI I BERLED, At 2% nE R (s
BTN ST MAC Hitik, BSSID) DUIRTAEBTHI PTK. N T SHH PTK, FIAHXAEX
BRIE SR, RIS 28 S5 H I BN A 7 EA WIS S, B eA AT DA 5 FH 8o
I A R BT A2 o BAE 25 7 o DAk SRR A, G0 R s

, FH=0, Flag

AR 2 I AN 18 it 1 1) ST e A2 1 4 100 i LR A7 2

*apfMsConnTask 2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
CCKM: Received REASSOC REQ IE

*apfMsConnTask 2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:93

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Mobile is using CCKM

V--- B PR ERE] T ERBGER, FRERME T TR corM fE BRT AR PR 2248 R AOHT

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c

Setting active key cache index 0 ---> 8

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c

CCKM: Processing REASSOC REQ IE

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC

'——- WLC HHEH % corM HUE B IHERT ¥ F Bl I 1Y MIC

*apfMsConnTask 2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c

CCKM: Received a valid REASSOC REQ IE

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c

CCKM: Initializing PMK cache entry with a new PTK



1--- R T #H PTK

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 0

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station
00:40:96:b7:ab:5c (RSN 0) on BSSID 84:78:ac:f0:2a:93

1 -—- AR TR R EI% 5 KRB AR T —/> PMRID &7 % H

*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC
*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Including CCKM Response IE (length 62) in Assoc Resp to mobile
*apfMsConnTask 2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:£f0:2a:93

(status 0) ApVapId 4 Slot O
'--- WLC/AP KETEXRERERAZ W, HPRETHAFNIEEHFNEHERITREK ccrM 58

*dot1xMsgTask: Jun 25 15:43:33.757: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c

1-—- HTFHEBHTEL T EAP I, ccxm BAREER S HEPBTFIR. B/ IRCEWETFREME

FIBHR M BT T LREN R

WIEPTR, PUsa A, RN T EAP UTERL DU 4 CRFILR. (AR5
TR, AT CORM 7 A R o AR S T 300 T R e
B PR R R 5 B

FlexConnect 5 CCKM

* MIETE FlexConnect W EIHIL T CCKM, 1T N5 ZRIfIAMISE 4 —FF CPRE %2 428
IHE D, R B i@ i R 1) o8 d2 Rl J& 55—~ FlexConnect 4H .

* HBE LN S TR R REPEARHAZ ), CCKM R S0 E 714 Hh a4
INIERE U FlexConnect To26F2 A [E] A -



CCKM K1 &=

* CCKM 2 5 2B T Al o 48 oy 3k X o g PR P BT 22 408 1) 77 7. /2 WILAN HH 1) 3% 1 i
A AN, BIEREFEN R ANE I KRRy T HRAFE A, 2 P i A f ZH T —1
FHEREFIR, HFHKENSHRES N ILLEN SURPAT 75 802.1X/EAP TAIIE.

* CCKM SCRFPTA 1) 802.11 At vl FH (1) 7730 (WEP, TKIP Fl1 AES), IbAHMNESCRIME S
Cisco TH M7, AL H ik fEft g P uHEH .

CCKM H6k 55

* CCKM A2 BRI H MR, XK T H A TR WLAN Zah 5t cox ToZe % 7 it A4 Re A8

I EE

* COX AN 5 B A H V2R, TR £ cox Tok 2 F i il AN 3 F#d il WPA2/AES ] CCKM
(FERE RN KER 3 O S FR ] WPA / TKIP [ CCKM, XA AR SE AR H 224D .

PRIE Z 285 WPA2 PMKID 2217

WPA2 % 240 ID (PMKID) 284, BRFREETEZR LA (SKC), &H 802.11i 4B IERIR
B — > 802.11 ARtk PR 22418 i 71, Fe E A H RS Y WLAN 22 4 brvEdk
NTHBEERE T 208N, N WPA2 W& IN T PR 22 48t R ARAE N rl i 7% .

KARATRER, PONRICH R A% it T 752 EAP RN K, & S AAEAR
FEMHET H—A MSK, B H PMK. X2 HRIEN WPA2 4 IRIEFHIF T, LA
PP 2 U B B 24 [ B i 5 5 B CPTIO CEL B 38 7 i 188 0 3 ) — N AR Bl il i D)
PRI, 2438 A I A7 5 mT AT Ik EAP DIERT B, IR SR P 1l ) i A AP 2%
FFIIJE R PMK. 27 i A T 4000 WPA2 4 RIBTF, mh T LA7S Hh T i &5 2%

55 802.11 FrifEbRaE 22 eI T IR L, RANTHERA ) Tz, FEER

* XMITFGR TR, FFARPTA I WPA2 ISR, IO 802,111 B IE AN S PRk 22
421, JFH IEEE DR S — B IE SR P hrdEl WIAN ROPuE 22 4187 (R 802.11r FxiE,
FEARSCE R T 24D o

* TR IHEAE AT IO — MR AR - T2k 7 o A BE IR I 1] 2R ATT A AT C 4 58 B
INIE/EFR I TCEARN RO, A BERAT PR 22 42387 -

AT %, BARI SR s R R 52— 5] WLAN 5 58 ) JOAER



T2, SINIEARSS 2 H0%EAS 802.1X/EAP IS FEAN 4 Y32 F 13 g AL i RE R AEE R T
Ui BES 1E B R IR BRI BT, W IR EE s -

apple_ Fi g & i o A , FH=l, Flags=. . ...

LOD0ELY Cisco f0 B Fh=0, Fla

5 0.011957 Cisco_fO-68:d2 Apple_15:39:32
6 0022896 Apple_13:39:312 Cizco_FlO:68:d2
7 0.043470 Cisco fO-GE-d2 Apple_15:39:32

EAP 2482 Reguest, Identity
EAR 2462 Rezponse, Identity
2482 Request, Protected EAP (EAP-PEAP]

EEE
i
REE
228
B2z

b b ba

9 0.092249 Cisco_fOz6&:-d2 Apple_15:39:32 84:78:ac:FQ:68:d2 2462 Regues=t, Protected EAP (EAP-PEAP)
10 0.095916 apple_15:-39:32  Cisco_f0:68:d2 84 :78:ac:Fd:68:d2 2462 Response, Protected EAR [E2P-FEAF]
11 0.112358 Cisco_f0:-68:d2 Apple_15:39:32 84:78:ac:F0:68:d2 EAP 2462 Regues=t, Protected EAP (EAP-PEAP)
12 0.116114 Apple_15:-39:32 Cisco_Fo:68:d2 84:78:ac:FQ:68:d2 EAP 2482 Response, Protected EAP [EAP-FEAF]
13 0.1202¥ Cisco_fO-68-d2 Apple_15:39:-32 84:78:ac:Fd:68:d2 EAP 2462 Request, Protected EaP (EAF-PEAP]

15 0.129156 Cisco_fO-68-d2 Apple_15:39:32 84:78:ac:Fd:68:d2 EAP 2462 Request, Protected EAP (EAF-PEAP]
16 0.162262 Apple_153:39:32 Cizco_f0:68:d2 84:78:ac:F0:68:d2 EAP 2462 Rezponsa, Protected EARP (EAP-PEAR]
17 0.166430 Cisco_fO-6E-d2 Apple_15:39:32 84:78:ac:Fd:68:d2 EAP 2482 Request, Protected EAP (EAF-PEAP]

19 0.175710 Cisco_fO-6E-d2 Apple_15:39:32 84:78:ac:Fd:68:d2 EAP 2482 Request, Protected EAP [EAFP-PEAP]

21 0.182858 Cisco_fO:-6&8:-d2 Apple_15:39:32 84:78:ac:F0:68:d2 EAP 2462 Regues=t, Protected EAP (EAP-PEAP)
I!!!!!ﬂgE!!!!!!E!E1!II!;g!!IIII!IIIzFIIIIIIII1!I!!!IIIIIIIIIEIIIII!!IIIIIIIIIIIIIIIIIIIII

Applo_15:38:12 sco_fazda: Bd:7Biac:fo:68:dz _ 2462 QuS Data, SHel, FHe(, Flogse.p. ... T

bR T — L HEPIGAF BRSSOV AS M i, XA debug Hii 7R 75 WLAN IR IAIETT
IR AAAR T EAP DAUIEMUSZ #e o 3K e 1t #408 MHoek Lo HUBTROAE 2, A2 24> EAP
WSS, RO — I S IAIEAR 55 25 1% 7 i B 4 B8 LESE 0 (45 S0 — o o SRSB4 P £
et BRI S EAP MHSRAIIIEMT,  FTELN 1 fafeiN, MER T RE ) EAP i

—‘a‘l%\ o

*apfMsConnTask 0: Jun 22 00:23:15.097: ec:85:2£:15:39:32

Association received from mobile on BSSID 84:78:ac:f0:68:d2

'--- XRZIRRIERBOER

*apfMsConnTask 0: Jun 22 00:23:15.098: ec:85:2£:15:39:32
Processing RSN IE type 48, length 20 for mobile ec:85:2f:15:39:32

!--- WLC/AP & M RIEHIXKBOER + R IK T HF PMKID ZFHIfEETR

*apfMsConnTask 0: Jun 22 00:23:15.098: ec:85:2£:15:39:32
Received RSN IE with O PMKIDs from mobile ec:85:2f:15:39:32

V- --FONIXRATIHHIRER, KEREREH AT PMKID

*apfMsConnTask 0: Jun 22 00:23:15.098: ec:85:2£:15:39:32

Setting active key cache index 8 ---> 8

*apfMsConnTask 0: Jun 22 00:23:15.099: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d2
(status 0) ApVapId 3 Slot O

1-—- RIERBREIELZ)



*dotlxMsgTask: Jun 22 00:23:15.103: ec:85:2£:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f£:15:39:32

(EAP Id 1)

*Dotlx NW MsgTask 2: Jun 22 00:23:15.118: ec:85:2£:15:39:32

Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.118: ec:85:2£:15:39:32

Received Identity Response (count=1l) from mobile ec:85:2f:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.126: ec:85:2£:15:39:32

Processing Access-Challenge for mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.126: ec:85:2£:15:39:32
Sending EAP Request from AAA to mobile ec:85:2£:15:39:32

(EAP Id 2)

*Dotlx NW MsgTask 2: Jun 22 00:23:15.146: ec:85:2£:15:39:32

Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.146: ec:85:2£:15:39:32
Received EAP Response from mobile ec:85:2£:15:39:32

(EAP Id 2, EAP Type 25)

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32

Processing Access-Accept for mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32
Creating a PKC PMKID Cache entry for station ec:85:2£:15:39:32
(RSN 2)

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32
Setting active key cache index 8 ---> 8

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32
Setting active key cache index 8 ---> 0

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32
Adding BSSID 84:78:ac:£0:68:d2 to PMKID cache at index 0
for station ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.274:

New PMKID: (16)
*Dotlx NW MsgTask 2: Jun 22 00:23:15.274:

[0000] c9 4d 0d 97 03 aa a9 O0f 1b c8 33 73 01 f1 18 f£5
!--- WLC NEANZ P IRAlE—> PMK B HF, TEXEMRM ske, Fril pMKID ML mIK MAC ikt
& (BSSID 84:78:ac:£f0:68:d2)



*Dotlx NW MsgTask 2: Jun 22 00:23:15.274: ec:85:2£:15:39:32
Sending EAP-Success to mobile ec:85:2£:15:39:32

(EAP Id 12)

*Dotlx NW MsgTask 2: Jun 22 00:23:15.275:
Including PMKID in M1 (16)

'--- WPA/WPA2 4 KIEFHEE-1 BiLEFET M7 hash H¥EH) PMKID

*Dotlx NW MsgTask 2: Jun 22 00:23:15.275:
[0000] c9 4d 0d 97 03 aa a9 0f 1b c8 33 73 01 f1 18 f£5

'—-- XEMT hash [ PMKID

*Dotlx NW MsgTask 2: Jun 22 00:23:15.275: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state INITPMK (message 1), replay counter

00.00.00.00.00.00.00.00
'-—- WLC/AP Ki% WPA/WPA2 4 REBFHEE-1 A%

*Dotlx NW MsgTask 2: Jun 22 00:23:15.284: ec:85:2£:15:39:32
Received EAPOL-Key from mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:23:15.284: ec:85:2£:15:39:32
Received EAPOL-key in PTK START state (message 2) from mobile
ec:85:2£:15:39:32

V- EPURRITEKE] WeA/WeA2 4 KEFHIEE-2

*Dotlx NW MsgTask 2: Jun 22 00:23:15.284: ec:85:2£:15:39:32

PMK: Sending cache add

*Dotlx NW MsgTask 2: Jun 22 00:23:15.285: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f£:15:39:32
state PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01
'--- WLC/AP K% WPA/WPA2 4 KEBFHELE-3HE N

*Dotlx NW MsgTask 2: Jun 22 00:23:15.291: ec:85:2£:15:39:32
Received EAPOL-Key from mobile ec:85:2£:15:39:32
*Dotlx NW MsgTask 2: Jun 22 00:23:15.291: ec:85:2£:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2£:15:39:32
1 -—- % P R B RIYIK WPA/WPA2 4 REFHIFEE-4 (BE—MEE) , BIETAEREHRBRIIZK. W
PARIRX B B AT BB A BB W4T B o

XA, BRI R i A QL 2 AR PMK. AL, 41 2RTE



LR i 18 B — B E AT R I TE e N i, T2 7 S e 2R T AT E A Y
EAP INIEIERE, 41N BT 1K) B 7 S e BB C AR N m i A2 «

Mo, Time Source Destnistion B35 Id Protocol  Channd frequency  Info
39 [ 8 tac: ' B Al

16 0.123520 AppIe_1

= Cisco f0:2a:92 8
17 2.374472 apple_15:39:32

3 Za
IPvEmrast_00:00:0(82:78:ac:f0:2a:92 2427 QuS Data, SNe6, FN=D, Flague.p.....TC

B, ARICER T digi ol — A i QR WAE I RN mL, A% P imit e K
BN EFTORBRIESTE R, fEH I H T 24 PMKID, &2 % 7 I e i) T 2%
AN ST ) PMKCGERIZEIZAS AP. [RIE, T 5 7 i ig i I — N g A L, JF A —
NZA PRI GAT PMK, FTCLZE P i AN TR B AR EAP ELRTRESS T PMK. %
J i A R 4L WPA2 4 YR T LAAS HH T A e P o o 6«

FERG R BUR AN Bom R B 20 i 35— Ik 802.11 JFUAZEAEMNL, (HXAZH T
S 7 B R ERL, R IR AN W 7 K o FEIX M5, IXANRR E BRI T 2t
PIRG4S A2 0 1 30R H RIECE R 300 . ZE00E, R 4R
22 R TR G B IO T2 A ] BE A A (s A3 SRl n] BE i I, (R AR P o AN 2%
AR ERSEAZHe 7o BN, A8 MR BA TT 46 -

S 2 AT I ) WLC TR E R

*apfMsConnTask 0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:£0:68:d2

V- -XRE IR BRI RERE R

*apfMsConnTask 0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Processing RSN IE type 48, length 38 for mobile
ec:85:2£:15:39:32

!--- WLC/AP % i S HIRBOE R RIS T3 HF PMKID ZFHIfE BUR

*apfMsConnTask 0: Jun 22 00:26:40.787: ec:85:2£:15:39:32
Received RSN IE with 1 PMKIDs from mobile

ec:85:2f£:15:39:32



V- - PR SOR I BT REGER RS T PMKID

*apfMsConnTask 0: Jun 22 00:26:40.787:
Received PMKID: (16)
*apfMsConnTask 0: Jun 22 00:26:40.788:
[0000] c9 4d 0d 97 03 aa a9 0f 1b c8 33 73 01 f1 18 f£5

' -—-E2E 1) PMKID

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Searching for PMKID in MSCB PMKID cache for mobile
ec:85:2£:15:39:32

'--- WLC FEH#E P AR ILALK) PMKID

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in

PMKID cache at index 0 of station ec:85:2f:15:39:32

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Found a valid PMKID in the MSCB PMKID cache for mobile
ec:85:2£:15:39:32

'--- WLC KEZE P HR4LK PMKID, BHINERTAX—E 5 Ar NEH KK PMK 577

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32

Setting active key cache index 1 ---> 0

*apfMsConnTask 0: Jun 22 00:26:40.788: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID
84:78:ac:£f0:68:d2(status 0) ApVapId 3 Slot O

V- RIREHRBRE R L%, [ skc Kk T HRE R

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32
Initiating RSN with existing PMK to mobile
ec:85:2£:15:39:32

1--- WLC £RE—NETRIIMNERF pMK RNF /55 AP XK REZEMEEEITE

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32

Skipping EAP-Success to mobile ec:85:2f£:15:39:32

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in

PMKID cache at index 0 of station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 22 00:26:40.795: Including PMKID in M1 (16)

\———ZE77 /) PMKID 2405 7E WPA/WPA2 4 RIEBFHMSE-1F



*dotlxMsgTask: Jun 22 00:26:40.795:

[0000] c9 4d 0d 97 03 aa a9 0f 1b ¢8 33 73 01 f1 18 f£5
! -—-%} PMKID il hash. # TFRMSE S wea/wpa2 4 KEBFEEMR, HR T ARBHRINZEZLFN &N
%,

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2£:15:39:32 state

INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW MsgTask 2: Jun 22 00:26:40.811: ec:85:2£:15:39:32

Received EAPOL-Key from mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:26:40.812: ec:85:2£:15:39:32
Received EAPOL-key in PTK START state (message 2) from mobile

ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:26:40.812: ec:85:2£:15:39:32

PMK: Sending cache add

*Dotlx NW MsgTask 2: Jun 22 00:26:40.812: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f£:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01

*Dotlx NW MsgTask 2: Jun 22 00:26:40.820: ec:85:2£:15:39:32

Received EAPOL-Key from mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 22 00:26:40.820: ec:85:2£:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)

from mobile ec:85:2f:15:39:32

FlexConnect 5 WPA2 PMKID & /MitEB SR (Sticky
Key Caching)

* MIRFEN T FlexConnect (375 il XA 5%, HAT NIRZ BiFTiA R 524 —FENT (K
TEAE AT PR 22 I8 I I ), FF B 7 i i8I i o 2k e N\ AR 06 )& TR — ™ FlexConnect
2H.

* XA TR R AL IO 5 )28 R TR D GIE R I fe Al R B4R h als Ath i R
FATLL), WSARXT FlexConnect At B 4T ASHEAAE T IX AN VAN RE TAF . X B RE 4 8
] 802.1X/EAP Y IFIE FEL AR R A . I, & /AT FlexConnect TGk N A I Jh 37 A5



e

WPA2 PMKID £ 77 /Kt B HEF IR R

A ITEAT DAEA @I B ST TN RORSEIL, AT E AR AR AR R A
=

WPA2 PMKID 17 /K5 HE 3 S A7 HIHR R

* IEANARSCHT T AR B, IX A7 i) 2 B R A A 2418 i (] 2 8 LT RER/WAEL 198
ZRIEN I, B A REEAT PRI 2 AR . A RIB IR — DT EAR N T, B b
AR TE A EAP ANIEE

* LR i AT RN b BUCAE P R — DN ETVGEAE B PMK,  JiT EUX AT REiE
W IRT 2247 PMK (BRI BRBIERRAE bR BOA IR E S, )R] DE B 2R
SKC N2 H5E UANFI PR 4, RERICZedm il as il LI — N & i A7 2 15 )\
LAEN I PMK.e QIR — AN P I AE — A2 il 8 i 2\ AL E R BRI R, i
BTN Ft = NG AF TR P MIER, DB EBr 726 H .

* XFPINERTER), IR VEE WPA2 W& ANSRE, BItL, XMOIERA#) 2 R A
#.
* SKC ANSCRFEAN ] JC 2 47 1l 5% 2 18] AR K, IX AR 00 4 VR AE AN R PR DI e ) 2 B AR OB
LRIEN R AR B It 2 KA, RIMEAR AT R AE A — e sh A

REZEBWS ENEHRZT (Proactive
Key Caching)

FHNBHELE (PKC) BRI EHEEAE (OKC) FEA F 2 RT TR WPA2 PMKID 24577
ERIGGE, X W N A E R % B /HLS PMKID 2247 . BUERERZ, BN 802.11
FRUEE I PGE 22 41805 071, IR Z WA IE AN .

XA SV o 2% 7 b FH G 42 7 3 R A 1AL AE DG IRIX S WLAN (1985 7 i 1 2 i AL B A
RZHFE—A PMK (IS5 IAEAR S 22100746 802.1X/EAP AIEM] MSK A=), BIfEEAEL AT
LREEN B2 A0 0T AT TFE WPA2 4 YRR T I ik B2 24 v 3 A FH X AN 4R 1 PMIK AR R 7
N T RRRE 7 S5 oS N i B O IDR IR BN 2B T IR D 25 2 8, BR SKC —HE, XA 2
Tl N T iETEZ N MBI R — R P a2 G I SRR PMK, AT 06 200 78 S P 3



EHIZT, A NP E R R A TR CE RN R R IR PMK KA & .
KR CUWN TS DLRZRMNN, Tz a8 52 B M BN ST AMRME, JFHAE
ZAEHI S ) PMK I A8 I A2 Sh AR AR BRIE, X T A EREA AIE LR A IR
i o

XM %, BASAE PMKID 2847 (SKC) —#Ff, SATRM LN S IVIUG B AR & — A5t
WLAN 3538 ) 1 UGB R, AR IR IEAR 55 8% 5¢ 52 B4 1 802.1X/EAP IR FEAT 4
VO RE, A E R B T B . LN BRI B T X — 1 -

5 0.107400 Ciscn_fi:eE:dr Airnnet_b7:ab:%c Ea:FE:ac:fD:BE:d? EaAP 2462 Request, Tdentity
6 0.1217%5% Cisco_fO:BE:d2? Adronet_ht:ab:Sc Bad:FEiacofO:GE:dd EAP 2262 Request, Protected FAP [FAP-PEAP)
I S o e e e L b e e e et o e O W o e 1
8 0.1787X0 cisco_fl:6E:d2 Afronet_b7:ab:5%c Ed:FE:accfO:GE:d} EaP 2462 Request, Protected EAP [FAP-PEAP)
& 0.1920%9 Adronet_b?:ab:5c Cisco_fh:BE:d2 Ba:TEzac:FO:BE:d? EAP 2462 Response, Protected CAP [CAR-PEAPR)
1d 0. 207860 Cisco_fO:BE:d?  Adronet_bl:ab:5c B4-FE-ac-fO:6E:-d? EaP 2362 Request, Protected EAR [FAR-PEAR)
11 0. 227397 Adronet_b7:ab:5c Cisco_fD:6E:d2 Bi-FEzac:FO:6E:d2 2462 Responsze, Protectod CAP (EAR-PEAPR)
12 0.231517 Cisco_fO:6E:d2 Adronet_bF:ab:5c B4:FE-ac-fO:6E:d? E_AF 2462 Request, Protected EAR [EAF-PEAR)
| 13 0.242080 Afronet_b7:ab:Sc Cisco fO:68:d2  Ed:TEzaccfD:iBEcd? TLSwl 24682 Certificate, Client Key Exchange, Change
14 0.2318%3 Cisco_f0:BE:d2 Adronct_bi:ab:Sc Bd:TE:ac:fO:6E:d EAP 2482 Regquest, Protected EAR [EAF-PEAFR)
15 0. 254304 Adronet_b7:ab:5c Cisco_fD:BE:d2 Bd-TE-ac:-fO:6E:d? EAF 22E2 Response, Protected EARP [EAR-FEAF)
16 0. 258723 cisco_fO:6E:d2 Adronet_b7:ab:5c Ed:TE-ac:FO:6E:d? EAP 2482 Request, Protected EAR [EAP-PEAF)

18 0. 69763 Cisco_f0:6E:d2 Adronet_bF:ab:5c B4:-TE-ac:FO:BE:d? EAF 2282 Requesl, Protected EAR [EAF-PEAFR)
H :IJ:EE:H'-‘ L 2462 Key 553

27 0.330642 clisco fO:6B:d2 Afronec_b7:ab:Sc &4:7
28 0.333971 Afroner_b7:ab:5C Cisco TD:RE:d2 &

29 0.358041 cisco_fo:6E:d2 afronet_bi:ab:5c &
30 0.3I78360 afroner_b7:ab:5cC cisco TD:6E:d2

3L 0.462388 afroner_b7:ab!5c Broadcast
32 0.473953 Ccisco_f0:56:dD afronet_bi:ab:5c

2462 qn; Data, 2437, FH=0, Flags=.p..... TC
2462 gos pata, SH-5L, FH-0, Flags—.p....F.C

KRS, SEA SR PR X WLAN BIEEATE I H A 75721 EAP TATEMIAZ #
RRREA R (B IUE S — 20, A HMh L IeLimHl M 10 5 EAP [ H12A7
BN EPSET R AT WS TV PSSO E b e F

*apfMsConnTask 0: Jun 21 21:46:06.515: 00:40:96:b7:ab:5c
Association received from mobile on BSSID
84:78:ac:£0:68:d2

V- - IR ROR I RERE R

*apfMsConnTask 0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Processing RSN IE type 48, length 20 for mobile
00:40:96:b7:ab:5c

1--- WLC/AP 7ER /7 i BRI HIKBRTE R R IR T I PMKID A2 HIfE BT R

*apfMsConnTask 0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Received RSN IE with O PMKIDs from mobile
00:40:96:b7:ab:5c

V---PRONR S —IKKER, REGERAEA PMKID

*apfMsConnTask 0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c



Setting active key cache index 0 ---> 8

*apfMsConnTask 0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID
84:78:ac:£f0:68:d2 (status 0) ApVapId 3 Slot

V- -~ RIEREKIE A5 B A%

*dotlxMsgTask: Jun 21 21:46:06.522: 00:40:96:b7:ab:5
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 1)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.614: 00:40:96:b7:ab:5c

Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.614: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 2)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.623: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.623: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile

00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.630: 00:40:96:b7:ab:5c

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.630: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.673: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.673: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c

(EAP Id 3, EAP Type 25)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.843: 00:40:96:b7:ab:5c

Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c

Creating a PKC PMKID Cache entry for station



00:40:96:b7:ab:5c (RSN 2)
*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8
*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0
*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Adding BSSID 84:78:ac:£f0:68:d2 to PMKID cache at index 0
for station 00:40:96:b7:ab:5
*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: New PMKID: (16)
*Dotlx NW MsgTask 4: Jun 21 21:46:06.844:
[0000] 4e al 7f 5a 75 48 9c £f9 96 e3 a8 71 25 6f 11 dO
'--- WLC XA Pl g —A PMK 7K H, TEIXBLFIRAL OKC/PKC, ATEL PMKID i & KUK MAC
Hhb-E (BSSID 84:78:ac:f0:68:d2)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
PMK sent to mobility group

- -XANE PN PMR SRAE 5K H L RSB A RILPTE WL

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c

Sending EAP-Success to mobile 00:40:96:b7:ab:5c (EAP Id 13)

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PMKID

cache at index 0 of station 00:40:96:b7:ab:5

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: Including PMKID
in M1 (16)
'--- WPA/WPA2 4 KEFIIEFHMEE-1 B THITT hash HIEM PMKID

*Dot1x NW MsgTask 4: Jun 21 21:46:06.844:
[0000] 4e al 7f 5a 75 48 9c £9 96 e3 a8 71 25 6f 11 dO

1 ---IXM R hash H¥EZ G PMRID. T REMEES WPA/WPA2 4 RIEFEEME, R T FARTRNEE

HARMERMRE.

*Dotlx NW MsgTask 4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state

INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW MsgTask 4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK START state (message 2)

from mobile 00:40:96:b7:ab:5c



*Dotlx NW MsgTask 4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c

PMK: Sending cache add

*Dotlx NW MsgTask 4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01

*Dotlx NW MsgTask 4: Jun 21 21:46:06.889: 00:40:96:b7:ab:5c

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:46:06.890: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)

from mobile 00:40:96:b7:ab:5c

Xk, TR 7 im Al oyl GER T A 28 BN TN D) REAFAEYIIR
AL TR R AG ) PMKe B BRRIRCZ % P i B — MR8 B BN R,
PMKID ] hash B2 36T & P i) MAC Hihik, o4k 32 N 55 19 MAC Hiuhi- (WLAN ) BSSID),
AT N S E R PMK. R, BT PKC / OKC ZBA7FTA HITE Lk N AR RS s 5 P
MIELEE) PMK, 1% P (EED KBRS — N BRI %, AT hash 3RA3801)
PMKID, ME— 038 (B 08 i XA B I JEZR 2 S MAC Hiik

5 Ui V2 i B — ASET I TJC R e N AU IE T DRI SR MR B A, I AN g A R A
XN TELRAEN A — A7) PMK 1] DUR SRAB IS 22 4280, & 22 /E WPA2 RSN 15 BT
FHPU L PMKID; RN P A HTE T B8R 1 BSSID (B4 ) 1 MAC Hitik,
SR 5 25 vty BB UG PMKID HE4T hash, AT DARSRASCEE B ocBcid k. ML ANE
J B BIX AN R 5, Bt H e O AR R hash 1IX> PMKID (224711 PMK, &
Jum Y MAC HihE A O TE 2R N A MAC Hidik), I k3% B S BB M A PMKID LR . 22
T2 PMK 0] LAE R JE B — AR 713 B i %57 (Bkid EAP) (1) WPA2 4 IRIE F i F2 [1Fh
%!



Hoo  Line Source Leshratan gtz 1d Protocel  Channel frecuency lato
. OO - Cisco_f0: 2 F B ¥ 2237 Aarthentication, §

L0Ia18 Cisco fd Adroret_| 2437 Authentication,

5
i

A 4)
9 4,.45670993 airanet_k7 :al az 5 2437 anS Data, Su=4 . Flags=.p..
10 4. 467688 Adronet_br:ab:Sc Cizco_f5:4a:40 F8rac:FOr2azol  ED2.11 2227 QoE Data, SN=270F, ry=0, Fla Povans TC
« n |

T Frame 3z 201 bytes on wire (1808 bits), 201 bytes captured (1608 bits)
w

Radiotap Header w0, Lerngth 18
< LEEE 802,11 meassociation meguest, FIAgs! .aaseeiat
Type,/ Subtype: Reassociation Request {0070
@ Frame Control Ficld: OxXO00
L 000 000l 0011 1010 = puracion: ¥4 microseconsds
wecelver address: ¢isco F0:23:92 (B4:78zac:fli2az92)
pestination address: Cisco_f0:7a:92 (Bd4:78:ac:f0z2a:82)
Tranzmitter address: aironet_brzab:sc (O00:30:da:brrabk:ac)
Spurce address: Afronel_b7rabi:Sc (00:40:95:07 tabz3C)
pss 1d: Cisco fO:2a:9z (84:78:ac:F0:2a:92)
Fragment rumber: §
Sequence rumber: 2R
@ Frame check sequence: Oxd?O8de86 [coerecl]
= IEEE 802,11 wireless LaN management frame
4 Fixed paramerars {10 hyTes)
@ Tagged parameters {14% bytes)
[E Tag: SSID paraneter =at: WwAAZ-Caching
F Tag: supported mates 1, 2, 5.5, 6, 9, 11, 12, 1&, [Mbitssec]
= Taq: excended Supported Rates 24, 3§, 48, 54, [mbit/sac]
& Tag: rev Infarmatian
Tag Humber: RSN Information (382
Tag length: I8
HEN wersion: 1
aroup Cipher Swite: DD-0f-ac (Teee8071) AFS (TCM)
Pairwise Cipher Suite Count: 1
Pairwise cipher suite List 00-07-ac (Ieeef0Zl) aes (CoM)
auth key Wanagement (aer) suite count: 1
auth Key Wanagemant (kWY List 00-0f-ac (TeeeaD?1) WRa
REM Capabilities: OxO028
PMELD COunl: 1
FMELD L15T

3]

BE =

-

PAETD:

PRSI A JEFEIF By I 7oK B3 b ) SO HASR M, ) LLLLARTE Bt
2401 MAC HBMEE R, tgnmfl e e mzs (RSND FEITER, HAPBRTHRH T
ANRERAT WPA2 BEEAF S (PR e h i S )2 il e 4y 24 S5 21 PMKIDD

PAUF SR B2 R T OKC/PKC R 22 43 i 7 15N Jo 447 il s 60 0 ik s MR 22«

*apfMsConnTask 2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID

84:78:ac:f0:2a:92
V- - IX R PR R IE I RERE R

*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Processing RSN IE type 48, length 38 for mobile

00:40:96:b7:ab:5c
'--- WLC/AP TEZ /"I RO FRBE R o BT X #F PMKID ZHFMEE TR

*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Received RSN IE with 1 PMKIDs from mobile
00:40:96:b7:ab:5c

-—-F IR ESRBERAE T PMKID

*apfMsConnTask 2: Jun 21 21:48:50.563:

Received PMKID: (16)



*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c

Searching for PMKID in MSCB PMKID cache for mobile

00:40:96:b7:ab:5c
*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c

No valid PMKID found in the MSCB PMKID cache for mobile

00:40:96:b7:ab:5
1 -—-FRE PERA SRR EREN T E, WL AR IREI 5% P i 4t i AE LA PMKID. fH
&, BEAZHPITR PRC/OKC TIAR sk (BRI TFER) » wic £ARERE KNG BiHE— TN pPMKID
(ZFFH PMR, %735 MAC Hiht, FETELRIEAN S MAC Hiht)

*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Trying to compute a PMKID from MSCB PMK cache for mobile

00:40:96:b7:ab:5c

*apfMsConnTask 2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: BSSID = (6)
*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 90
*apfMsConnTask 2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: realRAA = (6)
*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask 2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: PMKID = (16)
*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apfMsConnTask 2: Jun 21 21:48:50.563:
CCKM: AA (6)
*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask 2: Jun 21 21:48:50.563:
CCKM: SPA (6)
*apfMsConnTask 2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c
*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Adding BSSID 84:78:ac:f0:2a:92 to PMKID cache at
index 0 for station 00:40:96:b7:ab:5c
*apfMsConnTask 2: Jun 21 21:48:50.563:
New PMKID: (16)
*apfMsConnTask 2: Jun 21 21:48:50.563:

[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9



*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Computed a valid PMKID from MSCB PMK cache for mobile
00:40:96:b7:ab:5¢
! ---HTH) PMRID AL 5% P miR AR I ILAS, ROAZ o Rt R R ffE B TR
Bred, PO Eg AT ARAT -

*apfMsConnTask 2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c

Setting active key cache index 0 ---> 0

*apfMsConnTask 2: Jun 21 21:48:50.564: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:92

(status 0) ApVapId 3 Slot
V- RBEXRBKEIESE P4, FERIET PRC/OKC RREE

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Initiating RSN with existing PMK to mobile
00:40:96:b7:ab:5c
1--- WLC &RE— N 5ERBIMEF PMK BN R A BN R SKBR R R 2 SP4%

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in

PMKID cache at index 0 of station 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570:
Including PMKID in M1 (16)

! —-—— hash [ PMKID &, & 7E WPA/WPA2 4 REBETFHES-1 5

*dotlxMsgTask: Jun 21 21:48:50.570:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

! ---X/M hash VAL JEH) PMKID. # TRHMEES wea/weA2 4 KEFE LM, R T HRERINE %

PIRAE R 2% .

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state

INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx NW MsgTask 4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c

Received EAPOL-key in PTK START state (message 2) from mobile



00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c

PMK: Sending cache add

*Dotlx NW MsgTask 4: Jun 21 21:48:50.590: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01

*Dotlx NW MsgTask 4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c

Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx NW MsgTask 4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)

from mobile 00:40:96:b7:ab:5c

WIEIFT7RTE debug [IFFUG, PMKID WA 20 7E R R R [ 25 7 b (1) B8 DG BT SR 2 5 B T B H oK
BRI AR R, N T IESE PMKID FIBEIAZEAE) PMK FITE T WPA2 4 (kIR T
FE R A B 2 2 AH AR T 58 s 22 42980 . AN ENRIE T debug {5291 cCckm & H; X
AFe N T BT CCKM, T2 QBT FTR ) PKC / OKCo  CCKM TEIX BLAAN A2 To 242 il 4% 1
AR e 1) 2, SR B T U5 PMKID FRIELIR R B0 24 R —

FlexConnect 5 F 3 /PN HLZFF (Opportunistic Key
Caching)

* MIEEFF IS T FlexConnect [PIIAEE R X AN 7%, AT NUIHTRTIA 2 54— FER) (4
BAEPATRE Z 2B NAE), BN mEHFRMN ELBEANSHATER T H—
FlexConnect 21 7.

* I ITEAN R TARLE A e i 2R A UE RIS OL R Cr DU R BlA % )
FARTEJRH T FlexConnect fEAHIIE, X EMWE EHHT— 5851 802.1X/EAP NIEIT 2.
Rl B AN SCREMOI A B L R ) FlexConnect TGZRHE A £ o

WPA2 E£3) /FENEAZFHIN R

* JLLRE A WLAN FERE B 75 B0 AE 2 PMKIDs, 1M /& R 75 2247 57— 0 WLAN A
WEIHIEE PMK. 2RJ5, PROLAZIELE H hash 1EFA PMKID (FEHE CEEERINHEM D, A
TIGUEPOE 22 AE T B, BN TR S A R R T EIX AN D IR



* IXHE, Jos it T DASRAT PR 22 48 35 21 7] — WLAN / SSID H ) — DT TSR AT
b, BMEMCKEA 5N TN R KT (5 ske BB A RD . R % kAT
¥4k 802.1X/EAP YIERLFEAITCLIRN i 2 e P B A B, I HLAE S ™ i I8 Ui OO PR 9 e
A TELIEN FIAT PMK A7 RR I, IXFEAEIX A WLAN FR %5 s () 2 i i 39T Y AN 5
BHPAT A BRAELRE T .

WPA2 3l /BENL A A7 B 57

* XM ITIEAGE R S AR T E RN RS R AV BRI, Jo g dm i 8% 1 ST A AT
HER P IR RIGH PMK. R, X B R TCEA R P A IR .

* AZEARAGE 802.11 ARHERE XI55, FTULEHFE WPA2 e A SCHF. (A, XAE
IR IZ R AEE

PEZ 285 802.11r prife

FTF 802.11r BT bt FIPLIE 22 48 iFH R (1 802.11 bRtk 1E iy 44 Mg BSS i3, HEAK
NFT), A& —NH IEEE 802.11 FrdfE IEAHLAELETC LR N fl] GEA RS EE B 2 BSS) A
AT B B R T, S IR E XL T T AR RIZETE WLAN B35 2 IR Gk . SR 1T,
BN — BRSNS, £ W TR EPOEEH E O 2 AR T R %, el
15 FH S mi A SCRS TR A3 R T2 2 —F1 VOWLAN RSB T .  H AT R DB % e FT
hig.

MR G137 BN & FE B At PR 7 VA SR 3R BE N B %, AR JE TR PMIKs
GAFPIAFI S L CEDREA AR MAE) NRiE 2 @i dt 72 rsnt. Fitk, T
MR AL T — AT s, DL T e S 5 72

802.11r Fr#fE 5 SKC 11 PKC/OKC AN[A], 2R A LA T ix 26 5 [«

* JETFIHE (U PMKID, ANonce Fl1 SNonce i) & ALE 802.11 B #r I8 E Wik AT 5w
W, AR EF OB . 5 PMKID 2217 VAR, £ (EH) REGH B 51 4 k3R
FHrBenr L. SR8 N 5 1R T R AR TE 2 7 oty 56 42 18 Ui/ B R IR 21X
AT TC AN AT

*CEPRMAE TR R T O RN, MRS (DS).

* 802.11r b B A H Z IR

* AR P IS U AR Z I GRS T 4 IR T 0 A B CAE ORI N5 4, PTK R GTK,
AFERFHERD, Wl B TX WPA2 [1] PSK & E, FA HZ7E 802.1X/EAP I T-IAIE
PIRHE . BA T EAP B 2 4 IRIBFACH AR, X N TRIIEHFER AL T F],



fEFX RN I3, 2400 WLAN JEAR B A 55— N e 2 N s ISR L I, To 2k /7 o
RPAT—MIERHINIE,  FEAESE TR —A> FT B ahiskrb M R T2k N i [ EAT PR 22 42
it

KREA S, AR ERIR AR SSID (FOy— M k552 ESS B, IfAb
HAHIE FT B TC RN L TCEAEN AR FT B ) PR E P 7 2, @ R T 4R
hA i E, e E A s s 4l HoZ, KRRt n] DRSO 2N s A S
Ko

PAN 2 PR IR GG F (2L«

* TSR 43 N P ity i SR RAE AR 55 4% IIRTIR 802.1X/EAP NIEF BEH (— HAMIERLTH,
2 MR S5 25 FERE BN I IE RS (LRI MIE8)) IRAEH —A MSK. GHAR T E—FE, XA
MSK {EN FT 2502 RGN T o 488 H WPA2-PSK T A~/ EAP SGE 7 VA%, PSK
FEAR 1% B MSK.

* XA MSK H AR AN £ 20 RO (PMIK-R0), X & FT S5 4H B IR EE M 1 55— 2 IR K 25
BHo 1XA~ PMK-RO H (185 A I A 35 2 o245 ) 4 1% 7 i o

* AR, ST £ R (PMK-R1), M PMK-RO JRZE, TG & &S
Ui A A RMK-RO [ G2 4% il 4 B i 3 K TR 4R e N R

* FT ZHZ IR0 28 =M R 5 2 IR E A2 PTK, AR N 802.11 [ SA# Hdimmii (25
LT WPA/TKIP B WPA2/AES At /792 XA PTK M PMK-R1 (1) FT _E7=2E 1K), 4 FT
R Ui FH G2 78 1 4 B TC RN A

VER: M4 WLAN 7 7 A1 St e B AN [R]) Can 3 32 1 e 262\ 3. FlexConnect B, Mesh),
WLAN HeAitli 5 it A% 16 A AL 3 3 R ) 77 At 2 AN o &L 2 7T RE 2 U B A A AR A
{HIRRASCHITE ], HiTH 25 H 3 H 2 RS G B e 3 N ORA U i IREEZEJ X T 1
IS FR L SEIEACRAEG, BRIAEN TR — N3 iR) #E, R 7R S AT R NI Al At e £ ORI
AT 853

T2 O RPGE BSS i

{E X R 575, ARATICZREEN f B SR — IR SRR AR & — A B Y WLAN [ UGAE R, Xt
INEAR S5 2510 802.1X/EAP AIELLFEAN 4 VK42 T 1) % BH A it REAE k106 B dfs ol 2 i R b 20Uk
A, IR IRECEHE BT s -



Mo, Time Source Drestination B551d Protocol Chennel freguency  Info
1 0.000000 Apple 15:39:32 «{Oisco tO:GB:d6 B FBIac;T0:6E:06  BD2.11 2462 Authertication, SK=5%7, FH=0, Flags

2 0. 000798 c151‘.ﬂ_1‘0:|5&:dE App___ 239:32 B4:TE-ac:T0:6E8:d8 BOZ.11 2462 authentication, SN=278E, Fr\'I-D. =
3 0,003228 Apple 15:39:32 Cisco_fO:6E:dé B 7B:ac;T0:;68:d6 BOZ, 11 2402 Association Regquest, Sw=38, FN-U, |
| £0.00B892 cisco FOIE8:dE  apple 15:32:32 B4:TE:acifOiSE:dE BO2.11 2462 Association RESponse, SN-2TE7, FN-I
5 0,011783 Cisco fO:68:dé Apple_1%:39:32 Bd:/B:ac:T0:08:¢0 EAP 2402 Request, Identity
6 0.04099¢ apple 15:39:32 cisco f0:6E:dé B4:7B:ac:T0O:68:d8 EAP 2462 Response, Identity
£ 0, 0B201 Cisco_fO:08:dd Apple_1%:39:32 Bd4:/8iac:T0:08:d0  EAP 2462 Request, Protected EAP (EAP-PEAP)
| B 0115531 apple 15:33:32  cisco fO:EB:dE  B4:7B:ac:fo:Ss:es Tusvl 2482 client wello
L 0,132004 Cisco_fO:68;dé  Apple_1%:39:32 B4 78ac:T0:68:00  EAP 2462 Request, Protected EAP (EAP-PEAP)
10 0.136062 apple_15:39:32 cisco_f0:66:dé6 Bd:7B:ac:T0:68:d6 Eap 2462 Response, Frovected EAF (EAF-PEAF)
11 0,151652 Cisco_fO:68;d6  Apple_15:39:32 B4;78:ac:T0:68:d06 EAP 2462 Request, Protected EAP (EAP-PEAP)
12 0.154937 apple_15:39:32 cisco_fo:€E:dé Bd:7B:ac:f0:68:d6 EaP 24562 Response, Protected ear [EAP-PEAFR)
13 0,159064 Cisco_fO:68:d6 Apple_15:39:32 B4 7B:ac:fl:68:d6 EAP 2462 Request, Protected EAP (EAP-PEAFR]
[ 14 0.169838 Apple_15:38:32  Clsco_f0:66:d6  &4:76:ac:T0:68:d6 Tuswl 2462 certificate, client Key Exchange, |
1% 0,180451 Cisco_fO:68:d6 Apple_15:39:32 sPBac:fl68: 2462 Request, Protected EAP (EAP-PEAFR]

2462 Response, Protecrted eas [BEAF-PEAF)

B4 7 6&
16 3.90B749 apple_15:38:32 Cisco_fo:EE:dE Bd:7B:ac:T0:68:
B4 7 6E 2462 Requast, Protected EAP [EAP-PEAR)

17 3. 96050 Cisco_fO:68:d6 Appla_15:30:32

888
583

20 3,958529 Cisco_fo:68:d6  Apple_15:39:32 Bd:7Brac:TO:68:d6 Eap 2462 Request, Protected EaAP (EAP-PEAP)
22 3.966771 Cisco_fo:68:da Apple_15:39:32 Bd:7B:ac:TO:68:06 EaP 2462 REqUesST, FroTected EAP (EAF-FEAF])
{23 3.07160% Apple15:38:33  Cisco FD:EE:dé  R4TRiacifO08R:dE TLsl 2462 application mata
24 3.97B519 (is5co_fO:68:d6 Apple_15:39:32 Bd:7B:ac:f0:68:06 EaP 2462 Request, Protected EAP (EAF-PEAR])
[ 25 3.981308 Apple 18:30:33  Cisco FD:EE:dé  BLTRacilO08RdE TLsl 2462 application mata

1 db  EAaP 5

26 3,9E799E8 Cisco_fO:68:d6 P 5 2 Bd:7B:ac:T0:65: 2-152 Succ&
27 3.980754 cisco I0:68:d6 & ac: 2 —

30 4, 006001 Apple 15: EBiac:T0:
31 4.010947 apple_15:35:32 IFvElm..t:-l "_‘IEI 00:00B4:TEzac: OBl BO2.11 24 EZ‘ 0os Dde SN=1L, FN-IJ Flags=.p...

L 1]

H Tag: msN Information
Tag Humber: RSW Information (48)
tag lengrh: 20
RSM Version: 1
+ Group Clipher suite: o0-0f-ac (LeeeB021) aEs (LM}
Pairwise Cipher Suite Count: 1
+ palrwise Cipher suite List 00-0f-ac (Lees802ZL) AEs (LCM)
Auth Key Management (4KM) Suite Count: 1
0 AUTH ey Management (AKM) L15T 00-0T-ac (leeeBD2L1) FI over LEEE B02.1%
T RSK Capabilities: Oxd00c

FEMIX AT

* YIE B EH BV R 5 ) WPA/WPA2 S A5 A [R], BT LA T R AT SRR 3 SCHF FT 1) WLAN
FERH X% I DT (R, 75— AN 2 . G0 b B TR R R s (R DG SR, Ay
TR B 802.1X/EAP _EFAT FT, FHiZeARiE T RNS {5 BRI AKM FEL.

* N EhEE R TR SR (FT —#62y), Hed T f ﬁ%ﬂ%%??%@%?fﬁ%ﬁ&ﬁﬁﬁﬁ
fEHRLis BSS Ioh I 5 BRI I 23 A JFUE /& @it 40 A R4t DS (FEABH 2 i@ i 25

* ONTAE FT I8 I AT FT E’Mﬁ?ﬂ ERBEHI—MEEILER (TZIKIFJQKJI @

FfPRIE BSS i PEEFE FTIED .

* HTEHZRGEWARE, FHERSEEAR R, FroBiE rma EFEREERRS
WPA/WPA2 4 IR AR F-ZAL, {B'E SBR[ P 2898 2 g AN A

KRS S, STEA SR IR X WLAN BT ATE I H Al 75721 EAP TATEMIAS #
RRREA R G RIS S — 20, @7 HAb— SR A 5 EAP [ 2%
B it o ZE T B GBS B AT T IR

*apfMsConnTask 0: Jun 27 19:25:23.426: ec:85:2£:15:39:32
Association received from mobile on BSSID
84:78:ac:£0:68:d6

V- -IXRE PR RIE I RERTE R

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32

Marking this mobile as TGr capable.

'--— WLCHHINEFHEH 802.11r &S]



*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Processing RSN IE type 48, length 20 for mobile
ec:85:2£:15:39:32

!--~ WLC/AP TR/ Ui ROR HIRERER R BL T B BISCRF FT RETIE B TR

*apfMsConnTask 0: Jun 27 19:25:23.427:
Sending assoc-resp station:ec:85:2£:15:39:32
AP:84:78:ac:£0:68:d0-00 thread:144be808

*apfMsConnTask 0: Jun 27 19:25:23.427:
Adding MDIE, ID is:0xaaf0

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to mobile

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending ROKH-ID as:-84.30.6.-3

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending R1KH-ID as 3c:ce:73:d8:02:00

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Including FT IE (length 98) in Initial Assoc Resp to mobile

*apfMsConnTask 0: Jun 27 19:25:23.427: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:£0:68:d6

(status 0) ApVapId 7 Slot O
1-—-—H T BRI HEREE, MSRERKEESAEF N (WHEMER) , ZEEHEMET I+

*dotlxMsgTask: Jun 27 19:25:23.432: ec:85:2£:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f:15:39:32

(EAP Id 1)

1--- EAPEIFIE, REREMFL—FHHZHRLTE

*apfMsConnTask 0: Jun 27 19:25:23.436: ec:85:2£:15:39:32

Got action frame from this client.

*Dotlx NW MsgTask 2: Jun 27 19:25:23.449: ec:85:2£:15:39:32

Received EAPOL EAPPKT from mobile ec:85:2f£:15:39:32
*Dotlx NW MsgTask 2: Jun 27 19:25:23.449: ec:85:2£:15:39:32
Received Identity Response (count=1) from mobile

ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.456: ec:85:2£:15:39:32

Processing Access-Challenge for mobile ec:85:2f£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.456: ec:85:2£:15:39:32



Sending EAP Request from AAA to mobile ec:85:2f£:15:39:32

(EAP Id 2)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.479: ec:85:2£:15:39:32

Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.479: ec:85:2£:15:39:32
Received EAP Response from mobile ec:85:2£:15:39:32

(EAP Id 2, EAP Type 25)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.627: ec:85:2£:15:39:32
Processing Access-Accept for mobile ec:85:2f:15:39:32

' -—- RADIUS RGBT /INILERE i

*Dotlx NW MsgTask 2: Jun 27 19:25:23.627: ec:85:2£:15:39:32
Creating a PKC PMKID Cache entry for station
ec:85:2f£:15:39:32 (RSN 2)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.627: ec:85:2£:15:39:32
Resetting MSCB PMK Cache Entry 0 for station
ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.627: ec:85:2£:15:39:32
Setting active key cache index 8 ---> 8

*Dotlx NW MsgTask 2: Jun 27 19:25:23.628: ec:85:2£:15:39:32
Setting active key cache index 8 ---> 0

*Dotlx NW MsgTask 2: Jun 27 19:25:23.628: ec:85:2£:15:39:32
Adding BSSID 84:78:ac:£0:68:d6 to PMKID cache at index 0
for station ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.628: New PMKID: (16)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.628:

[0000] 52 b8 8f cf 50 a7 90 98 2b ba dé6 20 79 e4 cd £9

*Dotlx NW MsgTask 2: Jun 27 19:25:23.629: ec:85:2£:15:39:32
Created PMK Cache Entry for TGr AKM:802.1x ec:85:2f:15:39:32

'--- WLC NIXME LR PMK ZFHR, FEABITARM 802. 1x ¥ FT, HTA PMKID KITHEMM T

TN S MaC Hilk (BSSID 84:78:ac:£0:68:d6)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.629:
ec:85:2f£:15:39:32 ROKH-ID:172.30.6.253
R1KH-ID:3c:ce:73:d8:02:00 MSK Len:48 pmkValidTime:1807

1 -——5E X T ROKH-ID f RIKH-ID, Dl PMK Z27FH B

*Dotlx NW MsgTask 2: Jun 27 19:25:23.630: ec:85:2£:15:39:32

PMK sent to mobility group

' -—-XAEIRE FT PMK 8475 HTE WLC FTEERB A PR



*Dotlx NW MsgTask 2: Jun 27 19:25:23.630: ec:85:2£:15:39:32

Sending EAP-Success to mobile ec:85:2f:15:39:32 (EAP Id 12)

*Dotlx NW MsgTask 2: Jun 27 19:25:23.630: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PMKID

cache at index 0 of station ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.630: Including PMKID in
M1 (16)
'--- hash JGf) PMKID G3EFE T BH] FT 4 KEFHEE-1 %

*Dotlx NW MsgTask 2: Jun 27 19:25:23.630:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba dé6 20 79 ed4 cd £9

*Dotlx NW MsgTask 2: Jun 27 19:25:23.630: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2£:15:39:32 state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.0

1--- WLC/AP R FT 4 KEFHER-14F 5

*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32
Received EAPOL-Key from mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32
Received EAPOL-key in PTK START state (message 2) from
mobile ec:85:2£:15:39:32

1 -—-Z P h R ERE] T FT4 REFHIREE-2

*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32
Calculating PMKROName

1———3+E T PMKROName

*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32

DOT11R: Sending cache add

*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: Adding MDIE,
ID is:0xaaf0
*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32
Adding TIE for reassociation deadtime:20000 milliseconds
*Dotlx NW MsgTask 2: Jun 27 19:25:23.639: ec:85:2£:15:39:32
Adding TIE for ROKey-Data valid time :1807
*Dotlx NW MsgTask 2: Jun 27 19:25:23.640: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01
- —-FEEFTRELSUT-R 7] MDIE, TIE, M ROKey FABE MM AHHZ)E, wLc/AP RIZFT 4 REFESTX



HHREER-3 A%

*Dotlx NW MsgTask 2: Jun 27 19:25:23.651: ec:85:2£:15:39:32

Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:25:23.651: ec:85:2£:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2£:15:39:32

--- R PR EREI BRI FT 4 KEFHGEE-4, Bl TERBANZE. WURESTEERN SRS
I .

Hre N TR THEI LR AL 802.11r/FT HIHI L, BR 7 IR% /o, B 75 2PN
FEITE FT FHA .

FHEXT WLAN 046 RBRAE F WPA2-PSK $1AT FT (IS (9 PIUEUE B A% - Gt A2
802.1X/EAP J77K), & T TLLRH N mi ) SRH [ 5 iyik i onPid BSS IR EE LR (Fise).
—LUEHAT FT 4 AR T2 B85 B BoR ok

Me.  Time Source Destination B55 Protccol Charnel frequency  Info

ion Response, SkheX69, Fu=l, F

] HEHTR 2 Eey (Message £ oof 43
0, 07 700 nnph: AEEELEET] _fFFi1s: ciBzac:Fh:od:dd  BOL.11 Jbs QoF Data, ak=!, FH=0, Flags=-

=+ Frame 4; 249 bytes on wire (1992 bits), 249 bytes captured (1992 bits)
4 radiorap neader w0, Length 18
@ IEEE E02.11 association Response, Flags: ..
= TEEE B0, 11 wireless LaN management frame
= Fixed parameters (6 Bytesl
+ tapabiliries nformation: 0x043L
sratus code: successful (Ox0000)
Co00 000G QD00 007 = Association TH: 0x0007
= Tagged parameters (1%/ bytas)
+ Tag: Supported ravtes LB}, 2(8), 5.5(8), L1{8), &6, 9, 12, 18, [Mbit/sec]
Tag: Extended supported rRates 24, 36, 48, 54, [Mbit/sec]
Tag: HT Capabilities (802.11n ol.10)
Tag: HT Information (80Z,11n 01,103
Tag: vendor Specific: Microsof: wMs/WME: Parameter Element
Tag: Mobllity pomain
Tag Mumber: Mobility Domain (34)
Tag length: 3
mobility Domain Identifier: Dxfoaa
F1 CapaoiTity and Poldcy: Ox00
... ...0 = FasTt BSS Transition over DS: QxdD
Resource Request Protocol Capakbil+d
T F Transition
Ta] MUMDEr: FAST 855 Iransition (55
Tag length: 98
MIC Control: Ox300
Q000 QU0 ...y e... = Element Court:
MIC: Q000000000333 0000003330000003300
anonce: Q00000000000000000200000000000000002000000000000. ..
SNonce : G00000008300000000000000033300000033300000003000. . .
Swuhalement Tn: PRK-RO kay holder identifier (ROKH-TD) (3]
Length: 4
FME-RO key holder identifier (rOem-100: 2544035006373
subelement ID: PRE-RL key holder identifier (RLKH-ID) (1)
Length: &
FMK-R1 key holder identifier [RIRE-ID): 3cced3d80200

Sssceelz

1 =l

*apfMsConnTask 0: Jun 27 19:29:09.136: ec:85:2£:15:39:32
Association received from mobile on BSSID

84:78:ac:£f0:68:d4

*apfMsConnTask 0: Jun 27 19:29:09.137: ec:85:2£:15:39:32



Marking this mobile as TGr capab

*apfMsConnTask 0: Jun 27 19:29:09.

le.

137: ec:85:2£:15:39:32

Processing RSN IE type 48, length 20 for mobile

ec:85:2f£:15:39:32

*apfMsConnTask 0: Jun 27 19:29:09.
station:ec:85:2£:15:39:32 AP:84:
thread:144be808

*apfMsConnTask 0: Jun 27 19:29:09.

ID is:0xaaf0

*apfMsConnTask 0: Jun 27 19:29:09.
Including FT Mobility Domain IE

assoc Resp to mobile

*apfMsConnTask 0: Jun 27 19:29:09.

Sending ROKH-ID as:-84.30.6.-3

*apfMsConnTask 0: Jun 27 19:29:09.

Sending R1KH-ID as 3c:ce:73:d8:0

*apfMsConnTask 0: Jun 27 19:29:09.

Including FT IE (length 98) in I

*apfMsConnTask 0: Jun 27 19:29:09.
Sending Assoc Response to statio

(status 0) ApVapId 5 Slot O

*dotlxMsgTask: Jun 27 19:29:09.141:

Creating a PKC PMKID Cache entry

ec:85:2f:15:39:32 (RSN 2)

*dotlxMsgTask: Jun 27 19:29:09.141:

Resetting MSCB PMK Cache Entry 0

ec:85:2f£:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.141:

Setting active key cache index 8

*dotlxMsgTask: Jun 27 19:29:09.141:

Setting active key cache index 8

137: Sending assoc-resp

78:ac:£0:68:d0-00

137: Adding MDIE,

137: ec:85:2£:15:39:32

(length 5) in Initial

137: ec:85:2£:15:39:32

137: ec:85:2£:15:39:32

2:00

137: ec:85:2£:15:39:32

nitial Assoc Resp to mobile

138: ec:85:2£:15:39:32
n on BSSID 84:78:ac:f0:68:d4

ec:85:2£:15:39:32

for station

ec:85:2£:15:39:32

for station

ec:85:2£:15:39:32

---> 8

ec:85:2£:15:39:32

--=> 0



*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2£:15:39:32
Adding BSSID 84:78:ac:f0:68:d4 to PMKID cache at

index 0 for station ec:85:2f£:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: New PMKID: (16)

*dotlxMsgTask: Jun 27 19:29:09.142:
[0000] 17 4b 17 5c ed 5f c¢7 1d 66 39 e9 5d 3a 63 69 e7

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2£:15:39:32

Creating global PMK cache for this TGr client

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2£:15:39:32
Created PMK Cache Entry for TGr AKM:PSK

ec:85:2f£:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2£:15:39:32
ROKH-ID:172.30.6.253 R1KH-ID:3c:ce:73:d8:02:00

MSK Len:48 pmkValidTime:1813

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2£:15:39:32

Initiating RSN PSK to mobile ec:85:2£:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2£:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d4 in

PMKID cache at index 0 of station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: Including PMKID

in M1 (16)

*dotlxMsgTask: Jun 27 19:29:09.142:
[0000] 17 4b 17 5c ed 5f c¢7 1d 66 39 e9 5d 3a 63 69 e7

*dotlxMsgTask: Jun 27 19:29:09.143: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f£:15:39:32
state INITPMK (message 1), replay counter

00.00.00.00.00.00.00.00

*apfMsConnTask 0: Jun 27 19:29:09.144: ec:85:2£:15:39:32

Got action frame from this client.

*Dotlx NW MsgTask 2: Jun 27 19:29:09.152: ec:85:2£:15:39:32

Received EAPOL-Key from mobile ec:85:2£:15:39:32



*Dotlx NW MsgTask 2: Jun 27 19:29:09.153: ec:85:2£:15:39:32
Received EAPOL-key in PTK START state (message 2) from

mobile ec:85:2f£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:29:09.153: ec:85:2£:15:39:32

Calculating PMKROName

*Dotlx NW MsgTask 2: Jun 27 19:29:09.153: Adding MDIE,

ID is:0xaaf0

*Dotlx NW MsgTask 2: Jun 27 19:29:09.153: ec:85:2£:15:39:32

Adding TIE for reassociation deadtime:20000 milliseconds

*Dotlx NW MsgTask 2: Jun 27 19:29:09.153: ec:85:2£:15:39:32

Adding TIE for ROKey-Data valid time :1813

*Dotlx NW MsgTask 2: Jun 27 19:29:09.154: ec:85:2£:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2£:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter

00.00.00.00.00.00.00.01

*Dotlx NW MsgTask 2: Jun 27 19:29:09.163: ec:85:2£:15:39:32

Received EAPOL-Key from mobile ec:85:2£:15:39:32

*Dotlx NW MsgTask 2: Jun 27 19:29:09.163: ec:85:2£:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)

from mobile ec:85:2f:15:39:32

i H] 802.11r, X WLAN [IHIEERIER N T AE U T BRI FEAS B, IR e pid 22 4
VBT 0% LR X AE 2% 7 i T A6 12 i (R I A8 FT B INHBAN L EE 46 1 802.1X/EAP,

PR BRESAT A RS, G TRV 802.11 THBURGIEFIE T ST (FEA
TEAEN R SR TE E D, HERN 7 AE 4 I TR s FT 15 B U AE BEHT I 3)

S

THRER T2 DT A 802.1X/EAP 22 &= — MR BSS iV . & 1% P i R % 2
TR ST R GVAEM, KRB TFE FT MR R F W FT S B k. X2
NT ARG LN SR PTK (FET PMK-RD) . mm R Bon TWERERTE, NTE
B P it A2 AT B T SR I R G S B0 E 1 2 PR BSS i :



M. Tirme Spumce Cestination B551d Protocol  Chenne Frequency  [nfo
1 0. 00000 Apple _13:39: 12 Cisco_Fd:2a:96 EBd:TH:ac:F0:2a:096 EOZ.11 2437 authentication, S\l—iDS! Fa=0, Flagu=

= Frame 1: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits)
@ Radiotap Header w0, Length 18
= IEEE BOZ,11 avthentication, Flags: ........C
H LEEE BDZ.11 wireless LAM management fra.me
= Flxed parameters (6 byTes)
authentication Algorithm: Fast BESS Transition [

authentication SEQ; OxOhl
sratus coder successtul (Ow0O0O)
= Tagged parameters {146 bytes)
= Tag: RSN Information
Tag Humber: RSk Information (483
Tag length: 38
rsN version: 1
@ Group Cipher suice: 00-07-ac (TeeeB0Zl) AES ([CCM)
Pairwise Cipher Suite Count: 1
& Pairwise Cipher Suite List 00-0f-ac (IeeeB021) AES (CCM}
suth key management (awM) suite cownt: 1
B auth Key Management (ake]) List 00-Of -ac (IeeaS021) FT owver L[EEE 802.1x
@ RSH Capabilities: D=
PMKID Cownt: 1
ElFMKID LisT
PMKID: 33a9¢E20f03259bcbal 08T 2009334647
= Tag: Mobility Domain
Tag Mumber : Mobility Domain (547
rag length: 3
mobility pomain rdentifier: owxfoaa
FT Capabkility and Palicy: 0x00
seee 2.0 = Fast BSS Transition over DS; Q=00
saas ool = RESOWrCe Reguest Protocol capabiliTy: Oxoo
Tag: Fast BsS Transition
Tag Mumber: Fast BSS Transition {5%)
Tag length: 88
MIC Comtrol: gwd0o0
ooo0 Q000 ..., .... = Element count: 0
MTC: GOOD0000G00000000 000000000000 000
ANonce ;  DOO0OGA00N00GCODDNOTGCDN00MGCDDDOGHDD000T, . .
sHonce: BFLEFOCOBE0LG013fecd0aa0EETa0079f BECICaechetldz. ..
subelement IpD: FME-RO key holder fdentifier (ROke-1D) (33
Length: 4
FME-R key holder ddentifier [ROKH-TO): % 254%026°000% 574

NTHI A& 802.1X/EAP ) FT &7 F44F A AE I 1) il

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2£:15:39:32

Doing preauth for this client over the Air
V- - - BNEANE B S AT FT RS 248U, PATMBUAE, FOAE i@ ORIESAH
RN ABPAER RILERT FT FERBEEFRBIFRZ 5D

*apfMsConnTask 2: Jun 27 19:25:48.751: ec:85:2£:15:39:32
Doing local roaming for destination address

84:78:ac:f0:2a:96
- --RRBEHIB SRS RERF RO AP BUT — AN AMIBIEM

*apfMsConnTask 2: Jun 27 19:25:48.751: ec:85:2£:15:39:32
Got 1 AKMs in RSNIE
*apfMsConnTask 2: Jun 27 19:25:48.751: ec:85:2£:15:39:32

RSNIE AKM matches with PMK cache entry :0x3

1--- WLC \Z/IRERIREI—1 MK (FEIXE N AKM) , HEFFHIX/NE IR PMK TLAD

*apfMsConnTask 2: Jun 27 19:25:48.751: ec:85:2£:15:39:32
Created a new preauth entry for AP:84:78:ac:f0:2a:96
*apfMsConnTask 2: Jun 27 19:25:48.751: Adding MDIE,

ID is:0xaaf0



!--- WLC ARXMELEA R st Qg — M BAERE, A& E MDIE R

*apfMsConnTask 2: Jun 27 19:25:48.763: Processing assoc-req
station:ec:85:2£:15:39:32 AP:84:78:ac:£0:2a:90-00
thread:144bef38
*apfMsConnTask 2: Jun 27 19:25:48.763: ec:85:2f£:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:£0:2a:96
1 ---—HZ P wic/Ap SIERMEMIE R, MERBEFRKIFER, Z B H TREAN R el
BFIXAMER.

*apfMsConnTask 2: Jun 27 19:25:48.764: ec:85:2f£:15:39:32

Marking this mobile as TGr capable.

*apfMsConnTask 2: Jun 27 19:25:48.764: ec:85:2£:15:39:32
Processing RSN IE type 48, length 38 for mobile
ec:85:2£:15:39:32

*apfMsConnTask 2: Jun 27 19:25:48.765: ec:85:2£:15:39:32
Roaming succeed for this client.

1 -—-Z PN PR FT PROE R 2B IR R II

*apfMsConnTask 2: Jun 27 19:25:48.765: Sending assoc-resp
station:ec:85:2£:15:39:32 AP:84:78:ac:£0:2a:90-00
thread:144bef38

*apfMsConnTask 2: Jun 27 19:25:48.766: Adding MDIE,

ID is:0xaaf0

*apfMsConnTask 2: Jun 27 19:25:48.766: ec:85:2£:15:39:32
Including FT Mobility Domain IE (length 5) in
reassociation assoc Resp to mobile

*apfMsConnTask 2: Jun 27 19:25:48.766: ec:85:2£:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:96

(status 0) ApVapId 7 Slot O
V- RIZEFREREEAE N, A FT B3 IE

*dotlxMsgTask: Jun 27 19:25:48.769: ec:85:2£:15:39:32
Finishing FT roaming for mobile ec:85:2f£:15:39:32

1-—- FT8WER, BhidT EAP @ (BHEHAMMENEERTER) , &/ HOLW URE NS FEEmMEX

4~ AP

*dotlxMsgTask: Jun 27 19:25:48.769: ec:85:2£:15:39:32

Skipping EAP-Success to mobile ec:85:2f:15:39:32

RN 1B ] WAP2-PSK 2 4 PRIE BSS I, ME T T BRI N RUKIE SR i



1 85 i BT ORI [ = T, SRB ST 2 I 5% FT SZH4a 1Y -

No. Time Source Destination B85S Id Protocol Vcihannerlriruency Info

2 0.004548 Cisco_f0:2a:94

3 0.009178 Apple_15:39:32 Cisco_T0:2a:94 :T0:2a: 4
4 0.016183 Cisco_f0:2a:94  Apple_15:39:32 84:78:ac:f0:2a:94 802.11 2437 Reass(

4y LU

= IEEE 802.11 wireless LAN management frame
# Fixed parameters (6 bytes)
= Tagged parameters (274 bytes)
Tag: Supported Rates 1(B), 2(B), 5.5(8), 11(8B), 6, 9, 12, 18, [mbit/sec]
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: HT Capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: vendor Specific: Microsof: wMM/WME: Parameter Element
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
@ Group Cipher suite: 00-0f-ac (Ieee8021) AES (CCM)
Pairwise Cipher Suite Count: 1
@ Pairwise Cipher Suite List 00-0f-ac (Teee8021) AEs (ccm)
Auth Key Management (AKM) Suite Count: 1
% Auth Key mManagement (AKM) List 00-0f-ac (Ieee8021) FT using PSK
@ RSN Capabilities: 0x0028
PMKID Count: 1
& PMKID List
PMKID: 7e370d965e054df50819b135febc3424
[ Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: OxfOaa
FT capability and Policy: 0x00
ve.. ...0 = Fast BSS Transition over DS: 0x00
.... ..0. = Resource Request Protocol Capability: 0x00
[ Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 133
MIC control: 0x0300
0000 0011 .... .... = Element Count: 3
MIC: 1debab4b84d8283e16959fee90b1256b
ANonce: b6eddf22092867178d96aee8fadbe73f21bc2258e5¢c95fd7. ..
SNonce: 776c4¢9a365e9a165e940b5fb5fea017017a0bd342chd343. ..
Subelement ID: PMK-R1 key holder identifier (R1KH-ID) (1)
Length: 6
PMK-R1 key holder identifier (R1KH-ID): 3cce73d80200
Subelement ID: PMK-RO key holder identifier (ROKH-ID) (3)
Length: 4
PMK-RO key holder identifier (ROKH-ID): \254\036\006\375
Subelement ID: GTK subelement (2)
Length: 35
Key Info: 0x0002
........ veve +.10 = Key ID: 2
Key Length: 0x10
RSC: 0000000000000000
GTK: 6487b855fc7dc16749e3b73c487cb130d0fcif234albe851

DIEEEEE

N fEHT PSK ) FT i@ A R AR R, X 5] 802.1X/EAP I AL

*apfMsConnTask 2: Jun 27 19:29:29.854: ec:85:2£:15:39:32

Doing preauth for this client over the Air

*apfMsConnTask 2: Jun 27 19:29:29.854: ec:85:2£:15:39:32
Doing local roaming for destination address

84:78:ac:f0:2a:94



*apfMsConnTask 2: Jun 27 19:29:29.854: ec:85:2f£:15:39:32

Got 1 AKMs in RSNIE

*apfMsConnTask 2: Jun 27 19:29:29.854: ec:85:2f£:15:39:32

RSNIE AKM matches with PMK cache entry

:0x4

*apfMsConnTask 2: Jun 27 19:29:29.854: ec:85:2f£:15:39:32

Created a new preauth entry for AP:84:78:ac:f0:2a:94

*apfMsConnTask 2: Jun

ID is:0xaaf0
*apfMsConnTask 2: Jun
station:ec:85:2f:15

thread:144bef38

*apfMsConnTask 2: Jun

Reassociation received

84:78:ac:f0:2a:94

27 19:29:209.

27
:39

27

19:29:29.
:32 AP:84:

19:29:29.

*apfMsConnTask 2: Jun 27

Marking this mobile as

*apfMsConnTask 2: Jun 27

19:29:29.868:

854: Adding MDIE,

867: Processing assoc-req

78:ac:£0:2a:90-00

867: ec:85:2£:15:39:32

from mobile on BSSID

ec:85:2f£:15:39:32

TGr capable.

19:29:29.868:

Processing RSN IE type

ec:85:2f£:15:39:32

*apfMsConnTask 2: Jun

Roaming succeed for

*apfMsConnTask 2: Jun

station:ec:85:2f:15:

thread:144bef38

*apfMsConnTask 2: Jun

ID is:0xaaf0

*apfMsConnTask 2: Jun

48,

27 19:29:29.

this client.

27 19:29:29.

27 19:29:29.

27 19:29:29

Including FT Mobility Domain IE

length 38

39:32 AP:84:

ec:85:2f£:15:39:32

for mobile

869: ec:85:2£:15:39:32

869: Sending assoc-resp

78:ac:£0:2a:90-00

869: Adding MDIE,
869: ec:85:2£:15:39:32
(length 5) in

reassociation assoc Resp to mobile

*apfMsConnTask 2: Jun 27 19:29:29.870: ec:85:2£:15:39:32

Sending Assoc Response to station on BSSID

84:78:ac:f0:2a:94

(status 0)

ApVapId 5 Slot 0



*dotlxMsgTask: Jun 27 19:29:29.874: ec:85:2£:15:39:32

Finishing FT roaming for mobile ec:85:2f£:15:39:32

BTN, —EB5 WLAN IR PROE BSS S I TFan i, 12 (i AN 75 L1 4 Aot
CE P T IR SEAIE, AN R ICR GOAIE, FRIBARK, O REkm ) A
RN FT 4 URT, DA PTK CRRRINE 91D A GTK (AH$R/ FRina 91D,

AT R E T X AT e 2 G B R AN 4 IR TFRERE,  JF HaX i) FT N A A
P JEAS - 54 F 802.1X/EAP BX PSK 12 4 1 7 VA B —FE . i BT, Fe B IX )2 AKM
FB EREMSNE S AT I FT A& PSK R 802.1X. [,  TEVE R K2 X DY AN g o i i 1%
BRI ERADE 2GRS, ERE SR Pt FT I8 BAER P b Al WLAN ZEfil
B WTIR RS I B i 7 802.11r HITEHL T -

BT 700 R G HIPUE BSS T

802.11r ARiE SOV 5 —FhbRak BSS YIRS, Forb FT I8 th% /i ST I C R RN UK
AR, T g B ) DS (ARG, A RERL S M ARG T, AT
FT AT B, PSR A HES 25 B 00 78 10 AN A2 T FTBCR B A IE M

HA b, — PR R S T AR MR A L, PR TR I TS
Rk A FT ATEN RN M A T A A . % 3R H R TE4E A A BSSID
AR TR FT BRIy . G T\ Al DS REEER I FT 7R R E H
PRI A G RSB A R, HARTA A S R % A FT 4720 B2
P (BT DS, B EOEI A URIEFIE P . — FIKFD ET AT AN SRR,
SRSER T FT B %A A T B KR B H AR AP CXAMEMBEEIL D, 3
FOTE ke N SR R S 2, AR A IR 2 .

B2, PUADURI SR BSS R RBTRI N S, (K B TP ARG E L FT
(BRI, H ELBR A RS AT A AU F BRGS0 2 AT S
R 7 ALIE I T 802.1/EAP I PSK PR 42 42 715, I L RITELE b S S ¢ (LA,
B DS (928 B WA AT LI K % OB PSS RIAT (I ELBS BRI
A L RA LD, FTAEASCR AR BRI B T 7T BLAEA T FRSBAL DS Ab
FE BSS AT AT B AR



Current Target

A AP AP

Successful (secure) session & Data transmission>

STA determines it must transition to the Target AP

FT Request (STA, TargetAP, RSNIE[PMKRONﬂme]th)IE. FTIE[SNonce, ROKH-!%

FT Response (STA, TargetAP, RSNIE[PMKROName], MDIE,
FTIE[ANonce, SNonce, R1KH-I}, ROKM-1D))
¢ - s
Time between FT Request and Reassoclation Request must not exceed
Reassoclation Deadline Time

Reassociation Request (RSNIE[PMKR 1Name), MDIE,
ETIE[MIC, ANonce, SNonce, R1KH-ID, ROKH-ID], RIC-Request)

Reassociation Response(RSNIE[PMKR1Namej, MDIE,
FTIE[MIC. ANonce, SNonce, R1KH-ID, ROKH-I1D, GTK[N]]. RIC-Response)

>

802.1X Controlled Port Unblocked, Successful (Secure) Session & Data Transm'tss'a

FlexConnect 5 802.11r Frt

* MIETEIR R T FlexConnect WS R I T7 V%, AT AUNRTFTIA 2 584 —FEH) CHBLERAT PR
AR, FF H25 5 i 208 i B (1) TC 2N s A 75 228 T-[Rl— 1 FlexConnect 4H..
* XA TTIE R SIS oA 1 A R R HR I DGR I B (5 A R A FH G SR B3 A b
HBETLL), WIRARYT FlexConnect AL B AT ARIAIERTE, XA TEHARE T/E. BRIHASL
FE e N\ 5 LAETE FlexConnect Sl a7 15K

802.11r Fr#ERIL K

* X P52 |EEE 1E 802.11 ARifE/E N—AMEIESE (802.11r Anifl) B & SLHIEE — ML H %
FIE RGN TITVE, XL FT BRI SEIL RSB A FH) 7, ANaA AR R

* 802.11r bRt 24N H A HE ARG MR TR GBS DALE DS, f#F] 802.1x/EAP )%
SR PSK 224t .

* TJLR A P AT PR 2 42 I B AH R WLAN / SSID R HI—ASBiII ek BN i, BME MR %
HH5IZA AP KPR B, ATHFELRAEZ 1 PMKIDs.

* XSRS AN 2 AR i (1 U7 i RIS A PSK L AU VR V2 i, 8 S 7E WPA/WPA2 PSK
Z SN BT 7R B 4 IR T o X AMIGE &2 48 U 7V H RO T 1T
fiz 88 4, 802.1X/EAP IR T fe s {HJE, X T PSK Z24ni@ i HAE ki, 18 802.11r T /2 4
T aEFER.



802.11r FrHERIBR

* SERR ESCREIUSE BSS IEMI AR S Ini &AE, HERZHUEO T, ENHALRIE
] 802.11r FrifE AT FHIIHIAR

* DRIONIX SE B AR AR R, A RN B LA PR AR I R A SR, B R 2 1) RS
F, KRR AT REH LS

* MIETINLE WLAN / SSID SRAF AT FT Ak m i, 84 R G SCHF 802.11r FRifk o4k
& P i ] DUE B EIX AN WLAN/SSID. FT IR BT P bk Ui AN & vk i, RN
CRF 802.11r FRIEMIICL P i W 0GB B — A MK A BCE FT () WLAN/SSID.

2w

*AHILAE, B A REE B T RIS AR R, AR A IR RCIE R
o — BRI E MAZE N R, &4 = R R Bl

* AR EEN RS, 7E WLAN/SSID #5351 A sRBE I i, N 1 s WLAN g i 72
AH T P BRI R WA W B 2 ARSI, B T4 I iR vT LA,
MTETCLR N R NS %, TE R IREARMIZ /T, & i A JC R HEN i R 5 B ] B AL
WIS e T 75 G A BT T LA T (G P I R oA E I, T2k N I IR o e
i, FEOCEKIER, MEFRBEEIED. Kk, SREEAEIE. WIREERENE LN
38 2138 i 1) L, R AT AT AT T8 i VA T DA, RE M H2 L WLAN /SSID
)W B AR TR 1318 G o8& i AR Sl fE T N iU 7 6 5 2 [R)I Ii

* 802.11r/FT 5 WPA2-PSK —i2, MIikEG T 4 KI2F, MR T 24802, IEascRyf
802.11r FrEHS 7 BT RERT .

* B PUE 2418 T VR REAE FlexConnect 2R3 N\ i (R T A T4E.

* BT (78 5 B I s IR i, (H I AR D AR 44 B AR TC 2R 75 P il LA Sl A 75 SR
BLSEIL AR TS, 2T EE WLAN Bl it SCREFTA v FH 17775 BRI, AR 0 i 3
REE Y WLAN/SSID [IITCEREE F i PR BT SCRE M B (1 773 folin, {ESELein B, f&nTRE
FEONERILL 1P BIEEIE—1> CCKM [ WLAN/SSID CE 324 WPA2/AES Al CCKM, {H AL
FF 802.11r A5ifE), SRJ5 ASCHF 802.11r/FT PRt 22 48 i 77 v 1) 2% 7 i B — A WPA2/AES [1)
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