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SRR SO A A0 (PR 2R 2 Posture) o DUAE7E NAC 4%

R T L R AR A DI fRe .

JRFISE I HAERL T 802.1X TAIE, Zi&L4ix iy (WLC) &SIl T 3) £ i
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JR SCBERE . Wireless BYOD with Identity Services Engine

2. BEMEX

. TRV

ASSCRA IR B AT B (0 P i 3R BGE 174> BYOD AE o2k M 45 1) 17 i 37
S5t I ISE SEHLAUE AU IC B 1 75

o TEAMF

DU S A SRS FH 20 1 152 2% 202 R A 42 R0 A5 L
o JIRILLFEHISE 2504 5% 2106, FAFMA 7. 2. 103
o AHHl Catalyst3560-8 I
e ISE 1.0 MR(VMware server image version)
o Windows 2008 R45%% (VMware i) - WAF 512M, M 20GB
o Active Directory

o DNS
o DHCP
o CAIFPFIRS %8
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o M
R AR BN 44 0 L B IP ik A
[ SEIDY: Guest b

Becoess Point

S5I01: Dotlx
BYOD-Datlx

Ggo 1 2 3

E § MGT 10,10.10.5 \{:] I::":]

sdriny Criealldd

a ﬁ Usermame/ Pasvaord . D DD DD D T
=3 Gigll 1

clseny cisco Fagfl 2 3 4 5 6 7 B
I =8
il m Corporate Employee/
’ Contractor/Personal Devices
Wiktware Host
Nig1/Wmneth = DHCP
WA R IP Hh ik BxRER
VMware Host 10.10.10.2 | ‘2¢%% ISE W B HRINLIR S 2%
Wireless LAN Controller 10.10.10.5 | &= 28
Identity Service Engine 10.10.10.70 | admin/defaultlA
AD/DNS/DHCP/CA Server | 10.10.10.10 | ‘%% AD/DNS/DHCP/CA ] 2008 /it 4%
o

3. 7 ISE hAIgpyEsA -

FEfRT L1 PoC AR H, Active Directory AN/ 75 K. 1SE nJ LUl 4505 473 560 31
el e, T T B 07 I 42 T AN 45 AN ) SR s 4 7l

7E I1SEL.0 WA, ISE W LA ] AD (1200 ) J@ PR REAT 42 AL o T SR A FH P 3 P

(REERCAD) BEATIRAL, H P A5 BASRE A& 415 B IR GXANE ISELL

e AR, I A AT AN P, Lean employees 5% contractors R RLAIT - 4H
A B HEAT A5 AL

LW 3

1). I SRR 5 18] https://<ISE [¥) 1P Huhik> .

2). 3t Administration > Identity Management > Identities
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'.':]f,'é!:'.' Identity Services Engine

PO L e R Administration v

4

ofa System 5 Identity Management

Deploymeant %
: Licensing Groups \

Identities Certificates External Identity Sources
=

L

3). #E#E Users, 5 i Add (Network Access Users). %A LL R S5 B

o Name: employee
o Password: XXXX

P R T R ST | Administration v

«%»System S Identity Management  [jjjj Network Resources |24 Guest Management
(' Identities Groups External Identity Sources Identity Source Sequences Settings

Identities Network Access Users
(T ;':') ,;-’ Edrt @ms«m -

;:..,..’ . Status Name

»

. Endpoints ’

£y Home  Monitor »  Policy » Administration v

% System | T identity Management | i Network Resources  [2& Guest Management
. ]

Identities Groups External Identity Sources Identity Source Sequences Settings

|
ldentities F Natwork Access Users > New Network Access User
* Network Access User

C L)

o g2 |
- l ?ﬂ‘. “Name  |employee F Status
(& Endpoinis » Emall |

* Password

S —

* Re-Enter Password [—-— |

¥ User Information
4) ridh Submit. P i Add, Wi —AH
Name: contractor

Password:; XXXX

5) MNP AR Sl
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Identities H| Network Access Users

C )D) | et opade | [changeStatus v Baimpot
e- ( W Status « | Name Des|
EUH‘I ¥ )

- . = Enabled £ contractor h
& Endpoints > ) ' Enabled 2 employee

4, 7 ISE %0 WLC &4

AT 1) ISE 2 RADIUS i SR [ /0 2% 3 4, b2 F e 3 I1SE /.

X EEsE X E

ISE b 4CHRLL 1P HibEFEATIX 2o 76 ISE VM 48 ¥ %, SCHEF 1P kil [F 4

AEA=P YN S

BT A2 T RADIUS S5 75 22 LASE, ISE SN I I8 015 T SNMP HiT SSH
SEE R JIAh, WS ) E SCOREEHATIE A 73 21, X RERTRT AR e 10 3 2145
SRV E 2% [ S

E X E A4 2D BR AN R

1) #E A Administration > Network Resources > Network Devices.

2) miidi Add, fa A IP HUIESEGE R, FT A cisco 1 3L

a o e +—roy -

«%s System G identity Management | i Network Resources | Lt Guest Management

{ Hatwore Devices  Network Device Groups  External RADIUS Servars  RADIUS Seever Sequences  SGA AAA Sarvers
Network Devices F Mtevork Danvicas List > Naw Nahwork Danice

G 5 @’

&- :

Tt

*

| * IP Acdress: [10.10.10.5 i @

e E—
Sofware Version [ <]

* Metwork Device Group

Location [All Locasons =] [[SetToDotast

Duvice Typa | Al Device Types x| [SotToDomun

*.

» Authentication Sattings
Enable Authentication Senings
Protoool  RADIUS
* Ghared Secret

[ » 5MP Senings

]+ secunty Group Access (SGA)
[0 » Dewice Configuration Deployment
Subea | | Carcel |
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3) TRAE WLC [N, itk WLC B EB&YIR Y,
e

ol System 5 Identity Management | [ Network Resources | 1] Guest Management
[ Metwork Devices Natwork Device Groups External RADIUS Servers RADIUS Server Seguences SGA AAA Servers

'Hﬁmw

 Metwork Devices
(* p] ;End I|:|r|':|.l|u m:h.puulu i mpont o Expet - M Dolota =
*- e Ny | Name | IPMask Loeation
S Matwark Davicas X pod-wic 10.10.10.5@2 Al Locations

5. 1 ISE HECELLINIE

ISE T 220 & 802.1X Jok %% uiihiiE, JEAEH AD 14 B A EIE K.
BB D IR T
1) #EN Policy > Authentication.
2) {E DotlX FIT{EMI4 H, rih Wired_802.1X Ji5 i [f)+5 .
3) sidithi#ehric, JFk#¢ Add Condition from Library.

|4y Multenbeaton [y Adhorestion [ Frofing [ Posture s Glenl Prossioning | [ Secury Group Access i, Policy Elerments
Policy Tegs ) Eimple =) Rue-Eased

* Rule Dased

T — e P N e

B - [ponx | 1| wared_aozx c'ﬁwn'l.fm:uu Allqwe Fraices! | Daiso Neseoam | sedd. ) G Adoas -

B - Datsul Rule 0o make) A B addsa Condlong Below i Ly O -

Corfilign Narre Expresson *
#eWiee_a0Liy @ D [T
| Ao Allebuneival s
A Candian fum Ly
Diziete

4) NEAFREFE N g, %4 Compound Condition > Wireless_802.1X



CIsCO.
|
v  |Dotix | 1 | wired_802.1x < | allow protocols | Allowed Protocol : Defaul
»  Default Rule (f no match) a H Add All Conditions Below to Library

Condition Mame
W |wired_8021% |

|Select Condition ) | .

Expression

Compound Condition . i
C o)
Gy EE G
U Wired_MAB
B Wired_B021%
B Wireless_8021X
U Switch_Local_Web ritication
\}-L N >, A
5) B KA MM OR
= oo | 1| wired_snzixa. = | alew protocols [Allowed Proloeol - Defaull Nebvor | 500
= Dhefaull Rube (1 mabch) E| H Add Al CondBons Selow 1o Library
Conclion Mame Expression m
*@E -
L Wirelass_B02 1K - .|‘- condition 10 match an 8021 based T.ﬂ"IE rilication megue

6) k& “allow protocols” )&k A&,

sifua]u, -
cisco |dentity Services Engine

T2 B 1 B 40 E Internal Users

& Home  Monitor v m Administration =

[&] Authentication | [s, Autharization

[4 Profiling | [ Posture | [&g Client Provisioning

|5) Becurity Group Access
PolicyType () Simple (=) Rule-Based
* Rule Based
) | | wared_map < | attow protocols [Allowed Protocol : Default Net
+  [Dotix | - [ Viired_B8021X 0. < ] allow protocols [Allowed Pmto:nl:De[aurINnJ
» |Default © use | InternalUsers = ]
Identity Source [ Internal Users
Options

= [Detault Rule (f no match) sliowprd | "uenication felled | Reject hd

Ifuser not found | Reject ==

fprocess failed | Drop |-

7) HAb R ORFF A BRONE, i Save PRAFICEL
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6. WLC ¥IHiLECE

JBR} 2500 RANTL =il 15, TSP 2500 R H BT .

o WLC WI4nm & I F

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool Use the '-' character to backup

Would you like to terminate autoinstall? [yes]: yes AUTO-INSTALL: process

terminated

-- no configuration loaded System Name [Cisco d9:24:44] (31 characters max):

ISE-Podx Enter Administrative User Name (24 characters max): admin
Enter Administrative Password
(3 to 24 characters): Ciscol23
Re-enter Administrative Password: Ciscol23
Management Interface IP Address: 10.10.10.5
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 10.10.10.1
Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [l to 4]: 1
Management Interface DHCP Server IP Address: 10.10.10.10
Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: ISE
Network Name (SSID): PODx
Configure DHCP Bridging Mode [yes][NO]: no
Allow Static IP Addresses [YES] [no]: no
Configure a RADIUS Server now? [YES][no]l: no
Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:

Enable 802.11b Network [YES][no]: yes

Enable 802.1la Network [YES][no]: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: no
Configure the ntp system time now? [YES][no]: yes
Enter the date in MM/DD/YY format: mm/dd/yy
Enter the time in HH:MM:SS format: hh:mm:ss

Configuration correct? If yes, system will save it and reset. [yes] [NO]:

Configuration saved!
Resetting system with new configuration...

Restarting system.

Us

yes
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o L WLC IAS Heh Lom 1 i

To P B B A P L35 1 FastEthernet 0/1 &, 1% 11250 & 4 802.1Q

Trunk 851%, JEAFFTA R VLAN k. £ 0004H# VLAN 10, 7 WLC 1%

P O ER

switchport

switchport trunk encapsulation dotlg
switchport trunk native VLAN 10
switchport trunk allowed vlan 11,12
switchport mode trunk

end

o fEWLC 38 AR5 45 HIHC &

WIS AE WLC _FVRINISE, 33 FH 64 231 15 4 1) 802.1X INIEFIFZ AL AR B (CoA)
Yifg .

w2 S/
1) FIIFXNEAS, 8 WLC [ EEF: http://<WLC [ 2 1P Hulik>
2) HEA Security > RADIUS > Authentication > New

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACH

RADIUS Authentication Servers > New

Server Index (Friority) 1 =

Server [P Address 10.10.10.70

Shared Secret Format ASCID =

Shared Secret LLLL L]

Confirm Shared Secret LT \

Key Wrap [ {Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number i8iz

Server Status Enabled -
Suppert far RFC 3576 Enabled -
Server Timeout 2 seconds
Network User | Enable
Management | Enable

IPSec Enable

3) HALL N E A :
o Server IP Address: 10.10.10.70
o Shared Secret: cisco
o Support for RFC 3576: Enabled (Default)
o HAhIEI: BRIME
4) it Apply, 4kEE NP
5) %EFF Security > RADIUS > Accounting > New



CISCO MOMITOR  WLANS CONTROLLER. ~ WIRELESS SECURITY MANAGEMENT
Security RADIUS Accounting Servers > New
v AAR Server Index (Priority) 2 -
General ‘ﬁt
» RADIUS Server IP Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCIL -
__ Follbuck Shared Secret sean
¥ TACACS+
LDAP Confirm Shared Secret seans k\
Local Net Users
MAC Filtering Part Number 1813
Disabled Clients Server Status Enabled =

User Login Policies
AP Policies Server Timeout 2 seconds
Password Policies

Network User ¥ Enable
* Local EAP

IPSec [l Enable
¥ Priority Order
b Certificate

6) 4 A\ LA £ :
o Server IP Address: 10.10.10.70
o Shared Secret: cisco
o HAhiETi: ERIAE
7) A Apply, K5 s Save Configuration £ 47 A Fid &

e 7E WLC LE/#%)7&E 1 Employee

W BLF S B WLC LA T — A Eh AR, WU E Employee

VLAN 7,

1) 7E WLC I, #EX Controller > Interface > New

Cartrallar Interfaces HEw .. |
General
Inwentory Interface Mama ¥LAM ldentifier P Address Interface Type Dynamec AP Management
'rnn.-fuu;"tfd mansgemart urtagged 10.10.10 5 Ftatic Enablad

Tnkerfacs Groups

Wit L 1111 Static Mot Suppored

2) {EFr# Interface 4 A LR $0{H

o Interface Name: Employee
o VLAN id: 11

MONITOR WLANS CONTROLLER WIRELESS

i

Interfaces > New

SECUR

Interface Name 'Emplnyee

VLAN Id J11

b

10
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3) #EHiE 20 Employee 41\ LLF Bl -

o Port Number: 1

o VLAN Identifier: 11

o 1P Address: 10.10.11.5

o Netmask: 255.255.255.0

o Gateway: 10.10.11.1

o DHCP: 10.10.10. 10
Configuration

Quarantine O

Quarantine Vlan Id 'u

Physical Information

Port Number

z

Backup Port
Active Port

0
0
Enable Dynamic AP Management O

Interface Address '
VLAN Identifier 11
IP Address 10.10.11.5 .'
Netmask 255.255.255.0
Gateway 10.10.11.1

DHCP Information

Primary DHCP Server 10.10.10.10 ‘

Secondary DHCP Server

4) Wi sh A4 1 Employee B4 A1 78 58 ik

IWNTROLLER. ~ WIRELESS SECURITY MANAGEMENT  COMME
Controller Interfaces
General
Inventory Interface Mame YLAN Identifier IP Address Interface Type
Interfaces employee 11 10.10.11.5 Diynamic
Interface Groups mmanagerment untagged 10.10.10.5 Static
Multicast yirtua N/A 1111 Static

o 7E WLC LAIE3)75# 0 Guest
WAL N DR WLC BRI T — A3 1, IR U £ Guest VLAN .
1) 7E WLC L, kX Controller > Interfaces > New

1
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uranen rg Logout Herres
MONITCR  WLAMS CONTROLLER  WIRELESS SECURITY  MANAGEMENT JELP  FEED@ACK
Cortraller Interfaces Hew.. |
General

Inwentory Interface Mama ¥LAM ldentifier P Address Interface Type Dynamec AP Management
'rnn.-fuu;"tfd mansgemart urtagged 10.10.10 5 Ftatic Enablad
Tnterface Graups wrbasl L 1114 Stabe Mot Supporied

2) TEHT# Interface I, #y A LL N $0(H:

o Interface Name:
o VLAN Id:12

|l||1|||n
CISCO MONITOR WLANs CONTROLLER WIRELESS
Controller Interfaces > New
General Interface Name  |[Guest *—
Ll VLAN Id [12
Interfaces M .
L Intarfaco Crounc

3) e Guest A LU Aifh -
o Port Number: 1

VLAN Identifier: 12

IP Address: 10.10.12.5

Netmask: 255.255.255.0

Gateway: 10.10.12.1

DHCP: 10. 10. 10. 10

0O O O O O

12
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Configuration
Quarantine =

Quarantine Vian Id -0

Physical Information

Port Number 1 I

Backup Port

Active Port

(J e o

Enable Dynamic AP Management

Interface Address

VLAN Identifier 12 ‘ !

IP Address 10.10.12.5 .«

Netmask 255.255.255.0

Gateway 10.10.12.1 ‘

DHCP Information

Primary DHCP Server 10.10.10.10 ‘

Secondary DHCP Server

Access Control List

ACL Name [ none =)

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

3) NS O Guest T8 58 J8A I

CISCO WLANS R WIRELESS SECURITY  MANAGEMENT
Controller Interfaces
General
Inventory Interface Name VLAM Identifier IP Address Interface Type
|..gg.-fanm¢-_- smployes 11 10.10.11.5 Diynamic
Interface Groups auest 12 10.10425 Dynamic
Multicast ngngggmgn; untagged 10.10.10.5 Static
. f FEY :
b Internal DHCP Server T MR 1Ll Sis

o i 802. 1X WLAN
7E WLC IWJIGHC &, FIREC LA A WLAN LI T . R IXFE,
A LG ok B i SR 802.1X WAHIF A WLAN.,

13
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1) £ WLC £, # A\ WLAN > Create New

Save Configuration  Ping  Logout Rl

st ]

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDI

WLAN' WLAN5 Entries 0 - 0 o

w WLANS Currant Filtar: None [Change Filter] [Clear Filter] Ge
WLANS Craate Maw

b Advanced

: WLAN ID Type Profile Name WLAN S5ID Admin Status

Dicable Selected X
Enable Selected
Remeove Selectad

2) W THrE WLAN, AL RS E

o Profile Name: podlx
o SSID: podlx

ST
CISCO MONITOR WLANS CONTROLLER SECURITY MAMNAGEMENT
WLANS WLANS > New
- WLANS Type T -
WLANS

b Advencad Profile Name [podix
s3I0 |podix ‘
Io e

3) #EA WLAN W& > General, 1Bl FEE :
o Radio Policy: All
o Interface/Group: management

o HABECE: ERIAME

14
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MONITOR  WLANS CONTROLLER WIRELESS SECURITY

WLANS > Edit 'pod1x’

General ! Security | QoS | Advanced |

Profile Mame podlx

Type wLaN

S5ID podlx

Status [” Enabled

Security Policies [wraz][Aauth{802.1X)]

{Modifications done under security tab w

Radio Policy | all =

Interface/Interface
Gr‘oup(G{ |manaqement';| ?g

Multicast Vlan Feature ™ Enabled
Broadcast SSID M Enabled

4) #HEX WLAN > Security Tab > Layer 2, &Ll Nl &
o Layer 2 Security: WPA+WPA2
o WPA2 Policy/Encryption: Enabled/AES
o Auth Key Mgmt: 802.1X

15
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MOMNITOR. WLANs CONTROLLER  WIRELESS

YWLANSs > Edit 'podi1x

|“' General |  Security QoS | Advanced -\|

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & | WPA+WPAZ ﬁ/

[ 2omMacC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy Vv

WPAZ Encryption W aes ™ Tie
Auth Key Mgmt | soz.1x L\\&

5) #E A\ WLAN > Security Tab > AAA Servers, & LA R B &
o Radius Server Overwrite interface: Disabled
o Authentication/Accountint Server: Enable
o Serverl: 10.10.10.70

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS H

WLANSs > Edit 'pod1x'

~ General | Security =~ QoS | Advanced |
| Layer2 | Layer3 | AAA Sanrars*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers L

Radius Server Overwrite interface [ Enabled

‘;uthenticalinn SErvers ‘.ﬁr_cnuntinu SEervers
Enabled M Enabled

Server 1 [1P:10.10.10.70, Port:1812 =] [1P:10.10.10,70, Port:1813 | -
Server 2 | None =1 mone =l
Server 3 [ Hone = | Mone =l

Local EAP Authentication

6) #EA WLAN > Advanced Tab, &bl Pl E
o Allow AAA Override: Enabled
o NAC State: Radius NAC(selected)

16
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MONITOR WLANS CONTROLLER WIRELESS

SECURITY  MANAGEMENT COMMANDS HELF FEEDBACK

WLANs > Edit "podix’

| General | Security | QoS | l.dunrtcedf

Allowe AAA Override ¥ Enabled DHLP
Coverage Hole Detaction ¥ gnabled DHCP Server IC Gverrids
Ensble Session Timeout = Ilﬁﬂﬂ
Session Timeout {secs) DHCP Addr. Assignmant [ Required
Awronet [E FEHGHEH Management Frame Protection (MFP)
Diagnostic Channe! I™ Enabled
1Pvé Enable £ C MFP Client Protection £ [ Optional =]
Cverride Interface ACL |I~h:|-n|: 3 DTIM Period {in beacon intervals)
2P Blocking Action Cisabled -I
a02.11a/n (1 - 265 I:l.
Client Exclusion 2 Menabled 10 { : |
Timeout Value (secs) 802.11bfgMm (1 - 265) [1
Maxirnurn Allowed
NAL
Clients 2 2

NAC State

Static IF Tunneling 12 I" Enabled

Load Balancing and Band Select

7) iz[H] WLAN > General Tab > Enabled WLAN::

WLANSs > Edit 'podi1x’

General | Security | QoS | Advanced |

Profile Name podlx

Type WLAM

SsID podlx f‘/
Status F'% Enable

Security Policies [wPAZ][Auth{8D2.1X)]
(Modifications done under security tab

Radio Policy | Al =
Interface/Interface
Gru:-uni:G:;’f | management = |

Multicast Vlan Feature I Enabled
Broadcast SSID V¥ Enabled

o PR WLC Fh&FEOMME

PLE R A 5 4% 1) Employee F Guesto. 31 AR s W A5 8] WLAN, 43 514>
fic Employee A1 Guest # 1, iE % %ALY VLAN,

1) f£ WLC I, #E A WLAN >WLANSs, i 452 1 612 1) SSID.

2) 1t Interface/Interface Group *J M [{JH: B Employee, riddr Applys

17



afeer]n
CISCO.

CISCO MONITOR
WLANSs YWLANs > Edit 'podix’
¥ = g ‘ General | Security | QoS | Advanced |
WLANS
‘ Advanced Profile Name podlx
Type WLAN
SSID podlx
Status ¥ Enabled
Security Policies [wraZ][Auth{B02.1X)]

{Modifications done under security t4

Radio Policy all -
Interface/Interface T
Group(G) managemant
Multicast Wlan Feature guest
management
Broadcast SSID nable

3) WURECE IEM, WA a3kAH— Employee VLAN(10.10.11.0/24) [kt .
TR —5 iPhone & 3k43 T — VLAN 11 [k,

“Wi-Fi Networks | podix

| Forget this Network |
IP Address
DHCP BootP | Static
" IP Address 10.10.11.100

4) HAEEE L1 Employee J5 , 1525 WLAN 73 Be (182 11k Guest 2 11, fith Apply.

18
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1 l 1al ' I
CIsCco MONITOR WLANs CONTROLLER WIRELESS S
WLANS WLANSs > Edit 'pod1)".
v WLANW'—“NS General | Security | QoS | Advanced
= P4
’ Advanced Profile Mame podlx
Type WLAN
SSID podlx
Status W Enabled
Security Policies [wraz][Auth{802.1%)]

{Modifications done under se

Radio Policy | All |

Interface/Interface T

Group(G) fouest i=l
employee

Multicast Vlan Feature

management
Broadcast SSID hable

5) nNCE EAS, 1EH: WLAN 1)1 %2 345 Guest VLAN (10.10.12.0/24)
1P Huhik, W N BT, 3545 7 VLAN 12 [k,

“Wi-Fi Networks ~ pod1Xx

|. Forget this Network |
N i
IP Address
DHCP BootP | Statiy
" IP Address 10.10.12.102 ‘
[ ]

6) EEDEE: 1 WLAN 70 4 11 5 ml ##2 11 Management.
7) midi Apply 1 Save Configuration, {#77 WLC [ & .

o 41X} i0S ¥ % (iPhone/iPad) FITGERINIE

{E ¥ 8 & 4%, 4 iPhone, iPad 2% iPod 51247 i0S K145, N
gt AD H PR NIENK 5, IR RIFE AR SSID.

1) 7£i0S %% b, HEAN WLAN & &, J5H Wifi, SR5EPFIEEAE WLC |
B g ()75 22 802.1X A 1) SSID.

2) HAELL R &R 2] SSID: podlx

19
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o H)'4: employee B{ contractor
o Y. XXXX

|e ATRT = 4:31 PM = |

cancel Enter Password

Username aduser

lPassword ssscsese ‘ .
:_‘--Mode Automatic )
1]2[3]4]s]6]7]8]s]0
-1/]: D ] s]afe]
~ HHEBOE <

3) Aiili Accept, %2 ISE fIUET

[«...ATET 3G 4:31 PM =]
Enter Password Certiﬁcﬂte

i“-mm.ﬂ-dﬂm 0.C...
corp-RFDEMO-CA r

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

4) TNV #3549 T 82 1 Management (VLANI0) 1) IP kil
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|o ATET = 4:31 PM =M

wi-Fi Networks |~ pod1x

Forget this Network
IP Address
BootP l Static

IP Address 10.10.10.102
Subnet Mask 255.255.255.0
Router 10.10.10.1
DNS 10.10.10.10
Search Domains corp.rf-demo.com
Client ID

5) 7 WLC _I-, #E A Monitor > Clients, ¥ il i 3 %5 /&, 045 User Name,
Radius NAC State F1 EAP type.
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MOMNITOR WLAMNS CONTROLLER

WIRELE

Monitor
Sumimary

Access Points

Statistics
cDpP

¥y ¥ rvyr ¥y w¥r

Rogues
Clients

Multicast

Cisco Cleanfiir

Clients > Detail

Client Properties

MAC Address

5c:59:48:40:82:8d

IF address 10.10.10.102

Client Type Regular

User Name aduser

Port Number 1

Interface management

Mobility Peer IP Address NS4

Policy Manager State RUM

Management Frame Mo

Protection

[l FTE R TN P TATY fm g mam g s m rmam
Security Information

Security Policy res

Completed
FPolicy Type

RSN (WPAZ)

Encryption Cipher CCMP (AES)
EAP Type PEAP

SMNMP NAC State Access
Radius NAC State RN

ans Override ACL Mame none

6) 25, 7 ISE I, # A Monitor > Authentications T [fj 7 & 2% i

AN
fE1.
silusi]|n
CISCo

@ Home m Policy

5 fications |
| B Autnentications | T Alarms

dentity Senvices Engina

¥  Adminictration *

* Reports

g Troubleshoot

i) Add er Remove Columns = 43 Refresh P
g
ﬂsumlmu EndpointiD Metvork Divice | Authonzation Profiles | Ident
Time ¥| Blalus E£,| | | | | || ||:
Jul 1311 04:32:36.573 PM a s er 5C-59-4840:82:80  WLC Permilfccess
Jul 12,11 04:38:46.285 PM a auser 55945408280 WLC Permildccess

7) il Details B bx, EHRNIESTERFEAE B
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thean]n, _ .
cisco |dentity Se =S Engine

= = =

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session 1D ;. 0a0a0a050000000d4e1 e2ads
ALA session D ise/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
|RADIUS Status: Authentication succeeded
MNAS Failure:

Usemame: aduser

MAC/IP Address: 5C:59:48:40:82:8D

MNetwork Device: WLC : 1010105 :

Allowed Protocol: Default Metwork Access
Identity Store: AD1

Authorization Profiles:  PermitAccess
SGA Security Group:
‘Authentication Protocol : PEAP(EAP-MSCHAPY2)

e 7E WLC BB EEH ACL

W AE WLC R & € 1) ACL, ISE mhin] LAF ] ACL PR i 2 b 15 £ 3354 74
RORFSKI 2. ACL MR IR EE K & U T &k 4 1 = 2 ISE . HiAth ACL BN

By DR TG DL I«

1) 3\ Security > Access Control Lists > Access Control Lists, i New

STTRITE Sowe Configuration P
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP E
Security Access Control Lists . - New.. |
~ AAA
General Enable Counters ]
w RADTLS
Authenticathan Nama
Accounting
Fallback
* TACACS+

LEAP

Local Net Users
MAC Filtering
Disabled Cwpnis
Uger Login Policies
AP Polices
Pazsword Policies

¥ Local EAP

* Priority Order

¥ Certificate

* Access Control List,
Aceess Control Lists k

CPU Access Control Lists
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2) & X ACL 4 : ACL-POSTURE-REDIRECT
alral,

CISCO MONITOR, Ns  CONTROLLER  WIRELESS
Security Access Control Lists > New

* AAA

= RADIUS
Authentication
Accounting
Fallback

General Access Control List Name |ACL-PDSTURE-REDJRELR

3) riifi Add New Rule, Jf1'E ACL TS5 4 1, JHHIACLFE{E. 5EH

J&i mili Apply.

o Source: Any

Desitnation: IP Address 10.10.10.70 255.255. 255. 255

o
o Protocol: Any
o Action: Permit

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source _Any ?

Protocol Aoy Eod

DSCP 1 A_l'l"[ B
Direction | ME B
Action | Permit

‘IP Address Metmask K
Destination M 10.10.10.70 255.255.255.255

4) HNFS 1 C4 58 s

Destinatian

Seq Action Source IP/Mask  IP/Mask Praoktocol Source Port Dest Port DSCP Direction Mumber of Hits

0.8.0.8 10.16.10.70
1 Pormik [/ ! My Ay Ay Any Ay
0.3.0.0 255.255. 255,255

a

5) siidi Add New Rule. 0750 2 111 ACL 4 H, S ANLLUFEUE. 58K

J& st Apply.
o Source: IP Address 10.10.10.70 255. 255. 255. 255
o Destination: Any
o Protocol: Any
o Action: Permit
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Seguence ‘ 2

1P Address Netmask t
Source IP Address ‘I 10.10.10.70 255.255.255.25
Destination Q’J

Protocol [ any .’

Dsce [_Any Ea
Direction [ Any

Action Permit g

6) ffitA ACL llilJ¥ 5 2 CL48 58 A il

Destination
Saq Action Source IPfMask IP/Mask Protoecal Sourca Port Dast Port DSCP Direction
o.0.0.0 10.10.10.70

1 Permit [ ! Any Any Any Any  Any
0.0.0.0 255.255.255.255

10.10.10.70 0.0.0.0
2 Permit  f !

255.255.255.255 0.0.0.0

7) WHE ACL 4 H 3 WA, seE s Apply.

o Source: Any

o Destination: Any

o Protocol: UDP

o Source Port: DNS

o Destination Port: Any
Sequence ‘I 3
Source u
Destination [ Any Hq‘
Protocol __UDP E}*
Source Port | DNS %
Destination Port [ Any &-ai
DSCP [ Any 2]
Direction [ Any %]
Action | Permit Lﬂ’

8) ik ACL 4% H 3 L& IN5E k-
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Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70

1  Permit [ ! Ay Any By Any Any
0.0.0.0 255,255.255.255
10.10.10.70 0.0.0.0

2 Permit | ! Ay Any Ay Amy  Anay
255,255.255.255 0.0.0.0

0.0.0.0 0.0.0.0

9) Aiili Add New Rule, %50 ACL & H 4, H8i A LLNME, 52 5 2 Apply.

o Source: Any
o Destination: Any
o Protocol: UDP
o Source Port: Any
o Destination Port: DNS
o Action: Permit
Sequence " 4
Source [ Any ;Ei'.'-
Destination [ Any *
Protocol | upP ’
Source Port [_ﬁuvy ;;a.l'll
Destination Port  DNS E
DSCP ' Any -39
Direction | Any e
Action _ Permit Q‘
10) HHNLLF 4 H C& 58 i
Dastination
Seq Action Source IP/Mask IP/Mask Protocal Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70
L Permit | ! Ay Any Any Ay Aoy
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0
2 Permit [ ! Ay Any Ay Amy  Any
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0
3 Permit [ £ uoeE DNS Any Ay Ay
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
4 Permit [ ) uDeE Ay DNS Amy Ay
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7. 1S

11) fRFF WLC B

E B& P SENEE

o 7E ISE b5 A B& BN
ISE 5 200 & 0 e a8 - I, U0 At O R A . BRVIG DL R, X 2Eik

e . LA NS4 T e 5 HISE e Al

1) £ ISE HH A I, ZEA Administration > System > Deployment.

cisco ldentity Services Engine
£ Home Monitor v Policy v BRLVTEIET RY

st L Sl ot System .
(" Network Devices ~ Network De Deployment s
Licensing ‘@?
Network Devices Certificates

2) i EN4 ise, R A7 Edit.

cisco |dentity Services Engine

PR TR Administration v

ofe System | G identity Management [ Network Resources |15 Guest Managament
rDepbwrmnl Licensing Certificates Logging Operations Admin Access Settings

Deployment l Deployment Nodes

e EE i J cin [Elrogstor | B symep | [B Corogisier 7 Fiter

v % Deployment [ Hostname ~ Mode Type Personas
Q'nﬁ;" ISE Adminstration

3) 7t Edit Node Uiffl, BB — T U JE M :
o DHCP: Enabled, All (or default)

DHCPSPAN: Enabled, A1l (or default)

HTTP: Enabled, All (or default)

RADIUS: Enabled, N/A

DNS: Enabled, N/A

o O O O
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sfnat]ne
CISCcO

ﬁ Home

Mondtor v

Folicy w

| Resst

ofa System | D% identity Management | i Metwork Resources [ Guest Management
rDEDIcrymBm Licensing Certificates Logging Operations Admin Atcess Saeftings
Deployrient 1 Deployment Nodes List » ize
€ =S v« | 1 Edit Node
» <= Deployment
| General Settings
¥ v puce
Interface  [AN x|
Pot  [67 '
~ Description [DHr.:F'
v DHCPSPAN .
interface | AN -]
'\I‘ Description  [DHCPSPAN ]
v HTTP
: Interface Al -
: Description [HTI‘F '
v RADIUS
Description RADIUS
‘ v DNS
| Save

4) Wi Iok 4 %, P ELHNE L L2k (iPhone/iPad/Android/Mac ).

5) i A £ ¥ 45 B 4 . BEN Administration > ldentity Management >

Identities. /il Endpoints & F MREE ¥ & LU0 T s

DRTETY

‘Y_II_I%I\ :

dentity 5

Monitor v

nvices Engine

Folicy

AR ) T8 i RADIUS £831 .

Administration

Microsoft-Woarkstation

Microsof-¥Workstalion

iz t=l=l=]

Wind ows T-wWorkstation

wiogyatern | S dentity Managamend | [ Metwork Resources [ Guest Managarment
{“identies _ Groups Extemnal ida a5 Idenlity Source Sequences Settings
I Endpoints
Fear dpcnas Mooate = @ompen » Fegat v TFrine -
" | | Endpoint Pronie a | MAC Address

] Users »
- f!' Android A0FCATT5 R4 43
 Enchuints ¥

Appla-Device SC50948:40:82:80

Apple-Device A4 PABOFT-3A44

00: 2950 A998 30
0026 CEO0C 3356
Q0B 40CEECO

o 7E ISE EFCE B&IRA g
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ISE $&4ft T — A2t 2 YU PR, BLURPIR)E T 8 4% R0 SR
1) 7t ISE & # St -, #EA Policy > Profiling.

cisco ldentity Services Engin

£y Home Monitor v | Policy v |

ofs System | Lt Identity

(' Deployment

| Authentication

Authorization

[£] Profili

» ' Deployment |@ Posture
|l Client Provisioning

2) LEAEMITEM, JEIT Profiling Policies.
3) riidi Apple-Device > Apple-iPad, Jfi% & LA N1{H:
o Policy Enabled: Enabled
o Creating Matching Identity Group: Selected

et | dentity Services Engine

£ Home vammmnr

|4, Authentication | s, Authorization [.-_‘..F‘mrilng |®, Posture |, Client Provigioning | =, Security Group Access
Profiiing Profier Policy List > Apple-iPad
( 2) *Name  [Apple-Pad] | Des
€ EE B Policy Enabled 4P
v [ Profiling Policies T - —ar 0 ;
1] Androia mum Certainty Factor | | fvalic
v |4 Apple-Device * Exception Action  [NONE -]
=) Mﬂ&Muﬂwt‘r'- ssllh(®  Create Matching ldentity Group
|4/ Apple-iPad @ O Use Hierarchy
|4 Apple-iPhone
[4 Apple-iPod * Parent Policy [ Apple-Device =
|4 Applera-Device

4) i Apple-Device > Apple-iPhone, JF¥ & LL 1
o Policy Enabled: Enabled
o Create Matching Identity Group: Selected
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sifuan]ne - -
cisco ldentity Services Engine

& Home  Monitor v m Administration »

|& Authentication [, Authorization | [4] Profiling | [ Posture  [&g Client Provisioning | Security Group Access

Profiling
( L) *HName |[Apple-iPhone] | o
®. E = &
- " Policy Enabled ¥
v Profiling Policies @
[ Android * Minimum Certainty Factor |20 | oval
» |4, Apple-Device » Excaption Action |NONE 'l
3 le-MacEook
{3 ::p,e Pa'; ” .5. (®)  Creste Matching Identity Group
“y Apple-iFa .
|4 Apple-iFhone ‘#’f ) Use Hierarchy
|4 Apple-iFod *ParentPolicy  [Apple-Device =

1 Applera-Device
» |4 Aruba-Device

5) siii Android, Jfi% & LA {H:
o Policy Enabled: Enabled
o Create Matching Identity Group: Selected

Flalas

o -
aisco dentity Services Engine

& Home  Monitor v m Administration =

uthentication L orization | Profiling osture & jent Pravisioning =, Securly Group Acces
Authienticati Authorizati £ Profil 7 Postu Client P Security G AL
*Name |Android |
d. =E= Gy
== Palicy Enabled Fh
» [ Profiling Policies
[ Androld g, *Minimum Certainty Factor |30 | o
v |4 Aonle-Device * Exception Action [ HONE |
|4 Apple-MacBook
.ﬂ} Create Matching Identity Group
[4 Aople-iPad
B Apple-iPhone O Use Hiararchy
|5 #pple-iPod *ParentPalicy | NONE |
[4 spplera-Device

o £ ISE bAIE A TIAE/EE E MK Authorization Profile

i PUR B RREI N RBRNS, TR & e n 2] ISE FIFRET %0
T A DU AT o

1) £ ISE FH i I, A Policy > Policy Elements > Results.
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cisco ldentity Services Engine
¢y Home Monitor v Administration

I': Authentication IE] z | Authentication

Profiling |@, Authorization

C
-

v |

p— |+, Profiling

£ Profiling Policies | |@) Posture
|+ Android

v |-/ Apple-Device

|+ Apple-MacBg [=] Security Group Access

[a] Client Provisioning

[,_-:‘ Apple-iPad Egress Policy
[<) Appb.lm Network Device Authorization
|5 Apple-iPod
- ¥ . &, Policy Elements
lﬁ‘_ Applera De_:wca Dictionaries
» |4, Aruba-Device P

> |ﬁ Avaya-Device @’

|4, BlackBerry

2) F&JT Authorization. 57 Authorization Profiles(/: flf[itRk) 3f i o Add.

Iélllslé!; |dentity Services Engine

£ Home  Monitor ¥ m adrministration v

|2} Authentication  |&y Authorization | [4) Profiling  [@ Posture |5y ClientProvisioning | |5 Security Group Access

Dictionaries Condiions  { Resuits
T Results Standard Authorization Profiles

(+ B .

\ 2) & et m s Duplicate ¥ carone 57 Fitter =
1L L Mame U Description

» £ Authentication — - -

Cisco_|P_Phones Profile For Cisco Phon
v | Authorization ‘ , - —_ . )
» | Authorization Profiles st Default Network Autho
ka Cisco_IP_Phones

ParmitAccess Diafault Metaark Authio
@ Demfccess

G Permitdccess
» [ Downloadable ACLs
» [ Inline Posture Moda Profiles
» [ Prodiling

-

3) J&JT Authorization. st Authorization Profiles(Z: l[fitk) 3 & o7 Add.
o Name: Posture Remediation

*
[
iil

= e e

o Access Type: Access Accept
o Common Tools:
= Posture Discovery, Enabled
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= Posture Discovery, ACL: ACL-POSTURE-REDIRECT

absiln
cisee  Kdentity

B Home

|4, Mrmeriication | |& Autncemalion | [ Profiing | [P Posturs 5 Clent Provsioning

Dictizraries Condfans lrnl'ﬂ.ﬁ':

L Securfy Oraup Aroess

& Polcy Elemnents

Reoouits B TS Pr i = M w Eaife o slen Probie

5) “tems

+- EE =

=y e DeacAption

SErvicEE

Fermil Acces s To Podlure &nd Renedison Senvices, Redrecl Tealic To Clism Frongioning A53 Posime

= [ Awhonzabas
w | Mcthorizaton Frofles
& Cisco JP_Fhonas
Q Darwlcass
@ Permilaccess

*access Tape | ADCESE ACCEPT |= |

= Caititinn T asks

» [ Diwnicadable ACLs

» [ Inling Fostore Mods Profles ™ pacL Hams

» [ Prfiing
= I wian
» [0 Postwe
b [ Clieof Prorvisiniog ™ waite Domain Pamrssion
» [ Secuny Group ACess "‘
= P Posturs Ciscovsn

™ Centraimes web Autwerfication
™ Auto Smart ot

* Advanced Afiributes Sotings

AcL [ACLFOSTURE-REDIRECT

I SEMCan nam | =

= Agiributes Datalls

4) st Submit SE KL E .

5) #fi BT [ Authorization Profile TV 61 58 i .

i) :
cisca  |dentity Services Engine

ﬁ Hame  Monitor = m Apminestralon =

|4, Authentcation  [&, Authorzaion |4 Profiling [ Posture | | Cllend Provisioning
Dictionarias Condiions  ( Results

= Securdy Group Access | b Policy Elements

Resulls

R )
(= 2) F et dpadd [youscae

€ ==

Mame

X('ololo

'ﬁ_.i Filtar =

Diescription

» oo Authsnbicalion
— Clsco_IF_Phones

w ] Authonizaton
w || Authorization Profies
@ Cisco_P_Phaores
& Demfrcess

Denydccess

Farmildccass

Pagture_Remidiation h

Froflle For Clsco Fhones.

Default Metwork Autharization Profile wih access
Default Metwork Aulharzabon Profile wih access
Pirmil Access To Poglune And Rerniediaion Serv

@ Permildciess

i@ Poshrz_Rernedianan e

=1 leadanle A% e

o 7E ISE B4 F F Employee il Authorization Profile
fE ISE |- 1l )7 Employee £ Authorization Profile, i HAZAURI fe i

[i], Jf¥ Employee 73 EC®| VLAN 11 |,

1) 7EISE L, ¥k X Policy > Results. & JF Authorization, & J& s5i5 Authorization

Profile, 5 & Add.
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bl dentity S

t:". Home Monitor « Policy Administration
|®, Authorization 4] Profiling

Conditions ( Results

|&], Client Provisioni

|2, Authentication |®) Posture

Dictionaries

IEMG [h Duplicate

Cisco_IP_Phones

v Authorization
v __ Authorization Pmﬂlas‘ DenyAccess

(@ Cisco_IP_Phones

o N Y i

FPermitAccess

2) 1t Employee f£J Authorization Profile HF % A LT $fi -
o Name: Employee Wireless
o Common Tasks:
= VLAN: Enabled
= VLAN, sub value 11

" Authorizalion Profies  New Auhorizalion Profie
(." )‘J:] * Name |Empln'yae_h‘dimlass *- |
€ B = LA Description  |Full Network Access For Employees

» [ Authentication
¥ | Authorization
» __ Authorization Profiles
&2 Cisco_IP_Phones
@ DenyAccess

*AccessType | ACCESS_ACCEPT (=]

* Common Tasks

@ Permitaccess
2 Posture_Remediation L
» ) Downloadable ACLs \
» [ Inling Posture Node Prafiles F vian 11|
S Profi
> i Froning I Veice Domain Permission
» [ Posture
» [ Client Provisioning ™ Posture Discovery
— Group Access
> [ Secunyy ¢ ™ Centralized Web Authentication
* Advanced Attributes Settings
¢ |selectan item @ =|

¥ Attributes Details

Access Type = ACCESS_ACCEPT

e

3) Al Submit,
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4) ik Employee [f) Authorization Profile 5¢ /% T 61 2.

sifiai i - "
cisco dentty Senices Engine

& Home  Manior = Mdrminssiration »

|2, Authentication | [gy Authorization | [ Profling | [@ Posture | [k, Client Provizioning | [=, Secuity Group Azeezs | 8, Policy Elements

Dictonanzs Condiions Resuls

Resulis Standard Autharization Profiles
e ]
o p ,' Edit +Md. -lt Buplicate ¥ celete ‘-_' Filtsr
- = Hew P~
* - ™| Harme Descripion
» 55 Autsntication
= 1 ) ™ Ciseo_IP_Phones Profile For Clson Phones.
v O Authonzabon
« = Aulhorization Profiles [T Darrebsces Cifanll Mtk fuglbosization Profile wiih ace
_,a Cieca IP Phones | [T Employee_Wirloss * Full Matwork Access For Emplovess
@ Denyccess [ Permitaccess Default Network Authoszaton Profile with ace
Q Emlmn_'mreh::*"" T Posture_Remedistion Permit Access To Posture And Remediaion
AT\ Barrithreaes

e 7 ISE A F P Contractor 6l& Authorization Profile

76 ISE _I= 2 FH J* Contractor €)% —> Authorization Profile, X} HAZBURT fe VF5
i), JF# Contractor /3AC 3] VLAN 11 F.

1) 7£ ISE I, i3k X Policy > Results. J&JT Authorization, #& Ji7 /i Authorization
Profile, Ff iy Add.

T Mim . :
cisco ldentity Services Engine

f4 Home Monitor v BRI  Administration v

|4, Authentication  |®, Authorization |4, Profiling  |@), Posture  |&, Client Provisioni

Dictionaries Conditions ( Results

I~ Name
» [ Authenticalion S S—
v || Awlthorizabon ‘ - D,—,n,,.,n,_[p;;_r
v __ Authorization Profiles iz
(@ Cisco_IP_Phones I Permitaccess
- o

2) 1F Contractor ] Authorization Profile "% A\ LA R % -
o Name: Contractor Wireless
o Common Tasks:
= VLAN: Enabled
= VLAN, sub value 12
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» 3 Authentication

v | Authorization
rﬁmnﬂu*
» [ Downloadable ACLs
» [ Inling Posture Node Profiles

» | Profiling

» | Posture

» o Cliant Provisioning

» | Securily Group Access

Results
C p)
- == -

Authorization Profiles > New Authorization Profile

*Mame  |Contractor_Wireless
Description |

* Access Type | ACCESS_ACCEPT (]

¥ Common Tasks

[ DACL Name

@ v e —
’menmm

) Posture Discovery

) Centralized Web Authentication

[ Auto Smart Port

3) Aiidi Submit.

4) #ii\ Contractor [t Authorization Profile 5S¢/ T il %k .

Results | Standard Authorization Profiles
C L) S ean oeadd [FyDupicate | I Deleto
4"" = = @v ™1 | Mame
> = A.uh - :ﬂl (O Cisco_IP_Phones
v [ Authorization
‘ Contractor_Wireless h
» | Authorization Profiles E De -
: nyAccess
» £ Downloadable ACLs -
» £ Iniine Posture Node Profiles U Employee_Wireless
= :
» £ Profiling [l PemmitAccess
' B P [ Posture_Remediation

o BUE B AN R I FRA NS

ML A I RN BN ZS T, ISE REBSAT BB 4515 BAR D>, BRI 22
Qs LS o VFIX LR RN AR AT U MU BURZ RF, RERE AU oK. A2 i
BeE, EEANENEE 1 IR, 0T N 9255 (10 2 i 18 26 2 5 T T 1)
ISE AT B M HOIRAS A & (i TR 3 28 0m e 26 AN SCFF % 7 im Agent 22,
DI R AT B 0N, 20m B e Rl € [ 21 ISE 1117 i, IF s Ul

B RAL,

1) 7£ ISE L, #t A Policy > Authorization.
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dltle e ntity Services Engine

& Homeo Mcn"r.r- Adminigiration »
| &y Muthentication mﬁummnibmm | Posiure [, Cliert Pravisioning | Security Group Access 3, Policy Elemants

Deding the Authorization Policy by configuring nules based on identity grouns andion other conditions

[ First Matched Rule Applies =]
» Exceptions
» Standard
Satus  Fule Name Idantity Groups Other Conditions Parmigsions
{ B = [Profica Cisco IP Phanes |u| ClaooHP-.. o .1|'|r:| Candmon(s) [ '.1nn| Cisco_IP_Pho.. o»
= Dafault If no matches, then

2) ISE _LFific & T —/ 5% Profiled Cisco IP Phones, K HAG Mk 28 i e 4 Ky

AN o

3) ImiHI KNS, HIALLTSHL:
o Rule Name: Posture Remediation
o Identity Groups: Any
o Other Conditions > Create New: (Advanced)Session > PostureStatus
o PostureStatus > Equals: Unknown

DEssIon
—~. 8
G B = .
Client Provisioning | - Security Group Access P Agent-Request-Type
B CurrentDate -
and/or other conditions & CurrentDay
@ CurrentMonth
& CurrentTime
& CurrentWeekDay
B CurrentYear
B OS-Architecture |
Other Conditions Permissio B PostureStatus ﬁ
Session:PostureStatus EQUAL... — 1hm| Selecta © URL-Redirecied
! [F] Acd Al Conditions Below to Library
Condition Name Expression
0 [Sessonposumests T [Eauas (] [Urwoown (5]

4) 1F Permission ft &, BEE AU FE:

o Permissions > Standard: Posture Remediation
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Permissions

Select an item :;F
Select an item @' = o

o

Cisco_IP_Phones

Il

Contractor_Wireless
CenyAccess
Employee_Wireless
PermitAccess

? Posture_Remediation {i,
5) fiili Save {RHFHLE .

FER: SRR ] DURYE 75 2 A€ LA LU A

o WAL i i A& BRI A8 5 SR g

NIERAE, FSRHE R T ISE KR T 2 a1 SRmE, UM H BT 4 i 1 A% 11
KA,

1) 7F ISE I+, ¥ Administration > Identity Management > Identities.

cisce ldentity Services Engine
f Home  Monitor v Ar.lmhlsh'aﬂon L

o= System ‘2‘91 Identity Management
Deployment Idantities
Licensing Groups

2) fidi Endpoints, % ISE ic sk & i ¥ £ 413 .
& “Homs  Morior v oty - [

=foSystem | S Idertity Management | [ Metwork Resouross |4 Guest Managemint
{7 Inantites Groups Extornal identity Sourcas. Identity Source Sequences Satings

Identitias Endpoints
- ™

C -‘C.'-J FEit detean Mboen v | @Goimped v BiEmod v TR
@~ e Endpoirl Prafile = MAC Address F
- s ¥ O Agple-Davice 5C50:48:40 8260

| Endpaints ¥

3) MM &k &3, A WS TE B MfE B
4) fEZum s b, R AR U7 LR URL:
o URL: http://10.10. 10. 10
g5 R 8 (M) 21 ISE (117 Ui BeS2 R e 1.
S)T A Ui A T SE 0], FROURIET ISE R #5514 . B E KRR T ey
o R AR AIA Apple-Device, ILAENZAE R T Apple-iPhone. ) J5
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PRI, 77 10 LT % EE 2 [, ISE @ik HTTP Probe #K£3 T M UE %11 http
user-agent {5 B GEH, XFFEE—B & & 51R A S HD

Endpoints

J et Hpcreate X Delete v  Boimpot v v Exot v T Fiter

Endpoint Profile a MAC Address

IEJ Apple-iPhone 4."'-.-‘ ' 5C:50:48:40:82:8D

o Xt ARV ] B AL SRR

56 B2 i A AR AL IR S, 4 R N AN R H P Employee il
Contractor 115 inl IR BENE ,  hy$a & HI 7 40 B AN [\ ) VLAN .

1) 7£ ISE I, #EA Policy > Authorization.

2) fiili Action, i AN—4{7 T Posture_Remediation 5l T (BB .

v Standard
Sialus  Fude Name Igantity Groups Dther Condtiions Parmispions
B - | Posture_Remedaton | | Ay | arc [ Conaments) || Pogture_Fem.., & l £ hoies -
i-IHn'Fh.h!bwl
- Delm | no malches, T | Pammbdooass - |
a . mokhes, e | PemiAcous <> |  eer New o Beiow. 9
Dupbcate Aave

3) FEIX LM I N LA N2
o Rule Name: Employee
o Identity Group(expand): Endpoint Identity Groups

teel’ Identity Services Engine

£ Home  Monitor v ST  Administration ¥

| £ Authentication | |m, Authorization | |4 Profiing [ Posture [ Client Provisiol w Any g

[ Endpoint idantity Groups & |"

Define the Authorization Pollcy by configuring rules based on identity groups andior other cor [ Usar iantity Greupe ¥

| First Matched Rule Applies ';]J
» Exceptions

v Standard =
-
Status  Rule Name ' Identity Grou, Other Conditia jod
= |FJ'WBG ] 1| Any 2 | and | Condithon(s) F
= |Posre_Remediation | ® —[

o Endpoint Identity Groups: Profiled
o Profiled: Android, Apple—-iPad or Apple—iPhone
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@ Apple-iPhone
@ Cisco-IP-Phone

4) I H AL B 2EA,

sl e+ JiE B0 B 22 1) B (L AR T )

o Endpoint Identity Groups: Profiled
o Profiled: Android, Apple-iPad or Apple—iPhone

Identity Groups

Al"l}’ =

Other Conditions

and | Condition(s)

Apple-i

Apple-iPhone J | or —
Pad -

Android

@ =X

5) BEE LA T SRV I BLBR -

o Other Conditions (expand): Create New Condition(Advanced Option)

Idantity Groups Other Conditions

Apple-iPh... »:}*Iand Condition(s)

Any ¢ | and

jo matches, then

Parmissions
JHmeq AuthZ Profila(s) ¢|

| Sedect Existing Condition from Library | i gr |_Crease New Gondition (Advance Opiion) | i

o Condition > Expression(from list): InternalUser > Name
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ESI&EWCE
[ Guest

Other Conditions !il

Permissio [ InternalUser

Conaition(s) = | men [ Aunz p (5 Merosoft

B Add All Conditions Below to Library

Condition Name Expression

[ Network Access
L] Radius

| BS paaaian

S Yy

¢ | Select Attribute

@] |

o InternalUser > Name: employee

Other Conditions

Permissions

Select Attribute = |thenl AuthZ Profile(s) <> [

[) Add Al Conditions Below to Library

Condition Name ¥ Expression

¥

¥

0 lInternalUserName x| |Equals [~ lempioyee

6) My BRI A -

o Permissions » Profiles > Standard: Employee Wireless

Permissions

AuthZ Profile(s) < h

| Select an item

@

Standard

C

&y

Cisco_IP_Phones
Contractor_Wireless

DenyAccess ""F
Employee_Wireless
PermitAccess {;]

Posture_Remediation

7) i Save. A SIS 48 5E BN I .
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+ Standard
Status  Rule Name dontity Groups P— —
- B - |emoloyes | o[ AppieaPh. & | ana [ IntemaluserName EQUALS 6. < | then | Employee Wi & |
© B - [posture_Remediation | n[ Any < | ana [ SessionPostureStans EQUAL. < | men [ Posture_Rem.. < |
B - o matcen ten [ Do 5

8) AL Nt Xt F P Contractor 150 . 18 3 52 il §i 1l 61 22 /) Employee [1)

g, nbg) gk . 3k Employee Policy > Actions, 5 il Duplicate Below.

 Standard
Swius  Faske Nams Idaniity Groues Cither Condiions Pamissions *_
(B Froove | [ rewe®n & jend| memaserhisne EQuALSe.. < [men] Empomse . &) | Actons =
B - | Posture_Resedation | o] Ay <= | anc | Session:PostureSiats EQUAL . <+ | mon | Postwe_Rem. :m::z:r:
B - Detsan ||-n-n.-||.-.-.c-s_:h-.r | Dwiksaibom |
wfly  DuplcateBolow
Calele

9) {EEHISKRNE T, AR M2
o Rule Name: Contractor
o Other Conditions > InternalUser > Name: contractor
o Permissions: Contractor Wireless

r Standard
Status  Ruba Mame idantity Groups Cher Conditions Parmissions
= | [Employee | #[ AppledPh.. o | anc [ InemalUserName EQUALS 6. <> | imen [ Empioyee_wi. <

IE ~ |Ermﬂ.mr_'_| r[ Apple-iPh.., <5 |and| InternalUser-Name EQUALS e.., {:ﬁn[ Employis_Wi... <

= [Pasture_Remediation | [ Any | and | SessionPostureStams EQUAL.. < | Men | Posture_Rem.. o

B - Defsun M no malches, then | DefvAcoiss <
10) ridr Save. TAS SIS CAAR M4 5E Ik

* Standard

'i""s}l'mm FAule Name Weniity Groups Other Condiions Pemmissions
B - [Empoyee | | AppieiPh.. s | anc | inernallserName EQUALS e... <> | then [ Employes_ Wi < |

B - [corractr | 1| AppleiPh... < | an | InemalliserName EQUALS co.. <> | ihen | Contracior W.. < |

' ~  [Postura_Remediation | nl Ay s Imd[ Session PostureStatus EQUAL. . - 1hen| Posture_Rem... \_‘..-]

l B - Dofaa if o malches, then | DenyAccess o

11) T sens, i Policy-at-a-Glance.
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isa admin Log Out Feadback

| Client Provisioning |z Security Group Access ¥, Policy Elements

Is andor other conditions 47 policy A4 Glance

~

Other Conditions Permissions
o | IntemalUser:Name EQUALS e.. <> |men | Employee Wi... <> | i Actions ~
cl InternalUser:Name EQUALS co... {}l:hewl Contractor_W... q>| i} Actions

@il Policy-at-a-Glance #1LIKl, 5 5 2L 1) SR Y 25

Auhesization Poliey Al A Glancs
First Matched Ruls Appliss

B rain sundsnio

Siaug Fluks Nama ity Groupe Oree Condiions: Posnigaionrg

B Enatied m 7 Appia-IPad OF Appk- Iniamalkserhama ECLALS smplopes Empioyes_Winikess
B Enstied Comeactnr m G Ay R A InizmaliserName ECUALE conracior Conmmoinr_Winsess
B Enatied Pogiure_Remadiaian Any Sesson:Poalretialus EDUALS Unknown Postura_Remediation
B Enatind Dol Ay Doy ACOoss

o TRAS [F] U7 Il ) SR & 22 BE (CoA)

SERL T XA RG] (P A IR R BRI EC s, N TS b ATl 2
HER A H S KA WLAN, Employee #7743 it £] employee (1) VLAN, Contractor
W43 e %) contractor [#] VLAN. K —146] 748 iPhone/iPad.

1) W 5h A& & 4] WLAN (poddx), JH T I B 4 563iF »

o Username: employee
o Password: XXXXX
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Enter Password

(Username employee *

LPassword FY Y T X 1 I cP aE—

[Mode Automatic 2

I
1I2i3i4i5i6i7i8i9i€

2) i Join. #fiik employee %43 AL E] 7 VLAN11 (Employee VLAN) .

Wi-Fi Networks podix

[ Forget this Network j
IP Address

BootP Siatic ]

- S
IP Address 10.10.11.100
Subnet Mask 255.255.255.0
Router 10.10.11.1
DNS 10.10.10.10

3) i Forget this Network 7 7T WLAN f)i%E4%, I £ Forget il
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Forget “podl1x™ to stop automaticall joining
this network.

4) {F WLC & FL S, MIBR% 7 im iRz, #EN Monitor > Clients > MAC
address, #AJ5 i Remove.

MONITOR WLANS

Monitor Clients

Summary Current Filter

Access Points

Cisco CleanAir Client MAC Addr

Statistics 44:2a:60:f7:3a:4a
CDP 5c:59:48:40:82:8d

Yy v v v ¥

Multicast

44



afeer]n
CISCO.

Status Auth Port wGB ‘
Associated Yes 1 No [ |
- A
Associated MNo 1 "TrT———
Dusable

BO2.11b/gTSM

5) nAMERRE P umiER 7, 2SR - WLAN,
a. #EA WLC > WLANs > WLAN, #RJ5 fiddi WLAN 3ET 4%
b. HUi %&£ Enabled > Apply (%] WLAN)
c. ¢ Enabled > Apply (771 WLAN)

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY M
WLANS WLANs > Edit ‘podix’
- WLARMa General | Security | QoS | Advanced |
WLANs  offfpm—
»
At ncad Profile Name podix

Type WLAN
SsID podix
Status ™ Enabled
Security Policies [WPAZ2][Auth(802.1X)]

IMadifiratiane Aana nndar sarorite fabowill =

6) fER )% b, AR TN A S, EOFE A R ) WLAN:
o Username: contractor
o Password: XXXXX
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Enter Password

- ~\
Username contractor T
Password eeooocooee| -

. i
- -
Mode Automatic 2>
- _J

|
1/2)3]a|s5]|6|7]8]9]0

7) At Join. #fiUAH P contractor #% 4145 T VLAN 12 (Contractor i1 Guest
VLAN),

Wi-Fi Networks

podix

[ Forget this Network

IP Address

DHCP BootP | Static

-

IP Address 10.10.12.100

Subnet Mask 255.255.255.0

Router

10.10.12.1

8) 1t ISE A SLif ik ids%, #E Monitor > Authorizations. 77 /™

employee #1 contractor Rf5 T AFFIINIEREIA, 7375248 Employee_Wireless #il
Contractor_Wireless, ZrHCE] T ANFI VLAN H,

B duthenficatiors | T Aamms 7 Reporis 4 Troubleshoot

&

5 Adel e Homowe Columre = 4% Rt Rafreah | Evary 3saconds |« | Snow| Lamel
Thm ] [ .me Ergpoine I0 P Address Wetwors Devics | Device Pod. Aulhorization Profles
il [l Il I ! |
Ag U2z I PN o Smpcyes SRR AR A ETAD wh Employna_WWinkss
Aug 02T ORMEHGPM B 5 cowasoior 5C SR A AZ AT wie Bl
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8. ISE Vg%

o 7£ WLC LAIE Guest WLAN
LT AN A Guest WLAN, JH T2k B A4, it ISE f
17 BT AT INAIE .

1) #F WLC ., # A WLAN >WLANSs > Add New.
2) LU E B8 Guest WLAN:

o Profile Name: podlguest

o SSID: podlguest

ol I ) I I

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECUR:

WLANS WLANS > New

v WLANS
T -

wians o Ype [wian |

Profil

» Advanced g Al [podiguest
SSID [podiguest
o rE e

3) st Apply.

4) 7t guest WLAN > General F, % ALLFACE
o Status: Disabled
o Interface/Interface Group: Guest
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MONITOR WILANS CONTROLLER WIRELESS

YWLANs > Edit ‘podiguest’

General | Security | QoS | Advanced [

Profile Name podlguest

Type WL

sSSsID podlguest

Status [ Enabled

Security Policies [WPAZ][Auth(802.1X)]

{Modifications done under security

rRadio Policy [ Al ~
Interface/Interface *———
Group(G) I guest ;'l

Multicast Vlan Feature I Enabled

Broadcast SSID IV Enabled

5) #E X WLAN > Security > Layer2, #iALL NECE
o Layer2 Security: None

MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'podiguest’

| General | Security | QoS | Advanced |

Layer 2 | Layer3 | AAA Servers

(

Layer 2 Security & None -
[] 29mAC Filtering

6) #EXN WLAN > Security > Layer3, % ALLTECHE -

o Layer3 Security: None
Web Policy: Enabled
Web Policy sub value: Authentication
Preauthentication ACL: ACL-POSTURE-REDIRECT
Web Auth type: External (Re—direct to external server)
URL: https://10.10.10.70:8443/guestportal/Login. action

O O O O O
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMEN

WLANSs > Edit 'podiguest’

m-n||amm!$qu]ﬂunnu]
| Layer2 | Layer3 "

Layer 3 Security | None + *

* @] Wanbticy‘l

(=) Authentication
O Passthrough

(O Conditional Web Redirect
O splash Page Web Redirect

() On MAC Filter failurel®

Preauthentication ACL | ACL-POSTURE-REDIRECT % | 4
Over-ride Global Config ¥ Enable sffm ‘
Web Auth type |_External(Re-direct to external server) =

URL | https://10.10.10.70:8443/guestportal/Login.action

-~

7) riili Apply.
8) #iili Save Configuration & 47 WLC FC ' .

o W3R Guest WLAN # Guest [ T

W PR UE Guest WLAN [IBCE, BB 45 L& 3¢ 1] £ ISE 1) Guest
[T L

1) 7f iPhone % 4% [, #EA Wi-Fi Networks > Enable, J{i%£%i% 5 podlguest.

i ATET = 5:57 PM ="
‘settings | Wi-Fi Networks
Lab a= ©
mi-demo-1x &= ©
mi-rf-mgt B A= ©
v podiguest -~ = ©
pod1x A= ©

2) 7E iPhone %4 podlguest LhJ5, 3KfH T Guest VLAN [ IP Huhik
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(10.10.12.0/24).

wi._ ATET = 5:57 PM [~

. Wi-Fi Networks = pod1guest

Forget this Network

IP Address

DHCP BootP | Static
IP Address \10.1 0.12.102
Subnet Mask 255.255.255.0

3) ft iPhone LFTJF Safari JI%a2%, FFUim LA~ URL, BUi# € 2 I1SE
[¥) Gueest |1 JL [
o URL: http://10.10.10. 10
4) 7E5RH AR S5 #AE BRI E 1, il Continue, B 315 3 ISE 1) Guest
"1 UL

Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70”. Would you like to

continue anyway ?

Cancel

Details

Continue

N R T Guest BT B . IXE W] WLAN AT ISE 1 Guest 1) id
BEHCLAUT .
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ul__ AT&T 3G 5:59 PM =¥

alialne  Identity Services Engine 1.0
Cisco Guast Access

o ISEL&VIZRFEE

Wt ISE BlE AVE U SRR N Sponsor $ AL IR (1 R 25 U7 B . T THI
BoE VYR, AE ISE SNV 2 5 BURNG,  SUVF ISE W EEH] ™ B AD BRI
O I V7 ) k5 o ISE JE ] e BBy N Vi B0 (Ao, IX AR
H )52 7 7 fmha

1) 7£ ISE ¥ 7 employee il A %41 SponsorAllAccount 1. 1X B A A [
JiiER e B EAE G Group s IS, B g, R 00 I 2 AN
BN Administration > Identity Management > Groups > User Identity Groups. riti
SponsorAllAccount, #X 538 H /7 employee.

e - ey

== System Ik Identity Management i Network Resources |44 Guest Management

Identiies ( Groups  External Identity Sources Identity Source Sequences Settings

Identity Groups H User Identity Groups > SponsorAllAccount

= ~ v |dentity Group
. L)
&- == e
" Name |SponsorAllAccount
» [ User Identity Groups * l |
» £ Endpoint Identity Groups Description |De1'auI15|:lonsor Identity Group

Save Heset

* Member Users

Users

FEAa~] X ooew ~
—

C L)
¢‘

¥ contractor

r-.*_-fomm@

2) #EAX Administration > Guest Management > Sponsor Groups.
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cisco  ldentity Services Engine

it """ |

5 System _"Ei identity Managemy «fs System 51 Identity Management
Identities  ( Groups External Deployment Identities
IF . Licensing Groups
Identity Groups Certificates External dentity Sources
'f:-_" Logging Idantity Source Sequences
q:._. = = Operations Settings
~ User Identity Groups Admin Access
g = Setiinas [# Guest Management
» £ Endpoint identity Groups 9 Sponsor Group Policy
i Network Resources . m@
Network Devices Settings
3) ¥+ SponsorAllAccounts, i Edit.
Tm =
cisco ldentity Services Engine
A Home Monitor v  Policy v Administration =
ofoSystem  J3% Identity Management i Network Resources | [#4] Guest Management
Sponsor Group Policy  { Sponsor Groups Seftings
Sponsor Groups
Edit =Add M Delete 7 Fitter

I ' sponsor Group Name «  Description

M SponsorAllAccounts “‘ Default SponsorGroup

I sponsorGroupGrpAccounts Default SponsorGroup

4) 1%F¢ Authorization Levels, Jf 18 L Nk
o View Guest Password: Yes
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1IN -
cisco Identity Services Engine

£y Home Monitor ¥  Policy v

sfsSystem | L Identity Management [ Metwork Resources | [2& Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings
—
Sponsor Group List = SponsorAllAccounts

GuestRoles |  Time Profies |

| General J Authorization Levels |

Allow Login | Yes -]
Create Accounts | Yes (= j|
Create Bulk Accounts | Yes B
Create Random Accounts | Yes E]
Import CSV | Yes b|
Send Email | Yes (-]
Send SMS | No (-]
View GuestPassword |Yes & =
Allow Printing Guest Details | Yes EJ]
View/Edit Accounts | All Accounts (=]
Suspend/Reinstate Accounts | All Accounts (]
*AccountStartTime 1 | Days (Valid Range 1to 999999999)
* Maximum Duration of Account Days (Valid Range 1to 999999999)

5) miili Save, TR¥FPTAHCE
o BERANIBUEKS
H TP BRIECE. T V5 & s A, IF4 AD S 43 BOB R, eir L
BRI V5%
1) Wk Y 2s Ui URL: http://<ise ip>:8080/sponsorportal I¥ https://<ise
ip>:8443/sponsorportal, F£H DL N 8%
o Username: aduser (AD H ), employee ()
o Password: XXXXX
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ane Sponsor Portal Login —
() (| [ nup:siise:8080/sponsorportal/ v Vs Coogle @)

alals  Identity Services Engine 1.0
CISCO Sponsor Portal

Version 1.0.3.377

© 2011, Cisco Systams, Inc. All rghts reserved.

2) £ NI UM, sidi Create Single Guest User Account

ctfran]n, .
CISCO ponsor Portal

Bt Sponsor Portal: Getting Started
A Wiew All i r nt
S N—

= Account Management
View Guest Accounts ‘E Create Multinle Guest Uiser Accounts
Create Multiple Accounts

3) A I U7 &k
o First Name: Required
Last Name: Required
Group Role: Guest
Time Profile: DefaultOneHour
Time Zone: Any/Default

o O O O

54



afeer]n
CISCO.

Sponsor Portal

I Account Management > View Al Guest Accounts > Croate Guest Account

Create Guest Account

First Name: ‘Sam f

Last Name: [iAm

Email Address:

Phone Number:
Company:

Optional Data 1:
Optional Data 2:
Optional Data 3:
Optional Data 4:
Optional Data 5:

£ = Required flelds

Submit ) ( Cancel )

4) it Submit
5) Uik 5 B el . R WLH.
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Account Management > View All Guest Accounts > Create Guest Account
Successfully Created Guest Account siam0002
Username: siam0002 *"--—‘

Password: 5_5g6dTKx

First Name: Sam

Last Name: iAm \
Email Address:

Phone Number:

Company:
Status: AWAITING INITIAL LOGIN
Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour

Timezone: EST
Account Start Date: 2011-07-15 13:56:04 EST
Account Expiration Date: 2011-07-15 14:56:04 EST

“Email ) ( Print ) ( Create Another Account ) { View All Accounts

o MR EEFRE

AR U7 ik 5 O th e NI s, T A BRI U5 2 1 Vs i)

1) ki CniPhone/iPad) 1E#:3IJC £k SSID podlguest |-

2) WL YEES 2R http://10.10.10.10 BRILABIN G, 45 B4 E e ) 2 Guest
RYaks S A

sl Identity Services Engine 1.0
CISCO  Guest Access Usemame;

Versbon: 103377

3) i FH Y G2 I U &k 5 8 ok
4) Ht)a, WILT Acceptable use policy Ti[fi, i%E+#5 Accepterms and
conditions, Jf xidi Accept 1% .
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1] I . I 1] .f‘
cisco Identity Services E@Tl;;,:ﬂ Guest Portal

9. BYOD £ /M

o W BYOD &M
WL ISE sy E M Dhae, nT LASEER 51 T el A A A 1) ¥ 5 U5 1) T2k
LI, AR 802.1X AiE. NIl ERIE T 4ifT{E ISE LT3 BYOD ¥+
(P o
R DUFECE R LE ISELIFCS MR FRID IR,
1) 7 ISE I, ¥ Administration > Guest Management > Guest > Multi-Portal
Configurations > DefaultGuestPortal .

2) #EX Operations %%, L+ “Guest user should be allowed to do device
registration” .
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- Metwork Resources 1 Guest Management
e
Settings
MMult-Portal Configur sticn List = DefaultGuestPortal

Multi-Portal

General

Custormization Authentication
) Mot Used

(=)  First Login

() Ewery Login

Q

Allowy guest users to change password

Regquire guest and inteérmal users 1o change password at expiration
Guest users should download the posture cliant

Guest users should be allowed 1o do salf semrvice

RO OO

Guest users should be allowed to do device registration |

3) i % 5h & i ¥ 4% 3% H% SSID podlguest, 4 A F G (995 Mk S, I s %
M

Identity Services Engine
RN AP

TT
CISCO

AT

AFREMEERATHE: S
LR, M RETReFEI R <FmE EReE” TP,

MAC gt & | dci2bi611b23d:3d

&)

5) HEM AL, SR EAASEREN B 4 19 MAC M. SVFEBAHEN 18 4 4
5.
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N AR .

A A S E . S5

| oc28:61:18:30:30 |

6 MAC Mtk 2 FEThiERE.
dc2b61:1b:3d:3d

NERE. WEEME S E PR — el S 0 E MR E T Pk,

e ]

6) 7 ISE I, IEA Adminstration > Identity Management > Identities > Endpoints,
P VE N T R £ Y 45 1 MAC Hilik &2 %1 X T Endpoints .

Identities
[ = o]
o 2.
= Users ¥
;
: Labest Batwork Scan Resuls ¥

[(EEEE)

Endpoints

Jed deadd | MDses -

Bolrpert + i Eapert -

Endeont Profie & MAC Address
L) Apple-Device-Tast 5 ITCFBB
O Apele-Davies-Test FiC:25: 3 26:C2.0F
O appke-Device-Test CH:3T4B62FLIE
O appke-DeviceTest E4:CE:2F:15:00:BS
O apple-Device-Test FCSITEZIDDG
O spple-Device-Test 24 ABA1600C 1160
O apple-Device-Test B TH:O0: 19:8F:107
O apcle-Device-Test ECIE5: 2F 400 T T0EF
[0 tpple-Device Test DC:28:61:18:30:30 |
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