AP AP
SO RRE I AT T R AT AP FHEOW AP, 655 WLC HEATIE{S

AR B L5 TSR 3
B L ettt ettt ettt ettt ettt et et et ettt ans 3
FE BTN oottt ettt ettt ettt ettt ettt ettt et ettt ettt ettt reen s 5
AR I =S 5
R S 6
15 F] DHCP OPtioN 43 B ..o 7
o T B8 LA ettt ettt ettt ettt ettt ettt 9
TELEIZIR .ottt ettt ettt ettt ettt ettt ettt en ettt 11
B T T IR oottt ettt ettt ettt ettt 12
B T T AL < oottt ettt ettt ettt 12
= A D= NSO PO 18
T T TR 25 ettt ettt ettt ettt ettt ettt e ettt en e 18
T T LI SCAE S NE WS ettt 19
FEIE AP BEZL I IEE AP oottt ettt ettt 21
A5 WLC PKEL AP ST IS oo, 22
A5 FH tFtp PKIZ AP ZETT IS <ot 22
S TR 23
B3 A: #£ Windows 2003 Enterprise DHCP Server it ‘& Option 43........cccccuveeee.. 23
B3 B I I E LAP LU T I BB, oot 23
WL AP [1) console I FREGHEHT EXEC FEZI B oo 23
BB LAP TEMEEIEE G WLC oottt 24
TE I AP BT T ettt ettt n et n e 25
TR LV AP [ B B S oottt ettt ettt 25



Cisco ZE P L2 28 By rh, AP TAE{EE AP (LAP) #5ixX. LAP JCHKE k2 il
2% (WLC) , #llasERENCE . AT LA A 802.1X INUESEFS A £ s kA,
P 2% IR B A ST AT P I0  P B

LWAPP 132 IETF IR ZEMY, & X T R T I8l s . B ERzssT
IR RV E S il B, LWAPP i85 X T B AL H B A L .

LAP i it LWAPP &I WLC, FF&1% LWAPP ISk, WLC Wi iZiEsk, IF
VF LAP IO A #1288 . 24 LAP I WLC J5, WS HIRA S WLC APCELE S
WLC FEAHNIMRA . b5, LAP #5242+ WLC.

LWAPP it 28] 43 Loin s AP Az il #s 2 IRl ¥ il B L4, 2k AP Filfs
HIAS AR HE T S HF X509 NiE. T T ik MIC, ‘&J& Manufacturing
Installed certificates 455 . 2005 4 7 JJ 18 H 2w B Aironet B2\ 5 2%
HIHE M) MIC, T2 338 AP AU, X488 AP A1 — /NS LNIE.
DR AL UGE IR IR AP R

Tt T P @i g gl S A—A AP GRS R . TR telnet
FNHFRPH AP, 81T L5 10S iy A A AP JHU s, = A4 LED; If
H, FFRALE telnet 21 WLC 10 S WLC BAlUGX L (25 4 0F B AP, AR5 InZk;
Cisco 1SO Release 12.3 (11) JX1 %I AP |, {3 AP fgfg i A% WLC. 24 AP Il
AF]WLC J5, &M WLC N8 N584E10 10S. TR b Ja 7= A= — AN H S
1, B AP M H 2L YIRS HBIIE, XA ST L AN 2] WCS & B,
FEIH I WCS B AH A SR 31 ) 2 b 1y oAt WILC,

—H AP JIAZ|—& WLC H, fHn] LUFE & % AP DA 2 M 2 2 3 Ath WLC
HEELRE

LR AP SZREEME AP F+2% 3158 AP:

e JTf 1121 access points

«  Frfi 1130AG access points

«  J45 1240AG access points

o JJTf5 1250 series access points



o JIIEET 10S 1200 R AEHAL AP (1200/1220 Cisco 10S #AFT+4%, 1210 and
1230 AP) 1~ 55, H ¥4t

— WS 802.11G, MP21G and MP31G 1] A 3 HF

— G JE 802.11A, RM21A and RM22A 1] DLk 37 £

1200 %1 AP 1] LATHR BUE B RS SCRF IS BRI 20 &, W G, A, Bl A& G
%

HE: X TEBEIUEK AP, WMEAFIES, Hp—MEEEITEF
LWAPP, FZIKMGEF=HE—/ logfg R, 5GSBS Y TR

« J45 1310 AG access points

« Cisco C3201 L&k ah#: H -~ (WMIC)

%

ER AU 802.11a Bith Wi WA A

AP AZEAT 10S 12.3(7)JA L B RRA, A RS IEAT i PE 2 8 i 2K .
%

R Cisco C3201 L&k 5hH: 11K (WMIC), AP 24Ziiz4T 10S Release 12.3(8)JK 1k
DL EA R UAF R LAP,

WLC [ 25k
o 2000 R ¥ H 2
o 4400 RV HFEHI S

4ffifE Cisco Catalyst 6500 A2 #e 4l I JGZ MRS (WiSMs)



o HfifE 28/37/38xx FH1 ISR i h A% 2 i s P 45 B (WLC)

Catalyst 3750G £E 8 JC 4k Jy s W9 475 il i A8 He AL

WLC il g aZiz 47 3.1 LB B A hiCA.

Cisco Wireless Control System (WCS)# 45z 4T 3.1 LA _E R AR A

Th 2 841 v] BL 22364 7F Windows 2000 % Windows XP £ I

EEFL

FFRUART, B R LA R S0

o AT AP 5, AP ABEIERE 40xx, 41xx, or 3500 {7 il 4.

o ANBEFHZLUA SRR 802.11b 1) AP AT 25— 802.11a 54k

o INRATFHE SRR AP [FER A IP address, netmask, hostname, L & default
gateway , AP 7EFFZHT AN LT BE AP 5315 12.3(7)JA, 12.3(7)JAL, 12.3(7)JA2,
12.3(7)JA3, 12.3(7)JA4, 12.3(8)JA, 12.3(8)JAL, 12.3(8)JA2, 12.3(8)JEA, 12.3(8)JEAL,

12.3(8)JEA2, 12.3(8)JEB, 12.3(8)JEBL, 12.4(3g) JA, 12.4(3g) JAL.

o WERFALET APEHUL TSR, FA9U5 AP AR EA A IP address, netmask,
hostname, L% default gateway: 12.3(11)JA, 12.3(11)JA1, 12.3(11)JA2, 12.3(11)JA3.

o THERSERE, THRTAASEBERER G NAF TR, BRAFCH T T .
RHHETIH AP, FHERFRTTRERG, EHR TR THUBRRONAE, W5
i) T2 R o

T RWE#HTAE

IR SE BN N BB D BRA BEJT UG BEAT I 1 ) e e A ) T

1. HER PSR IEREIAEE, (AT 5 I AP BEfg 5 B I A I FA il 2

2. TRTFZME AP (1) 10S A3 12.3(7)JA B, %+ C3201 WMIC, AP @it
T ELTFF) 12.3(8)IK TN

3. HEFLEIEE.



4. M Cisco Muk F#&TF T H (32 "Obtaining the Upgrade Tool and Upgrade
Image" section).

ERNFR G HE R
BN AP BERS 2T WLC  CRdhilds) msr TAE, &N AP IAZIE &

B WLC, #RJERH LAWPP [IININIER, anifplzh, AP KRN In AIE =K 1 i 5 Jf
I B sl o% .

LWAPP A BUHLHIR S i 20 5.

D AP IR A AN S RIS A IS B P Bk, W Rl 10 B
B A AP LER—ANBE X R IUHLERR AL AP T A L 4% s

s AP SR LA I I N (R il s (R A1 2 T FRE N, X P A AL o 2 sk
AP FI¥ il s ZOCHe

B LRSI A% (OTAP) , WSS IS, B
1) AP ARIFIELL (Over the air) sk 05 2 & BT M8, A A st
1 AP 9 LR S TG (0308 25110 5 D R3S, 17 OTAP BRI X

FVU25: Al DHCP Option 43, XY iRy i e  nT LLERT AP £ERI IP Huhk:
IR, SRAG 2 — el 2 APl 10 1P Mtk

HHH: @57 DNS % T CISCO-LWAPP-CONTROLLER.localdomain ¢k 4 fig 4,
AL AP BEWS AR AT BIX AN A G I 1P bk, B4 AP sk T2

AN WAL EDEAET), AP REFI RSP EE S 2 1P,

T2 T HAn# RN 10S A 12.3(11)IX1 21 AP & 2 MHIK, HH—"& Tt
PG AP BRI B HIgs, MARIEHIZ G, AP BLaets NI Hilds T4
SEXE LWAPP #f7) 10S. 25— AL 10S A 12.3(11)IX1 f7f#4E AP ] FLASH 4
e, — HAFEHIES S 800 5E B RE 8 Sk LWAPP B HEAS 10S H IR il it 1)
I, AN IR Image 7T CAE R 250« IS IR IS B4

THRJA 1 AP ILZRE HRIT AR MR R A BEse i AN THOd e, X gt
AT UL I JLANEEAE il L it 2 5 R

o AR 10S A 12.3(11)IX1 AR S FE OTAP i,



o TFE G AP AR ERE ) DNS & 7 iR5 2%, Mtk CISCO-
LWAPPCONTROLLER.localdomain 4% & B8 FH T AP Fil4 il 23 AL ZE A [F] W B 1)
AP T RAEGIZR . RIAEREAT I AP 2198 AP It B2 2 /i, 225 [8 4T
THER Jn AP 2 - N i IRl 2 1) ) i@«

o I AP FIFE AR AL T I — AN B, AT AR IP 1 T

o I AP ARG A AR IP Mk, JF EHAEERIgS A AR EMB, A
CISCO-LWAPP-CONTROLLER.localdomain #4544 DNS #5524 4 H o

U TF4% J5 H)98 AP K38 1] DHCP 3REUBHE, T4 Option 43 Al DNS fi#Afr # ] LA
A

BEATIE AP WO THO R |, #IA NI IP TLI%:

o CRETFUR) AP FIFE AR B A 1P Hudik g

o ZAEFE T HLARAE) PC R T2 AP [R)E P

o CHRETRI T HARAEI PC RIS 2 ) ()

I 5 Bls K st SO VE AP T 22 BT AR AT ENLZ T telnet JEAF
¢ F] DHCP Option 43 &%k

WLC & # bk 75 B0 & 45 > DHCP option 43 5% n] LAiE I CISCO-LWAPP-
CONTROLLER fi#t#r. (SRR

{1} DHCP ] Option 43 Z¥§itf, 47 Aironet 1000 £ 41)f{] AP H i i Option 43 %
5, JFHAH ascii k% xUbR iR P il 8s B H R Ltk Ab s oA A5 (%) Aironet & 41 AP
5 BAEAL ] Option 43 [ RIS, I8 DAZIEL L & DHCP 4t 75 28 7 A5 TRAF Vendor
Class Identifier (\VCI) i ] DHCP Option 60 34T VCI (1S ¥fic &, E A Aironet
ZH AP XN ) VCI 5 R BT -

Table 1 VCI String

Access Point VCI String
Cisco Aironet 1000 series Airespace.AP1200
Cisco Aironet 1100 series Cisco AP c1100
Cisco Aironet 1130 series Cisco AP c1130
Cisco Aironet 1200 series Cisco AP ¢c1200
Cisco Aironet 1240 series Cisco AP c1240




Cisco Aironet 1250 series Cisco AP c1250

Cisco Aironet 1300 series Cisco AP ¢c1300
Cisco Aironet 1500 series Cisco AP ¢1500*
Cisco AP.OAP1500%

Cisco AP.LAP1505°
Cisco AP.LAP1510*
Cisco AP c1520
Airespace.AP1200°

Cisco 3201 Lightweight Access Point (LAP) |Cisco AP C3201WMIC

L Any 1500 Series AP that runs 4.1 software
21500 OAP AP that runs 4.0 software
#1505 Model AP that runs 4.0 software
1510 Model AP that runs 4.0 software

2 Any 1500 Series AP that runs 3.2 software

TLV %0k

Type: Oxf1 (+iL ] 241)

Length: WLC IP Huhil- (1) % & * 4

Value: WLC & #EHz 1 IP ¥ 16 HEiHlE

TR R TR

THHT, WD LT R AP () 10S B3 12.3(7)IA S VALY A H AR IRACR

TEET 12.3(7) WIPE AP A BENS T 20 % h 8 AP, IR AT LLJe I — R ()20 Bk 2 T 24 it
T T HFERE AP 10S AR AE.

Step 1 WMLk FaLim:

http://tools.cisco.com/support/downloads/pub/MDFTree.x?butype=wireless

%




Note HAVEMHH A RLL T2

Step 2 il Access Point.
Step 3 AITHARAETF ) AP S (14, Cisco Aironet 1240 AG Series).
Step 4 st IEFARAEXS N5 (1] AP A 2E4T 4

Step 5 iL+E TARE NI AP BAT S, W LLREAT T T H A AP 2138 AP K5
Image F#;

Step 6 /i Autonomous to Lightweight Mode Upgrade Tool link. 2% 72k T
Step 7 sty 3.2 il de s AR AL
Step 7 £+ Autonomous to Lightweight Mode Upgrage Image.

Step 8 EFE 12.3(11)IX1 N & ir i TH 5515

AR RS AR
TSN AP = AP IR TE, b A il A AR BLR LA BRI
1 BAET il g A 21 3.1 8Bl E

2. PCEPETIE Telnet (14

3. [RID s (A I ) BE B AN 222k T TH2 TR LM LA IS TR) e

T e 48 T LI 52 5K (9 P54 1) Console sl 2% Web 5 1116) Telnet X
-

Lo AU B SR A O G0 1, BSIEREAS CLI 1T JH 1,
config network telnet enable

2. UL LA P28 19 WEB () PRI BPBEAC T 7 T 17 Telnet (150

siii MANAGEMENT S HiliAT 2145 LA M, 5 Aili Telnet-SSH = FLiEAT Telnet-
SSH HIMLEL, Ak LA ZE0E A0 1) SO VT Telnet 23 2 3L BRI 3 AR 6 6 YES
BIWT, K5 et Apply AL HEATICE S . (il 1



Coren Svarems

WLAN Controller Save Configuration | Ping | Logout

MOMNITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMEMNT _OMMANDS Refresh
|~

& Telnet-SSH Configuration

Management Help...

Summary Telnet Login Timeout (minutes)

Maximum Numbey of Telnet Sessions |2 (¥
=

Allow New Telnet Sessions

Allow New SSH Sessions

P 5 T AL ] [R5

PRAT AFESE TS AT a0 A B N A, 3BT 42 4 B0 IS I B

Configure a NTP server now? [YES][no]: YES Enter the NTP server's IP address:
192.168.10.254 Enter a polling interval between 3600 and 604800 secs: 3600

i

Configure a NTP server now? [YES][no]: no Configure the system time now? [YES][no]:
yes Enter the date in MM/DD/YY format: 07/20/07 Enter the time in HH:MM:SS format:
14:04:00

R DA P 42 ol 4 1) DA G B A i BT e . (B 2)

Figure 2 Set Time Page

L § = =
e WLAN Controlfer Save Configuration | Ping | Logout
MOMITOR WL CONTROLLER WIRELESS SECURITY MAMNAGEMENT
Commands Sat Time Set Date and Time Set Timezone Help...
Download File Current Time Tue Aug 913:31:12 2005
Upload File
Date
Reboot
Reset to Factory Default ikl
Diay
Year
Time
Hour '13 :\3
Minutes '3
Seconds 112
Timezone
Delta hours 0 mins 0
o
Daylight Savings ] Enabled §
=

142214



JFH., AT Bl dr 2475 A config time FC &
HRH T
o AP Il TR EAE TR B LAP,  FHJURAF AT QR — S A [ A -

o HEARFARIN—AIN AP SR TSRS, AP 2 DA I HEAT T Rl
THRVTR] 108 BRAFRITCER S ARSI A5 S A S 1

o WERHIG AT SV AP— R I PKI T R IEAH DG HE %
o FESTF AP A EIFE S R A0SR 108 BAFRCA 12.3(11)IXT Hft:
o« SERORINARNT R, HA AP.

PR SCE, A AP I MAC Huhik, AR, InsE R AR R E S
%ﬁf%J%ﬁ XA SCAETT LU SN B WCS 45 B2l 22 28 F LA frdas il 2

%

Note F2 i firf, 802.11 S /2 56 A 1.

GRERBAT I IRA, 755505 2 LT 4%
o WINLLUE P 0 G B
o WANEEAE Windows XP Bk 2003

e Cisco Aironet 1100, 1130, 1200, 1240, i1 1310 %% AP F=%iiz47T Cisco 10S
release 12.3(7)JA BB HINRAS. Frfy AP #5238 474 AP Fx( .

o HRE) IR TR A g A b T 2 128Kbps

o BCEBTKEE RV IR

« {E AP F1 WLC L-#TJF telent Zifit

o HfifR WLC FI.LAP I Bh )25

o ONTHGT R A SO, ZSCH AR RN T TN AP LU AR R

11



IP address

Username

Password

Enable password (optional)

%

Note %F> AP [ IP address, Username, Password £ Enable Password <[] HiZ 5
e

LRTHR YA
RGBSR

Operating system—Windows 2000 or Windows XP workstation only.

» Processor—Pentium I11 or an equivalent

Speed—1 GHz

RAM—512 MB

Free space on hard drive—20 MB

re v YN

Step 1 iz47 UpgradeToolv30.exe

Step 2 "Welcome" dialog box. The "Choose Destination Location" s ii Next , Jf#R
PRI R

GIREERG, RGN LEENT )

BATH AT

TR AR N 3 R

12



IP File: | |

— Upgrade OpHons:
[T Usze'wiaM Link [ AllAP: o DHCP [~ Betain Hozthame on APs

— LWAPP Recovery Image:
" Usze UpgradeT ool TFTE Server  Use External TFTP Server

LwaPP Recovery Image:; I |
TFTP Server P Addr I System [P .-'1'-.|:||:|r:| hd &, AP at run; I'I 'I

— Coniroller Detailz:

P Address: | |Jzername; I Pazzword: I

— Timwe Details:
" Use Controller Time " User Specified Time

Date: I Manth: I j ear I Haurs: I Mirutes: I
OMS Address: | Du:umain:l Detailed Logging Lewvel; ||f'lf'2' 'I

AP IF address: |
AP IF address: |
AP IP address: |
f
I
f

AP IF addresz:
AF IP addrezs:
AP IF address:

Completed: 0 Failed: 0 Inprogress: [ Pending: [

Surmrmarlog [Metailed log

Start Exit | Eanfig | SR Eomtig

230311

B NAHDY (1455 I mits Start 3B 06T+

Step 1 [IP 3CPFRZ AP THEHIE A SR, TGIRRE TR — D 24> AP, IRl E4%
HEAN R ) SO A% AL — AN SRS
ap-ip-address,telnet-username,telnet-user-password,enable-password
ap-ip-address,telnet-username,telnet-user-password,enable-password

SRS HIRE—AT A AP HLIGHT IP Huhk, BSR4, B C AR AU

i, A Sk, s BEEE AT R, AT R
BSOS A

Step 2 i35 AP T I¥17J5 %, {E Upgrade Options H 3k FAH Y. 328 1

13



a. & Use WAN Link LLiE i WAN F}-2%.

- WRTHELTI N AP Sk E AR i nh A, AT KX L AP Y IPL F T 44 R
A4 EUBAE Rl — /N SC b B, WP AP AL TR — ANz bt o, ASEHE
XSG AP JHCAE[R]—AN SO, DLIRE G AT B R BIR .

—  fEHAM TFTP RS 2%, @ik WAN #EIZEHG S 1hn T+ 2 (P ifa],  Telnet ¥t &
A5 H TETP a5 v

b. JH T HABEA AP AE AN RSO, 405 AP [ IP address, netmask,
default gateway LA & hostname . FFZ i, SAERANSEHLER S AP BITHEAMIIL
Be, FEAETHES a1 A

WS IEF: All APs to DHCP, i F+4 )5 1) LAP #552 H DHCP 3REUAE, XX T
[ I A AE A HUME RN B2 Mok A B AR A H, TG BTz AP K . DHCP
server SR AL

W ARESE All APs to DHCP, TH4%¢J5 1t AP £ M35 TH 2% i 28 St (A e & 1 Tl K v 7E
S48 DHCP 3545 1P Huhibid /247y 24 FH S A Hudik

U i% £ Use Upgrade Tool TFTP Server, 7B KBS & T AHOCHNS, T T K
AREE R A T, AR BR FAEY AP, mith OK, 25 1EB K EEAH G 7]
. w4

Figure 4
x|

AP 10.77,159.46 -
1. ACLFirewall might be blocking the TETP.
2, Disable the ACL/Firewall setking For TFTP.,

230358

W R % $E Use External TETP Server , 3 HLB5 kKBS E 725 182 DL 5ams, AP 4/
SRATUUTHER, (BT T HAS LIRS, i Yes 3034 No #e & 15 24k
(A 5).

Figure 5

14



Upgrade Tool C

/, AP 10,77.152.27 -
1. ACL/Firewall might be blocking the TFTP.
2. Disable the ACLjFirewall setking for TFTP.

Mate:
Above information is valid only while running Uparade Tool with
External TFTP Server mounted on workstation other than UT workstation,

If wou still wish to proceed then some of the functionalities will not be handled by Tool like -

1. Environmental variable mis-match.
2. Auto cleaning of nvram: space ko store 55C in case there is nvram: space scarcity,

1w |

A

230263

R W% T Use External TFTP Server, TFTP server 2425 Al upgrade tool 7 [

— T ARG . & 5 B2 TETP server FITF2 T BAS SRS 7E [/ — M HLES |

% TFTP Server FIF+&% T HASFE R — Gl b, BorifE R 6 frox. Witz
{ER T2 T2 TETP Server, 1 /G BAEANL EAT I HI 10 TFTP kS . RS TEK] 6

RS No f5F b T2 T, 8 T 2 47 LR B TFTP server.

R E 64, i Yes, P Use External TFTP Server , Jf H i A G5 %1

TFTP Server A1, A T HEASAFEIAEA S HAILHL)
Figure 6

Upgrade Tool 1 7 E]

/ Another TFTP server is already running
/ ! Stop the TFTP Server before using Upagrade Tool TFTP Server
(or)
You can use only External TFTP Server for Image Upload

Do you want to continue ?
Mote:
1. External TFTP server requires a different machine and not work station of Upgrade Tool,
2. If you still wish to proceed then some of the Functionalities will not be handled by Tool like -
- Environmental wariable mis-match.
-= Auto cleaning of nvram: space to store SSC in case there is nvram: space scarcity.

202300

c. &P Retain Hostname on APs , AP [{] hostname <> J3({E T4 T 2 (IR B AR &

o 2 LWAPP B & SCET I, S & XA AR &,

15



5% AP AT SR IRTHN, WRORTHR AT AP 345 Private B & SC . AT LLELE AP
3247 clear lwapp private-config fir 4K i 4.

Step 3 LWAPP Recovery 1 £ 2% 515 3 (Cisco 10S Release 12.3(11)JX1) . .

a. Jfit Use Upgrade Tool TFTP Server 5% Use External TFTP Server %712k
B3 AP, WiIEAEH T B AL ) TFTP Server,7f images T8 B 8515 SCAE ) 4450t 1645
W use an external TFTP server, /£ LWAPP Recovery Image ' 75 Z:4ii A\ TFTP
Server f4%, WFEG R4 T, FF TETP Server IP Addr % A\ TFTP server
[t 1P

b. System IP Addr F4i A\ 27+ T HL ¥ PC (1) IP.

c. Max AP at run J&— A~ PP SE L SHAHE, &2 fUVF 6 4~ AP RIS EETIET TFTP iR
25 2 VAR5 VLT

Step 4 (Wik) & IP Address ', it A\ WLC & #HE:111 IP.  7E Username Al
Password ™1, i N ISR B S BB LI P 42 s

Step 5 System Time Details F 15 & H 25 44 Uk R T 4R FI A R0 [R]. v LS H wiLC
IS b i A0 R S PR I b

&5 Use Controller Time [P Bk 4,  TH2 T H AT R4 028 (I Ta], - dn AR i3k
TIXAEEL, MRS AT R S, U, RGUB SRS, FRH AR RN
Mo (i 7

Figure 7

Upgrade Tool ii

ol ] Controller details not Found, using Workstation time.
- Do wou want ko continue ¢

=
]
230312

Note U SRAEH ARSI Bh, 2 250K I 18] B2 B4 20054 6 H 12 H 0 500 7
LG, AW A BIE . il 8 frs
%

Note #i¥{#i | Use Controller Time .

16



Figure 8 Upgrade

Enter date greater than or equal to 12th Jun 2005,
This is ko generate walid certificates and ko over come controller join issues
that might arise due ka Time zone mis-match,

pln =ec.=h |

Step 6 (RJIE) W FLI I il 4 AR BT 0 1) AP ANFER]— 2B, 1 HAE
DHCP 4545 b, #A i H Option 43 11977 A e & 4 ) 28 108 BEFE O id sk 1 0%
W2 T EE A X B 4T CISCO-LWAPP-CONTROLLER . localdomain 3 44 1) 14 &'

Step 7 Detailed Logging Level 7~ T2 T H I+ f vpols 2T 1 H Bl 5 R
RE . Info X oxidsk A m HE GEFEEAD .

1 g T TR R e i )

« Start 13T+ 2%

o ExitiBHTH,

« Config WLC X} AP [(E0IESIZR . 70l Eu$E AP 1) MAC Hihk. #EH%,

X {5 KDL Config_<date stamp>_<time stamp>.csv [ & k& I AELE CSV .
THRER, ~iflie o, k9

Figure 9

Upgrade Tool x|

(] Upgrade process completed,
* Reminder; Save configuration file Config_1aJanz007 12263, csv to WiZS Management software

230364

Ui BAT 4] Wireless Control System (WCS), nJ LU B R J7 0K SIE S0 A\ 3
WLC *f,

Step 1 siii Config, ;=4 AP (1] BAIE%13R

17



Step 2 H} web &% WLC, fidi SECURITY- AAA - AP Policies.
Step 3 £ Accept Self Signed Certificate.

Step 4 ¥ CSV 1 AP 1] MAC ¥ hinidk ¢

Step 5 & SSC 1 A 48K

Step 6 R4l CSV 3CAF, AEEAS AP SN hask %5 H.

Step 7 s Add.

[ AE AT LU i iy A3 0 confiig auth-list add ssc AP_MAC public_key_hash for each
AP.

%

Note 7T WCS 1522 "Importing the Output of the Upgrade Tool into WCS" section.

* AP Config Fl LU (#3081 HH BB T+ 1) AP 145 5L

mac-address, ip-address, hostname, radio-type, interface, radio-channel, current-radio-
power

« Summary Log /R REAN TG I AP [ ZOIRES
« Detailed Log —&— K- THRE ) AP HPIRZS
HEI L T E

AP o TS G 2

HREFH TS
52k )5, AP BER LLAZ¥ T WLC il WCS,  FEFEEL5E R LR TAE:

18



o fE AP EXRIHME & WLC

o {E WCS map 4 n—ANFr i) AP

«  F WCSHE AP [ 5 FAHEX 45 HoAth WLC
IR TR AT X A-FAZ/WCS

H} WEB & 3% WLC, 4i.ifi Configure > Templates > Security > AP Authorization.

Step 1 e LMW N ik FE Add Template
Step 2 Click Go (18 10).

Figure 10

[ATTTRAFITVTY

root Logout © Refresh : Help...

AP Base Radio MAC

Certificate Type Key Hash

142211

Step 3 k2 F2¢ T H A4 tH SC#F.CSV. Save (W& 11).

Figure 11

19



[ATTTRATIITTY

MONITOR CONFIGURE ' | ADMIN LOCATE

Templates: Confrollers’ AccessPaoints

35 roo Logout © Refresh - Help..

Templates “ AP Authorization Templates > New Template

System Generd

Import From File:

_File Path

Cf_leg_ram Eil'eélb'ism 'S:'gstémsﬁjpg_raﬁ'j-é

Authoriza

142213

Step 4 WA E FAF| M2 h A WLC, & SSC entries , X5 Apply Templates.

Step 5 Click Go (see Figure 12).

Figure 12 Apply Templates

Eueco Srsvems

L — T az root  Logout :
MONITOR CONFIGURE | ADMIN LOCATE Z

: Teﬁn g5 “Contrallers’ Access F'u:.im:g;__

Apply Templates.. ]G0

I AP Base Radio MAC Certificate Type Key Hash
T 0013c493ad52 85¢ 5620592403817 9683321033951 82858351

142212

Step 6 EFH WLC, #9jin SSC #£3, and click OK (see Figure 13).

Figure 13 Self-signed Certificate
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Logoed in as: root

MONITOR CONFIGURE

— | o fer‘r‘uﬁaieé Controllers .i'-.lz:E

Cises Srstumy . _ : R _

ADMIN LOCATE

Templates =

y Ve |

IP Address
10.2.2.2

Controller Name
c2006-1

FE AP BEZE G AP
I 4k Cisco 10S release 12.3(7)JA 55 FLPIRAS, K AP I AP [0 I AP,

R AP EOCHEE] WLC, At WLC 245 AP INZ&AH N1 10S, U AP A5 eIk
WLC, nJLLE tftp k.

%

Note 7E LWAPP F3 &, WLC #5538 7E AP FIf L &8 s i e, Togkr)
TR AEYT In) M 252 A2l WLC, (H7&, Wil AP #:4 yME AP 5, A2
LWAPP P33, o th A s WLC 2T 2 .

%

Note 1300 %741 LAP H gt WLC 17 &34 ik AP
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fFF WLC Tk E AP SEHETHIRRA

Wit WLC, #98 AP IR 2 AP I D IR AN T -

Step 1 #2475 H AP KR WLC L.
Step 2 FA

config ap tftp-downgrade tftp-server-ip-address
filename access-point-name

i/ titp KR AP Sl HIRRA
“

Note A5 A& T Cisco C3201WMIC and Cisco C3201LAP.

Step 1 %45 TFTP server (IHL2EA IP #uhl 45 % >4 10.0.0.2 A1 10.0.0.30 2 [H].

Step 2 #ifx TFTP 3CAF H b 347 AP IBEA S (i ¢1200-k9w7-tar.122-15.JA tar)
Step 3 {rE3EH TFTP server LA HAT LU AP 2R

a. KRR KRG RERAT

b. R ScE RS2, click Tools > Folder Options > View > Show hidden
files and folders.

Step 4 #1200, 1130. 1240. 1250 F %1 AP ()58 1143 FE i 44 4 ¢€1200-
kOw7-tar.default . ¢c1130-k9w7-tar.default . c1240-k9w7-tar.default . ¢1250-
kow7-tar.default

Step 5 f#i 1 525 UTP H145i% 4% PC 1l AP

Step 6 4Kk AP 1) FLY.

Step 7 HUFTZEAL BN, $4{E MODE ##.

22



Step 8 K2y 20-30 ¥, ARSI L4 4T, #AJF MODE
Step 9 SFfF AP a3, HHPTARET AL k£,

Step 10 H )i )5, HHACE AP

i =]

PAF 2 G F WCS, WLC I LAP 1304

» Cisco Wireless LAN Controller Configuration Guide
» Cisco Wireless Control System Configuration Guide

» Release Notes for Cisco Aironet 1130AG, 1200, 1230AG, and 1240AG Series
Access Points for Cisco 10S Release 12.3(11)JX1

H7 A: Z& Windows 2003 Enterprise DHCP Server #7& Option 43
1§ 2% PE L (DHCP 43.doc)

B B ELAP LIFFTLE

LAP i i WLC Rt 8, Y LAP B fE i 15 m i, 75 2l ik WAN BE K 15 H:
WLC, nJLLEAE, (154 WAN 85k el ok #% DHCP Server L&, ik
LAP i 21 HAh WLC E.

Tk LAP RESvEM ) H 4 WLC b, FH34E LAP LS AP 1iE 4 IP. mask.
WLC 1] IP. AP ] hostname DL Az BRI\ O, X Loy &K1l i) console 14FE AP 1]
EXEC #z0 NN

BN OL T, XL dr X LAP GRL, fHaE AP Iz4T{E—> recovery 10S image I
SR o

BT AP #J console O3REX BN EXEC #2515

LAP BRIAE ] “Cisco’ 1EA enable i2565, (H2 4 T ek N EXEC i 4 A
RS, Ak AP B ESHTIY enable 2515,

W 7E WLC console iy 247 HIALL R4, WLC B4 AP Kk —ANH 4818
i,
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config ap username user-id password pass {AP-name | all}

Hi N AP-name, R LICHREE ] AP WE H 7 4 A0, dn SAd H S8 7~ all,
B M B WLC BT AP A i— N &4 f 3

%

Note W1t LAP 7 E 1L, jjT ERS T AN DG4, D200E 2 NVRAM H I & 5
B LAP PR B . X TH4° LAP 2% CRY "Deleting the LWAPP
Configuration File to Redeploy the AP" section.

B LAP HMEIRE WLC

A WLC A2 Fff 7 A4 R i 8o 1) AP EXEC BT, $ATBL R i 4

* Iwapp ap ip address ip-addr subnet-mask

» lwapp ap controller ip address ip-addr

* lwapp ap hostname ap-hostname

» lwapp ap ip default-gateway ip-addr

i recovery 10S 544 (1] LAP 7 M 2IFHAECE ) WLC 1, F H R 8UHN 184
— H LAP IO 2] WLC, 5 WLC W8 lC E 30, I L, LAP [ hostname Al
WLC i) IP 28 R, 1 H LAP ) 1P, mask FIER A 4 AT SR PR B

2 AP IZ4T1E recovery 10S G54 ), DLl air S lC . AP R HLEE. hostname.
]9 5 DL K. WILC fri bt

ar SR LA MEHL R IR
e APIZ{TE LWAPP [#] 10S A
« AP ] NVRAM HLIHIf74 LWAPP [#HCE.
e AP AT F| WLC [ PR,
AT UL RS, SRR A, S L R

"ERROR!!! Command is disabled."
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B AP WELE
RN CLF A 235 B AP [ IPy mask. M CLRLA WLC ) 1P:
e clear lwapp ap ip address
» clear lwapp ap controller ip address
» clear lwapp ap hostname

» clear lwapp ap ip default-gateway

IR LWAPP HIfic B S04

2 LAP IR B —ANHT AL, 20w et bR LWAPP [RECE SCE, 14 AP Pk 3
)l 78 EXEC B FHUAT L R a4

clear lwapp private-config

A HIE I L WLC AP 72— ANEr I T 40 A i 6 s 2] EXEC R A4

A
H

ERE R MER AP ) LWAPP @EEF DR kg HE b i DR 1 AP IR, 3G B
JETCIEAE AP _EHI AN CL EAH G AT & o IXFRFOL T, W LLKE LAP Z8A M 21l WLC
b, FFaEE WLC e 24742 o i HH 7 24 Fssa
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