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• �� !IOS�� !"#$"#%&'()*�� !"#$%&

�� !"#$%&'(�� !)�

• �� !"IOS��Cisco�� !"#$%&'()*+,

• �� !"IOS�� !"#$�� !"#$%&'(

• �� !"#$IOS�� RISC�� !"#$(MIPS Rxxxx�
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�� !

�� !

(�� !"#

�� !"#$)

Cisco IOS�� !

IOS�� !
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• �� !"#$%&'

• �� !"#$%&�� !"#$%

• �� ! IBM/SNA�� !"#$%

• �� ! IOS�� !" #$%&'

• �� !"#$%&'()*+,-./&012-345

• �� !"#$%&'()

• �� !"#$%&'()*+

�� !

�� !

Cisco IOS�� !

�� !"# IP

IPX

DECnet

CLNS

AppleTalk

IBM

Ethernet

FDDI

Token Ring

HDLC

Frame Relay

ATM

Queue management

Fastswitching  Bridging

Driver interface

Ethernet FDDI Token
Ring

Serial ATM

Network services

TTY

VTY

Flash

RAM

PCMCIA

TFTP
Network

services

E
ncap

F
ile system

P
arser

Configuration

management

Platform

independant

Platform

specific

Initialization

Scheduler

Libraries

Memory pools

Buffer mgmt

Memory

mgmt

Kernel services

IOS Solid State Architecture
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IOS�� !"#$%&'()*+,�� !"#$ !%IOS

�� !"#$% IOS�� !"#$%&"'(%)*+�),-./

�� !"#$%&'( !)*+,-./ !0�� IOS�� !

�� �� Classified under Network Services(�� !"#$%)��

�� !"�� !"#$%&'()*�� !" !#$%&(�

�� !"#$%&')�� !�� !"#$%&'()* IOS�

�� !"#�� !"#$%&'()*+,-./0123456

�� !"#$%&'()

�� !" IOS�� !�"#$%!&'()*+,-#$%!

�� !"#

�� !

�� !"

Cisco IOS�� !

IOS�� !

Monolithic

Modular (9.21-11.2)

From 60 to 275 subs

Port ready (11.0-11.3)

• Platform/processor isolation

• New generation kernel

• System scalability

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○ ○ ○

’85 -’93

’93 -’94

’94 -’96
○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

’96 - ??
Bullet proofing
(ISDN, X.25, CLSI, IP, Queuing,
ALL fast switching path, drivers)

IOS Evolution
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IOS�� !"#$%&'()*�� !"#$%&'(�� 

�� !"#(Procedure)���� !"#$%&'()*�� !"

�� !"#$%&'()&*+,�� !"#$%&'()*+#

�� !"#

IOS Releases 9.21� 11.2�� ! IOS�� !"#$%&'()

�� !"#�� !"#$%&'� ()(set of  layers)��� !

�� !"#$%&�'()�� !"#$%&'()*+,�� 

��(��)�� !"#$%�� !"#$%&'()*+,-.

IOS�� !"#$%!&'()*+,-.

IOS�� !"#$%&'(IOS 11.3�� !"�#$%&'(

�� !

�� !"#$ IOS�� !"#$ %&#'()*+,�� 

�� ! IOS�� !"#��(�� !)�� !Cisco�� !"

�� !"#$ IOS�� /�� !"#�� IOS�� !"�� !

�� !"#$%& IOS�� �� !"#$%&'()

�� 

�� 

�� !

Bulletproofing

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

Monolithic

Many, modular
subsystems

Multiple

linked
combinations

Monolithic system

IOS Modularity: Multiple Linked Combinations

Subsystem Subsystem Subsystem

B A C

Subsystem

B Subsystem

A

Subsystem

C

�� !

�� !"#$%
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�� !" IOS�� !"#$%&'()�� !"#$%&'

�� !"# IOS�� !"�� !"#$%&'()��Cisco�

�� !"#$%&'()*+,-.'()/01'()2�� !

�� ! IOS�� !"#$%&'()*+,-./01�� !"

�� !"#�� !"#$%&'()*+,�� !"#$%&'

�� !"#$%&'()*+,-(�� �� !"#$%&'(

�� !)�

Cisco IOS TM
  Technology Suites

Cisco IOS TM
  solution set Cisco IOS TM

  solution set

Feature set Feature set

Feature

Feature

Feature

Feature

Feature set Feature set

Feature

Feature

Feature

Feature

Platform suite Platform suite

Families of products built on Cisco IOS technologies,

designed to work together and apart

to solve customer problems

IOS Solution Sets

� IOS Granularity

�� !

Cisco IOS�� !"

�� !"
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�� !"#$%&'()*+,-./0/12�� !"#$%&

• IOS�� !"#$�%&'()*�� !"#$%&'()*+

�� !"#$%&'()*+,-�� !" IOS�� !"#

�� !"#$%&'()*+,-.

• �� !"#$%&'()*+,-./012�� !"#$%&

IOS�� IOS�� !"#$%&'()*+,-./01234

�� �� !"#$%&'()*+,-./012345

• IOS�� !"#�� !"#$%&'()*+,-./�� IOS

�� !"#$%"&'(�� !"#$%&'()*+),-.

�� !"#$%&'(�� !�� !"#$%& IOS�� 

�� !"#$%&'()*+

IOS�� !"#$%&'()*�� !"#$%&'(!"#

�� !"�� !"#$%&'()*+,-.�� !"#$%&

�� !"#�� !"#$%&�� !"#$%&'()*+��

�� IBM/SNA�� !"#$%&'( )*+,-.

�� !"#$%&' IOS�� !"#$%&'�� !"#$

�� !�� !"#$%&�� !"VLANs�� !"#$%&(�

�)�� !"#$%�� !"#$%&'($)�� !"#$%&

�� !"#$�� !"�� !"#

Cisco IOS��

�� !"#

�� !"#

�� !"#$%&'

�� !"#$%&

�� !"
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�� !"#$IOS�� !"#$%&'()*+",&'-.

�� !"#$%&'()*+

�� !"#$%&'()�� !"#$%&'((�� !"#

�� !"#)�� !"# IOS��� !"#$%&'()*+,-

��

• �� �� !"#$%&�� !"#$%&'()*+,�� 

���� !"#$%&(�� !"#$%&)�� !

• �� !"�� !"#$%&'()*+ IOS�� !"#�� 

�� !"#$%&'()*+,-�� !"# IOS�� !"#

�� !(�� !"#$%&'()*)�� !"#$(RSVP)�

Cisco IOS�� ○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○

○ ○ ○ ○ ○ ○ ○ ○

Routing

protocols

General

network

services

Specific

network

services

IGRP
EIGRP

RIP
OSPF

BGP
NetWare

Apple Talk
Routing
policies

Security
Quality

of service
VLANs

Traffic
mgmt

Protocol
processing

Protocols

TCP/IP
IPX

OSI CLNS
DECnet

AppleTalk
VINES
XNS

Bridging/LAN
Transparent
Source route
Translational

Bridging
FDDI Encap.

ATM lane

WAN
HDLC
PPP
X.25

Frame relay
SMDS
ATM
ISDN

IBM
SNA

DLSw+
TN3270
APPN

Channel
Attached

Cisco IOS Framework

�� !

��

�� !
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�� !"

�� !

�� !

��

Cisco IOS�� !"#$��

�� !

�� !

�� !"

• VLANs��� !Cisco�VLANs�� !"#$%&'( IOS�� 

• �� !"�� !"#(�� !"#)��� !"� #$%&

RMON�� !"#$%&'()&*�� !"�� !"#$%

�� !"#$%&'�� !"#Cisco�NetFlow Switching(��

�� !"#$%&'()*+)�

• �� !"�� !"#$%&'()*+�� !"�� !"

�� IBM SNA� TCP/IP�� !(�� !"#$%&'()��

�� !SNA� TCP/IP�� InterWorks Business Unit�� !"

�� !"#$%&'()*+, IOS�� 

�� !"#$%&'(�� !" IOS�� !"�� !"5�

�� !"#�� !"�#$%&'()*�� !"#$%&'()

�� !"#$%&'()* IOS�� !"#$%&

Cisco�� !"#$%&'()�� !"#$�� !"#�

�� !�� !"#$%&'()*�� !"#$�� !"#$

�� !"#$%&'()*+,-Cisco �� !"#$%&'()*

�� !"#$% IOS�� !"#$�� !"#$%IOS�� !

�� !!" 10�� !"#$%&'()�� !"#$%&'()

��IOS�� !"#$%&'()*+�� !"#$%&'()*

�� !"#

�� !"#$%&'()*+,-./01234'(5678

�� !"#$%&'()�� !"#$%&'(�� !"#$�
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�� !" #$%&'(�)*+�� !"#$%&'()*+,

�� �� !"#$%&'()�� !"�� !"#$%&��

�� �� !"#$%&'()*+,-.& /�0�� �� 

�� !"#$%&'()"*+,-./012

Cisco IOS�� !"#

Policy

IOS Security Architecture

Firewalls Access
management

Host
security

Encryption

Cisco�� !"#$%&'()*+,-./0123456��

�� !"#$%�� !"#$%&'()*+,-./0Cisco IOS�

�� !"#$%&'(�� !�� !"�� !"�� 

�� !"�� !"#$%&'()*+,-./0&1!234

�� !"#$%&'�� !"#�� !"#$%&'()*+,

(�� OSI reference model)�� !"#$%&'()*�� !"#

�� !"#$%�&'(�� !"#$%&'()*+,-./01

�� !"#$%&�� !"#$%&'()*+,-&./�� 

�� 
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������ !"#$%&�� !"#$%&'()*+,(ACL)�

ACL�� !"#$%&'(IOS�� !"#$%&'()*+ACL�

�(�� !")�

• ACL�� !"�� !"#$%�� !"#$%&'()*+,

�ACL��� !"#�� !"#$%&'()*+,-./01

�� !"#$%&'()*+,-ACL�� !"#$%&'()

�� !"�� !"#$%&'()*+,-

• ACL�� !"#$�� !"#$%&�� !"#$%&'()

�� !"#$�� !"#$%&'()*+,-./�� ��

�� !"#$%&'()*+�� !"#$%&'()�� !

�� !"#$%&'()*+,-.�� !"#$%&'()*

�� !"�� !"#$%&'(ACL�� !"#$%&'()

�� !"#$%�� !"#$%&'IOS��ACL�� !"#$

�� !"#$%&'()*+,-.�� !"#ACL�� 

�� !"#(NAT)��� Internet�� !"#$%&'()

�� !"#$%&'()*+,-.�World Wide Web�� !"#

�� !"#$%&'(� Internet�� ! 30��50�� !"#$

�� !"#$%3� 10�� �� !" Internet�� !"#$%

ACL�� !

ACL�� !"#

�� !"#
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Cisco NAT�� !" Network Translation�� Private Internet

Exchange(PIX)��� !"�� !�� !"#"$%&'�� !"

�� !"#$%&'()*+,-.�� !"#$%�� �� !

WWW �� !"#$%&'((HTTP)�� !"#!$%&'(

WWW�� !"#$%�� !"#$� 80�� � FTP(�� !"

�� !"#$%&)�� !NAT�� !"#$%&'()*+,-.

�� !"#$%&'()�*+,-.�� !"FTP�� �� !

NAT�� !"#$% TCP�� !"#$%�� !"#$%&'(

�� �� !"#$%&'�� !"#$%&'())*+�� !"

�� !"�� !"#$%&'()*+,-./01TCP�� !"

�� !"��(��)�� !"#$%&'()*�� !"#"$%

�� !"#�$%&'()*+,-.NAT���  NAT �� !"

�� !"�� !"#$%&'(�� !"#$%&'()*+�,

�� !"#$%&'()*+,-'(./012345�� !"#

� TCP�� !"#$%&'Cisco�� !"#$%&'()��  

�� !"#

Cisco NAT��

Internet
Advertise

195.1.1.0...

195.1.4.0

195.1.1.0

195.1.2.0

195.1.3.0

On-the-fly
mapping

10.0.0.0

Public Private

PIX

10.1.2.3

Public

WWW

Public

FTP

DNS

mail

Firewall Design with Private Internet Exchange
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�� !"#$%&�� !"#$%&'�� !"#$%&��

�� !"#$%&'()*+,-./$0123�� !"#$%&

�� !"#$%&'()*�� !"Cisco IOS�� !"#$%&

�� !"�� !"#$%&'()Cisco IOS�� !"#$%&'

�� !"#$%&'(

Internet�� !"#$%&'()*+�,-.�� !"#$%&'

�� !"#$%&'()*+ Message Digest 5(MD5)��(RFC 1321)��

�� !"#$(BGP)�Open Shortest Path First(�� !"#$%&

OSPF)��� !"#$%&'()*+��� !Cisco IOS�� !"#

�� !"#$%&'($)*+,Cisco�� !" Internet Engineering

Task Force(IETF)�� !"�� !"#$%&'()*+,-./��

�� !"#$%&'()*+,-�� !"#$%&'()

�� !"#$ !"#%&(TACACS)�� !"#$%&'()

�� !"#$%&'()*+,-./0123456TACACS�� 

��� !��RFC 1492�� !"IOS�� ! TACACS��� !

�� !"#$%&'(%)*+,-./Cisco�� TACACS�� 

�� !" TACACS��TACACS�� !"#$%&'()*�� 

�� !"#TACACS�� !"#!$%&'()*(TACACS+��

�)�� !"#$%&'�� !"#$%&'()*+,-./01�

�� !"#$%&'()*+"#,TACACS�� !"#$%&'(

�� !"#$%&'()*+,-

�� !

Message Digest 5

TACACS�
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• �� �� !"#$%&'()*+,-./01�� !"#$

�� !"#$%&�� !"#$%TACACS�� !"#$%&'

�� !"#$%&'()�� �� !"#$%&'(�� !

�� !"#$%�� !"#$%&'TACACS�� !"#$%

�� TACACS�� !"#$%&'�� !"#$%&'(

• �� TACACS�� !"#$%&'()*+,*-./0 123

�� !"#$%&'()*+%,-./�� �� !"#$%&

�� !"#$%&'()*+(,!"-./01234567

• �� �� !"#$%&'()*+,-'./01�� !"#

���� !"#$%&'(�� !"#$%&'()*+,-�

�� !"#$�� !"(�� PPP)��� �!"#$�%

3 A�� 

TACACS+Server

Authentication

Authorization

Accounting

Access
Server

TACACS+ Protocol

Database

TACACS+ Server

TACACS�� !
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TACACS�� 

Kerberos

Radius

Cisco IOS�� 

�� !

Cisco�� TACACS�� !"#$%&'(�� !" #)��

�� !"#$%&�� !"#$%&'�� ! "#$$ TACACS

�� !"#�� !"#(�� Kerberos��)�� !"#$%&'

TACACS�� !"#!$%&'()*+�� SLIP�CSLIP�XRemote�

PPP�ARAP�TN3270�X.25�� !(TTYs)�� !"#

Kerberos�� !"#$(MIT)�� !"#$%&'()*+��

�� !"#$(DES)�� !"#$�%&'(Kerberos�� !"#

�� !"#$%&'Kerberos�� !"#$%&'�� !"#$%

�� !"#$Kerberos�� !Cisco�� Cisco�� !"#Cisco

IOS�� !"# Kerberos�� !"#$%

�� !"#$%&'()(RADIUS)�� !"#$%&'(��

�� !" !#$%&'()*+,-./0RADIUS�� !"#$

�� !"#$%&'()*�� !"#$%&'()*+,-./0

��RADIUS�� !"#$%&'()*+#,)*-�� !"#$

��Cisco�� RADIUS�� !"#$% Cisco IOS�� 

�� !"#$%&'()*+,-./�� !"#$%&'Cisco IOS

�� !"#$%&'�� !"#$%&'()*+,-*./01234

�� !"#$%16�� !"�� !"#$%&'()*+,-./012

��Cisco IOS�� !"#$%&'(�� !"#$%&'()*+,

�� !"#$%&'()%&*+,-./01�� !"#$%

�� !"#$%&�� !"#$%&'()*+,$-./�� !

�� !"#�� !"#�� !"#$%&'()*+�� !"#

�� !"#$
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�� !"#$

�� !"#$%&

�� !"#$

�� !"#$%&'()*(LANs)��� !"#$%�� &'(

�� !"#$%&�� !"#$%&'()*+,-./01%234

�� !"�� !"#$%&'()*+,-�� !"#$%&'()

�� !�� !"#$%&'()*+,-./0�123456789

�� �� �� !"#$%&�� !"#$%&'()*+,-./

���� !"#$ !%&'()*+,-./Cisco IOS�� !"#$%

�� !"#$%&'() /�� !" ACLs�� !"#

Authorized
user

Internet

Corporate site

Non-authorized
user

Lock and Key Security

�� !"#$%&'()*+,-.#/�� !"#$%&'(

�� !"#$%&'()*+,-./01234�� !"#$%&

�� !"#�� !"#$%&'()*+,-'(./012
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��

�� !"

�� !

�� !"#$%!"&�� !"#$%&'()�� ISDN��� !

X.25�DDR�PPP�� !"#�� !"#$%&'()*+,-./

�� !"#�� !"��#$%&'()

�� !" #$%&'() *+,-./0123�� !"

�� !"#�� !"#$%&'()*+,-./012+3/0

�� !"#�� !"�#$%&%'�� !"#$%&�� !

�� !"#$%&'WAN� LAN �� �� !"#$%&'()

�� !"#$%&'()*+,-Cisco�� !"#$%&'()�

�� Cisco�� !"#$ Blacker Front End(BFE)�� !"!#$

���� !"�(DCA)�� !"#$%&(DDN)��� Cisco

Systems�� !"��NetFlow�� !"#$%&'()#*+)#

�� !"#$%&'!()$*+,-.�� !"#$% !&'

�� !"#$%&'()*+,-./0�� !"#$%&'()

�� !"#$%&'()*+

Cisco�� !"#$%&'()�*+,-./012�� !

�� !"#$%&'()*+�� !"#$Cisco� Cylink�� !

� Cylink�� !"#$%&(� Cylink� SecurePacket�� !)�

�� IOS�
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Cisco IOS�� !"#$�� !

�� !(QoS)��

�� !"

�� !"#$%&'()*"+,-./01234567��

�� !"#$%&'()$*+,-.�� !"�� !"#$%

�� !"#!$%&'()�� !"#$%&'()*+,-./

�� �� !"#$%�� �� !"#$%&'()*+,-.
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�� !�� !"#$%&'()
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�� !"#$%&'()*�� !"#$%&'()*+,-./

�� !"#$%&'()*+,-./012�� !"#$%&'

�� !�� !"#$%&'(�� !"#$%&'�� !"#

�� !"#$%�&' ()*+,�� !"#$%&'(#)*
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�� !�� !"#$%&'�� �� !"#$%&'()�*+,

�� �� !"#$%&'()*+,-.�� !"#�$%&'(

�� !"#$%&'(�� !"#$%&'()*�� !"#$%

�� !"#$%&'()*

�� !"#$%Cisco IOS 11.0�� !"#�� !"#$%�
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�� !"�� !"#$%&'()*+,-./0�� !"#$%

�� IOS�� !"

�� !"#(RSVP)�� !"#$%&'()*+,-./&0

�� !"#$%�� !"�RSVP�� !"#$%&'()*+,-

�� !"#$%RSVP�� !"#$%&'()*+,#-./��

�� !"#$%&'()*+,-./01�� !"#�$%&'(

�� !

Reserve 500 kbps
and 50 msec delay

This application
sends data at 500 kbps

and 50 msec delay

Receiver Sender

Network

Resource Reservation Protocol (RSVP)

RSVP�� (�� !"#$�� !"#$%&)�� !"#

�� !"#$%�� !"#$%&'()*+,-./�� !"

�� !�� !"#$%&�� !"#$%�� !   (�� !"

�)�RSVP�� !"#$%&'(� )*+,-./01�� !

�� !"#$%&'(�� !�� !"#$%&'()*+,-
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IOS VLAN�� !

�� !"#$%&'()*+,-./0123�� !"#$%
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�� !"#$%&

IOS�� VLAN �� !"#$%&'()*+,-�� !"�

�� !"#$�%&'()*+"#,-./VLAN�� !"#$%

�� !"�� �� !"#$%IOS�� !"#$%&'()VLANs

�� !IOS��VLANs�� !"#$%&'()*+

• �� �Cisco 7000� 7500�� !" IOS�� !"#$%&'

� 255� VLANs�

• Cisco IOS�� !"#$%&'(%)' VLANs(�� !"� 

�� !")�� !"#$%&'()*

• �� !"#$%& !'( VLANs�� !

• �� !"#$ FDDI�� !"#$%&'()*+,-./��

�� !"#�� ISL�802.10� 802.1Q�Cisco IOS�� 

ATMLAN ��(LANE)�

• Cisco IOS�� !"#$%&'

�� !"#$%&$'()*+,-. 255� VLANs��� !

�� !FDDI�ATM��� !"VLANs�� !"#$%&'(�

�� !"#$%&'()*+,-#./01�� !"VLANs��
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��(Trunking)
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�� !"#$%&'�()%"*+,VLANs�� !"#$%&

�� !"#$%&�� !"#$%&'()*+,-./

Cisco IOS�� !"#$%&'()*+VLANs�� !��VLAN

�� !"#�� !"#$%&'#()�� Inter-Switch Link(ISL)��

��Catalyst�ProStack�� !"#$% &802.10���� !"#$

�� !"#$%&%�'()�� !"#$%&'()*+,-�� 

�� !"#$VLAN ���� !"#$%VLANs�� �� !"#

�� !"#$%&'((�� !"#$%&'()*+�� ISL�802.10

� 802.1Q���CiscoFusion�� !"#$�� �� Cisco�� !

IOS�� IOS�� �� ! IOS for Switched Internetworks�)

ProStack

Catalyst
5000

Catalyst
5000 IOS

IOS

Cisco router

ISL fast Ethernet
802.10.FDDI
IEEE 802.1 Q

VLAN 1-6

ProStack

ProStack

Catalyst

5000
IOS

IOS

Cisco router

VLAN 4-6 VLAN 1-3

VLAN 1-3

VLAN 1-6

Building 1

Building 2

Communications Between VLANs

VLAN 4-6 VLAN 1-3

VLAN 1-6
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VLANs��

VLANs��

�� �� !"#$%&'()*+(� NetBIOS�LAT �)��

� IOS�� !"#$%&'( VLANs�� !(Layer 2)��� !"

���� !"#$%&'()*VLANs��� !VLANs�� !"

���� !"#$%&'()*+,-�. /01 VLANs�

IOS��VLANs�� !Cisco�� !"#$%&'()*+,�

� VLANs�� !"#$%& !'()*+,-. IOS�� !"#

�� �� �� !"#$%&'VLAN�� !"#$%&'VLANs

�� !"�� !"# $"%&'()�� �� IOS�� !"#

�� !"#$ VLANs��� !"#$%&'(VLAN �� !

IOS�� !"�� !"#$%&' VLANs�� !"#$

• �� !"#$%&'()*�� !"#$%&VLAN �� !�

�� !"#$%&MAC�� �� !"#$%&'�� !"#

�� �� �� (�� !"#)�� VLAN �� �� !"

ID�� !"#$%&�� !VLANs�� !"#$%&'()*

�� !"#$%&�� LAT�NETBios� LLC2�

• VLANs�� !"#$%&'VLAN�� !"#$%&'(�� !

�� !"#$%�� !"#$%&'VLANs��� !"#$%&

���� !"#$%&'()�� �� !"#$%&'()*+

LAT�� !"#$%&VLAN ���� ! IP� IPX�� !"#$

VLANs�(�� !"#$%&)�IOS�� !"#$%&'()��

�� !"#$%&�� !"#$%&'()*+,-./01��2

�� !"#$%&'()*+,-./0�� !"#$%&'()*

�� !"#$%&'�� !"#$%&'()*+,�� !"#

�� !"#$�� !"#$%&'()*+,-./01%234

���� !"#$�� VLANs�� !"#$%�� !"#$%(
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VLANs��

Cisco IOS�� !"#$�� !"#
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�� !)�� !"#�VLAN �� !"�� !"#$%&'(

�VLAN�� !VLANs�� !�� !"!#$"%&'&()*

�� �� !"#$%&'()*+,-(�� !"#$%&'()

FDDI�)��� !"#$%&'()*+,�� !"#$%&'�

�� !"#$%&'()�� !"#$%&'()*+,-.

VLANs �(�� !"#$%&'()*#)��� !"#$%&

VLANs�� !�� !"#$%&'()*+,IOS��VLANs��

�� !" VLANs�� !"#

• �� IOS�� VLANs�� �� !"#$%VLANs�� !�

�� !"#$%�� !"#$%VLANs�� !"#$%&'#

�� �� !"#$%&'()�� !"#$%&'()�� 

�� !"#$%&'()�� !"#$%& VLANs(�� !"

�� !)�� !"#$%&'�� !"#$%&'�� �� 

�� !"#�� !"# VLANs�� !

�� !"#$%&'()*+,-.�� !"#$%&'()*

�� !"#$%&'()*+,-./0�� !"#$%&'()*

�� !"#�� !"#$%&�� !"#$%&'()*+,��

�� !"#$%&'()�� !"#$%&'()�� !"#$%

�� !"#$%&'#()*IOS�� !"#$%&'()�� !

�� !"#$%&'(")*+(�� !"#$%&'() *IOS�

�� !"#$%&'(�� !"#$%&'()�� !"#$%&

�� !"#)
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NETFLOW SWITCHING
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�� !"#$%&'()*+%&,-' !./0�� !"

���� !"#$%&'()*+,-.�� !"#(�MIB II �

RMON MIB�� )�� !"#$%&'()�� !"#$%&�

�� !"#$%&'( )%&*+,-./0123�� �� 

�� !"#$%&'()*+,-'*+./0123

�� !"#$%&�� !"#$%&'�()*+,-./01

�� !"#$%&'()*)+,-./�� !"#$%&'()*

�� !"#�$%��&'()*+,-./01�� !"#$%&

�� !"�� !"#$%&'()*+,!-./+0

��RMON1�RMON2�� IOS�� !"#$%&'Cisco��

�� !"#$%&'()*+*,#-./01�� IOS11.1���

Cisco�� !"#$RMON�� !"�� Cisco IOS 11.1��NetFlow

Switching� NetFlow�� !"#$%&'() Route/Switch�� !

Cisco 7000�� !"

NetFlow Switching�� IOS�� !"#$�� Cisco�� !

�� !"#$%&'()*+!"#,-./0123�� !"#$

�� !�� !"#!$%&�� !"#$%& NetFlow Switching�

�� !"#$%&'()*�� !"#$%&'()�� !"#$

�� !�� !"#$%&'�� !"#$(IP��)�� !(��

��)�� !"# NetFlow Switching�� !"#$%�� !" IOS

�� 



Cisco �� !"#$%&'31

�� !"

 NetFlow Switching

�� !"#$%&'(�� !"#$%&'()*+�� !"

�� !"#$%&'()*+,-."/0'(12!3�� !"#

�� !�� !"#$%&'()�� !"#$%&%'(��

NetFlow Switching��� !"#$%&'()*+&',-./0��

�� !"#$%&'("#)*+,-./012�� !"#$%&

�� !"#$%&'()*+%�,-./012�� !"#$%&

�� !"#$%&�� !"#$%&'()�� !"� NetFlow

Switching�� !"#$%&'(

Platform
table

Access
list

Queuing
priority

Accounting
data

Switching
task

Security
task

Queuing
task

Accounting
task

NetFlow
cache

NetFlow
statistics

NetFlow
data export

NetFlow
switching

task

Subsequent
packets

First
packet

Flow
specifications

NetFlow Switching

NetFlow Switching�� !"#$%&'()*+,-�� !"#

�� !"#$%&'()*+,-./ NetFlow Switching�� !"#

�� !"#$%&'()*+,-./"01 !2345#$06�

���� !"#� $%&'%()*+,-./012345&67

�� !"#$%�� !"#$%&'()*+�� !"#$%&'

�� !"

�� !"#
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�� !"#$%&'()*+�� !"#$%&'()�� !"�

�� !"#$%&'()*+,NetFlow�� !"#�� !"#$

�� !"#$%&'()*+(�� ! 30�)�� �� !"#$%

�� !"#$%&'()*+�� !"#$%&'()&*+,#-

�� !"#$%&

Cisco NetFlow Switching�� !"#$%&'()*+, IP�� 

�� !"#$FDDI� HDLC�� !"#$%&'()*NetFlow�

IPX �� !"#$%&�� !"#$%& NetFlow Switching��

11.1(2)�� ��Cisco 7500�� Cisco 7000��  NetFlow Switching

�� !1996�� !"#Cisco�� !"#�� !"#$%&'(

�� !"

NetFlow Switching�� !"#$%

•  NetFlow Switching�� !"#$%&'�� !�"#$%�� 

�� !"#$%&'()*%+,-./0��NetFlow Switching

�� !"#$%&'()*+,�� !"#$%&'()*+,

�� �� !"#$%�� !"#$%&'()* !+,-.

�� !"

•  NetFlow Switching�� !"#$%&'()*+�� !"#$%

�� !�� !"�� !"#$%&'�� !"#$%&��

NetFlow Switching�� !"#$%&'()*+,-.�� !"

�� !"#$%&'()*+ NetFlow Switching��� !"#$

�� !"# NetFlow Switching��� !"#$%�� !"#$

�� !"#$%&

•  ��NetFlow Switching��� !"#$%&'(Cisco IOS�� �

�� !"#$%&'()*�� !"#$%&'()*+,-.
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�� �� !"#$%&'()*+,-./ Internet�� !"#

�� !"#$%&'()*+,- NetFlow Switching���� !

�� !(Call detail reporting)�� !"#$%&�� !"�� 

�� !"#$%&'()

•  Cisco�� !"#$%&� '()*+,)-./01�2345

�� !"#$%&'��NetFlow�� !"#$%&'()#*

�� !�"#$%&'()#*+&,-./0�� !"#$%

�� !"#$%&'()*+,-./01234�� !"#$

�� !"#$%&'()* +,-./

NetFlow Switching�� !"#$%&'�� !"#$%&'()*

�� !"#$%&�� !"#$#%&'()*+,NetFlow Switching�

�� !"�� !"#$%&'()*+,-./�� !"!#$%&'

�� !""#$%&'()�� !"�� !"#�� !"#�� !

�� !"#$�� !"#$%&'(��)*+,�� !"#$%&'

�� !"#$%&'()�� !"#$%&'()*+�� NetFlow

Switching��� !"#$%&'()*+,-�� !"#$%&' IP��

�� !�� !""#$%&'()*+,-./0123

�� !"#$(Console Port)�� !Show�� �� !NetFlow

Switching�� !"#�� !"#$%&'()%&*+,-./01

�� !�� �� !"#$%&'()*+,+-./012345

�� �!"
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NetFlow Data Export

RMON2

 ��(Superset)

�� !"#$%&

Cisco IOS�� !"#$�� !

��

IOS��NetFlow Data Export��� !"#$%NetFlow

Switching�� !"#$%&'�� ! NetFlow Data Export��� 

�� !"�#$%&'()*+,-./0123. 4 56��

�� !"�� !"#$%&'(

NetFlow Data Export�� !"# RMON2�� !"#$%&�

�� !"#$%&�� !"#$!%&'!()*+,�� !"

�� !"�� !"#$%&'()*+,-+./01234

RMON2�� !"#$%&'(�� !"#$%&'()*+,-

�� !"# $%��RMON2�� !"#$%&'()*+,-

���� !"#$%&'()*�� NetFlow Data Export�� !

� RMON2�� !"#$%&'()�� �� !"#$%&'(

��RMON MIB��� !SNMP�� !"#$

NetFlow Data Export�� RMON�� !"#$%&'()*�

�NETSYS performance Baseliner/Solver�Frontier�Net Visualizer�Axon

� Traffix Manager� International Network Service(INS)NETracker�

NetFlow Data Export�� !"#$%&'()*+,-'./0 Cisco

�� !"#$%&'()*+,-./Cisco�� !"#$%RMON2

�� NetFlow Switching�� !" RMON2 MIBs��RMON2 MIB�

SNMP�� !"#$%&'(')*+,-./0123456*78

�� !"#$%&'()*+,-./0123%& LAN �

WAN�� !(�� )��� !"�� !"SNA� TCP/IP�� 
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�� !"#$%&'(� )*+,- #$./01�� �
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�� !"#$%&'()*+,-.�� !"�� !"#$%&
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�� !"#$%&'�� 64 kbps�� !"#$%&'�� !"

�� !X.25�� !"#$%&'()*+,-./�� !"#�
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�� !�� !"#$%&'(�� !"#$%&'()*+,"

�� !"#$%&'�� !"#$%&'() IOS�� !"#$

�� !"#$

IOS�� !"#$%&'�� !"#$%&'�� !"#$
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Predictor�� !"#$%&Cisco�� �!"(PPP)�LAPB�� !
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• �� !"#$%&'(�� !"#$%&'�� !"#$%&
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�� !"#$�� !"#$%&'()#$*�� !"#$%
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�� !"#�� !"#$�� !"#�$%&'(�� !")

�� !"#$%&'(�� !"#$%&'

�� !"#$%&'�� !"#$%&'(��)*+,-.
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• Protocol conversion
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