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TpaauUMoOHHaA ceTeBasd 6e30nNacHOCTb

My6anyHbIN UHTEPHET

OpHa TOYKa KOHTpONA . R
BCero Tpaduka __"__b_.

MexkceTeBoi
3KpaH

BHYTpeHHMI TpaduK bbin
AOBEPEHHbIM, @ BHELLUHUM
TAKOBbIM He ABNAACA ——

Data center

YpoBeHb A0CTyna
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HoBaA peanbHOCTb

Karkoomy oKpy»keHuto TpebyeTcs cBoM
MUKPO-NepUMETP

OfHa ToYKa ynpaBaeHna 3ameHsaeTca cepueit
MeKCeTEeBbIX 3KPaHOB, KaK GU3NYECKUX TaK U
BUPTYa/IbHbIX

CoOTHOLIEHWE NOUTUK Mmexagy MUKpPO-
nepumMmeTpamm — HEMNPOCTaA 3a4a4va

il
cisco

NetSec 1 IT MCNoONb3YIOT AECATKN TOHEYHbIX
NPOAYKTOB KaXKApllh CO CBOEW KOHCO/bHO
ynpasneHua

MpoAayKTbl 6€30MacHOCTU AONXHbI NOAYYaTh
NOCTOAHHYI MHdOPMaLMIO 06 yrpo3ax
yTOObI ObITH BNEpPeAn 3/10YMbILLAEHHWKA



[lpoBepeHHble cueHapunn ncnonbsosaHna MCI

B yem moxet nomoub Cisco?

P /AN ®
a=s Q
A \/ 4 . °
lpaHuua MHTEepHET dunnansi O6nako/ MpPOABUHYTBIN  YaaneHHbIN
BupTtyanusauuma IPS VPN poctyn

'
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[Moyemy Cisco Secure Firewall?

CpeactBa 6e3onacHocCTU
MUPOBOTO YPOBHA

3almanTe ceTb NOIHbIM
NnopTPOAMO PeLIEHU MO
MEXKCETEBOMY 3KPaHNPOBAHMIO C
NnoAAepPKKOW NydLLero ueHTpa
KnbepbesonacHOCTH

LlenocTtHaa nonmMTnka u
0CBeOMNEHHOCTb

MOHATHAA NONUTMKA
6e3onacHoOCTM 1 ynpasneHne
YCTPOMCTBAMM BO BCEM CETU C
peanusaumen KnYeBbIX 33434
6e3onacHoCTH.

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

NHTerpupoBaHHoe NnopTdono
6e3onacHocTH

PasBuBaliTe 6e30nacHOCTb 3a npegenbl
MEMCEeTeBOro 3KpaHa € 3alnTon ot
BPEAO0HOCOB, MapLIPYTM3aLLMK NO
naeHTUdMKaummn, MHOropaKTopHoOM
ayTEHTUPUKALMM U MHOTUM A PYTUM



BcectopoHHee nopTtdponmo Cisco no KnbepbeszonacHOCTH

CpeacTtBa 6e3onacHoOCTH
MMPOBOrO YPOBHS

W Secure Firewall Threat Defense
===== Secure Firewall ASA

TaLos Talos

LlenocTHaA nonnTtuKa u

0OCBeJOMNIEHHOCTb
EL, Secure Firewall Management Center

» @

ek

/
\

N,
iy

W

Secure Firewall Device Manager

Cisco Defense Orchestrator

SecureX threat response

Secure Network Analytics

alraln
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NHTerpnposaHHoe nopTtdonmno
6e3onacHocTU

?—% Secure Access by Duo

Fye«CGCavy

Secure Endpoint

TrustSec

Cisco Identity Services Engine
Rapid Threat Containment

Application Centric Infrastructure



[ThaTtpopmbl
Secure Firewall



Cisco Next-Generation Firewall. O630p noptdonmo

Mnatdopmbl, onepauMoHHbIe CUCTEMbI U OMLLUW YNPABAEHUSA

e Multi-Device On-prem On-Box Multi-Device - Cloud On-Box Multi-Device On-prem
% — W g : . @ Q “ﬁ I ﬁ ' —
o |l 1= = .
% Firepower Management Center Firepower Device Manager Cisco Defense Orchestrator Adaptive Security Device Cisco Security Manager
= (FMC) (FDM™) (cDO) Manager (ASDM) (CSM)
Firepower Threat Defense Adaptive Security Appliance
& c - - - -
w9 | n ] T T 1
°g Lyg® M\ [ L I
z by L AN/ T T T
FTD ASA
eio ab ()
O
S eenant®
m ErTE S
& L : Cloud Virtual
Firepower Series
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Bbi6op MO u nnathopmbl . . . . ..



Obpa3 ASA npenoctaBnsaeT BO3MOMKHOCTU

* VPN: Remote Access,
Clientess, EzVPN,

« Stateful KoHTpOAK

* 5TV KOMMOHEHTHbIe IKEv1/L2TP/3rd party Remote
npasuna Access, Site-Site Route Based
« [1Ba OCHOBHbIX n Policy Based VPN, DTLS 1.2
AEACTBMA: PaspelnTb U . MapwpyTusaums & Quality of
3anNpeTnTb Service
« Carrier Grade NAT
- DAP *

+ SSO with SAML

alraln
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O

+ Mcnonb3osaHue API’s ans + ®dunbTpayma NakeTos U

MHTerpauum c SIEM

« API's nns co3pganHuA
npaBun Ha 6ase 5
KOMMOHEHTOB

DGTL-BRKSEC-2113

Knaccmyeckas
6e3sonacHocTb OT Layer 2
no Layer 4

+ HeT pacwmpeHHbIx
KOHTpoOAeMn, Kak IPS,
AMP, URL ¢ounbTpaums,
NPUNOMXKEHUA (TONIbKO
ALG) nT.A..

* CSM does not support AnyConnect 4.6

11



Obpas Firepower Threat Defense (FTD) npepnoctasnsaet

(o)

MpaBnna ocHOBbIBAOTCA
Ha KOMbMHaLuumM 5
KOMMOHEHTOB M/OC
Identity/MpunoxeHne/URL

Oencreua npasuna trust,
monitor, reset, allow n
block

Mpasuna gna
pacwndposBkmM TLS n
nencTani

TpaAMLUNOHHbIE KOHTPON
Kak VPN, NAT, Routing n 1.4,

NGIPS c aBTO HacTpoIiKo

Anti-Malware 3awmTa ¢
NecoYyHuuemn

OrpaHnyeHmne noaocol c
napametpamu Layer 7

MpuopuTesaums cobbiTnii 1
aBTO pearmpoBaHue.

Mcnonb3sosaHue API’s gnsa
aBTOMaTU3aLMMU U
OopKecTpaunmn GyHKLNMI
NGFW

MHTerpauma c AMP EP, ISE,
CTR, Tetration, SIEM u 1.4,

Ucnonb3zosaHue API’s ans
notpebaeHus
nHbopmaumnm u threat
feeds

Mnatdopma ans
NPUMEHEHUNA KOHTPONEN

3awmTa ot Layer 2 po Layer
7

BnoKknpoBKa ceTeBbIX
yrpos
Deep packet inspection

CKkaHupoBaHue n

610KMpPOBKa BpPeAOHOCHbIX
daiinos.

MHTerpauma ¢ necoyHunuen

Dynamic Threat
Intelligence

alraln
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FTD : Onuuun nnatdopmbl U yrnipaBneHuUs

Platforms, Operating Systems and Management options

. On-Box Multi-Device On-prem

“E-’ e ——

o A+

2 |uil - N ‘ —

rE% Adaptive Security Device Cisco Security Manager

Manager (ASDM) (CSM)

Adaptive Security Appliance

2c - -
= T T T
£ 3 T T
2a T T T

ASA

Platform

alraln
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ASA: Onuuun nnatPopmbl N yripaBAeHUS

Platforms, Operating Systems and Management options

Multi-Device On-prem

ull

Firepower Managemenf Center Firepower Device Manager
(FMC) (FDM)

Management

Firepower Threat Defense

Operating
System
-

Platform

alraln
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Cobupaem Bce BMmecTe

Platforms, Operating Systems and Management options

e
Q
S A+~
® lull
C
O
S

Operating
System
",
- ]

Platform

alraln
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YcTpoicTBa U ob61auHble naatdopmbl Firepower

dWsS A/Azu re

\-/7

Public Cloud*

FPR 2110/20/30/40

890 Mbps AVC or AVC+IPS 1.5-5 Gbps AVC or AVC+IPS

3-10 Gbps AVC or AVC IPS Stand-alone device: One Module:
16-53 Gbps AVC 55-70 Gbps AVC
15-52 Gbps AVC+IPS 6 53-68 Gbps AVC+IPS
*Cloud performance depends on the allocation of Six node cluster: six node (2 chassis) cluster:
underlying resources and average packet size Up to 254 Gbps AVC Up to 380 Gbps AVC
Up to 226 Gbps AVC+IPS Up to 370 Gbps AVC+IPS
SOHO/ Branch Mid-Size Large Data Service
Y T Office Enterprise Enterprise Center Provider
cisco w / © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 16
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YTo HOBOro? — BupTtyanbHbie nnatdopmbl MCI

YacTHoe obnako

* FMCv u FTDv

* lMoppepxka ESXi 7.0

* Moppepxka: Cisco Hyperflex, Nutanix
Enterprise Cloud, OpenStack

* ASA Docker koHTenHepsbl (Cloud Native Firewall)

afaln | HyperFlex '
TR ~KVM
—
22 | |

NUTANIL openstack.

‘asco SECURE

Myb6anyHoe obnako

* Azure Application Insights gns metpuk FTD

* FMCv/FTDv ASAv B Google Cloud Platform u
Oracle Cloud Infrastructure

ORACLE
CLOUD INFRASTRUCTURE

AAzure

D

Google Cloud Platform

dW$




OcyuiecTsnnasa nepexof 8 061aKko

Secure Firewall Cloud Native

u’gm A\ Azure QWS o, A\ Azure QWS
) ( Firewall Cluster A Appllcat|on Cluster A
npOCTble B pa3Bepr|BaHMM CepBMCbl - ~ Micro Service 1
& 1
(B MEXCETEBOrO 3KpaHa 6oNbLLIOro o L+
VPN Threat Pods
ﬁ MaCLIJTa6MpOBaHMH M HaaeXHOCTb ( .<
o Micro Service 2
obnayHou cpeapbl U u
. Micro Service N Pods J
o 3a|'|yCKal/1Te cpeacrtea 6e3onacHocTH e sereen o)
—_— v Control Protecti mage
HenocpeaCTBEHHO C KOHTEMHEpPaMM ontro rotection ——u
NMPUNOXKEHUN L LS "“’U/
BbicOKO macwTabupyembin U rMbKUmn
“ MEKCEeTEBOW 9KpaH AnAa norpaHN4YHoOro
—— . o o
S==== cueHapus — RA VPN, DC Backhaul, Mobility YA0GHbIA ANA pa3paboTuMKOB MexceTeBow
T carriers MSP/MSSP sKpaH ana Kubernetes okpyskeHuit
’
* FCS in May 2021 in AWS EKS, followed by Azure and Openshift this Fall

alraln
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Multi-Instance. YHMKanbHbIN pexxmnm BnMpTyannsaumm

- Pa3BepTbiBaliTe MHOXeCTBO FTD OrMYecKknx yCTPOMCTB Ha < TopaepKKka HA mexay naeHTUYHbIMK instance Ha pasHbIX
OZHOM MOZAY/Ie NN YCTPOICTBE dU3NYecKmnx ycTporcTeax
*  KoHTelHepHan apxutekTypa .
P P yp < Tpumep: 54 instance Ha waccu FPRI300 ¢ 3 x SM-56 mogynamm
¢ OTKas ogHoro instance He BAXAET Ha Apyrue

- YnydleHHas annapaTHasa KpUNTo-akcenepaumsa
« Tlo3BO/IAET OCYLLECTB/ATL HE3aBUCUMOE YNpaB/ieHue,

He3aBMCMMOe 06HOBIeHMe instance

NEW
FTD Instance A Active FTD Instance B Standalone FTD Instance A Standby FTD Instance C Standalone
Firepower 9300/4100 Service Module }—{ Firepower 9300/4100 Service Module

HA/State

Link
‘ Firepower 9300/4100 MIO ‘ ‘ Firepower 9300/4100 MIO ‘
Ethernet Port-channel Ethernet Port-channel
1/1.10 11.11 1/1.10 11.11

alraln
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Knactepusauyua

[Nony4yanTte Nyywmnii BO3BPAT MHBECTULUM
COXpPaHAA OTKAa30yCTOMYMNBOCTb

* KomMbUHMPYNTE MHOXECTBO YCTPOWCTB A/18 CO34aHNA
e4MHOro MaclwTabrpyemoro 10rM4eckoro ycTpoiicTea

* MacwtabupoBaHue No mepe pocTa

* MacwTtabupyiiTe NPONycKHy CNocobHOCTb, HOBbIE U
nmetowmeca coenHeHns

* MoeT pacTtarmBaTbca Ha HeckosbKo LIO/,
* N+1 0TKa30yCTOM4YNBOCTb

* Mpo3payHo ob6pabaTbiBaeT aCCUMMETPUYHDbIN TPaDUK

alraln
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Secure Firewall Threat
Defense



Yto Takoe Secure Firewall Threat Defense (FTD)?

[Mo3BonsaeT Bbicovanwen spPeKTMBHOCTbIO BNIOKMPOBATL BPEAOHOCHbIE

NMOTOKN WM 3alLULUTUTL CETb OT YIrpo3

e KnouyeBble NpemMmyLLecTBa
* PasrpaHudeHune ynpasneHua Tenant
* PocT no HeobxoanMocTH
*  AHanus Bo3gelnicTauA
* [lpuoputeTHoe ynpasneHue
* DyHKUUK
*  MeceTeBoM aKpaH
° 3awuTa oT yrpos
°  WHTerpuposaHHana gewmndposKa TLS
* VPN
* Cisco Threat Intelligence Director
° 3awmTa OT BPeAOHOCHOro KoJa B peTpocneKkTnse

alraln
cisco

SECURE

Firepower Management Center Q
Analysis / Context Explorer

Overview Analysis Policies

Cisco

Filters: +

v Indications of Compromise

Hosts by Indication

Threat Detected.. sfer
Security Intell.. ware ——

Security Intell.. hlng
Intrusion Event.... klt ‘
\| \ Impact 2 Intrus...dmin

Impact 1 Intrus...dmin
Impactz Intrus....tack

/ Impact 2 Intrus...user
Impact 1 Intrus...user S

Indications

Intrusion Event...-cnc

Devices

Objects

Indications by Host

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.
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Firewall Threat Defense 7.0

BaxHble nameHeHuMs B extra long-term pennse — nepexoa Ha 7.0 2021

Scalable Eventing and
Logging

OTnagKa n oTcnexmsaHume
TEKYLLUX, UICTOPUYECKUX
cobbiTuii B eanHom Ul

‘ases’ SECURE

AnHamunyeckune

06beKTbl Ans
ObICTPbIX USMEHEHUI

Mpowe B
MUCMONb30BaHUMN

YnydweHune
o6HapyXeHus yrpos

3aKas3umK NnonyyaeT aydilee
0bHapyKeHne ¢ MeHbLUei
3aTpaTon pecypcos

N3meHeHMne
OMHAMUYECKNX 06BEKTOB
B MOZINTMKax bbICTpo 6e3

HeobxogumocTtu deploy

CUNBbHO yNyYLIEeHHbIN
MO/b30BaTENIbCKMX OMbIT,
CHU}eHMe onepaunoHHOM

C/IO¥KHOCTU M PacxosoB

Remote access u site-to-site VPN APIC FMC App Multi domain

MHTerpauma Secure-X Pabota PAT B KnacTepe

FMC API ana opkectpaummn un MNopaep»Ka MHOXeCTBa JOMEHOB
MUrpaLmm ANA npeHTndMKaumm nonb3osatens

My6anyHble obnaka u
BMpPTyanunsauma

Moapep»KKa rmbpuaHbIx
obnakos gns ntoboro
pasBepTbiBaHMA 3aKa3umKa




Nonntnka MC3 ycuneHHasa Talos n OpenApplD

KoHTponupymnte Tpaduk Ha ocHoBaHum IP, URL, FQDN, nau npunoxenus

O6HoBNEHMA Be3onacHOCTU
URL | IP |DNS
o O
o=
Q
sl
igp: Firewall

oT—

PAN e >

@ = . 80 8 X
s

Paspewuntb Mpeaynpeants  3abnoknpoBaTb

o 1

Co3gaHue NoANTUK

DNS Sinkhole

—

>

Allow Block

no KaTeropmam

Security Intelligence:
3ab610KMPOBATL CBEXKME BPEAOHOC!
IPs, URLs n FQDN

AVC c OpenApplD:
NaoeHTUduKaLma n KOHTpob
6onee 4,000+ NpUNOKEHNN

AVC c OpenApplD:
Jlerko cospasanite AeTeKTopbI
CBOWX NPUNOXKEHUN

‘asco SECURE

AdminIE

URL Kateropwuu:
Knaccudukauyma 6onee 280M+ URL
ncnonbsys 80+ Kateropui



Secure IPS

CHUKanTe Wwym/obbem cobbITUIM U BbICTaBAANTE NPUOPUTET 3a4a4 yNpaBaeHUs

Ob6ecneumBaeTca Snort 3 — Jlyywmm IPS ¢ OTKPbITbIM KO40M

MesKceTeBoM 3KpaH f06aBNAET KOHTEKCT B GyHKUMK IPS

Bospelicteme cobbiTnih IPS moxKeT 6biTb BbIMMCNEHO PekomeHgaumm MC3 moryT HacTpamsaTh IPS.
Administrator
Impact flag ) Why . .
action Firepower Recommended Rules Configuration < Back
Firepower recommends 40204 rule state settings for 88 hosts © View Recommended Changes
lb ﬂeMCTByMTe Cobbitne CooTBETCTBYET — Set 0 rules to generate events © View
1 HemeA1eHHo, MMEILLENCA yA3BUMOCTHU @ Set 447 rules to drop and generate events © View
yASBUMO XocTa » Set 39757 rules to disabled © View
Policy is not using the i Click to change
b Paccnep,yﬁTe, ATa KyeMbIVI rlOpT OTKprT Last generated: 2020 Apr 7 16:34:26
2 1 nOTeHLl,I/IaﬂbHO WNN UCMIONb3YeTCA HeT [ Include all di between ions and rule states in policy reports
YA3BUMO YA3BUMOCTU Advanced Settings
Networks to Examine
3 l K cBepeHmio, He MopT unn npoTokon He Networks
AOCTYNHO MCNoNb3yoTCA
(Single IP address, CIDR bloy separated list)
4 lb" K cBesienuio, Lenb CeTb HabtoAaeTCcs, HO XOCT ) fee
P ules
He 1sBecTHa He n3secTeH Recommendation Threshold(By Rule Overhead)
None Low Medium High
| | |
0 |» K ceenennio, CeTb He noa HabaoaeHnem
HenssecCTHaA CeTb
Accept Recommendations to Disable Rules

alraln
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Snort 2 vs. Snort 3

MHorosaepHas apxuTeKkTypa

Snort 2 Snort 3

MoKeT 3anycKaTb MHOXeCTBO npoLeccos Snort

v

HesaBucmMmas OT NnopTa MHCNEKLMA NPOTOKONIO0B

IPS Akcenepaumsa / nogaepxKa Hyperscan

MoaynbHocTb — Mpoule o6HoBNATL ansa TALOS

MacwTtabupyemoe BblaeneHme namaTm

Mpasuna TALOS HoBoro nokoneHua — npum., Regex/Rule Onuun/Sticky Buffers

HoBble 1 ynyyweHHble and HTTP MHcNeKTopbl — npumep., noaaep>kka HTTP/2

Bonee nerkoe obHoB/eHMe KOHTeHTa oT TALOS

AR SESESESE A SE SR

alraln
cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.
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O630p pennsa 7.0 Snort 3

YcTponcTBa 06HOBAEHHbIE Ha penn3 7.0 NpoaoaXKaloT NCNoAb30BaTb Snort 2, BHOBb
pa3BepHyTble UCNONb3YIOT Short 3

- MOXHO MeHATb Bepcuto ncnosblyemoro Snort B 3aknagke FMC Device Management
- [lpocTaa murpayma NnoanTmuK n us Snort 2 8 Snort 3
- CMHXPOHM3aUUA NOINTUKM OOHAPYKEHUA BTOPKEHNM

[pynnbl npasun IPS BKAOYAOT cOOCTBEHHbIE FPYNMbI

- MOoXHO MmeHATb YpoBeHb Severity Ans rpynn npasun
Suppression/Threshold dyHKLUMA Tenepb AOCTYyNHa B 06beKTax NpaBu
HoBbIn cnHTakcmc npasun B Snort 3

‘asco SECURE



Koppenauusa Npodpunen Xocta n IPS

MpoBoauTe aHaNU3 BO3AENCTBUA U BKIOYATE PpeKOMEHJ0BaHHble NPaBMUAa

ministrator acf Why
Event Corresponds
Act immediately, o vulnerabmtf/
Vulnerable
mapped to host
Relevant port open
2 Investigate, Potentially or protocol in use
Host Profile can Host | Vulnerable but
no win mapped
1P Addresses  10.1.112.42
NetBIOS Name Good to know, Relevant port not
Device (Hops) FTD (2) 3 l Currently Not available open or protocol not
MAC Addresses (TTL)  00:01:24:56:98:CF (Acer Incorporated) (128) Y inuse
00:04:00:81:81:D0 (LEXMARK INTERNATIONAL, INC.) (254)
DRl =S olyeonl (65) 2 lk Good to know, Monitored network
Host Type  Host Unknown Target but unknown host
LastSeen  2020-04-07 16:15:47
Current User  kennedy larson (dcloud.cisco.com\Klarson, LDAP) 0 l.‘ Good to know, Unmonitored
3 Unknown Network
View  Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events network
¥ Indications of Compromise (3) / Edit Rule States  § Mark All Resolved ) X
Firepower Recommended Rules Configuration < Back
Categon Event Type Description First Seen Last Seen —
oo o " - _— Firepower recommends 40204 rule state settings for 88 hosts © View Recommended Changes
Malware Detected ~ Threat Detected in File Transfer The host has encountered malware 4 2020-04-071351:41 4 2020-04-071351:41
= + Set0 rules to generate events © View
Exploit it Intrusion Event - exploit-kit The host may have encountered an exploit kit 4 2020-04-07 13:51:40 % 2020-04-07 1351:40
@ Set 247 rules to drop and generate events © View
Impact 1 Attack  Impact 1 Intrusion Event - attempted-admin  The host was attacked and is lkely vulnerable 4 2020-04-07 13:51:40 4 2020-04-07 13:51:40
~ Set 39757 rules to disabled © View
v Operating System / Edit Operating System Policy is not using the recommendations. cick o crsrg rornsnd:
Last generated: 2020 Apr 7 16:34:26
Vendor Product Version Source [ Include all differences between recommendations and e states in policy reports
Microsoft Windows Vista, 7, Server 2008 Firepower
Advanced Settings
Applications (14)
Application Protocol Cliont Version Web Application Neswerks to Examine
Networks
[ sitTorrent [ sitTorrent g8
CurTe [ Chrome 44.0.2403.107 Q CNET Download 28
TP [ internet Explorer 20 Q casale Be
S P sdress, GIDR block, o commar-soparated it
Firepower Recommended Rules Configuration
Recommendation Threshold(8y Rule Overhead)
None Low Medium High
|

Accept Recommendations to Disable Rules

alraln
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CobblTnAa nHankKaTopos komnpomeTaumm (loC)

IPS CobbiTuA

CobbITHA BpeAoHOCHbIX

aKTMBHOCTEN

CobbiTa obHapy*keHns malware

BpenoHoCh! 1 TPOAHbI

Exploit-kit

Ataku Ha Web
NPUNOXeHNst

‘ases’ SECURE

N,

PSSP fsfofefsfofspsfspopspspsps s

4

CoepguHeHuA K

W Mark All Resolved

ATaku Ha Web n3gectHbim CnC O6HapyKeHune
-1 3aI'IyCK BpegoHOCOB

NPUOXKeHUA appecam: DNS Servers, BpPeA0HOCOB

Suspect URLs
MoBbllweHne Office/PDF/Java Y
I'IpVIBVII'IeFVIﬁ KomnpomeTauuna P P
v Indications of Compromise (3) / Edit Rule States
Category Event Type Description First Seen Last Seen
Malware Detected Threat Detected in File Transfer The host has encountered malware 4 2020-04-07 13:51:41 4 2020-04-07 13:51:41 ]
Exploit Kit Intrusion Event - exploit-kit The host may have encountered an exploit kit 4 2020-04-07 13:51:40 4 2020-04-07 13:51:40 {3
Impact 1 Attack Impact 1 Intrusion Event - attempted-admin The host was attacked and is likely vulnerable 4 2020-04-07 13:51:40 4 2020-04-07 13:51:40 {3

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.




loC conencTBytOT UCMPABAEHUIO COCTOSIHUA

yCKOpFII-OT NOHMMaHWNE U UCNpaBaeHne ana CHUKeHMA CTerneHn BO3,£I|el‘/JICTBVIFI

Indications of Compromise

Hosts by Indication

Impact 2
intrus...dmin

Threat
Detected...sfer

Impact 1
intrus...tack

Impact 2
intrus...user

Impact 1
intrus...user

Impact 2

Impact 1 intrus...tack

intrus...dmin

alraln
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M,D,eHTMd)MLI,MPYET KOMﬂpOMeTMpOBaHHbIl';I M NOTEHUMA/IbHO KOMIMPOMETUPOBAHHbIE CUCTEMDI

MpumeHeHWe aBTOMaTM3MPOBAHHbIX aelicTeui ¢ Cisco Rapid Threat Containment

Host Profile

IP Addresses  10.1.112.42
NetBIOS Name
Device (Hops) FTD (2)
MAC Addresses (TTL)  00:01:24:56:9B:CF (Acer Incorporated) (128)
00:04:00:81:81:D0 (LEXMARK INTERNATIONAL, INC.) (254)
00:04:F2:E7:3E:52 (Polycom) (64)

( showall )
Host Type Host
LastSeen 2020-04-07 16:15:47
Current User  kennedy larson (dcloud.cisco.com\klarson, LDAP)

v Indications of Compromise (3)

View  Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events

Generate White List Profile

/ EditRule States  § Mark All Resolved

Category Event Type Description

Malware Detected  Threat Detected in File Transfer The host has encountered malware

Exploit Kit Intrusion Event - exploit-kit The host may have encountered an exploit kit

Impact 1 Attack  Impact 1 Intrusion Event - attempted-admin  The host was attacked and is likely vulnerable

First Seen Last Seen
4 2020-04-07 13:51:41 4 2020-04-07 13:51:41
]

4 2020-04-07 13:51:40 4 2020-04-07 13:51:40

4 2020-04-07 13:51:40 4 2020-04-07 13:51:40

v Operating System

Vendor Product Version

Microsoft Windows Vista, 7, Server 2008

Applications (14)

Application Protocol Client Version
[ sitTorrent [ BitTorrent
EHTTP & Chrome 44.0.2403.107

[IHTTP [ Internet Explorer 9.0
-

/ Edit Operating System

Source
Firepower
Web Application

Q CNET Download
Q Casale
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NHTerpmpoBaHHaA pacwmndposKa TLS

Haxoanm 3amndpoBaHHbIE Yrpo3bl CHUMKAA BAUSHME HA NPON3BOANTENBHOCTb

° AnnapaTtHas akcenepauua TLS npenoctaBiseT BbICOKYIO NPOM3BOAUTENbHOCTb MHCMEKUuM TLS-TpadumKa

° LleHTpannsoBaHHOE NPpUMeEHeHMEe NOANTUK aas cepTudmkaTos TLS
— MNprmepbl: BAOKMpPOBaHME CaMO-NMOANMCAHHBIX CECCUIA, OTAE/bHbIX Bepcuii TLS, oTAeNbHbIX KpUNTOo-Habopos

. 0, *
[lBUKOK https://www.%$*#S@#+.com

pacwmposkm TLS Firewall/NGIPS AVC [eiicteune

3awundpoBaHHbI TpaduK https://www.%S$*#$@#S$.com

X X -

https://www.%S$*#S@#S.com

':‘ﬁ* I—> https://www.%S$*#S@#+.com

https://www.%S&" #S@#+.com ——— E- = https://www.%$*#5@#+.com

https://www.%S$*#S@#+.com
https://www.%S$*#S@#S.com X
https://www.%S$*#S@#+.com

208

— https://www.%S$*#S@#S.com

https://www.%S$&MN #S@#S.com  ————» E illicit

X X

https://www.%S$*#S@#S.com

| > Log

Pacwmndposka TpadmKka annapatHasn MHcneKkums paclumdpoBaHHbIX NakeTos OTCne)kmMBaHue 1 NorMpoBaHme
nmbo nporpammuas Bcex TLS ceccui

‘dsth’ SECURE



bbicTpoe onpeaenermne npunoxeHmm n URL ¢ TLS 1.3

AVC, URL, un genctBmna no pacwmdppoBKe 3aronoskos TLS ao sepcun 1.3

( OTKpPbITO, HO NOAMEHAEMO )\‘ C Common u Subject Alternative Names 3awmndposaHbl 8 TLS 1.3 )

ClientHello, Server Name Indication (SNI)
Client — Server

D ServerHello, ServerCertificate, ServerHelloDone
— [..] ApplicationData

<
<

v

v

TLS Session

TLS Server Identity Discovery 6e3 paclwumndpoBku HaumHaa c FTD 6.7
2. FTD oTKpbIBaeT otaenbHoe coegmHeHue TLS 1.2 ana
Cm,ﬂ,emmq)mxau,wm cepBepa, KelnpyeT pesynbTar, BblﬂOnHﬂeT)
L] sl
» B <
L} -

AencTBre NoANTUKU
- -
( 1. TLS 1.3 ClientHello
3. Ecnm paspelueHo 6e3 pacwmnoposku TLS, nponyctutb

opuruHanbHbii ClientHello 3anpoc; ecnv paspeweHo TonbKo ¢ TLS
pacwmndpoBKOM, BKNOUNTL TLS Proxy 1 oTnpaBuTb HOBbIM
ClientHello

\ 4

alraln
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Site-to-Site VPN

Jlerko n 6e30nacHO coeaMHATb YAaNneHHble CanTbl

alraln
cisco

IKEv1/IKEV2 policy-based
VPN

MpocTble KoHUrypaumm
VPN ¢ mHOrMMmH
YyYaCTHMKaMK B
TOMoON0rUAX:

*  Point-to-point
* Hub and Spoke
* Full Mesh

MbKune onumu

ayTeHTUPUKaUUM — obwmi

K/1toY (@aBTOMaTUYECKU) U
cepTuduUKaThbl

SECURE

FTD

FTD

nnn

nnn

Point-to-Point

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

Router

o

el

®
Third Party
Device

Hub and Spoke

Full Mesh

33



Remote Access VPN

Provide ubiquitous secure access from remote and roaming users

* Posture assessment @
* Uses TLS, DTLS or IKEv2
AnyConnect

* Easy wizard-based .
configuration N\ l
* ldentity based security /\ .1 .
A

policies
. R
* Enhanced security with 2 [ ]
FA/MFA provided by Secure = .
Access (Duo)

* Passwordless Authentication
Protect Maintain application Support multiple

Extend access rem’!y important data performance sites

alraln
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Cisco Threat Intelligence Director (CTID)

[MoaaeprKKa OTKPbITbIX MHTErpauni

*  PacwwupsneT npemmyLectsa MHoopmaumm ot Talos Security Intelligence cTOpOHHUMM UCTOYHUKAMM

AHanu3sMpyinTe n AeNCTBYIATE C MPOCTbIMU M CNOKHBIMU UHAMKATOPAMM YrpO3

FMC noTpebnsaet nHpopmaumio 06 yrposax
(CTI) U3 CTOPOHHUX UCTOYHMKOB

Sy FINANCIAL

b SERV[CES,S STIX FMC ny6ankyet
THREATQ” X HabnoaeHna B

Cisco Threat
Intelligence Director

\ 4

Infoblox 35 > FTD

N EclecticlQ

®

t |

FMC obHapyK1BaeT MHUNAEHTbI FTD otunTbiBaETCA NO
ol Oo6HapyKeHMAM
o
cisco SECURE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 35




[ThaTdpopmbil ynpasieHnsa -

L|,€I'IOCTHaFI NOJIMTUKA U OCBEAOMJ/IEHHOCTb



YnpasneHus ans ntoboro nonb3osartens

[MBKOCTb 061a4HOrO UM NTOKA/IbHOTO Pa3BePTbIBAHUA

NHTerpaumm 6esonacHoOCTH

Firewall Management Center

mmmmmmmmmm

x|

JlokanbHoOe LueHTpann3oBaHHoOe

ynpasaeHue ¢ NpULeiom Ha
be3onacHOCTb

asco SECURE

Obuwme API
Cisco Defense Orchestrator

Cisco Firewall
Device Manager (FDM)

DTy =T
e ¢ = eed @
. JENESISY Mo v Bmes 43 aecemats

Coexist | == | Ffgisass ... o=
m= 4
( ] ...... @37 st

ObnayHoe LeHTpan3oBaHHoOe
JloKanbHOe ynpas/ieHUe ¢ NpuLLesIom
ynpaBsneHue, C NPULENOM Ha
Ha ceTeBble PYHKLUUN
ceTeBble GYHKLUM

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.
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Y1o TaKoe Firewall Management Center (FMC)?

JloKanbHas UEeHTPaIM30BaHHAA CUCTEMA YNPaBEeHUA ANA pacnpeaeneHHbIX
MHCTaNNALUNM

* Knwuesble npenmmyuiecrtaa

il Firepower Management Center 6w analysis
cisco ;
Summary Dashboard (susen gssios
Provides »summry of activiy o the spplance
Network X  Threats Intrusion Events Status. Geolocation
» Unique Applications over Time -X
"0
2
o
=
@
©
0
52 % B3 930 1000 0
» Traffic by Application Risk -

Risk ¥ Total Bytes (KB)

11,228,
High 2,931.61
27.47

Policies  Devices  Objects
Qos
> Top Server Applications Seen

Vendor

> Connections by URL Reputation

Reputation

AMP

Intelligence

-X:

v Count

EEEEE N e e 88

0

-X

v Total Connections

Q

Deploy @ £ @ adminv

Reporting

ShowtheLast 1 hour v

» Top Client Applications Seen

Application

agoooooooooooooo

» Top Operating Systems Seen
0S Name

Linux

Add Widgets
-

v Total Bytes (KB)
40,130.80
19,809.34

9,32204
5,596.83
3,16292
2,25040
222503
1,175.09)
1,006.78)
970.99
53812
42202
33150
297.15
235.59

=%

v Count
7

* YnpaB/ieHMe MHOrMMW cCanTamm

*  KoHTponb focTyna u NOAUTUK

* PaccnepoBaHue MHLMAEHTOB

* [puopuTteT pearnposaHua

°  ®usnyeckoe nnn BUPTyanbHoe yCTp-BO
* DyHKUUM

°  MynbTu-gomeHHOe ynpaBieHue

*  Ponesol goctyn

° BbICOKaa AOCTYNHOCTb

°  APIs 1 pxGrid uHTerpauun

° TIONUTUKKM M ynpaBaeHne yCTPONCTBOM

°  XocTbl

*  WHpopmaumsa ob yrposax
"o’ SECURE 0200 cisco andfor s afintes. Al ights reserved. Cisco Public
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Yto HoBOro? — FMC

Hosoctun pennsa FTD 7.0

« Snort 3

«  OdunHamunyeckne obbeKTbl

*  YHUPMUNPOBAHHBIN NPOCMOTP CODbITUM
« Kpocc-pomeHHoe gosepue AD

« DNS penyTauuoHHasa ¢punbTpayms

« SecureX nHterpauyma

« ACI nHterpauua — FMC Endpoint Update App

alraln
cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

YnyyweHuna B UHCTaNANAUMN U 06HOBAEHUM

Mpoue, 6bicTpee, MeHbLLE
YnyyleHHasa OTYETHOCTb MO CTaTyCy M OlWMBKam
MpocToTa HabaoaeHUA 33 NPOLLECCOM 0BHOBNEHUSA

Bonblue ycTpoicTB 06HOBAATL OAHOBPEMEHHO

YnyyweHusa B pabote

MoWCK N0 NOANTUKAM M 0OBEKTaM

ynpaBneHme M3IMEHEHUAMU

MpeaB. NpocMOTP KOHUTypaLmm U ncTopms
OTtpenbHoe passepTbiBaHne VPN dyHKUMI

OTKaT HacTpoek

41



ObHapyKeHune ceTtu

[peaocTaBAsieT HYXKHble AaHHble B HYXXHOe Bpema B HYXXHOM Buae

* O6HapyXuMBaeT NPUNOKEHMUSA,
no/sib3oBaTesieit u XocTbl 6aarogaps
NacCMBHOMY aHanuM3y TpaduKa

* CobupaeT KOHTEKCT M NMOMOTaeT NoHATb
cTeneHb BO34ENCTBUA aTaKu

* HacTtpauBaeTt Habop curHaTyp IPS Ha
OCHOBAHMM NONYYEHHbIX AAHHbIX

* [lononHseT npoduam XoCcToB AaHHbIMMU,
Nosy4eHHbIMW OT CTOPOHHUX CKaHEPOB
ySA3BMMOCTEMN

alraln
cisco

SECURE
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Servers (3)

Protocol  Port  Application Protocol

0 icp 139 pending
® udp L] Q IGMP
® 1icp 80 Q HTTP

Applications (1)
Application Protocol
® [INetBIOS-dgm

Client
© NetBIOS-dgm

User History

Users

mallk pennington (DCLOUD-SOCiypenn, LDAP)
vicente vanbuskirk {DCLOUD-SOC\pvanb, LDAP)
maureen cepeda (DCLOUD-SOC\scepe, LDAP)
diane tibbott (DCLOUD-SOCHdtibbott, LDAP)
chassidy francisco (DCLOUD-SOCHhfran, LDAP)
garth harrington (DCLOUD-SOC\aharr, LDAP)
cula gruber {DCLOUD-SOCAsgrub, LDAP)

Joy shanklin (DCLOUD-SOC\jshan, LDAP)
cherllyn spicer [DCLOUD-SOCAIspic, LDAP)
misty pagano (DCLOUD-SOC\apaga, LDAP)
elmira shih (DCLOUD-SOCAeshih, LDAP)

julian ibarra (DCLOUD-SOC!\oibar, LDAP)
laurine gibb (DGLOUD-SOC\ygibb, LDAP)
jaclyn parris (DCLOUD-SOG\nparr, LDAP)
takako collado (DCLOUD-SOChicoll, LDAP)
collin carlson {DCLOUD-SOC\ucarl, LDAP}
lavenia cohn {DCLOUD-SOCHcohn, LDAP)
rochell gaspar (DCLOUD-SOCrgasp, LDAP)

Vendor and Version

sy 8
Version = Web Application

ga

2020-01-12 11:31:21
2020-01-13 11:31:21

Host Profile
Domain
IP Addresses
NetBIOS Name
Device (Hops)

MAC Addresses (TTL)

Host Type
Last Seen
Current User

View

Generate White List Profile

Global \ Cisco_Backend \ Cisco_SOC
10.0.10.151

NGIPSv.dcloud.cisco.com (1)
NGFWv.dcloud.cisco.com (128)

00:0C:29:03:DF:AD (VMware, Inc.) (128)
00:0C:29:61:F5:5F (VMware, Inc.) (128)
00:10:45:CE:A7:2B (Nortel Networks) (128)

2020-01-13 10:31:46

sean crowley (DCLOUD-SOC\vcrow, LDAP)
Gontext Explorer | Connection Events |
Intrusion Events | File Events | Malware Events

¥ Indications of Compromise (1)

/ Edit Rule States

W Mark All Resolved

Category = Event Type Description First Seen Last Seen
Threat The host has 2020-01- 2020-01-
Malware,  Detected in encountered L3 3
Filo Transfer  malware 07:39:38 07:39:38
¥ Operating System / Edit Operating System
Vendor Product Version Source
L] Microsoft Windows 8.1 Firepower
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YnpasneHne noanUTUKOMU

CHUXKEHME C/IOXKHOCTM YyNpPaB/IEHNA MONNTUKON

* LleHTpasnn3oBaHHOeE JIOKaNbHOE
yrnpasneHmne noMTUKAMUM Ha Pa3INYHbIX
nnatGopmax MexKCeTeBbIX IKPAHOB

* WHTerpupyet MHOMeCTBO QYHKLNM

6e3onacHOCTN B eAMHON NOAUTUKE A0CTYyNa

* CHUKaeT HeobXxoaAMMOCTb PYHHOM
HACTPOMKKN NyTEM Hac/nea0BaHUA U
MCNonb30BaHUA WaboHOB.

alraln
cisco

SECURE
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Loggng  Adwanced

L

Ay

Prefiter Poicy: Demo Presiter Poicy

ance Settings | Polcy Assigoments (1)
SSL Poilcy: Nore Identity Policy: NGFWidenttyPascy
Show Rude Conficts @ + Add Cateony RGN
- o) o BOBADAW o
™ o QU o /%
A Aw  @Bocuw Bo /i
A Ay © Bockw Be /%
Av  @Bo ge /W

% © Bockw: Bo /%

Aw @ Bow g /%
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FMC: ABTOMaTn3aumAa pearnpoBaHMA Ha yrpos3bl

CHU3UTb WYM M TOYHO CpearnpoBsaTb

* Koppenaums cobbituin 6e3onacHocTm MonnTuka Koppenaunm
* BbIi30B aBTOMATUYECKOTO pearnpoBaHuA (I'Ipanmo h CobbiTue
* Email Koppenauuu Koppenaunu
* Syslog N J
© SNMP ( h
o Mpasuno .
Remediation module KoppenALH ‘ Jencteune
o \ Y,
* MHTEerpayma c CUCTeEMOMN KOHTPOAA
A40CTyna h CTOPOHHUMMU NMPOAYKTaMU I l

[ 100,000 cobbiTunit J { 3 cobbiTna

‘dsth’ SECURE



YHUPUUMPOBAHHbBIN MPOCMOTP COObITUM

Q
@ Showing 6,739 events (- 6

W Time

> 2020-12-

15:46:36

> 2020-12-17 15:46:34
> 2020-12 / 15:46:34
> 202 2-17 15:46:34
> 202 2-17 15:46:34
> 2020-12-17 15:46:34
17 15:46:34
> 2020-12-17 15:46:34
-17 15:46:34
> 202 2-1715:46:34
/ 15:46:34

2020-12-17 15:46:34

-12-17 15:46:34
> 0-12-17 15:46:34
> 202 2-17 15:46:23
> 2020~ 17 15:46:22

> 2020-12-17 15:46:22
> 2020-12-17 15:46:22
> 2020-12-17 15:46:22

9 179)

Event Type

@ intrusior

nnection

+ Connectio

NNection

= Connectior
@ Intrusion
= aCtio
~ Connection
Connectior

asco SECURE

© 2021 Cisco and/or its affiliates.

Action

Would haw

L]

© Alow
Nould |
© Ao
oA

© Allow

Reason

Source IP

Destination P

2020-12-17 14:46:51 - 2020-12-17 15:46:81 / 'h

Source Port /
ICMP Type

Destination Port /
ICMP Code

>  2020-12-16 10:28:17 = Connection © Allow
> 2020-12-16 10:28:17 «= Connection © Allow
> 2020-12-16 10:28:17 = Connection © Allow
>  2020-12-16 10:28:17 = Connection © Allow

Source IP:
Initiator User:

Destination IP:

Ingress Security Zone:

Egress Security Zone:

Source Port / ICMP Type:
Destination Port | ICMP Code:
Application Protocol:
Application Protocol Category:
Client Application:

1e80::25(5:T:8bc9:3f18
Not Found

f02:16

Sz.in

Sz_out

143 (Multicast Listener Discovery v2 reports - RFC 3...

0 /ipv6-icmp
IGMP for IPv6
network protocols/services

ICMP for IP6 client

> 2020-12-16 10:28:17

> 2020-12-16 10:28:17

= Connection

= Connection

© Allow
© Allow

> 2020-12-16 10:28:17
2020-12-16 10:28:17

2 020-12-16.10:28:17

= Connection

= Connection

a=Connection

© Allow
© Allow

All rights reserved. Cisco Public.

D Real-time

Web Application

HacroAawas
Koppenauyusa
Ha)kaTtme Ha
cobbiTue Intrusion
noacsevymBaeT
accoumMmpoBaHHoOE
cobbiTne
coeAuHeHunA
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MOHUTOPUHT COCTOAHUA YCTPOMCTB

YHUPUUMPOBAHHAA CTAaTUCTMUKA M3 NOACUCTEM U KPUTUYECKUX NPOLLECCOB

a Depoy € % @ adminv

__Lasl 1 hour v|o
2020-10-28 22155 - 2020-10-28 2355

& +

PyHKUUNM
Monitoring e Hea\th N&GTFV\S L Nora

* [paduKM c TpeHZaMU, HaNoXKeHNE o @ e G Gmmm em

[AaHHbIX U cobCcTBEHHbIE rpaduKm
°  YNyYLEeHHbIM XXMBON MOHUTOPUHT

BK/1I0YAA CTATyC OTKA30yCTOMYMBOCTM :

M Knactepa -—,,,,,
* YHuoumumposaHHbiii Data plane u A7) | Coston St

meTpuKn Snort (npum. CPU, Memory)

* OTtyeTHOCTb Mo Snort, HacTpolikam,
CoeAMHEHUAM U CTAaTUCTUKE
Mpoueccos

Disk Usage Critical Processe:
Entire Disk Critical Partitions AP &
* [octynHo 4yepes API ~N ~
8% &5 82
Ingfw /Ingfw/Volume

How To

asco SECURE




FMC UnTerpaumnmn

OcBegOMNEHHOCTb M aHA/IMTUKA BbiXoaALLMe 33 PaMKWN aHa/1n3a CETU

* TecHas nHTerpaumna FMC c Secure Endpoint

* OcHoBaHHble Ha CTaHAapTax BEKTOpa yrpos
(STIX/TAXI)

* Cisco Threat Intelligence Director (CTID)

e
* CHM3UTb BpemMA Ha pearnpoBaHme C LULMPOKMMU o = )
BO3MOKHOCTAMM OOHaAPYKEHUA U KOPPENaLUmn B P % A
* SecureX Threat Response (CTR) wa (]
R H a

* Wcnonb3oBaTb gpyrme npoayKtbl Cisco u
CTOPOHHME NPOAYKTbI ANA paclLMpeHUa
BO3MOKHOCTEMN

* FMC BHelWwHMe 3anpochl

* WNcnonb3oBatb SIEMbI ¢ YHUOULUMPOBAHHBIMMU
cobbITUAMM

alraln
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KOHTEKCTHbIN KpOoCc-3anycK

TecHasa UHTerpaumsa 1 KpPocc-3anycKk ANs NOUCKa yrpos

MpaBbiit KKK Ha IP address

Ingress Egress
RespondenIP ge)i;:':nder Security  Security
it Zone Zone ¢ & m M W

* Hasurauusa Hanpsmyto B
apxuTtekTtype Cisco

184.24.33.12 =g USA InZone  DutZone

184 T P~ iZone
52.8. tZone

| QOpen in Context Explorer | N Hasmrau,mn B CTOPOHHUE
52.8] tZone rd

| AlienVault IP YTUNTBI 3
52.8] tZone .

| I1BM X-Force Exchange IP LOCATION DATA!

.8l . one * CHU3UTb BpeMA Ha aHann3
| Looking Glass IP

OWNER DETAILS
528! pecorded Futurs [P one L loC gna cHUXKeHuA

52,8 one BpemMeHUu pearnposaHuA

52,8; Threat Grid IP A one

52,3.} Threat Response P one *  CHWU3UTb CIOXKHOCTb
[ nHTErpaunm

52.8) Umbrella IP e pay,

52.8 Virus Total IP “k7one

é BbibpaTtb npocmoTp B Talos no IP

‘dsth’ SECURE



NnHammnyeckasa nonntmnka B Multi-Cloud okpykeHum

Zone-based Secure Firewall

Secure . U
segmentation rules -

Workload > . ! . ﬁ I'IpospaqHaﬂ MHTErpaumna
(Tetration) ses O EanHaa nonntnka cermeHTaunm B

\ Secure Firewall n Secure Workload
Microsegmentation Firewall /ﬂ\ ﬂ,VIHaMVI‘-IECKMe NO/INTUKK
rules “ Policies “ H Monntrka ob6HOBAsSIETCA aBTOMATUYECKM

(N — - (- — - OCHOBbIBAACb HaA CBA3AX NPUNOXKeHUA

Pacwwupenue B Cloud npoBangepos
(fB ITOW OCEHbIO, paclMpeHne PEKOMEHAYEMOrO
dyHKUMOoHana B AWS u Azure rpynnbl 6e30n-Tm

..

i3
bR,
HO
i
i

i

“ ydem c HemepneHuem! Unmezpayusa e multicloud no3sonum ayywe ebicmpaueame
sbicmpausame b6e3onacHocmb 8 pacnpeoesneHHoU cpeode.

-- Global payments and fleet management enterprise

‘dsth’ SECURE



Cisco Secure Dynamic Attribute Connector

MNotpebHocTb: B giHammyeckom n multicloud
MUpE, aMUHUCTPATOPbI HE YCNEBAOT CNeauTb
33 NOCTOSAHHO MeHALWMMMCA obbeKkTamu |P
AN5 TPUNOXKEHUIA MO Mepe UX 3amycKa u
OTKNHOYEHMA NN USMEHEHUA.

PeweHue: Cisco npegocrtasnser
NporpaMmmmpyembii MeToA Co3aaHuns,
yAaNeHuA 1 ynpasaeHua gUHaMmnM4yecKkumm
obbeKkTamu. Pabotaet ana VMware, AWS, n
Azure Teros B TOM Yucne.

Mpeumywecrsa: Kateropmyeckn CHU3UTL
3arpy3Ky aAMMHUCTPATOPOB MO OTC/IEXNBAHUIO
aKTYanbHOCTU NOAUTUK, NPeAOCTaBAAET
0bHOBNIEHMA NOAUTMKM NO 3anpocy be3
Npomea/ieHnsa U HeobXoANMMOCTH
pa3BepPTbIBAHWUS NOSIUTUKN

vl
cisco

Add Rule

Name

Action
© Allow

Zones Networks VLAN Tags

Available Attributes C

Q. Seacch bhyoame oc

Enabled

Users

|

Security Group Tag
Device type

Location IP

Dynamic Objects

Insert

below rule

Time Range

None

Applications Ports URLs'

Dynamic Attributes

Selected

any

inspection  Logging

Selected Destination Attributes (0)

any

Comments




Cisco Secure Dynamic Attributes Connector (CSDAC)

vCenter

vCenter

vCenter

“

os = 'RHEL 7 (64-bit)’
OR

os = 'Cent0S 7 (64-bit)’

os = 'MS Windows Server 2016 (64-bit)’
AND

network="'PROD_NETW’

AND

Power="running’

Power=‘running’
AND
(network="PROD_NETW’ OR host=‘SplunkVM')

CSDAC

[
! vCenter |
: Connector

Dynamic Mappings
Object
Linux- 172.16.0.1
Servers 172.16.0.3
Wi . 10.0.1.11
gl”d?“s 10.0.1.14
pervers 10.0.1.20
Powered-On 10.0.1.14
Linux-
Servers
(... ] [ |
s nll {REST} '+ Fmc :
I Adapter H | .
1 1 Windows-
\ 4 Servers
FMC
(Consumer)
Powered-
On
Mpenmywiecrsa:
. CeHcopbl MTHOBEHHO BMAAT
nameHeHnA gUHaMn4yeCKnx obbeKkToB
L]

N3meHeHuns 6e3 pa3sepTbiBaHUSA
NOAUTUKM

il
cisco

rivate Cloud

vCenter




Secure Firewall Device
Manager (FDM) e



Y1o TaKoe Secure Firewall Device Manager (FDM)

MpocTan HacTponKa
KoHTponb goctyna u noamMTmk
ABTOMaTU3aLMA HACTPONKHM
MpoaBuHyTOE YNpaBaeHue

Ponesoit goctyn
BblcOKasa AOCTYMHOCTb
NAT n mapwpyTtusauma
IPS n 6opbba c Malware
MOHUTOPUHT COCTOAHUA
Mogaepxka VPN

il
cisco



Yto HOoBOro? — FDM

-
Hosoe B pennse FTD 7.0
*  DNS dunbrpauma penytaymm
* ECMP
* DHCP Relay Service
* IPv6 DHCP Autoconfig
* IPS ynyyweHuna
*  Snort 3 cobcTBEHHbIE NPaBUNa
* [Mpaswnna gocTtyna no BpemeHu (Tonbko API)
*  MHOKeCTBEeHHble BUPTYya/ibHble
MapLpyTU3aTopbl
Wy

alraln
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[pocToe ynpaBaeHne MmexKceTeBbiM 3KPaHOM

!Cj! MpocTble macTepa KoHoUrypaumm

Mpen-HacTPOEHHbIE NONUTUKN
k 6€e30MacHOCTN A48 NPOCTOro
yrnpasneHun

=
B ' MoctpoeH Ha API FTD ycTponcTs
ull |

alfat
cisco



[Moaxoa API-First
OTKpbITaA apxXuUTeKTypa ynpaBaeHUAa n oTYETHOCTHU
MoBblwanTe ABTOMATU3NPYMTE o) VIHTErDUOVITECH B
@ OnepaLMoHHY0 ‘ C/IOXKHble 3343a4M B Q - SKOCM(rl)TeFI)\X
3bPEKTUBHOCTb macLitabe a ¥

FDM un CDO ucnonb3ytot

FTD API
: 2 Cram) .
= o FTD ¢ — ;@:

KntoueBble GpyHKLMM

° DayO ]
Pa3sepTbiBaHMe = 2 F
* Day 1-2 YnpasneHue FOM CDO
HaCTPOMKOM . [ / O
-= .= “ o FTD \: “—Tio6oi moeT > O CKpUTH!
*  0bcnyxuBaHue, DM :';:;’n’/“:i‘;z:“ APl ans aBTOMaTU3aLMmn 1
OoTNnajkKa, umn cpeacTBa opKecTpaumn:
MOHUTOPUHT © NSO, DNAC

o SOl <« W\,

* Ansible, AlgoSec,
Tufin
(- ] FTD
alraln
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Cisco Defense
Orchestrator



Y10 Takoe Cisco Defense Orchestrator

LlenocTHO ynpaBaamTe NOIMTUKOWN PA3/IMYHbIX MPOAYKTOB 6e30nacHOCTH

CDO 370 0bn1a4yHOe NpUNoKeHUe, KoTopoe abcTparmpyeT CIOKHOCTb A1 SKOHOMUM
BPEMEHU M NOAAEPKUBAET OPraHM3aLMIO 3aLULLEHHON OT aKTya ibHbIX Yrpo3.

KntouyeBble npemmyLLecTsa

*  OnTMmmsauma ynpasaeHunAa 6e30nacHOCTbIO

*  CHUMKeHMe BpeMeHHU, 3aTpaynBaemoro Ha
ynpaBneHue nonamtukon ao 90%

° nOﬂy‘-IMTb ayyuwie 6€e30nacHOCTb CO
CHUXXEHHOM C/IOKHOCTbIO

* MpuoputeTHoe pearMpoBaHue
PyHKUMU

* LenocTHoe npumeHeHWe NOAUTUK

*  bBbicTpoe pa3BepTbiBaHNE YCTPOMCTB

* YnpaBneHue HacTpoMKamm

alraln
cisco

SECURE

@

aws A\ Azure
3
3 Roaming Users
Google Cloud _
[0 oo ]
Cloud applications
] Log Data
cisco Policies
» Policy - CDO
»

Visibility and Evening — SLA
Incident response - CTR

On-premises network

Branch ==._E T T / / \ \
lpnl] - —

D -_— o = AL

Admin Network Data center Users

Cisco Umbrella Roaming User

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 58



Yto HoBoOro? — CDO

Man 2021

* CepBuUC yBEeAOM/IEHUN

* [loppeprKKa nHtepdenca
EtherChannel B FTD

* Toppeprkka Multi-tenant
* Low Touch Provisioning

* Secure Group Tags (SGT)
* O6beKktbl AD Objects

CDO nocTosiHHO 06HOBAAETCS, 34eCh CBeXKaAa MHGopMaLmna

‘dsth’ SECURE



https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/0010_What%27s_New_for_Cisco_Defense_Orchestrator

Cisco Defense Orchestrator

MSP nopTtan

* WUcnonb3ynte CDO MSP noptan ana ynpasneHua
HeorpaHMYeHHbIM KONMYECTBO MNOb30BATE/IbCKUX
aKKayHTOB

* [lpocToe oTobpaxKeHne n NOUCK YCTPOMCTB BO BCEX
Tenant’ax 3aka3ynKoOB

* PacnpepgeneHue 3akazunkos no MSP nopTtanam gna
OrpaHUYEeHUa 3OMUHUCTPATURHBIX DVHKLLMIA
* HwusKkuMe HavanbHble pacxoapl — MNaaTtute Nno mepe pocta
* BbICTPbIN 3anNyCK 1 BHEApPEHUE
SC}( * LleHTpannsoBaHHaa ocBegoMIeHHOCTb ¢ MSP nopTtanom
* [ogaepxKka Multi-Tenant apxuteKTypbl

°  AyauT n onTMMMU3auma
* AsTOMaTu3sauma c API

il
cisco




Mpenmylectso O6nayHoro / SaaS peleHus

BbicOKas 4OCTYNHOCTb, NONHODYHKLMOHAabHOE 061a4HOe pelleHne

fnobanbHO

YnpasnaiTte yctporicteamu yepes APl ¢ TLS v1.2
HacTpoliku 3awmdpoBaHbl KaK NPy XpaHEHUM TaK
n Npu nepegave.
CDO noKauum pasmeLLeHuna:

° AWS - US West

* AWS - US East

* AWS - EU Central

* AWS-APJC

be3sonacHoe ynpaB/ieHWe C poaeBO MOAE/bIO U
SAML 2-xdaKTopHOM ayTeHTUdUKaLMen

MosBonseT multi-tenant ynpaeneHvne — noaHoe
pasfeneHne KANEeHTOB

‘asco SECURE

MacwTabuposaHue / TMB6KOCTb

Bes obcnyKmnBaHus 99.999%

BbicTpoe BHegpeHue dyHKLUMM

SLA poctynHocTH
HusKkune BxogHble 3aTpaThl

BbicTpoe pearnpoBaHume Ha
n3meHeHne TpeboBaHWUM

T il 4

Mogenb NOANUCKU C
PassepTbiBaHUe Hun3Kue pacxogbl Ha

mogzenbto Pay as you
<1 gHA Grcfllw yasy coaepxaHue



MacwTtabupyemoe ynpassieHNEe NOINTUKAMMU

[MpocTaa rmbkaa nnatpopma ynpaBieHUa A8 CMELIAHHbIX OKPYXEHUN

* YnpasneHune NoANTUKaMun B

KpynHOM maclutabe

Minneapolis

*  WabnoHbl 1 MaKpPOCbl NO3BONAIOT
6bICTPO co3aaBaTb KOHPUTypaLUmn

ON1A TbICAY YCTPOWUCTB
* [lpocTtaa murpauuna ASA B FTD

*  WHTerpaumna pasnmyHbix GyHKLNM
6e30nacHOCTM B eANHYI0 NONIUTUKY

AocTyna

asco SECURE



[MpocToe n adppeKTMBHOE ynpaBaeHmne obbekTamm

[MpocToe rpadpumyeckoe cpaBHEHNE OOBEKTOB

* ObHapyrKeHne KOHPAMKTa 0O6bEKTOB T a
C NPOCTbIM UCMpaB/ieHNnem
HEHYHbIX 0ObEKTOB T
*  [ybnukatol
* He ucnonbsyemsblie
* He nonHble -

vvvvvvv

* AHann3 06BHEKTOB CHU}KaeT obbem

KOHpUrypaymm

alraln
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CDO: NMpoue ynpaBnaTb YCTPOUCTBAMMU
[MONHbBIN XXU3HEHHbIN UMK ynpasaeHmna MC3

* BbicTpas pernctpaums ycTpoucTs e

* [lpocTtoe maccoBoe obHoBNEeHME

*  CHMXKeHne BpeMeHn Ha NnaHnpoBaHue o;;:mw e
1 BbINONIHEHME 0BHOBNEHMUA oo TS oo
* [nobanbHoe oTCNEKNBaHNE U3MEHEHWA . | T
HaCTPOEK C ayaAnT 10rom e oo e e

* BbicTpoe pe3epBHOE KONUpPOBaHWE
HaCTPOEK U UX BOCCTaHOBNEHUNE
CHUXaeT NpoCcTou

alraln
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NoppepKmnsaembie nnatpopmbl Defense Orchestrator

Mnatdopmbl MWHUMaNbHbINA cobT
ASA 5500-X ASA8.4FTD 6.4

Firepower 1000 ASA9.13FTD 6.4

Firepower 2100 ASA8.4FTD 6.4

Firepower 4100 ASA 8.4 FTD 6.5

Firepower 9300 ASA 8.4 FTD 6.5

Virtual — Private Cloud KVM, VMWare ASA 8.4 FTD 6.4
Virtual — Public Cloud AWS, Azure ASA 8.4 FTD 6.5 (Azure)
Meraki MX I l .o 4___4@5"'!5 = MocnegHasa sepcua MO

asco SECURE



Cisco Security Analytics .
and Logging e e e e



ApPXUTEKTYPA aHANNTUKU N TIOTUPOBAHUA

_ Future Dev _
O6nayHoe xpaHunuwe JlokanbHOEe XpaHunuiie - = ~.

O’\. Logs

Logs
o ) -
APIs/

[ ]
Webhooks  ggcure Cloud y

’
d

(@) Webhooks :

I
I
\ y : Secure Network :
Analytics (SCA) _ r » 1 Analytics (SNA) I
a |z ol |2 | |
g 3 <o 3 < ! T I
| — —I : _5 I
g g ’ ' 1 crm g I (3, :
= CSM 2 T | 2 |
og @ [ - ! - - CDO FMC | :Ig) I
kS [ I I
. Z ( I \ 1 i SNA Native Sources E /
i SCA Native Sources i * ~ .I_ ________ -7
' ! ASDM/ CLI [« > FDM
s sl
1 1 | m -
- — — -". —p Log Data Flow
\__ASAs/ASAv NGIPS/ NGFW/ NGFWy/  «—» API-level Integration

. <> Device Management
MexceTeBble akpaHbl Cisco
il
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SAL (SaaS) ObnayHble pyHKLUUM

O6nayHoe xpaHeHune 90 gHel (MO ymonyaHuio) oo
3 NneT, c NPOCMOTPOM U Bbirpy3kon ns CDO

MNopaeprkka Becex Cisco FTD n ASA yctponcts. Onuusa
===  Hanpamyto B 06nako goctyna B8 FMC 7.0+
ynpaBasembIX yCTPOMUCTBAX

AHanusz noros MC3 gns obHapyKeHUa
=g NPOABUHYTbLIX YrPO3 C UCNO/Ib30BaHMEM Secure
‘ Cloud Analytics (SCA)

+ Koppenauua noros MC3 ¢ BHyTpeHHeM ceTbio U
noramu n3 obnaka 8 SCA

CywecTsytowme 3akasunkm CTR-SecureX moryt
Nlerko ucnonb3osatb SAL formposaHme o6begMHNB
ero co ceoum SecureX tenant

alal

il
cisco

@ defenseorchestrator.com/events

Event Logging

Sep 1,2020.
Sep 1, 2020.

Sep 1,2020.

302021

302021

Allow
ssL
PlexTV

jon 30

57194
7b6ed0fa-3007-494
3-befc-0124bdf29cd
s
02ca7f14-2169:116a
~9¢4c-c313f1eB7689
£

outside

FTD-Outside
Apple-i0S

Low

192.168.

192.168.

192168 31481
f02:1 0

158.69... 32000

$9p.1,2020, 7:42:45

Edge A
(23 PrefilterPolicy
Allow The Rest
Sep.1,2020,7:42:15 Protocol
AM
inside
FTD:Inside
1697
192.168.50.148

* R BONONOQ:

Default Prefiler Polic
v

top

13158
158.69.120.191

15

32600

fiov
hitps:(/158:69:120-
191,18002770bc3b4
881af309c62881ch3

Y B Incidents

Allow

&+




CDO: Cisco Security Analytics and Logging

CHU3UTb CNOXHOCTb M 06Bbem cobbiTUM nora

rerestrater Events

Chor )L Tive e ANer

DtelTime:

My 16, 2019 2:41:

My 16, 2019 3:21:

May 15, 2019 3:41

May 16, 2019 3:41:

May 16, 2016 3:4

May 15,2019 3.1

May 16, 2018 2:47

iTChangcReqest 4 Moo a

May 16, 2019 3.41:3

May 15, 2019 3:47:2

May 16, 2019 3:41:3

34 PK

3apn

24pn

34 PM

34 PM

34PK

4PN

4 PH

4 PM

4 P

Event Type

Filk:

Conrection

Conrection

Conrection

Canrection

Conrection

Conrection

Conrection

Canrection

Seurcs

3

2240271

2220229

2220227

2240230

2240227

2220202

2220202

2280201

2240200

22.4.0.206

Dastination

P

2.253.0.337

2.253.0.221

22530220

2.263.0.230

2.283.0.227

2.283.0.12

2.283.0.02

22683007

2253010

2.253.0.15

(R4

Detai

Alor

Mlow

Alow

Alora:

Alernt

o

Alow

Ao

Alerat

solution104

rapat

c

il
cisco

SECURE

HO

i » B

XpaHuTe 6e3onacHo B obake ceTeBble U
MC3 noru, oOCTynHble ANA NMOUCKa M3
Cbo

NaeHTndumumposatb n oborawatb
BbICOKOMPUOPUTETHbIE YBEAOM/IEHUSA

Bonee npoasuHyTOE pearmpoBaHme u
CHUMKEHWE BPEMEHM pacCNefoBaHUs

Ncnonb3oBaTtb GYHKLUUM OOHAPYKeHUA
Yrpo3 € y4yllen B Knacce aHaAUTUKOM
6e3onacHocTH



dyHKumm SAL On-Premise

FTD (Bkntoyana noru data-plane) n noru ASA logging

|-

B MaclWTabypyemMom N0KaIbHOM XpaHuauLLe il Sinafimetoh G

noros S T B

MacTep HacTpoiKK normposaHma 8 FMC 7.0+
mmmmm Y1POLLAET HACTPOIKY 061a4HOTO M NOKAIBHOTO
S .
=== JIOTMPOBaAHMUA o, ottt Sp, il

1012 1014 1016 1018

Last Hour Last Day m Start date:| 10/12/2020 {3 | 3:00PM  ®| Enddate:| 10/19/2020 3| 3:00PM O

B Bepcun FMC 7.0+ macwTabupoBaHue ans

Displaying 100 of 467,230,542 events

T a— NIOTMPOBAHMNA M aHANUTUKM yaydweHo B 300X —
= —‘ magnitude c ncnonb3oBaHMEM YAaNEHHOrO query
SAL/ SNA 7.3.2+ e

2020-10-19
14:59:42

KoHTeKCTHan HaBWraumsa B NPOCMOTPe cobbITUIA -
BHYTpM Secure Network Analytics (SNA) ana
NYYLIEero KOHTEKCTa

FILE_MALWARE

FILE_MALWARE

E

il
cisco



FMC mnHterpaumsa c Cisco Security Analytics and Logging
(On-Prem)

Firepower

KHONKa anA NpocTon HaCTPOMKHK Deployment
« B FMC HacTpaunBaloTCA CCbINIKN KPOCC-3anycKa Ans : E'E'r'e'f'b'c&v”e';'fﬁr”e'é{ﬁ :
: | Defense devices : :
KOHCO/IM aHannTUKK Secure Analytics e e Firepower
————— network | EEEE  EEE 1 evems
traffic : 5 ¢ - insyslog
< HacTpamnBatoTca yyeTHble AaHHbIX ANA 3anpoca '((A EOp T > . ST
AAHHbIX U3 YA3/IEHHOTO XPaHUINLLA Network EEEN - B |
I B | security
: * | Analytics and
Jlyqwe macwtabrnpoBaHue BPEMEHU N EMKOCTU L gt | : | Logging (On
: | : I
XpaHeHMs - A . Deployment
administrator + mL Stealthwatch -
- BHelwHee xpaHunule ¢ ucnonbdosaHmnem Cisco e i; iCross— g Mansgement
. . . : irepower e :
Security Analytics and Logging On-Prem | Management I
N enter ..
e T

« ABTOMATUYECKUWN BbIOOP NCTOYHUKA COObITUN ANnA events
OTOOpaXKeHUA UK PyYHOE YKa3aHue

‘dsth’ SECURE



iInuen3unpoBaHue Security Analytics and Logging

3 YPOBHA NNLLEH3MU (BIOXKEHHDbIE)

Logging and
Troubleshooting*

MacwTabupoBaHue NorMpoBaHusa
cobbiTnii FTD 1 ASA Kak B obnake Tak u
NIoKanbHo, ¢ APl HTerpaumen yepes
Manager; CDO gns obnaka, u FMC gnn
JIOKaNIbHOTO XpaHeHun

Logging Analytics and
Detection
AHanuns noros MC3 ncnonb3syA

noseAeHYeCcKUin aHanms yrpos B Secure
Cloud Analytics (SaaS)

Total Network Analytics and
Detection

KoHconnamnpoBaHHbIN aHanus,
npomncxogawmi no Habopam AaHHbIX
MC3, BHYTPEHHMX 1 1OroB Nyb6/INYHOrO
obnaka ana 6onee nonHoro aHanAnsa

yrpos

*Security Analytics and Logging (On Premises) Ha TeKkyL1it MOMEHT f0CTyneH ToIbKo ¢ nueH3nelt Logging and Troubleshooting, Bkntovatowelt yaaneHHble 3anpocsl o FMC

‘dsth’ SECURE



ASA .



Adaptive Security Appliance (ASA)

HageXHbin 1 3pPEKTUBHBIN MEKCETEBOM IKPAH, MHCNEKTUPYHOLWMNMN C
OTCNeXMBaHMEM cTaTyca coeanHeHna molwHbiMm VPN pyHKLUMOHANnom
ASA 5500X cepua unum Firepower cepua c nporpammHbim obecnevyeHnem ASA

* OCHOBHble NPeMMyLLECTBa
BbasoBas nHcnekuus (L2-L4)

*  MHcneKuyma npoTtokonos Layer 7 ® O o o

* [pocTble NpaBuaa no 5-tm napametpam (5-tuple)
°  Multi-Context

* banaHcupoBsKa Harpysku VPN

* OYHKUMK
* Remote Access u Clientess VPN
* EzVPN, IKEv2/L2TP, DTSL1.2
¢ Site to Site VPN
* SSO with SAML, DAP
*  MapuwpyTtnsauma, CG NAT, QOS

cisco S E C U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.




[MporpammHoe obecnedyeHne ASA npepoctaBnaer

HapexXHbin n 3PpPEeKTUBHbIN MEXKCETEBOM 3KPAH, MHCMNEKTUPYIOLMM C
oTCneXmBaHMUeEM cTaTyca coegnHeHunsa mowHbiMm VPN pyHKUMOHaNoOM

v X

MNpasuna

*  KOHTposb C
OTCNEXKMBaHUEM CTaTyca

* [paBuna ToNbKO Ha
OCHOBe 5-Tn ycnosuit

* [lBa BapmaHTa
pearMpoBaHuA —
PaspeLwwnTb nam
3a6/710KMpoBaThb

asco SECURE

B

PyHKUMU

VPN: Remote Access,
Clientess, EzVPN,
IKEV2/L2TP/3rd party

Remote Access, Site-Site
Route Based u Policy Based
VPN, DTLS 1.2

MapLupyT13aLmMa 1 Ka4ecTBo
0b6CcnyKMBaHUsA

Carrier Grade NAT
DAP
SSO with SAML

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

o

©

ABTOMaTM3aumA

Mcnonb3oBaHue APl ana
nHTerpauuu ¢ SIEM

McnonbzosaHue APl gna
co3gaHue GunbTPoB No 5-T
napameTpam

=ik
—-_——

Be3onacHoCTb

®dunbTpauma NakeTos U
KNaccuyeckmne metoabl
dunbTpaumm ot Layer 2 go
Layer 4

OTCyTCTBYIOT NPOABUHYTbIE

cepBuCcbl 6esonacHocTy,
TaKkue KaK IPS, Endpoint, URL

Filtering, Application control
v apyrue.
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Talos



Y10 Takoe Talos?

Talos aTo 6onbwas nHTennekTyanbHaa rpynna B Cisco. Mbl 3aecb YTOObI
CparkaTbCA Ha CBET/I0M CTOPOHE — Mbl paboTaem 4TOObI 3aLMLLATD OT Yrpo3

HALLIKMX 3aKa34YMKOB M NO/Ib30BaTE/IEN B Lesiom.

B

Threat Intelligence
and Interdiction

90

Global Outreach

dgy»

G

Community

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserv
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Vulnerability

Detection Research

Engineering
and Development

ublic.

Research and Discovery
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OT HENOHATHOIO K N3BECTHOMY

MNpoaykToBaAn
TenemeTpua

ObmeH
NaHHbIMU

Ob6HapykeHune
YA3BMMOCTEMN

JloBywKu
ONA yrpos

‘ases’ SECURE

al

oI

-

» XOCTbl

CeTb

» Obnako

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

P

@ Endpoint Detection and Response

Mobile Security

Multi-factor authentication

Firewall

Intrusion Prevention
Web Security

SD Segmentation

Behavioral Analytics

Security Internet Gateway
DNS Security

Secure Email

78



Secure Firewall & Secure
Workload .



sl s
S

Secure Firewall

Secure Workload

KTo? [Toyemy? LleHHOCTb

ApPXUTEKTOPbI Be3sonacHocTb 6yayuiero CUHXpOHU3MpOBaHHAsA 6e30nacHOCTb
6e3onacHocTH

[JAMHaMMyecKkme NoOAUTUKN BuammocTtb n aBTOMaTM3aums
DevSecOps

MoaaepnBaTb akTyaNbHOCTb [JMHammnuyeckme o6bEKTbI = BbICTPO U
NetOps _ NpPOCTO

CornacoBaHHoCTb mexay firewall n
Ayaut workload MpocTon BMA rapaHTUPYET Han4usA

KOHTpOﬂeﬁ Ha CBOEM MeCTe

haln
cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 80



Cisco Secure Workload (paHee Tetration) npeanaraet BO3MOKHOCTU NO UHTETPUPOBaHHOMY

06Hapy)KeHVHO M CO34aHUNIO0 NOZINTUK B KaK YaCTb XXMRHEHHOIO UWMK/1a ynpaB/ieHUA
nonnT: Uil

JloKanbHbIM SEEN

ABTOMaTUYECKM OBHAPYKUTb

YBUAETb BCIO CETEBYIO rpynny u naeHTMoMUKaLmio
aKTUBHOCTb MPUIONKEHUI NpUNOKeHUA

BannanposaTtb U CUMyINpPOBaTh
NOJINTUKY A0 NPUMEHEHUSA

il
cisco




Secure Workload (Tetration)

NaeHTudunKauma nosBeaeHYeCcKmx

ChepumBaHMe NocnenoBaTeIbHOro .
aHOManum

npoaBunxeHunA

[MocToAHHOE oTCneKnBaHme

®  CHUXKeHune NOBEPXHOCTUN aTaKKn
cooTBeTCcTBMA 6e3onacHOCTH

UHTerpauma cSecureX,
YHUOUUMpPOBAHHAA BUANMOCTb
M aBTOMaTU3aUMA

alraln
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CKBO3HasA 3aLimMTa cisco ybmpaet npobensl

BesonacHoctb North-South ¢

Cisco Secure Firewall
(paHee NGFW)

l-.l
SP:

.

/éb LLInpoKasa BMAMMOCTb \

Secure Firewall Ha rpaHuue YO

BuammocTs B internet, 6paHu,
Kamnyc

MonnTMKM Ha 6ase atpmbyTOB

Be3onacHocTb East-West ¢

Cisco Secure Firewall

P ==
sl . ==
I= -

[ 2OPE f

| N —

/

alraln
cisco

SECURE

N

KO\ Mpyb6bIN KOHTPONIb \

CermeHTauma s LUOL
YnpasneHue workload 6e3 areHToB

Ob6bIYHbIE UNK MybTMODONAKA

dusnuecknin/smnpTtyanbHblin popm
daKTop /

bavke K NnpnnoxKeHuto

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

BesonacHoctb Workload ¢

Cisco Secure Workload
(paHee Tetration)

.

@' TOYHbIM KOHTPO/b \

ObecneyeHune AEeTaIbHOIo KOHTPOA
mexagy npunoxXeHnamm

MoaaeprKKa bbICTPOI aBTOMATU3aAL MM

<




NHTterpaums Secure Firewall/Secure Workload

Secure Workload nnterpupyetca c Secure Firewall

ans nepegaum nHpopmaumm o Workload.

Monuntnkm Secure Workload moryt o6HOBAATb
npasuna Access Control Ha firewall.

YctpoucTtsa Firewall Kak:

* [panuua Internet

* [lonb3oBaTtesb - NPUNOKEHME

* [lybanyHble obnaka

Mcnonb3yeTtca 4NnA pacluMpeHna 1 yaydLleHuns

3alLMThbI, KOTOpPaA NpeaiaraeTcs areHTamu Secure
Workload.

il
cisco

Kntouesble GyHKLUUM

OnHamuyeckoe obHOBAEHME NPaBu
Firewall

[loNONHUTEIbHBIN YPOBEHb 3aLLUMTI,

KOTOPbI OCHOBaH Ha CyLLECTBYHOLLMX
nonutukax Secure Workload

Advanced access control options
(intrusion and file policy, URL filtering,
etc.)

Device firewall rule updates without
policy deployment

Key Capabilities

Automated firewall rule updates based
on workload changes

Workload protection anywhere you
deploy Secure Firewall even if Secure

Workload agent is not available

Fine grained control without firewall
bottleneck

Enhance static firewall rules with
dynamic workload intelligence

Secure Workload policy simulation

Keep pace with constantly changing
DevOps application environment



Secure Workload Integration

End-User to Application

Fine control

Agentless control

Secure Firewall App servers without
agent

App to App

Workload to Internet I
Secure Firewall <+
@ -™
D e - -
* | — -_—
N N - b
Secure
Fmc Workload
Dynamic Firewall rule Dynamic object updates
updates

alraln
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Secure Workload Integration

Secure Firewall

" n
End-User to Application ===: Agentless control
[ -

Fine control

App Cepsepa 6e3
areHTOB

MoAKNOYEHUAMM NOIb30BaTENEN NPUNOMNKEHUI, NPOXOAALLMX Yepes
mexceTeBown aKkpaH Cisco Secure, MOXKHO yrnpaBaaTb A1a paboumx
Harpy3oK NPUIOXKEHUIN HE3AaBUCUMO OT TOTO, Pa3BEPHYT /1N areHT
Secure Workload B ak3emnnape NpuioKeHus.

App to App

ol s
_"_ Workload to Internet
Secure Firewall < ---
) |—i—| =—=
Secure Firewall Takxe obecneumBaet " N - b
paclwnpeHHble (I)yHKLI,VIVI 6e3OI'IaCHOCTVI, TakKne EMC Secure
Workload
KaK FI'Iy6OKaF| npoBeEpPKa NakKeETOB U aHaA/IN3
o AnHamunyeckoe AnHamunyeckoe
(I)aMI'IOB BPEAOHOCHbIX NPOrpamm. 06HOB/IEHWE NPaBUA 06HOB/IEHNs 06BEKTOB

1hah
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NHuTerpauma Secure Workload

End-User to Application

Secure Firewall <

Workload to Internet

X" Woriioad tontemet 2

Secure Firewall

Agentless control

B Tex cnyyasx, korga areHT Secure Workload He
MOXeT ObITb YcTaHoBMNeH, Secure Firewall moxet
obecneynTb 3alnTy U KOHTPOrb
B3anmogencTBusa paboyunx Harpysok.

alraln
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Dynamic Firewall rule
updates

Fine control

App servers without

agent

App to App

\

l—i—l

FMC

Dynamic object updates

IIII
{11
1]

Secure
Workload
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NHuTerpauma Secure Workload

End-User to Application

Workload to Internet

X" Woriioad tontemet 2

Secure Firewall

Agentless control

Secure Firewall <

Pabouune Harpy3ku c areHtom Secure Workload
Agent nony4yatoT MaKCMManbHY BUANMOCTb U
3aLWMTY C MOMOLLbIO AETa/IM3NPOBAHHDIX
3N1eMEeHTOB YNpaB/ieHUA AN1A OOHaAPYXKEHMA U
npeaoTBpaLLEHNA BPEAOHOCHON aKTUBHOCTM.

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

Dynamic Firewall rule
updates

Fine control

App servers without

agent

\

l—i—l

FMC

Dynamic object updates

App to App

~
Secure
Workload

88



NHuTerpauma Secure Workload

slln: =
End-User to Application 4 Agentless control
2 i o=

Fine control

Secure Firewall App servers without

agent

App to App
'.==.'

Secure Firewall

<—
o —+
TpaduK, npoxogaLmn Yepes NepPUMeTp CeTH, (N N
NPOBEPAETCA U KOHTPONAMPYETCA Kak Secure FMC
Firewall, Tak n Secure Workload nocpeactsom . o
. Dynamic Firewall rule Dynamic object updates
AVHAaMUYEeCKMX 0OHOBNEHWNI NONINTUKM updates
6paHaMmay3pa.

alraln
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SecureX

Mnatdopma 6esonacHOCTH



YTo Takoe SecureX threat response?

ABTOMATU3NPYET MHTEFPALMIO MEXKAY CETAMMU, Y31aMmM U 061a4YHbIMM Cpeaamm

* Knwuesble npemmyuwiecrtea

BcTpoeHHana nHTerpauma
YcKopeHue Knbep-pacciesoBaHniM

BKNIOYEHO B IMLLEH3UM HA NPOAYKTbI
b6e3onacHocTu Cisco

YMeHbLUNTE Harpy3Ky Ha Apyrue npoayKTbl
be3onacHoCTH

e OyYyHKUUN

alraln
cisco

SECURE

ArpernmpoBaHHan aHaINTUKA yrpo3
ABTOMaTUYecKoe oborauleHune
OTcnexknBaHme MHUMAEHTOB
becwosHaa getannsauma

MpAamoe BoccTaHOBAEHME

B

Obsarvables

3337e3875b0S.
Choun SHARE

intemetbadg... A
emetbaco 49

ab5bf79274b6...
Pt 1A

f188abc33d35...

[
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Paccneaymnte ntoboun o6bekKT: Endpoint

CHUKEeHMEe CNOKHOCTU U BPpEMEHN, HEOHXOAMMOTrO A7 NOUCKA Yrpos3

Relations Graph Showing 27 nodes

@ Target —

Targeted by 1 unique threat, 100
times in the last 3 hours
Odns_identity
197995488 v
Odns_identity_label
wkstl VvV
IP Address
5 198.18.133.36 v
;S|P Address
64.100.125 v
Y Hostname
wkstl VvV

A256 Q | =
- B

Malicious SHA256

B\«
Malicious SHA256
7ea545f v

SHA256
587db05 v

target en;point

Windows 10, SP 0.0 v

@ Unknown OS v

Malicious domain
www.easycounte... V'

G
= - L

Suspkeious IP

52.1.22.171 v
Malicious SHA256

B 075ef3a v

Suspicious IP
198.18.133.36 v

alraln
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Ncnonb3yute becloBHbIN paboynii npouecc

FTD npepoctaBnsaeT cobbiTna 6e30nacHOCTU A1 pearMpoBaHmaA Ha yrpo3bl SecureX

gy FrCpOWer MNGgement CENEr o ourvew  mors powies  oovss  Onees AW molkowe  Dasy 40 & @ admne

Bookmerk This Page | Report Designer | Dashboard | View Bookmerks | Search [ predefined Searches v

Events By Priority and Classification eush wsims
1 2020-05-08 15:47:43 - 2020-05-08 16:47:43

xpanding
No Search Constraints (Edit Search}
Orildoven of Event, Priority, and Clsssificstion.  Table View of Events  Packets
[[dumpto...
[ Messoge o Proty | Classifcation count
v [] EXPLOIT-KIT Rig Explot Kit URL outbound communication (1:42806:3) high Attempted User Privege Gain 1
v (1] MALWARE-CNC Win Trojan CryptoWall variant outbound connection (1:34318:4) igh A Network Trojan was Detected 3
v [ MALWARE-CNC Win Trojan. Ursnif variant outbound connection attempt (1:42894:4) high A Network Trojan was Detected 1
v [] MALWARE-GNC DNS sus tep dns query (1:42841:6) high 1
v [ MALWARE-CNC Wi n (1:50125:1) high 1
v () MALWARE-CNC Wi xchange attemp (1:49552:1) igh 1
v [] MALWARE-CNC Wi 38017:1) low 1
page[ 1 Jot1 17017 rows

Gay ] [(ome ] [avew | [(Downosapackes |

(
[oowar ] [oastea ] [[Fovewar ] [Gownoms apacios]

Threat Response Soapstots Inteligence  Mooses

° B obnake XPaHATCA OrpaHM4YeHHbIE AaHHbIE

* FMC moxeT otnpasnaTtb cobbiTma IPS B SecureX threat response

v

T S
% 22 82 @1 -1 0 »5
ovesigaion
Vi Trofan Mk 67350900 .
INDICATORS OF COMPROMISE J
Registry Keys AT
Clr
Oboenaties
o Grh o 1 o — I www.easycount... || bdc574d0160c6... | | 764947d95583d...”
B P = =
B g 1 102
e Tage spans

d2893a058fbf...
Py

Jcoun SHAZSE Maicioun SHA250

fode2da81894b...

775150a3(7bead. || 04addchioeedn .

[}

* Jlrobon IP, nomeH, pannosbiit xew mam loC 8 FMC moxkeT 6bITb 3anpolueH B SecureX threat response, CHUXKan CNOXHOCTb U

BpemA NONCKa yrpos

¢ HenpepblBHbIVl aHaAn3 c peTDOCFIeKTMBOﬁ obneryaet ncnpasaeHne n pacllnpAaeT BOSMOXHOCTU paCCI'IEAOBaHVIl‘/JI

‘ases’ SECURE
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PacwunpeHmne FMC SecureX Ribbon

ahal. Firepower Management Center

cIsco t5'1 Obisct Mar et Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q& @ #* @ adminv
Ol Object Managemen
-
AAA Server Network Add Network v | | & Filter
Access List Show Unused Objects

Address Posls A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, intrusion rules, identity rules,
network discovery rules, event searches, reports, and so on.
Application Filters

AS Path Name Value Type Override

Group Q ..}

Cipher Suite List
any 9.0.0.0/0

Community List

0.0.0.0/0 Network

> Distinguished Name any-ipv4

el SEC > BN . NGy ’ Enter logs, IPs, domains, etc. ‘ R0 —
>’ SecureX Ribbon E Applications * My Account
>: SecuraX ‘ T ‘ K.lshore Chakraborty )
A 4 ) kischakr+platform@cisco.com
Casebook Incidents Orbital P*™ PM-NAM-AMP l Launch ‘ f;g:nT .
esting
{} a Security Services Exchange ‘ Launch ‘ Logged in with Cisco Security Account
Settings 'l TG via SecureX-NAM Org ‘ Launch ‘
Ll Threat Grid ‘ Launch ‘
Threat Response ‘ Launch ‘

il
cisco



SecureX threat response n nHterpaumnsa CDO

Mepexoa K threat response 13 CDO c nomoulbto event viewer

alraln
cisco

SECURE

Connection
File
Intrusion
Mahware
£ Time Range
start
05/05/2019 04:24:31 PM

Destination

Destination

4= Change Request _ +  None
—_—

After 05/05/2019 04:24:31 PM

Date/Time

May 5, 2019 5:00:09 PM

Event Type

MalwareEvent

Application HTTP.
ArchiveFileName 28930249_3cdc7f1
cbabaad769c47541
beaa7e353bb1eef2
d.cab
ArchiveFileStatus Extracted
ClientApplication Windows Update
EventSecond 1557090008
EventType MalwareEvent
ileAction Malware Cloud
Lookup
FileDirection Download
FileName 28930249_3cde7f1
cbabaad769c47541
beaa7e353bb1eef2
d.cab
FilePolicy CTRNetworkAMPPol
icy
bdaga
fcfa011140€0e0fd8
db372d88e84b7a14
2036278bd7937fb
May 5,2019 5:00:09PM  MalwareEvent
May 5, 2019 5:00:09PM  MalwareEvent

Malware

Source
»

192.168.242.220

FileSize
FileStorageStatus

FileType
FirstPacketSecond
InitiatorlP
InitiatorPort
LastPacketSecond
Protocol
ResponderiP
ResponderPort
SHA_Disposition

192.168.242.220

192.168.242.220

Add to Case

28930249 _ cab
Det 192.168.242.23
= 205.185.216.42
w®
192.168.242.220
20 @ download.windowsupdate.com
B 1
7299 == 72.21.81.240
Not St¢
(Dispoy
Pendin
MSCAI
15570¢
192.16
54389
15570¢
tep
205.18
80
Unavail
deviceld 9944117f-64a9-
4fab-8436-
030ecc6aedb3
tenantid ©d082044-338f-
451b-bd50-
1a8a3d6d726b
timestamp "2019-05-
05721:00:09.000Z"
traceld 8583d217-5d0-
4cc2-905f-
b8659698f0ba
205.185.216.42 80 tcp
205.185.216.42 80 tcp
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BebuHap XDR. Kak mbl 310 cebe

JononHntenbHasn Tpeactasnsem
MH(I)OpN\a LIII/]FI no 3anucb BebrHapa
SecureX

"dseh’ SECURE


https://youtu.be/E_Sq4VdFKcg

Additional Features .



Cisco Rapid Threat Containment

Proven approach to reduce time and impact of threat

* Automatic network threat
containment using the Open

L 3" Party
Remediation -
network as AP ==- Devices
an enforcer
172.20.100.3
* Threat-centric network

access determines

@—» <— (\Q} Secure
network access based on

~ Workload
< — l—i—l
loCs Authorization aes
* Richer visibility from Fl\/|C
bidirectional data sharing — & Routers

with the network access

EMPLOYEES
.".

Firepower

‘asco SECURE



Remote Access VPN with Secure Access by Duo

Provide ubiquitous secure access from remote and roaming users

* Posture assessment
* Uses TLS, DTLS or IKEv2

* Easy wizard-based
configuration

* Integration with LDAP and
RADIUS

* ldentity based security
policies

* Enhanced security with 2
FA/MFA provided by Secure
Access (Duo)

O\

Extend access rem’!y

'
cisco S E C U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

&

AnyConnect

l

-c-@

—

Protect
important data

A A

Maintain application
performance

Support multiple
sites



Protect Your Network Using AMP

Understand the motion and behavior of files through network and endpoint visibility.

Breadth and Control points

PAN
< b D aAmu
e
E ——— A\ 4
Email Endpoints Web

Telemetry Stream

h
—

File and Network 1/0

e~
W\

Process Information

‘ases’ SECURE

®

Network

£-

IPS Devices

%

File Fingerprint and
Metadata

g

Talos and Malware Analytics

Intelligence

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

Threat Visibility

zq  «O»

© &

Retrospective Behavioral File Threat
Detection loCs Trajectory Hunting
Trajectory
10:57 17:40 18:06 18:10 18:14  18:17
10.4.10.183 Q & 29
10.5.11.8 ¢) Q QO & @
10.3.4.51 ¢] ! &
10.5.60.66 G &
Events © Transfer ) Block (® create (D) Move (B Execute ( scan () Retrospective (@) Quarantine
Dispositions () Unknown {}Maiware (O clean (O Custom ) Unavailable
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Application-Centric Infrastructure

Transparent policy-based security for both physical and virtual environments

* Link security to software
defined networking

* Create identity-based policy with Application
Policy Infrastructure Controller (APIC)

* Segment physical and virtual endpoints based
on group policies with detailed and flexible
segmentation

* Release 7.0 — FMC Endpoint Update app 1.2
adds multi-site / multi-domain support

‘asco SECURE

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

Configure Interface, PC, And VPC

+

SWITCH PROFILE  INTERFACES IFTYPE

VPC SWITCH PAIRS
+

VPCDOMAIN ID ~ SWITCH1

CONFIGURED SWITCH INTERFACES

Select Switches To Configure Interfaces: @) Quick © Advanced
Switches: | 101 i
ENCAP Switch Profile Name: | Switch101_Profile
Interface Type: @ Individual () PC © vee
Interfaces:
Interface Selector Nai @ Interface Policy Group: @ Create One (©) Choose One
Link Level Policy: v CoP Policy: v
MCP Policy: v LLDP Policy: v
STP Interface Policy: v Monitoring Policy: v
Storm Control Policy: v L2 Interface Policy: v
Attached Device Type: ESX Hosts A
Please Use comma to seperate VLANS
vCenter Login Name: Security Domains: v
Password: Confirm Password:
Name P Type Stats Collection
SWITCH 2
vSwitch Policy: [] MAC Pinning 7] cop [7] wor

q
q

SAVE CANCEL q
S




Control Traffic Based on User Awareness

* Use Active Directory users and groups in
p O | i Cy CO nfi g u ra t i 0 n el Identity Services Engine » Context Visibility ~ » Operations ~ » Policy ~ » Administration ~ » Work Centers

Summary Endpoints Guests Vulnerability Threat +

* Use Cisco Identity Services Engine to provide —
identity

Total Endpoints @ Active Endpoints © Rejected Endpoints ©

« Cf 598 }_ 159 .1_ 10

* TrustSec Security Group Tag (SGT)

* Device type (endpoint profiles)

. i AUTHENTICATIONS © e O X i NETWORK DEVICES @ 20
a n d I Ocat I o n Identity Store Identity Group Network Device Failure Reason Device Name Type Location
o | d e nt|ty Ma p p| n g Pro p a gat| on & d evi ce I eve I il f“"EEOVXFEMaQageTﬁnfCfmer Overview  Analysis  Policies  Devices Objects  AMP Intelligence
filterin .
te g Branch Access Control Policy
* Examples
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SS|
* Block HR users from using personal iPads Fiter by Device | Y Search Rules X 1 show
" Name Source SGT Dest SGT Action
* Create rules for quarantined iPhones » (b - B A Gl Bl E]
+ Default - Branch Access Control Policy (1-2)
1 block quarantined hosts Quarantined_Systems ANY @ Block with reset

‘dsth’ SECURE



ldentity Mapping Propagation

User: SGT: IP: Source:

- - 172.16.0.4 SXp
Dynamic Object Content:
Eric - 172.16.0.22 PassivelD

®
-
® Workload A: 192.168.1.10
- Ira o v 172.19.1.13 RADIUS
Workload_B: 172.16.8.201

_ [ ... ] _ Dynamic-Object Update
- s el -
\ J {REST}

. . Custom Script /
(PassivelD/RADIUS/SXP)

il
cisco



Simplify Security Management with TrustSec

Leverage the network and investment

A g A g A g A g
@ - €¥f AN

* Scalable and agile

anywhere on

==
H = 11
Segmentatlc_)n Simplified Access Management a o= s ~r
technology in over 40 Manage policies using plain language and Employee Developer Financial HTTP
different Cisco maintain compliance by regulating access Info Server Server
. based on - H H e~
pFOdUCt families business role i Doy i ol w
i Permit Developer to Developer Server
Permit Guest to Web
* Enables dynamic, role- Enterprise £ e
: Network 95 @
based policy _ ' - Key i
enforcement Rapid Security Administration ' i
Speed-up adds, moves, and changes, Employee Tag E E E @ Consistent
i
i
RNl

simplifying firewall administration to Policy Anywhere

Accelerated

Simplified Access

’ Developer Tag

alraln
cisco

you r netwo rk Speed up Security Options - Management
server onboarding ’ Voice Tag (_:;
° Extend TrustSec (=] @ Non-Compliant Tag
.. —a
policies over ana W Employee Info Tag

Firepower Threat
Defense with SRC &
DST SGT matching

SECURE

Consistent Policy Anywhere

Control all network segments centrally,
regardless of whether devices are wired,
wireless or on VPN

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public.

‘ Developer Server Tag
’ Financial Server Tag

HTTP Tag

o 2

Employee
endpoint

\ g
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[TakeTbl U NOINTUKU: KaK 3HATb, rAe 4YTo NPONCXoauT

Prefilter

L ASA (“LINA")

Fastpathed ¢

Ingres Egress : Egress
Interface Interface . Interface

QoS
VPN Encrypt

Discovery L7 ACL File/AMP

A
SI (IP) Pre-proc Pasr\)/pID

Host L7 ACL File/AMP

Firepower 4 * * . * * * * *

SSL Network DNS Identity Intrusion Network Access Malware Intrusion
Policy Analysis Policy Policy Policy Discovery Control & File Policy
Policy (NAP) Policy Policy Policy

alraln
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[TakeTbl U NOINTUKU: KaK 3HATb, rAe 4YTo NPONCXoauT

ASA (“LINA”)

Fastpathed ¢

Prefilter
(FTD)

Discovery L7 ACL File/AMP

A
SI (IP) Pre-proc Pasr\)/pID

Host L7 ACL File/AMP

Firepower 4 70 SR s S DS NS SRS SUNP s S

Network . Intrusion Network Access Malware :
PSo‘I?i’Ic; Analysis FI’Do ’I\:S Igiﬂgty Policy Discovery Control & File In;r()u"s(;on
Y Policy y y (NAP) Policy Rules Policy y

Access Control Policy
alraln
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[Tonntukn Firepower

Kak yacto oHn moguduumpytorca?

YacTto NMepuogunuecku Pepko

Access Control Policy Malware and File Policy Network Discovery Policy

Intrusion Policy DNS Policy Network Analysis Policy

SSL Policy Correlation Policy
ldentity Policy Health Policy

Prefilter Policy

haln
cisco S E/ © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 108
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Access Control Policy

Kntoy, KoTopbi Bce 06beagnHAET

Access Control Policy

Prefilter Identity

. DNS Polic
Policy Policy ’

Inspection Options
Access Control Criteria

Rule (to match) Intrusion Malware & File
Policy Policy

CIsCO

alraln
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Tunbl nonntnk NGFW B FTD

Access Control OnpeaeneHne, MHCNEKLUUA U XKYPHaAMpoBaHue Tpaduka
Intrusion MHcnekuna TpaduKa Ha npegmeT HapyLeHun (

Malware & File [leTekTupoBaHue, MHCNeKUMa n baokmpoBka malware

SSL NHcnekumsa 3awmndpoBaHHOro Tpaduka

DNS KoHTponb cnnckos allow/block ans pomeHos

|ldentity Cbop naeHTMPMKaLnm Nnonb3oBaTenen

Prefilter BblCOKOCKOPOCTHOE ynpasaeHue Tpapmkom Ha L1 — L4 ypoBHAX

URL nonntuKa: HacTpanmeaeTca B pamKkax Access
Control Rule

cisco S E U / © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 110
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Prefilter Policy

Add Prefilter Rule

FTD-Only Feature

© Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name Insert

[ Database Backups ] 4 Enabled Iabove rule 'l [ S ] 3TO nepBbli;l Ha60p I'IpaBVlfl,
Action lTimeRange Ha OCHOBaHUWN KOTOPbIX

© Analyze

Analyze MHCNEKTUPYeETCA Tpa(I)MK

© Block
VLAN Tags Ports

@ Fastpath

Available Interface OB Source Interface Objects (1) Destination Inte

[ Q_ Search by name Inside_zone

External

Inline_Inside

Inline_Outside Fastpath 3T0 yCKOpeHHaﬂ

nsde_g obpaboTka Tpaduka. Analyze

OTnpaBKa TpaduKa Ha aon.

MHCNEeRKUUNIO.

Nuiteida

alraln
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Intrusion Policy

Intrusion Policy onpeaensaet, kakme npasuna Snort rules ncnonb3ytorca ans
MHCNEKLUUMN.

‘élllslélc;‘ Firepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ %t @ adminv
Create Intrusion Policy Policy Information . .
Rules Policy Information < Back
Policy Information Firepower Recommendations
Name * > Advanced Settings Name

[ Server Intrusion Policy ‘ %‘

> Policy Layers

Description Description

I |

Drop when Inline

Drop when Inline

Base Policy / Manage Base Policy
Connectivity Over Security
Maximum Detection

No Rules Active

Security Over Connectivity b and Edit Policy Create

| Balanced Security and Connecti v

The base policy is up to date (Rule Update 2019-10-17-001-vrt)

This policy has 11199 enabled rules / Manage Rules
- 94 rules generate events © View
@ 11105 rules drop and generate events © View
Nor have been generated. Click here to set up Firepower recommendations

Changes

Discard Changes Com

il
CICSCEC(S)E URE /
|
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ba3oBble NONUTUKU

Create Intrusion Policy o X

Policy Information

Security Over Connectivity
Policy CVSS Score Vulnerability Age
Connectivity over Security 10 Tekywmi rog, natoc ABa NpeablayLwmx
[(2021, 2020, 2019)
Balanced Security and 9+ Tekywmii rog, natoc ABa NpeablayLmx
Connectivity Kateropuu: Malware-CNC, Blacklist, SQL Injection,
Exploit Kit
Security over Connectivity 8+ Tekywmii rog, + Tpyu NpeablayLwmx
(2021, 2020, 2019, n 2018)
Karteropuu: Malware-CNC, Blacklist, SQL Injection,
Exploit Kit, App-Detect
Maximum Detection 7.5+ 2005 v nosxe

Kateropuu: Malware-CNC, Exploit Kit

‘eco’ URE/
cisco e

#Ciscolive
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Network Discovery Policy

- Onpepenaert, 4yTo U3y4aet Firepower.

- Mcnonb3yetca ana ynpasnenua Firepower Recommended Rules B Intrusion
Policy.

"cllls'c'lc',' Firepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ 3t @ adminv
——
Custom Operating Systems | Custom Topology
Snort3 is not supported Up to date on all targeted devices.
Networks Users Advanced
————
+ Add Rule
Networks Zones Source Port Exclusions Destination Port Exclusions Action
IPv4-Private-All-RFC1918 any none none o Discover: Hosts, Users, Applications / i
IPv6-Link-Local . . e -
|PV6_INSIDE_Network any none none ° Discover: Hosts, Users, Applications / v
198.51.100.0/24 any none none @ Discover: Hosts, Users, Applications /9
2006:DB8:40C:EC01::/64 any none none @ Discover: Hosts, Users, Applications /6
203.0.113.0/24 any none none @ Discover: Hosts, Users, Applications /9
alraln
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Intrusion Policy n Network Discovery Policy

Firepower Recommended Rules aBTomaTnyeckn HacTpamBatoT npasuaa Snort ana

I'IprIO)-KEHMﬁ, cepsepoB N y3/210B B BalLew ceTu.

Iéllls'élt;l Firepower Management Center Overview  Analysis  Policies  Devices  Objects ~ AMP Intelligence

Policy Information

Rules
Firepower Recommendations

> Advanced Settings

> Policy Layers

b’ SwE /
cisco 2

Deploy @ $* @ adminv

Firepower Recommended Rules Configuration <Back

No recommendations have been generated.

[ Include all between

and rule states in policy reports
Advanced Settings

Networks to Examine

Networks

ress, CIDR block, or cor arated i

D! Rules C
Recommendation Threshold(By Rule Overhead)

None Low Medium High
| | <5 |

Accept Recommendations to Disable Rules

Generate Recommendations ] [ Generate and Use Recommendations

How To

DGTL-BRKSEC-3300

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Impact Flags

Mbl HacTpansanu Network Discovery Policy...

':IIIIS.CII(;I Firepower Management Center Overview Analysis Policies Devices Objects AMP

Intelligence Depoy @ 3¢ @ adminv

Custom Operating Systems | Custom Topology

Snort3 is not supported Up to date on all targeted devices.
Networks Users Advanced
—
+ Add Rule
Networks Zones Source Port Exclusions Destination Port Exclusions Action
IPv4-Private-All-RFC1918 any none none @ Discover: Hosts, Users, Applications /u
IPv6-Link-Local o . oo .
|PV6_INSIDE_Network any none none e Discover: Hosts, Users, Applications / v
» Intrusion Events - X
Last 90 days Total

370 BKAtOYaeT Impact Flags gnsa aHanmsa.

YTO 3TO 3HAUUT?

0
0 A A A A A A 4 9
@ A AA AA-X-—-A A 8 24
2 _B a & @ Aa A - 2,715
3 Al oosnn A A AA A . ADasOAA 271
4 0

A oee dbdent@odam 2 AA aamdda@nadal 3019

CISCO L&V&_/ #CiscolLive
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[MoHumaHune Impact Flags

CobbiTna Intrusion Mpodunb y3na Impact Flag

D

. [Outside Profile Range]
Source / Destination IP

[Host not yet profiled]

Protocol (TCP/UDP) IP Address

User IDs

Source / Destination Port Protocols

Server Side Ports

Service Client Side Ports

Services

Snort ID

and

Client / Server Apps

Operating System

IOC: Predefined Impact

Potential Vulnerabilities

aaaaaaaaaa

cisco M - #Ciscolive DGTL-BRKSEC-3300 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Last 90 days

[MoHumaHune Impact Flags

CobbiTna Intrusion Mpodunb y3na Impact Flag

o [Outside Profile Range]
Source / Destination IP

[Host not yet profiled]

Protocol (TCP/UDP) IP Address

User IDs

Source / Destination Port Protocols

Server Side Ports

Service Client Side Ports
Services

Snort ID Client / Server Apps

Operating System
IOC: Predefined Impact

Potential Vulnerabilities

cisco W- #Ciscolive DGTL-BRKSEC-3300 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Snort npasuna

Firepower ucnonbsyet Snort npasuna ana Intrusion Prevention.

Cisco obecneumBaeT perynspHble 06HOBAEHWA NPaBU. BONbLIMHCTBO KIMEHTOB 0OHOB/AETCA aBTOMATOM.

CTopoHHMe npaBuaa moryt gobasnatbca camocrtoaTenbHo yepes Rule Editor (Objects -> Intrusion Rules -> Create

Rule), unm umnoptmpoBsatbeA.

cisco L;V&/

‘(IZII IS‘CI|CI)I FMC Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ ¢ @ adminv
—
Objects / Intrusion Rules Search | Upload Update | Intrusion
Intrusion Rules
Delete Local Rules Import Rules Create Rule

Group Rules By v Category (52383)
[ Category . ] » app-detect (165)( )

» bi hi 57)
[o ] » browser-firefox (289)

» browser-ie (2602)

» browser-other (92)

» browser-plugins (2535)

» browser-webkit (104)

» content-replace (23)

» decoder (153)

#Ciscolive
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Access Control Policy

Onsa nHcnekuum Tpaduk AoNXKeH

nonactb B Access Control Policy

"':I's"':lé' Firepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence © # @ adminv
IPS Policy You have unsaved changes [N RIS
Inheritance Settings | Policy Assignments (0)
Prefilter Policy: FTD Test PreFilter SSL Policy: None
Rules Security Intelligence HTTP Responses Logging Advanced
Filter by Device (") Show Rule Conflicts @ =+ Add Category + Add Rule = Search Rules
Source Source Dest . Source Source .

Name Zones Dest Zones Networks Networks VLAN Tags Users Applicati... Foris Dest Ports URLs eaT Dest SGT Action [ B Bm el
v Mandatory - IPS Policy (-)
There are no rules in this section. Add Rule or Add Category
v Default - IPS Policy (-)
There are no rules in this section. Add Rule or Add Category
Default Action Intrusion Prevention: Server Intru v | / & B
(A4 #Ciscolive DGTL-BRKSEC-3300
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Access Control Policy

Kntoy, KoTopbi Bce 06beagnHAET

Access Control Policy

Prefilter Identity

. DNS Polic
Policy Policy ’

Inspection Options
Access Control Criteria

Rule (to match) Intrusion Malware & File
Policy Policy

CIsCO

alraln
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Ontummnsauma npasun Access Control

cisco Lf,/&/



YnpaBseHne NoNTUKaMU -- KaTeropum

- Bce nonnTMKK gocTtyna cogeprkaT ase Kateropum - Mandatory n Default
« [Ana opraHu3aummn npaBua MOryT CO34aBaTbCA NOJIb30BATE/IbCKME KAaTEropmum

- [Mocne co3gaHuAa KaTeropmuun Bbl HE MOXETE ee NepemecTuUTb. Bbl mOXeTe ee YAaNUThb,
nepenmmeHoBaTb, Nepemellatb B Hee npasumaa, yaaadatb npasunaa U T.4...

) Mandatory - Europe Data Center Policy (-)
CyIJ.I,eCTBVET Nno YMO/14aHUIKO, HE yaaNNAEeTCA

w Default - Europe Data Center Policy (-)

» Blanket Rules (-) « O
» Active Directory Rules (-) s O
Y - .o ciock Al Trac a5 |

alraln
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Co3pnaHue Bawmx Access Control Policy

+ Prefilter npaBuna camobie bbicTpble

Layer 1-4 610KupoBKa - Jlobble npasuna L1-L4 v Te,

u/nn KOTopble He TpebytoT
Layer 1-4 paboTaeT c NoTOKamu, KOTOPbIE HE HY*KAAITCA B MHCNEKLMU(pe3epBHbIE Komnu, o
AONONHUTENIbHOM MHCNEKL MU

TCP/UDP Stream (MynbTrmeama), 3aumdpoBaHHbIi Tpaduk)
+ Mopaaok npasun B Access Control
Policy He cTporo onpeaeneH

SV 6/”°“ npasuna - Bce elLe NpaBW/IO NepBoOro
N/ nN1an
cpabaTbiBaHMA

Layer 1-4 npaBuna gns KOPOTKOXKMBYLLMX NOTOKOB (DNS)

- 3agava — obecneuynTb BbICTPYIO
Layer 5 610K npaBuna (610KMPOBKa cepBepoB ¢ camonognucaHHbIMKU cepTuduKaTamm)
W/nam 61OKMPOBKY C MEHbLUMM

Layer 7 URL 650k npasuna (bnok URL kaTteropun Adult) KONmn4yecCcTBoM nepesaHHbIX

) . nakeTos
Layer 7 610K npuaoskeHui (6n1ok Office 365)

OnpeaeneHHble NpaBuna paspellatowme L7 (paspewnts HTTP c AMP - Mcnon b3yute Rule Conflict

NOUTUKOM)

Generic layer 7 allow rules (e.g. allow all traffic with generic IPS policy)

alraln
Cisco S E U / © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 124
cisco e e

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




Best Practices Docs

NGFW Policy Order of Operations

NGFW Basic Policy Creation for Firepower ol l 1ol l [ Policy Management Table of Contents:
cisco. 1. Access Policies
e,
CISCO. - Rationalizing

- Connection Logging

NGFW Policy Order of Operations  Blocking Bad Trafc

- Determining What Needs Encryption

Basic Policy Creation for Firepower

2. IPS Policies
First Published: May 22, 2018 - Testing Policies
First Published: May 25, 2018 Last Updated: May 22, 2018 - Levera_gmg F!lrepower Recommendations
- Deploying Strict Controls
Last Updated: January 30, 2019 + Leverage X-Forwarding

- Fine-Tuning Rules
3. Malware Policies

Table of Contents 4. SSL Policies

Policy Order of Operations 2 . L.
5. Identity Policies
Introduction: Purpose 2
Policy Firewall: Funnel Approach (Threat tornado) 2 6. Network Analysis Policies
Common Misconceptions: 3
Firewall Funnel Model 3
Table of Contents
Document Scope: Order of Operations Best Practice 4
Traffic Flow Overview: Path of the packet and policy checkpoints 6
Security Intelligence: Best practices for policy ordering 7
Access Control Policy: Policy Inheritance: 7
Building an access control policy: 4
Adding Rules to Access Control Policy: 4

https://explore.cisco.com/ngfw ftd common-practices/ngfw-ftd-policy-mgmt

https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/Basic_Policy Creation on Cisco Firepower Devices.pdf
alvaln SW/ https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/NGFW Policy Order of Operations.pdf
(A4

cisco © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public. 125

CiIsco

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 125


https://explore.cisco.com/ngfw_ftd_common-practices/ngfw-ftd-policy-mgmt
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/Basic_Policy_Creation_on_Cisco_Firepower_Devices.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/NGFW_Policy_Order_of_Operations.pdf
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PekomeHayembin 06pas

FTD

Downloads Home / Security / Firewalls / Firewall Management / Firepower Management Center Virtual Appliance / Firepower Management Center Software- 6.6.5

(2 search. ) Firepower Management Center Virtual Appliance

( Expand All Collapse All ) Release 6.6.5
A My Notifications

Suggested Release v

Related Links and Documentation
Release Notes for 6.6.5
Documentation Roadmap

Letes Release File Information Release Date Size
6.6.5.1 irepower Management Center upgrade 03-Aug-2021 2023.15 MB
6.4.0.13 Cisco_Firep® enter_Upgrade-6.6.5-81.sh.REL.tar
Advisories []
751140
FMCv300: VMware in 2271.81 MB
7.0.1 Cisco_Firepower_Mgmt. v
Advisores [ PekomeHayembIn
All Release v
FMCv: KVM install pad 6 2214.19 MB
. e P obpa3 Ha
isco_Firepower_Mgmt,
Advisories [ 6
79 > 08 pekabpa 2021 roaa
37 N FMCv: VMware install 2221.27 MB
: Cisco_Firepower_Mgmt_Center_Virtual_VMware-6.6.5-81.tar.gz
e N Advisories []

alraln
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Firewall Threat Defense 7.0

BaxHble nameHeHuMs B extra long-term pennse — nepexoa Ha 7.0 2021

Scalable Eventing and
Logging

OTnagKa n oTcnexmsaHume
TEKYLLUX, UICTOPUYECKUX
cobbiTuii B eanHom Ul

‘ases’ SECURE

AnHamunyeckune

06beKTbl Ans
ObICTPbIX USMEHEHUI

Mpowe B
MUCMONb30BaHUMN

YnydweHune
o6HapyXeHus yrpos

3aKas3umK NnonyyaeT aydilee
0bHapyKeHne ¢ MeHbLUei
3aTpaTon pecypcos

N3meHeHMne
OMHAMUYECKNX 06BEKTOB
B MOZINTMKax bbICTpo 6e3

HeobxogumocTtu deploy

CUNBbHO yNyYLIEeHHbIN
MO/b30BaTENIbCKMX OMbIT,
CHU}eHMe onepaunoHHOM

C/IO¥KHOCTU M PacxosoB

Remote access u site-to-site VPN APIC FMC App Multi domain

MHTerpauma Secure-X Pabota PAT B KnacTepe

FMC API ana opkectpaummn un MNopaep»Ka MHOXeCTBa JOMEHOB
MUrpaLmm ANA npeHTndMKaumm nonb3osatens

My6anyHble obnaka u
BMpPTyanunsauma

Moapep»KKa rmbpuaHbIx
obnakos gns ntoboro
pasBepTbiBaHMA 3aKa3umKa




Yto HoBOro? — FTD

NEW

J

FTD Penns 7.0
* Snort3
*  Yay4yweHuna nponsBoamTeNbHOCTHU

e Common Criteria
*  YayyweHua B Low touch provisioning
*  YayyweHua B npoueaypax 06HOBAEHUA U MHCTAANALMK

* FMC
* VPN - DAP, SAML, nokanbHble N0/Ib30BaTENN, MHOXKECTBEHHbIE CepTUDUKATDI
*  YAo6cTBO N0/Ib30BAHUA — OTKAT KOHOUIypaunii, yHUOULMPOBAHHbIM NPOCMOTP CObbITUIA
*  [nHamnyeckune obbekTbI
*  ®UNbTPbI YCTPOMCTB NO accouMaumnam naeHTuduKaLmmn

» Cisco Secure Dynamic Attributes Connector (CSDAC)

MporpammHble dyHKLMMU
*  O®unbTpayma TpaduKa no penytaumm DNS
*  PesepsHbiit VTI gna mapwpytusmpyemoro site-to-site VPN

© yﬂy‘-lllJeHVIFl B MOHUTOPUHIe COCToOAHUA

alraln
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OcHOBHble ynyyweHuna B penmse /.0

3awmTa oT yrpos

Snort 3 — Hactpolika B FMC
HoBble napcepbl NPOTOKON0B
HTTP/2 UHcnekuma

Yny4leHna npomsBoamnTEIbHOCTH
Lightweight Security Package (LSP)

YnpasneHue
VPN

FMC ynpasneHue — DAP, SAML, nokanbHas ayTeHTUdMKaLMA,
MHOeCTBEHHble cepTUdUKaTbI

MNoppaepskka Diffie-Hellman group 31

IPsec HacTpoliku lifetime gna site-to-site VPN

pe3epBHbIi virtual tunnel interface (VTlana mapwpyTmMsnpyemoro
site-to-site VPN + yBenunyeHue konnyectsa VTl go 1024

YnyyuweHua 8
naeHTuduKaumm

OunHamunyeckne ob6bekTbl + CSDAC
Kpocc-gomeHHoe posepue gna AD gomeHoB
PunbTpbl COOTBETCTBUIN NAEHTUOUKALMM
MoANUTUKM HA OCHOBaHWUK aTpUbyTOB

‘dsth’ SECURE



OCHOBHble nameHeHuAa penmsa /7.1

Snort 3

Elephant flow visibility

Encrypted Visibility Engine
Intrusion Rule Recommendations
Additional rule actions

-

E5: VPN

v
m Management

Unique local tunnel ID for IKEv2
Anyconnect native browser support

RA VPN multiple trust points in SAML IDP
Copy RA VPN access config on FMC

Site to site VPN enhancements

(/,-3 Public Cloud
o

Additional instance type support in AWS, Azure
FMCv HA and FMCv300 in AWS and OCI

Geneve AWS proxy support

Automated FTDv horizontal scaling in OCI

AWS CloudWatch health monitoring integration

‘dsth’ SECURE



Encrypted Visibility Engine
- JKcnepumeHTanbHaa ¢yHKUmA B 7.1

Ncnonb3yeT malwnHHOE obyvyeHme ana onpeaeneHus npmUaoKeHua, KoTopoe
reHepupyet naket Client Hello

- MpeHTMdMUMpyeT n3BeCTHbIe Npouecchl/6pay3epbl

- MpeHTMdunKauma malware Ha ocHoBaHMM oTneyaTkos Secure Malware Analytics

‘asco SECURE



Policy Based Routing HacTpoWKa - npumep

- Heckonbko PBR Ha 0CHOBaHWM pa3HbIX MHTEPPENCOB.

Policy Based Routing

Ingress Interfaces

inside1
inside2

Cnu1CcoK BXogALLmMX
nHTepdencos

lab_intf

Mpasuna c

NPUNOKEHUIAMU

If traffic matches the Access List
DIA_Cloud_Applications_ACL

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

Send and load balance it through

outside_ISP_1
outside_ISP_2
G——

If above link fails, Send through

outside_ISP_3

Cnucok cbanaHcMpoBaHHbIX
ncxogAwmx nHTepdencos

If traffic matches the Access List
YoutubeTraffic

If traffic matches the Access List
LabTestNetwork

Send through

-m outside_ISP_1

If above link fails, Send through

outside_ISP_2

Send through
41.77.36.26

CnncoK nHtepdencos no
NOpPAAKY.

alraln
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YnpouieHHOe pa3BepTbiBaHME ANA PETMOHANbHbIX
oducos

Secure Elastic

Connectivity YBenunyeHue nosocsol ynpouJ'eHHoe
3 ced nponyckanua (7.1) ynpasneHue

\"/'EIC\ITS?_rKa ROUte"- - * Low Touch Provisioning

5 aHHaMT:::eﬂi;:‘ mexay e ECMP noppepsKa * Data Interface Management

||F3)v6 VTl . AnA banarcnposky *  Auto Config Rollback (7.1)
« BGPvV6 VTl (7.1 mexay ISPs * FDM Driven Onboarding

V6 over VTl (7.1) * ECMP noaaepKa (7.1)
ana VTl

BblicOKas AOCTYMHOCTb
OKO/10 HYNEeBbIM
BpeEMeHeM
BOCCTAHOB/NEHMUA

* Hacrtpolika Dual ISP e [etektop SAAS npunoxkeHuit (Mepsbiii nakeT AVC)
configuration * Policy Based Routing c npunoxeHnem B KavecTse
* Active-Standby Backup VTI Kputepwmn
TYHHENU C MOHUTOPUHIOM
SLA

g
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O630p dYyHKUMOHANA

FTD APl (v FDM) moryT ncnonb3oBaTtbca Ans HacTpokm FMC

Mcnonb3yeT gocTyn K MHTepdeincy AaHHbIX

Ncnonb3yeT Aoctyn K nHTepdency ynpasneHumn

How it Works Kakon meHegykep: FDM n FTD REST API

OrpaHun4yeHunA
He nopaepxusatorca FTD B HA pexxkume
He nogaepusatotrca FTD ¢ Universal PLR
FTD c FlexConfig He noaaep»knBaetcs NockosbKy FMC He CMHXPOHU3UPYET KoHPUrypauuto

FTD morKeT ynpaBnAaTbCA TO/IbKO 0gHUM meHegKepom, FMC nnm FDM

g
ciIsco



Device > System Settings > Management Center

alvale oo = cisi) 6] = == 3 . admin
Firepower Device Manager oS ¢ @ O . @ s
cisco P as Monitoring Policies  Objects Device: fdm124 e @ : Administrator
Mode! Software VDB Intrusion Rule Update Cloud Services. High Availability
Cisco Firepower Threat Defense for VMwa... 7.1.0-1653 338.0 20210414-1949 3 NotRegistered | Register Not Configured :
(o] & Internet
Cisco Firepower Threat Defense for VMware @ m
-
(o) (o] () ) ) ) [
Interfaces Routing Updates System Settings
Connected ti Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 9 Security Intelligence Feeds Logging Settings
View All Interfaces > View Configuration > View Configuration >
Smart License @ Backup and Restore Troubleshoot
Evaluation expires days ted yet
Tier: FTDv30 - Tiered (8 core / 16 GB)
View Configuration > View Configuration > REQUEST FILE TO BE CREATED See more
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
There Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
nnectio P Download Configuration
View Configuration > Configure > View Configuration > View Configuration >
g

cisco Secure

Management Center MoXKeT 3anyCTUTbLCA:

* [locne Easy Setup Wizard

* Wnu nponyctutb Easy Setup Wizard

* Wnun Ha FTD KoTopoe yXe ynpaBnaeTca
FDM

System Settings
Management Access

Logging Settings

See more



[OTOBbI HAYaTb?

cerogHs!
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https://engage2demand.cisco.com/1829
https://engage2demand.cisco.com/LP=14845
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