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Agenda

 Threat Landscape – Technical, Social, Political

 Lead Methodology 

 Cisco Security Intelligence Operations

 Concluding Remarks
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Recent Trends

 Security conscious users are targeted.

 Bad guys getting better in evading detection.

 Legitimate sites used by bad guys for profit making 
activities.

 Overwhelming AV companies.

 Social networks targeting.
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Legitimate alert
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Copied Alert
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Which one is real?
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Or this ?
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They are all Fake.



Intelligence Evasion



Intelligence Evasion



$ echo "aHR0cDovL2JpdC5seS9SNlNUViAgaHR0cDovL2JpdC5seS8yS29Ibw==" | openssl base64 -d
hxxp://bit.ly/R6STV hxxp://bit.ly/2KoH
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Presenter
Presentation Notes
Zeus, Spyeye, Citadel, Cridex – credential stealing spyware
Dropper will get the payload e.g. Zeus
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Unique Malware Content



The Facebook Vector



Hackerville: The Romanian cybercriminal 
hotspot Râmnicu Vâlcea

Presenter
Presentation Notes
Net exporter of cyber crime
General Romanians are not proud of the recognition
Part of the problem has to do harmonizing their internal laws to address cyber crime. Jail time. 
Danger of Romania – blacklisted.

Romania is a party to COE Convention of Cybercrime
Signed in 23.11.2001
Ratified 12.05.2004



Tallinn Estonia 2007

Presenter
Presentation Notes
Or consider Estonia in 2007. The decision to move a Soviet war memorial made the Russian government very upset. Subsequent to this, there were riots on the streets, and major cyber attack on government services. 

So it is not hard to imagine how easy a cyber event is linked to physical world activity. Is attribution now made easier?



Russia – Georgia War 2008

Presenter
Presentation Notes
We all know that Technical attribution can be difficult. What about the event above? 2 weeks of coordinated cyber attacks followed kinetic operation from a neighboring country. 



China’s Emergence



Motivation: Status and Ego
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Firewall

IPS

Web Sec

N-AV

Email Sec

Customized Threat 
Bypasses Security 

Gateways
Threat Spreads   
Inside Perimeter

Perimeter security stops many threats but
Sophisticated Cyber Threats Evade Existing Security Constructs

Fingerprints of Threat are Found Only in Network Fabric

Customized Threat 
Enters from Inside

Threat Spreads   
to Devices

Picking a Needle out of a Haystack

Presenter
Presentation Notes
Most of us have heard the story about how we should keep our doors locked to stop good people from coming in. The point is that we do not want to provide the temptation to people who may not otherwise walk into our homes. 
On the Internet, having a firewall is similar to locking our front door or securing our wireless router at home. It just makes sense to not leave our doors unsecured.
In Cyberspace, as in our communities, there are some people, euphemistically referred to as “bad actors”, who are intent on breaking in, and it does not matter that we have been diligence about locking our doors and windows. They have invested in equipment, and they have the know how and experience, to just break in. 
When we talk about Cyber threat detection and defense, we are talking about these people, who have been able to get passed Firewalls and other traditional perimeter protection devices and processes. 
These threats are often highly customized and considered Advanced Persistent Threats, and are placed in your network through the “front door” or via an internal method such as flash drives or personal devices. Once in the network, traditional perimeter defenses do not detect them, in the same way a home security system is designed more to detect people breaking into your house, not to find them once they are in. 
In defending the network from these threats, the Cisco Threat Defense solution makes use of the following critical information:
Breached but How, Where and Who?
Often very difficult to find
High value assets – major consequences
Network flow analysis is central to this process—throughout the network
Context is Critical
No single system provides all data to decipher an attack
Related threats, identity, reputation, vulnerability, device type…
Disparate Data Sources, Manual Assembly
Analysts collect and assemble contextual information from a variety of systems
Requires expensive analysts—round-the-clock coverage hard
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Detection is key to Respond and Recover



Cisco Cyber Threat Defense

NetFlow ISEStealth
Watch

Threat
Profile

Presenter
Presentation Notes
The 



Cisco Cyber Threat Defense

Threat
Profile

Threat

Context

Context

User: John Doe
Access Group: Finance
Device: Android Phone
Location: Remote
Access Method: VPN

Traffic: P2P
Destination: badsite.com
Reputation: -6
Malware: Zeus
User: Jane Smith
Access Group: Guest
Device: Laptop
Location: Campus HQ
Access Method: Wireless

Presenter
Presentation Notes
The 



Normality

Capacity

Resource surge capacity

Degraded organization capacity

shock 
event

Likelihood of Attack and Vulnerability Reduction

Prevent Prepare

Impact Reduction

Respond Recover

Intelligence-led approach
Cisco Security Intelligence Operation

Detection

Lead Methodology



Threat Operations CenterSensorBase Dynamic Updates







Security Support Operations
Current SSO Presence in 
the Following Regions:
• California
• Texas
• Ohio
• Idaho 
• China
• Ukraine
• UK
• Canada
• India
• Australia

Languages: Arabic, Farsi/Persian, Hebrew, Syriac, Urdu, Bengali, Gujarati, Gurmukhi, Hindi, Marathi, Sinhala, Tamil, Thai, Chinese, Japanese, Korean, 
Belarusian, Bulgarian, Kazakh, Macedonian, Russian, Ukrainian, Greek, Armenian, Georgian, Basque, Catalan, Croatian, Czech, Danish, Dutch, 
English, Estonian, Filipino, Finnish, French, German, Hungarian, Icelandic, Indonesian, Italian, Malay, Norwegian, Polish, Portuguese, Romanian, 
Slovak, Slovene, Spanish, Swedish, Turkish, Vietnamese





Global Context: Data Makes a Difference

Cisco SIO

Management Services Partners

Application Programming Interfaces

Cisco Infrastructure
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Presenter
Presentation Notes
Secure X



Presenter
Presentation Notes
What’s fair to say these days is these attacks are no longer carried out using a single vector but essentially they are blended attacks. So facebook -> targeted email -> click on web 






Presenter
Presentation Notes
What’s fair to say these days is these attacks are no longer carried out using a single vector but essentially they are blended attacks. So facebook -> targeted email -> click on web 
So we could see how something that took place in one vector is linked to another vector and so on so forth, and if we are just focused on inspecting the content of say email or web, we are likely going to miss how these threats are associated. 



Presenter
Presentation Notes
So we could see how something that took place in one vector is linked to another vector and so on so forth, and if we are just focused on inspecting the content of say email or web, we are likely going to miss how these threats are associated. 
SIO is about understanding the Association and Correlation between these threat vectors and that is why the emphasis is on context to compliment what we do with content inspection.



Context Inspection

Aunt Jenny
234 Any St. 
Anytown, CA

From
:

• Where’s it coming from?

• How many others have seen it?

• How new is it?

• Who owns the package?

• What else have they sent us?

• Is the sender even a real 
person?

Presenter
Presentation Notes
A section explaining how important it is to have industry leading CONTENT inspection as well.



Deny 13. Allow Everything Else.

Presenter
Presentation Notes
Click through the slides, very impressive do give this slide when in a room.

Humans are the most advanced analytical machines in existance, yet no one can look at that first object and definitively say if it is a B or a 13.  Yet when you add context, it is simple.



Should-i-go-here.com

Feeds Endpoint

Telemetry

Human Intel

Cloud

Web

IPS

Firewall

Email

Corpora

Presenter
Presentation Notes
In this example, a user in the network, is requesting to visit a site should-i-go-here.com.

CSIO now polls the various pieces of infrastructure looking for data on should-i-go-here.com.

It finds 3 relevant pieces of information from 3 different data sources, firstly. 

Firstly Telemetry data, tells us that this is a new domain, that has not been encountered by participating
organisations before. The telemetry system remembers this first encounter.

The Second piece of data, has been input by Cisco security research, the IP address used by should-i-go-here.com
Is based in Western Samoa, and has been part of a bad /24 network serving malware over the past months

And Finally.

The third piece of data, comes from a spamvertised url feed, indicating bad URL’s used in spam messages.

Each piece of data carries it’s own score, however, when there are multiple pieces of data, Csio, combines them
Togther, like pieces in a jigsaw, to form one single score, as more information about should-i-go-here.com becomes
Known more pieces of the puzzle are added and the score over time changes.
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Targeted attacks

Presenter
Presentation Notes
Cisco threat alert sent out on the 1st august, targeting Alcoa credentials, the IP address was later used in the 0day java attack launched on the 26th august.

Flashfxp.exe – poison Ivy (name of trojan, a back door), Java Exploit CVE 4681



Cisco



Concluding Remarks
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