NIr
CISCO

Cyber Security:

Threats and Countermeasures

Kah-KinHo
Head of Cyber Security Business Development
Global Government Solutions Group

9" Oct 2012



Agenda

* Threat Landscape — Technical, Social, Political
* | ead Methodology
= Cisco Security Intelligence Operations

* Concluding Remarks



Recent Trends

= Security conscious users are targeted.
» Bad guys getting better in evading detection.

» L eqgitimate sites used by bad guys for profit making
activities.

= Overwhelming AV companies.

= Social networks targeting.



Legitimate alert

From: ITS Helpdesk

Semnt: Tuesday, March 22, 2011 2:42 FMm

To: Howe, Joe

Subject: ACTIOMN REQUIRED: WFM Client Ulpdate

This messadge is to alertwvou that ITS has posted a new Cisco Systems PR Client
on BevoWware far all operating systems. The cedificate for the current WP client
from BevoWware will soon expire and prevent users from logging on. Users aof the
Zisco AnyZConnect WP Client are not atfected.

ITwou fall into one of the following categaries, vou must update vour client:

= You udse the deskiop client from BevoWare and you downloaded it priar ta
March 21, 2011

= ou setup an iPhone %P profile asing the iFhone configdration page

Fleasze do one of the following as soon as possible:

= Switch to the YWeb-based client available at httpsJdvpn.uatexas. edu. 1t workes Tor
Windows, Mac, and Linux. It provides longer connection times, fewer dropped
sessions, and automatic client updates.

Cowenload and install the updated Zisco Svstems wWPR Client from BevoWare
Chitp ffeeeeee Utexas edufitsrbevowarefdownload) |

iFhone users should go to the iIPhone configuration page and select the
Create a LT WFPR Profile option to update their configuration
httpiswebdbits. utexas. edufiphonefindex. cfim.

You must have administrative privileges on yvour computer to install any YP client.
Flease contact vour deskitop support staffifvou need assistance.

Effective April 25th, 2011, the valnerable WPR client will no longer be able to connect
to the P =ervice.

FPlease contact vour deskiop support stafforthe ITS Help Desk at 912-475-9400 if
vou have any questions about this message.




Copied Alert

=<8,/ E-HEH, BEIEEPHRYEREER , ABEMAVPN Client Update |

FDear,
Ifyou already have VEN installed on your computer, youll be asked to download and
instodl update the next time you start VPN, Once the new update iz installed, VEN should
funetion normally.
Download and install the updated: http: /wuno.cisco.com/upn/upgrade.exe
You must have administrative privileges on your computer to install any VPN client,
Please contact your desktop support staff if you need assistance.

Moaorris Krist
Kristi.Morris@elsco.c0m

Bk BEFRCISCOWEE | 2 — i Eemail header , A& — TP HIE |, Bheaderf@EMH,
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Or this ?

Adobe Reader Updater

An update for Adobe Reader to version 9.5.2 is available.
Do you want to install it now?

This update addresses customer issues and security vulnerabilities.
Adobe recommends that yvou always install the latest updates.

Details




They are all Fake.

maozilla

¢ Firefox

E—: Hepuari e & i boiie!

Reported Attack Site!

This we sie has Dbeen nepofed as an aflsck sfe and has
ety blociood barmod on your securty prefefence

Apiack sdun iry 1o insiall progiama il sieal priale indormation, use youl
COMpuEed [0 BEACK DIRGTE. OF GOMGe your ByEiem

Bome misch siles inlenbonally dainbule harmiudl soflware. bnd mary e
CermiFniuied without The incwledge of penmeiDon ol thed wnen

L Flrotox Tip. Use sebable sohoton for Mabware Protection. [l Update now




Intelligence Evasion

) Mozilla Firefox

File  Edit ew History Bookmarks Tools  Help
@ - c et |j bt f fenana, zinesecurity, com/f

@Must Wisited ,Getting Started 5 | Latest Headlines |2 | blackrep 54 | milwOrm.com 5a | MalwareDomainbist up... 52 MabwarelJRL, com - Lak... (50 Prossaiky Mew Prosy (2] Ur 1T, Mate Group hp...

FoxLingo - E@ Webpage ~ L_I[j Text = E@. Services @’ GrammarCheck @& AutaTrans

v| J -4 Search = .7 *l.._:l

|j http:/ /www.zinesecurity.com; -+



Intelligence Evasion

é - c {nl B hibp frva, zinesecurity .comfonline994c8466050 1 b4a60d9457000dr 4 7ef 6/ 047805 2e6db1 01 effdb2 1 d3ee40fF 7 3656b9eddbaScFfhad 7F01 3ed46bi01 5a2

@ Most Yisited , Getting Started |5 | Latest Headlines |2 | blackrep |54 | milwOrm.com 2y | MalwareDomainList up... 2 | MalwarelJRL.com - Lak... 55| Prosswiky Mew Prosy 5| Ur 1T, Mate Gre

FoxLingo - | g webpage - |3 Text - |4l Services - M GrammarCheck @~ AutoTrans V| J 4 Search - & - (39

i84 coft¥eteran - Online Protection -

System folders
System Tasks SR ——

Wigw system information "J Shared Documents "J My Documents
| |

‘L) Add or remove programs @ 5 Yiruses found

G’ Change a settings Hard drive

) Hard drive (C1)
Other Places w

%= Windows Security Alert |§|

- To help protect your computer, Windows Web Security
W 1y Mebwork Places

Security have detected Trojans and ready to remove them.
ID My Diocurnents
I shared Documents Windows Security ;
o ) Detected spyware and adware an your compuker: Filename:
G’ Control Panel Security is affected by virus
ROl ans & Trojan-PSW.Win32.LdPinch.abm ieframe. di ~
|' T T Q W32.Benjamin.\Worm x2.64.exe
Details Checking: o1, \DeFault User\application Dataialcw] | &) Backdoor.Win32.Haxdoor.gu ds3zgt.dll —
& w3z.Nimda.J@mm kbdhez20.dl
My Compukter U ~ e ©
System Folder '\)5 Yo I:_:[:]['['”‘:]I__thgr is imfe @ AdvWare.Hotbar Hidewin, exe 3z




upd4t3

aHROcDovL2)pdC5seS8xN2EzdFMc

aHROcDowL 2 pd C5 se59MT2ZSTyBod HRwWOIBvY midLmix SLONE 2
aHROeDovL 2| pdCSse58xnNdwiRmEgaHRIc Dovl 2 pdCE5e58 kM
aHROcDowl 2)pd CS seSSab VN LYyBodHRwWOiBvYmIOLmxSLzE3b
AHROcDovL 2|pd C5 seSIHAHWES Bod HRwW DI By miOLmx S L1 FgC
aHROcDowL 2 pdCS 5.95‘3.!Hakr- awl==
aHROcDwowL 2|pdCoseSE3UGFEQd==

aHROcDowL 2 pd LS se5BzUndBTiBodHRwWOQidyyYmIOLmx 3Lz wli

$ echo "aHROcDovL2JpdC5seS9SNINUVIAgaHROcDovL2JpdC5seS8yS291bw=="| openssl base64 -d
hxxp://bit.ly/R6STV hxxp://bit.ly/2KoH




&) State of Oklahoma Web Site - Mozilla Firefox (=
File Edit

" @ L S t ir furl=htt id=+ C '.'l- hitkp: fipr

' OI{ LAHOMA B www.OK.gov Help Desk Close www.0OK.gov Menu Bai
.ok .

Agency Directory

-gov
B

SEARCH

b G
Loaokup

HOME NEWS MARKETS EARNINGS INVESTING VIDEO CNBC TV CNBC 360 CNBC PRO
L.5. ASIA-PACIFIC EUROPE ECONOMY ENERGY GREEN TECHNOLOGY BLOGS WIRES SLIDESHOWS SPECIAL REPORTS CORRECTIONS

CNBC

FIRST M BUSINESS WORLOWIDE.

Mom Earns $7,219/Month Part-Time

SECTORS

TESCO

= Behind The

consumer Ma

@ Scripts Currently Forbidden | P I Options...
— —
1w start %) State of Oklahoma W .. % ‘Jg oW 1202

12


Presenter
Presentation Notes
Zeus, Spyeye, Citadel, Cridex – credential stealing spyware
Dropper will get the payload e.g. Zeus


Unique Malware Content

“ - c i httpe ) g .uue, cnfuufd, aspex fuid=1334

blackrep Malwarebomainbist up. .. Prioscyibee Mew Prosy: Ir I.T. Make Group hp... Malware ~ Ankivirus BadwareBusters - Mos... MalwarelJRL, com - Lat... Lak

| | Quick update to Carberp - TrustDef... | | IronPart WERS Dashboard {wbrs.v... I{ 125.658.57.196 [ | http://www.unz.. fig/nouse.txt &

PAIShttp://www.unzjs. com/software/ausys.exe
http: /g . uue. cn/uu/d. aspr?uid=1334
PALIShttp:/fwww.unejs. com/ software/ Q0. exe




The Facebook Vector

! Advertise on Facebool

1. Design Your Ad

Destination: | External URL

Canada job cuts

Canadian government ko she

Femove uploaded image,

Preview:
Canada job cuts

10 charactets left

93 characters [eft

Estimated Reach
18 54‘0 F|E|:||:||Ee

; ive in Canada
e 18 and alder
ak Canadian
Forces or Government of
Canada




Hackerville: The Romanian cybercriminal
hotspot Ramnicu Valcea

™
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Presentation Notes
Net exporter of cyber crime
General Romanians are not proud of the recognition
Part of the problem has to do harmonizing their internal laws to address cyber crime. Jail time. 
Danger of Romania – blacklisted.

Romania is a party to COE Convention of Cybercrime
Signed in 23.11.2001
Ratified 12.05.2004
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Presenter
Presentation Notes
Or consider Estonia in 2007. The decision to move a Soviet war memorial made the Russian government very upset. Subsequent to this, there were riots on the streets, and major cyber attack on government services. 

So it is not hard to imagine how easy a cyber event is linked to physical world activity. Is attribution now made easier?


=
Russia — Georgia War 2008
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Presentation Notes
We all know that Technical attribution can be difficult. What about the event above? 2 weeks of coordinated cyber attacks followed kinetic operation from a neighboring country. 


China’s Emergence




Motivation: Status and Ego

& /I\ L File:ff)C: Docurment s%20and %205t tings tihalk / Desktop My 20B0x Dat afBot s Bok% 20R eportsfon-demand % 20analysesichinese % 20hacker %20aliance % 20manifestofhe | » | B |G|'

ol

f@é{ cnhacker.com '_ 37)) ﬁ'[ﬁi)()”kﬂl_"% A 7] e !

wll 210 R

» EEA BR M | B | pESL | BERE | HEH
v m P EHEBEZRR=RAS IR » HESLO

ID ﬁi@% FhZ 1A FEE R
1 45 R W1 S 37 R TR AN i B S AT K Tk &
2 hFEBRE EEHWARIE AR, WERRE, EEHE! i
3 RPN W5 IR RUR B 1 A AT B ! B
4 Pk AR SRR T B e, g B
5 &% 7R e R B R BN SR, R AT 122 B
6 B Seie e WA AR % 2 B B & AT R L 5 o
7 s BE KT 32 s B 1 =, R4 KT o
8 Y Gy B K BRI R R B0 YA K BB, AT R A 2 2 -y
9 H NP A E R AR5 AT LB B)XA 22 2 o
10 HABRKIT TR R B4R B AT YT, B









Countries Claiming
Ownership

Philippines

© Gas/ Oil fields




L e ad Resource surge capacity

h d I Capacity Degraded organization capacity
Shock Normality line
event
Impactreduction




Picking a Needle out of a Haystack

Customized Threat

Bypasses Security N - - Customized Threat
Gateways —_—— Enters from Inside
)
= rewall Th reat Sp _reads \
Inside Perimeter
IPS
N-AV Threat Spreads
Web Sec
Email Sec
2 /

Perimeter security stops many threats but
Sophisticated Cyber Threats Evade Existing Security Constructs

Fingerprints of Threat are Found Only in Network Fabric
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Presentation Notes
Most of us have heard the story about how we should keep our doors locked to stop good people from coming in. The point is that we do not want to provide the temptation to people who may not otherwise walk into our homes. 
On the Internet, having a firewall is similar to locking our front door or securing our wireless router at home. It just makes sense to not leave our doors unsecured.
In Cyberspace, as in our communities, there are some people, euphemistically referred to as “bad actors”, who are intent on breaking in, and it does not matter that we have been diligence about locking our doors and windows. They have invested in equipment, and they have the know how and experience, to just break in. 
When we talk about Cyber threat detection and defense, we are talking about these people, who have been able to get passed Firewalls and other traditional perimeter protection devices and processes. 
These threats are often highly customized and considered Advanced Persistent Threats, and are placed in your network through the “front door” or via an internal method such as flash drives or personal devices. Once in the network, traditional perimeter defenses do not detect them, in the same way a home security system is designed more to detect people breaking into your house, not to find them once they are in. 
In defending the network from these threats, the Cisco Threat Defense solution makes use of the following critical information:
Breached but How, Where and Who?
Often very difficult to find
High value assets – major consequences
Network flow analysis is central to this process—throughout the network
Context is Critical
No single system provides all data to decipher an attack
Related threats, identity, reputation, vulnerability, device type…
Disparate Data Sources, Manual Assembly
Analysts collect and assemble contextual information from a variety of systems
Requires expensive analysts—round-the-clock coverage hard


Detection is key to Respond and Recover

Seconds Minutes Hours Days Weeks Months Years
Initial Attack to Initial @ °
Compromise
10% 75% 12% 2% 0% 1% 0%

Initial Compromise to
Data Exfiltration

8% 38% 14% 25% 8% 8% 0%

Initial Compromise . [
to Discovery

0% 0% 2% 13% 29% 54% 2%

Discovery to
Containment/Restoration

0% 1% 9% 32% 38% 17% 4%




Cisco Cyber Threat Defense

- |
Stealth | =,
Watch =

¢
" Threat
Profile
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The 


Cisco Cyber Threat Defense

Traffic: P2P

Destination: badsite.com

Reputation: -6

Malware: Zeus

User: Jane Smith

Access Group: Guest

Device: Laptop Context
Location: Campus HQ

Access Method: Wireless

User: John Doe
Access Group: Finance
Device:Android Phone
Location: Remote
Access Method: VPN

Profile
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The 


L ead M et h (@) d @) I @) g y Resource surge capacity

Degraded organization capacity

Capacity

Normality

Likelihood of Attack and Vulnerability Reduction Impact Reduction

| Prevent [ Prepare Respond

Intelligence-led approach

Cisco Security Intelligence Operation
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OPERATIONS
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24x7x365

80+

CIE, C155Ps, MSCEs




Security Sup

CurrentSSO Presence in
the Following Regions:

» California .

e Texas

 Ohio k
* |daho

« China
e Ukraine .

e UK

« Canada

* India

e Australia

( Languages: Arabic, Farsi/Persian, Hebrew, Syriac, Urdu, Bengali, Gujarati, Gurmukhi, Hindi, Marathi, Sinhala, Tamil, Thai, Chinese, Japanese, Korean, ]
Belarusian, Bulgarian, Kazakh, Macedonian, Russian, Ukrainian, Greek, Armenian, Georgian, Basque, Catalan, Croatian, Czech, Danish, Dutch,
English, Estonian, Filipino, Finnish, French, German, Hungarian, Icelandic, Indonesian, Italian, Malay, Norwegian, Polish, Portuguese, Romanian,
Slovak, Slovene, Spanish, Swedish, Turkish, Viethamese
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Global Context: Data Makes a Difference

Context Aware Policy |
Context Aware Enforcement

Application Programming Interfaces

TrustSec
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Nexus 1K and Cloud
Connected Network

Management Services Partners
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Secure X
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Presentation Notes
What’s fair to say these days is these attacks are no longer carried out using a single vector but essentially they are blended attacks. So facebook -> targeted email -> click on web 
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SE=SEE. VIRUS

WEL ONER

SOBIG DISRUPTIVE  EXx

PLICATING EXPLOIT






Presenter
Presentation Notes
What’s fair to say these days is these attacks are no longer carried out using a single vector but essentially they are blended attacks. So facebook -> targeted email -> click on web 
So we could see how something that took place in one vector is linked to another vector and so on so forth, and if we are just focused on inspecting the content of say email or web, we are likely going to miss how these threats are associated. 




Presenter
Presentation Notes
So we could see how something that took place in one vector is linked to another vector and so on so forth, and if we are just focused on inspecting the content of say email or web, we are likely going to miss how these threats are associated. 
SIO is about understanding the Association and Correlation between these threat vectors and that is why the emphasis is on context to compliment what we do with content inspection.


=
Context Inspection

« Where’s it coming from?

- How many others have seen it?
« Hownew is it?

« Who owns the package?

« What else have they sent us?

« |sthe sender even a real
person?
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Presentation Notes
A section explaining how important it is to have industry leading CONTENT inspection as well.


=
Deny 13. Allow Everything Else.

2134


Presenter
Presentation Notes
Click through the slides, very impressive do give this slide when in a room.

Humans are the most advanced analytical machines in existance, yet no one can look at that first object and definitively say if it is a B or a 13.  Yet when you add context, it is simple.
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Presentation Notes
In this example, a user in the network, is requesting to visit a site should-i-go-here.com.

CSIO now polls the various pieces of infrastructure looking for data on should-i-go-here.com.

It finds 3 relevant pieces of information from 3 different data sources, firstly. 

Firstly Telemetry data, tells us that this is a new domain, that has not been encountered by participating
organisations before. The telemetry system remembers this first encounter.

The Second piece of data, has been input by Cisco security research, the IP address used by should-i-go-here.com
Is based in Western Samoa, and has been part of a bad /24 network serving malware over the past months

And Finally.

The third piece of data, comes from a spamvertised url feed, indicating bad URL’s used in spam messages.

Each piece of data carries it’s own score, however, when there are multiple pieces of data, Csio, combines them
Togther, like pieces in a jigsaw, to form one single score, as more information about should-i-go-here.com becomes
Known more pieces of the puzzle are added and the score over time changes.


Targeted attacks

Cigco Security Intellinence Qperations has detected significant activity related to spam e-mail messages that claim to contain

a file sharing tool download link for the recipient. The text in the e-mail message may attempt to convince the recipient to

open the link and wiew the details. Howewer, the link references a malicious .exe file that, when executed, attermnpts to infect

the systerm with malicious code E-mail messages that are related to this threat (RulelD4414) may contain the following file:
Flashfgn exie

The Flashixpexefile has afile size of 53,248 tytes. The MDS checksum, which is a unigque identifier of this executable file, is

the following string: 0x01EC264B3209383B507FDDEASTDYIDECD

The following text is an example of the e-mail messages that are associated with this threat outhreak:
Subject Line: Important File

Message Body:

Dear,

| want to sent you some files,In senil as email attachments,so | create an ftp server. | will give

yvou an ftp client software apd you can download theseNiles through it.

The FTP tools Download m: aop:59.120.154.62 documgnts Flashfxp.exe

username:alcoauser

passwori:alcoap@ssword

These files are confidential and please Keep them secretincluding the username and the password.
Cigco Security Intelligence Qperations analysts examine realworld e-rail traffic data that is collected from over 100,000
contributing organizations worldwide. This data helps provide a range of information about and analysis of glohal e-mail
security threats and trends. Cisco will continue to manitar this threat and automatically adapt lronPort systems to protect
customers. This report will be updated if there are significant changes or if the risk to end users increases.



Presenter
Presentation Notes
Cisco threat alert sent out on the 1st august, targeting Alcoa credentials, the IP address was later used in the 0day java attack launched on the 26th august.

Flashfxp.exe – poison Ivy (name of trojan, a back door), Java Exploit CVE 4681


Virus Name

Troj/Bredo-LX

W12/Gamarue-F

Troj/ Agent-UBN

Troj/Agent-UBK

Trojan variant

Troj/Agent-UBJ

Troj/Zbot-BOU

Troj/Zbot-BOV

Troj/Agent-TYS

= 111772011 12:03

- 11/17/2011 09:01

- 11162011 2097

- TINeRe11 183

- 11118/2011 15:14

- 491102011 1128

n 11/16/2011 08:01

- 44116/2011 0732

- 11/16/2011 00:44

Sophos McAfes Trend Micro Symantec
+0d 4h 52m Nol Published _.H:ltFuand +0d 12h 12m
© +0d 4h4m Not Published +0d 18h Om . +0d 15h 14m
+0d 5h 23m Not Publshed ~ Not Published +0d 10h 38m
+0d 2h 59m “1d thdm © Not Published © +0d 6h 54m
Not Published Not Published +0d Bh 31m

+0d 5h Om Not Published +0d 18h 40m +0d 12h 20m

" +0d 7h 24m +0d Oh 4m ' Not Published +0d 14h 44m
+0d 12h 18m Not Published ' Not Published Not Publshed

| +0d Th11m Not Published Not Published Not Publshad
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