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Overview 

According to the 2014 Verizon Data Breach Investigation Report (DBIR), 75% of all data breaches take weeks or even 
months before they are discovered. The lapse between initial malicious exploits and eventual detection is a major 
reason for the wave of visible and costly data breaches at organizations like Target, Home Depot, JPMorgan Chase, Sony 
Pictures, and Staples last year. 

This situation leads to an obvious question: Organizations routinely spend millions of dollars on information security 
annually, so why are data breaches taking so long to detect? For starters, many organizations continue to struggle with 
incident detection/response skills, processes, and technologies.   

ESG research illustrates this problem. As part of an ESG research survey, security professionals were asked to identify 
area of weakness with regard to incident detection and response. The data indicates that (see Figure 1): 

 27% of organizations point to weaknesses with regard to analyzing security intelligence to detect security 
incidents. This is likely related to a lack of strong security analysis skills.   

 29% of organizations claim to have a weakness with performing forensic analysis to determine the root 
cause of a problem. This too may be due to issues around security skills, as well as a reliance on legacy 
security analytics tools, or problems associated with collecting and analyzing the right data. 

 28% of organizations say they have a weakness using retrospective remediation to determine the scope of 
outbreaks, contain them, and remediate malware. In other words, they can’t perform adequate historical 
analysis or correlate data about endpoint activities, network traffic, and threat intelligence.1 

Note that security professionals identified a laundry list of additional weaknesses with regard to determining vulnerable 
assets, adjusting security controls, and collecting actionable data.   

                                                           
1 Source: ESG Research Report, Advanced Malware Detection and Protection Trends, September 2013. 
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Abstract:  Nowadays, all organizations face an unprecedented threat landscape, resulting in the recent wave of data 
breaches at organizations like Target, Home Depot, and JPMorgan Chase. Given this dangerous situation, CISOs must 
move beyond security controls for prevention alone. Additionally, organizations must vigorously hunt down malicious 
cyber-activities by collecting and analyzing internal and external security intelligence. To achieve this goal, CISOs must 
implement an active intelligence security architecture that spans across endpoints, networks, security analytics, 
advanced malware detection/prevention technologies, and external threat intelligence. Cisco recognizes this 
burgeoning enterprise requirement and created an architecture of its own, complete with products, services, and 
industry partnerships.   

 

http://www.verizonenterprise.com/DBIR/2014/
http://www.esg-global.com/research-reports/advanced-malware-detection-and-protection-trends/
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Figure 1. Incident Detection/Response Weaknesses 

 

Source: Enterprise Strategy Group, 2015. 

The ESG data points to a few common incident detection/response issues that span people, process, and technology.  
This is not surprising because: 

 Skilled cybersecurity professionals are in short supply. Other ESG research indicates that 28% of 
organizations say they have a “problematic shortage” of IT security skills.2 In fact, IT security skills have 
ranked as the highest problematic skills shortage area reported by respondents to ESG’s annual IT spending 
intentions survey for 4 years in a row! Simply stated, large and small organizations cannot find or hire 
security professionals with the right security analytics skills necessary, leaving them vulnerable to cyber-
attacks. 

 Processes remain manual and reactive. Rather than hunt for anomalous/suspicious activities, many 
organizations don’t start investigations or remediation until after data breaches occur. Once they do commit 
to action, security analysts are often hamstrung by their reliance on point-in-time security tools and 
cumbersome manual processes. This elongates security investigations and remediation processes as the 
Verizon DBIR report describes. 

 Security technology is still focused on prevention. Yes, prevention technologies like firewalls, IDS/IPS, and 
antivirus remain important, but too many organizations skew their time and money in this direction. Given 

                                                           
2 Source: ESG Research Report, 2015 IT Spending Intentions Survey, February 2015. 

13%

20%

25%

25%

26%

27%

28%

29%

0% 5% 10% 15% 20% 25% 30% 35%

Taking action to minimize the impact of an attack

Understanding the impact and/or scope of a security
incident

Gathering the right data for accurate situational
awareness

Altering security controls to prevent future similar types
of malware attacks

Determining which assets, if any, remain vulnerable to a
similar type of attack

Analyzing security intelligence to detect security incidents

Using retrospective remediation to determine the scope
of outbreaks, contain them and  remediate malware

Performing forensic analysis to determine the root cause
of the problem

Please consider this list of incident detection/response tasks. Which three are your 
organization’s biggest areas of weakness (i.e., which are you worst at)? (Percent of 

respondents, N=315, three responses accepted)

http://www.esg-global.com/research-reports/2015-it-spending-intentions-survey/
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today’s threat landscape, CISOs must assume that their networks will be compromised and dedicate ample 
resources toward detection and incident response.   

Active Intelligence Security 

Security professionals should certainly apply the right security controls to block pedestrian malware and common 
industry-specific types of cyber-attacks. For example, organizations in the retail industry could benefit by running 
application controls on POS systems, and establishing network firewall rules to ensure that POS devices only connect 
with specific trusted IP addresses. Beyond prevention, however, CISOs must adopt a more proactive approach by 
assuming that they are a valuable target that may be attacked or breached at any time. This requires proactive and 
persistent “hunting” for anomalous behavior and the ability to perform rapid validation and investigations when 
necessary. 

To achieve these goals, CISOs must make a commitment to improve security data collection and analysis from internal 
and external sources. Additionally, security teams must develop an integrated workflow process for incident detection 
and response. This effort will require a security technology architecture that includes: 

 Continuous monitoring. Security hunters can uncover a lot of critical clues by examining activities across 
endpoints and networks. For example, endpoint forensic capture tools keep track of things like file 
downloads, registry changes, in-memory processes, and network connections. Similarly, network forensic 
tools monitor NetFlow and/or capture IP packets to track information about connections, sessions, ports 
and protocols from ISO layers 2 through 7. Armed with this data, security analysts can supplement simple 
security event data and alarms with a rich historical record of what happened when.  

 Static and dynamic file analysis. Organizations need the ability to assess whether files are benign or 
malicious regardless of whether they arrive as e-mails, web links, or various types of content. This process 
should include static and dynamic file analysis such as file reputation scoring, examinations of compile date, 
plain-text matching, and file execution emulation in a virtual environment.   

 Threat intelligence sharing. While internal data analysis is critical, many organizations use external threat 
intelligence to align network-based data with “in-the-wild” activities. For example, suspicious network 
connections can be correlated against threat intelligence to assess whether an IP destination is an esoteric 
website or a known command-and-control (C2) server. Security analysts need the ability to query external 
threat intelligence as part of investigations and be capable of sharing internal data with third-party security 
service providers or industry information sharing and analysis centers (ISACs). 

 Rules-based triggers for data capture and analysis. An alert indicating a possible security event should 
immediately trigger cascading data capture and analysis actions. For example, when an IPS generates an 
alert pointing to suspicious network traffic, endpoint forensic tools can be called upon to collect data about 
open ports, running processes, DLLs, and network connections. This chain of actions can help organizations 
systematize security investigations and thus improve incident detection/response efficiency.   

 Automated remediation. As organizations collect and analyze more internal and external data, they have 
the opportunity to automate processes and accelerate security remediation operations. When suspicious 
traffic is identified, the samples are sent for analysis. The security operations team can import the analysis 
results into the IT infrastructure to terminate connections, create a new IDS signature, and add firewall 
rules. 

 Indicators of compromise. Technologies should be able to continuously look for indicators of compromise 
(IoCs), both static and behavioral. Often, IoCs act as the clues that security teams use to find compromised 
systems. The aim should not be to provide yet another list of alerts to investigate, but rather to deliver a 
prioritized and collated view of compromise and breach activity. 

It’s important to note that all of the technology requirements described above must work collaboratively as an 
integrated security analytics architecture (see Figure 2). In this way, endpoints, network security controls, anti-malware 
systems, threat intelligence, and security analytics work in harmony to enhance the efficacy, efficiency, and timeliness of 
incident detection and response. 
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Figure 2. Active Intelligence Security Workflow for Incident Detection and Response 

 

Source: Enterprise Strategy Group, 2015. 

The Cisco Solution 

Security professionals realize that they need active intelligence security but they are often confused about where to 
begin or how to integrate the piece parts to formulate a cohesive architecture. Cisco is focused on helping CISOs address 
this incident detection/response conundrum. Over the last few years, Cisco has acquired and partnered with leading 
edge security technology vendors, integrating the disparate puzzle pieces into an active intelligent security architecture 
with: 

 Network security controls. With its 2012 acquisition of Sourcefire, Cisco’s next-generation IPS (FirePOWER) is 
based upon open-source rules and designed for multi-layered threat protection. To parallel the workflow 
described above, FirePOWER would detect suspicious traffic and generate an alert. 

 Guidance Software EnCase Cybersecurity. Cisco recently announced a partnership with Guidance Software to 
integrate its endpoint forensics system (EnCase Cybersecurity) into the Cisco active intelligent security 
architecture. Once FirePOWER generates a security alert it triggers EnCase Cybersecurity to spring into action, 
snapshot the suspect endpoint, and gather forensic data for investigation. 

 AMP Threat Grid. Armed with detailed endpoint forensic data, security analysts will routinely examine 
indications of compromise (IoCs) such as file hashes, suspicious processes or DLLs, or network connections to 
unknown IP addresses, and then compare them with external threat intelligence sources to gauge whether they 
exhibit known malicious behavior. The Cisco architecture integrates AMP Threat Grid for this purpose. Analysts 
can access AMP Threat Grid by right clicking directly from EnCase Cybersecurity. 

 AMP for Endpoints. Finally, AMP for Endpoints continually monitors endpoint systems, blocks known attacks, 
analyzes over 400 attributes of files for malware detection, and then pinpoints malware behavior to help 
organizations improve or even automate remediation. AMP for Endpoints also keeps track of endpoint activities 
for retrospective remediation. When a new malware variant is identified, AMP checks its records to see if any 
endpoints exhibited any of the newly-discovered malware’s IoCs in the past. If so, AMP alerts the security team 
and can help step them through the remediation process. 

Cisco also extends its active intelligence architecture through ecosystem partners. For example, Cisco works closely with 
Lancope and Splunk, two partners that add value with additional security analytics capabilities.  
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The Bigger Truth 

Enterprise security has followed a mundane pattern for years on end. The security team spent most of their time and 
resources building security controls for risk management and incident prevention. When a new type of threat arose, 
they simply added another gateway on the network, created a new firewall rule, or added a software agent to endpoint 
systems. 

Unfortunately, this strategy is no longer adequate—CISOs must assume that their networks will be breached by 
sophisticated and persistent cyber-adversaries.   

As Sun Tzu stated, “If you know the enemy and know yourself, you need not fear the results of a hundred battles.” In 
cybersecurity terms, this means that organizations must understand normal network behavior, have the ability to rapidly 
detect anomalies, and then conduct comprehensive investigations to pinpoint and remediate problems. This process can 
only be successful if security analysts can collect, analyze, and act upon security intelligence in a timely and efficient 
manner. 

ESG’s vision of active security intelligence is designed to meet these requirements by integrating intelligence and actions 
on networks and endpoints with threat intelligence and security analytics. It is safe to say that every enterprise 
organization will need an integrated end-to-end architecture that amalgamates all of these components. Cisco 
recognizes this and is actively building an architectural solution with products, services, and industry partnerships. Cisco 
Platform Exchange Grid (pxGrid) is an example of these efforts. Cisco pxGrid provides a context-sharing platform that 
partner solutions can use to exchange collected contextual data to improve security. The Cisco partner ecosystem offers 
integrations with numerous types of technologies including enterprise mobility management and mobile device 
management (EMM/MDM) partner platforms, security information and event management (SIEM), identity and access 
management (IAM), vulnerability assessment (VA), network and security forensics, and operational technology (OT). 
Given this, CISOs looking to implement an active intelligence security architecture may be well served by researching 
and evaluating Cisco’s offerings.   
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