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TepMunHbl 1 abbpeBMaTypbl

- KapaHTWH - TepMuH, KOTOPbBI ANS KayXOoro o3HauaeT YTo-TO CBOE

- Endpoint Protection Services (EPS) - Jo6asnen ISE 1.2. B Bepcumn 1.3 pacLlumpeH ¢ nomoLLpto pxGrid.
MoykeT TonbkO MOMECTUTb y3€e/ B KapaHTUH.
McnonbayeTes ¢ unm 6e3 pxGrid

- Adaptive Network Control (ANC) - EPS nepeumerosaH 8 ANC B 1.4. Hosbilt doyHKLmoHan ANC no6asneH B 2.0.
CospaeT knaccudmkaumio ANC (Takke: name spaces) - 1 y3nbl MOryT ObiTb MPUBA3AHbLI K 9TOM KNacCHmKaLmm.
Quarantine, Kick_off_Network, Investigate, Nuke_From_Orbit, etc.
McnonbayeTtces ¢ unu 6e3 pxGrid ¢ v2.2+.

- Rapid Threat Containment (RTC) - “ypoBeHb peLueHua” nHTerpaumnm npogykTos, KoTopbie ncnonbayoT ANC mnm
EPS

- Change of Authorization (CoA) - Bo3MOXHOCTb OMHAMUUECKM UBMEHATb YPOBEHb JOCTYNa, KOTOPOEe UMEeT y3en B
ceTtu

- Course of Action (CoA) - PekomeHgoBaHHOE KoppekTupytoLlee aencTene and MHULUUPOBAHHOM CUCTEMbI.

« TrustSec - lNpocTon Tar, KOTOPbLIKM NPEeaCcTaBNAeT NOMHbIM KOHTEKCT ANna y3na/nonb30BaTens



TepMunHbl 1 abbpeBMaTypbl

- Platform eXchange Grid (pxGrid) - LLinHa cBssu (He API), co3gaHHaa ona OuicTporo obMeHa
OaHHBIMKM O 6E30MaCHOCTH, 6e3 HEOOXOOANMOCTU UCMONb30BATb TOUeUHble APl 1nn NpuBS3KM K
NPUNOXKEHUAM.

McnonbayeT mogenb Publish/Subscribe (Pub/Sub) ans oémeHa nHopmaLmeit.
imeeT mexaHmambl Central, Proxy, v Broker.

- Structured Threat Information Expression (STIX) - A3blk, KOTOPbIM MCNONb3yeTca And obMeHa
nHdpopmMaumen Cyber Threat Intelligence (CTI), nnu: nHdopmaums 06 yrposax.

370 hopmaT, a He TPaHCMOPTHbIM NPoTOKON. OH TpebyeT uto-To Bpoae TAXII nnn pxGrid ana Toro, ytobbl NepenaBaTb
MHOPMALMIO MeXay NOTPEBUTENAMM N UCTOUHNKAMM.

- Trusted Automated eXchange of Intelligence Information (TAXII) - MpoTokon, KOTOPHbI
ncnonbayetca and oémeHa CTl no wudposaHHbiM kKaHanam (HTTPS).
CogzpnaH cneumanbHO ang nepeHoca STIX CTI.
CnenyeT mogenu Publish / Subscribe (pub/sub), noxoxeit Ha pxGrid — HO TOMbKO LEHTPanM30BaHHOM.

- Common Vulnerability Scoring System (CVSS) - OTkpbIThit CTaHAapT A9 OLEHKM Cepbe3HOCTH
KOMMbIOTEPHbIX YA3BUMOCTEN.



Threat Centric NAC (TC-NAC)



BeKTopbl aTak B HOBOCTAX

2016 Data
Breach
Investigations
Report

89% of breacheshad a
financial or espionage motive.

verizon
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iinerable Software ©

| | Day | Week

Oracle Java(TM) Platform SE v1.8.0:update_144
Adobe Acrobat Reader v11.0.8

Oracle Java(TM) Platform SE v1.7.0:update_21
Adobe Acrobat Reader v11.0.10

Microsoft Silverlight v5.1.20913.0

Microsoft Office v2010

Google Chrome v49.0.2623

Adobe Acrobat Reader v11.0.0

Adobe Acrobat Reader v11.0.13

Oracle Java(TM) Platform SE v1.8.0:update_71
Oracle Java(TM) Platform SE v1.8.0:update_92
Microsoft Office v2010

Oracle Java(TM) Platform SE v1.8.0:update_144
Oracle Java(TM) Platform SE v1.8.0:update_131
Oracle Java(TM) Platform SE v1.7.0:update17
Oracle Java(TM) Platform SE v1.7.0:update17
Oracle Java(TM) Platform SE v1.7.0:update17

Oracle Java(TM) Platform SE v1.7.0:update40

€a681963c...

ed820c61c..

7abf02ad

00d2ce2c3...

f2a074150...

8cfb55087...

1bc470250..

1¢52b5001..

0e560b03d..

8e780cfc1....

3514c54f5...

©ad478305..

d231a49af....

4e996adc7..

8ced15d60...

82559b36f...

8562121¢7...

19f1fc814...

cdb08bac

.07e7d5...

f9320be

.dealed...

7¢667927

.10af6736

.820fe4bc

.5b7¢68...

.cOb656...

1bb3fe47

521fb437

.14d989...

829a0b60

.e4a585..

.0c4a59...

.4f083fdS

.cf8b76e3

3808c796

3 severe vulnerabilities

137 severe vulnerabilities

46 severe vulnerabilities

129 severe vulnerabilities

1 severe vulnerabilities

14 severe vulnerabilities

44 severe vulnerabilities

228 severe vulnerabilities

17 severe vulnerabilities

1 severe vulnerabilities

6 severe vulnerabilities

10 severe vulnerabilities

3 severe vulnerabilities

11 severe vulnerabilities

76 severe vulnerabilities

76 severe vulnerabilities

76 severe vulnerabilities

27 severe vulnerabilities

250 KOMMNbKOTEPOB, OaHa Heaens...

2018 5 09:56:19 EEST

2018-06-14 20:17:27 EEST

2018-06-14 19:37:52 EEST

2018-06-14 19:06:20 EEST

2018-06-14 18:49:29 EEST

2018-06-14 18:17:04 EEST

2018-06-14 16:21:48 EEST

2018-06-14 15:47:43 EEST

2018-06-14 13:44:45 EEST

2018-06-14 10:19:09 EEST

2018-06-14 10:16:06 EEST

2018-06-14 09:51:27 EEST

2018-06-14 09:31:18 EEST

2018-06-14 09:26:04 EEST

2018-06-14 09:26:04 EEST

2018-06-14 09:26:04 EEST

2018-06-13 14:41:03 EEST

~
o




O6bdacHenme Threat Centric NAC

YMEHbLIMTb KOMMUECTBO YA3BMMOCTENM, caep»XaTb Yyrposbl

C VSS
/>

v P | / \ |
WHpekymss malware PacnipocTpaHeHne
o’ ©® [erextmposaHue
{%I YA3BUMOCTH {%I
L BN BN BN BN OB BN BN OB O
@ CKaHMpOoBaHWe YS3BUMBIX Y3108 Cisco AMP Ya3BMMbIA y3en

BonbwmnHcTBo AMP4E passopauvBatotes B pexuvme  Audit

Common Vulnerability Scoring System (CVSS) | Indicators of Compromise (IOC) | Advanced Malware Protection (AMP)
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Threat Centric NAC

Cisco ISE sawmulaeT Bawly CospaeT nonnTKKKM aBTopu3aumm ISE Ha OCHOBaHMM MHOPMaLMK 06 yrpo3ax U
CEeTb OT bpeLlen ¢ YA3BUMOCTSAX

MOMOLLIbHO CEermeHTaumm
CKOMMPOMETMPOBAHHbBIX 1

YA3BMMbIX Y3/10B 0514 Oo @

ncrpasneHns AMP  Qualys

l‘ [ononnseT Posture
v -R
Monntmka goctyna

[aHHble 06 yA3BMMOCTSX FOBOPAT 06
© 2018 Cisco and/or its affiliates. All rights reserved.

OLEeHKe COCTOAHMA y3na «1M3BHE»

PaclumpeHHoe ynpasneHme

@ nogaep>XxnMBaeTcsa MHpopmaLmen oo
Yrpo3ax 1 AaHHbIMW OLIEHKM
YSA3BUMOCTEW

/7~ DbICTPOE pearnposaHue

Y/ C aBTOMATU3NPOBAHHOM MOMUTUKOMN,
OOHOBNAEMOM B PeanbHOM BPEMEHM
Ha OCHOBaHWW OaHHbIX yﬂ3BMMOCTel7I
M METPUKM Yrpo3s.

QOO0

Common Vulnerability Scoring System (CVSS) | Indicators of Compromise (IOC)
11



Threat Centric NAC

BbibepuTe BeHOopa OLeHKM YA3BMMOCTEN _

Cisco CTA
® Quarys @ - BISE 2.2, TC-NAC nopepxveaeT
RAPIDF) - Tenable, Cisco Threat Analytics
@!ﬁg@!gwls STIX (CTA) 1 Rapid?.

* CrtaHpapTHbIM “listener”

SCAN REQUEST
SCANNER Q -
P cvss Score NOOAEPXXMBAETCSA ANd Yrpo3 C
MCMNOMNb30BaHMEM LwabnoHoB STIX

“ C aBTOMATHYECKNM KapPaHTMHOM

ONs KPUTUUECKM MHADULMPOBAHHbBIX

y3MnoB

Cisco and/or its affiliates. All rights reserved.



TC-NAC cepsuc Ha ISE

‘dueh Identity Services Engine Home DRAC AV ) Operatons  » Policy  » Administration  » Work Centers

Endpoints = Network Devices

Authentication BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints

ENDPOINT COUNT BY CVSS

)
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pd L 4 : : J . ' 4
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AtpunobyTbl Threat Centric NAC nosienstoTcs B Policy Administration Node.

Cepsuc TC-NAC paboTaeT Ha ‘Policy Services Node’.

TpeobyeT ISE Apex nuueH3um



5 | c.nac e
KOHTPOMNb OOCTYyMNa, OCHOBAHHbBIM Ha YA3BUMMOCTSAX
BblCOKOYPOBHEBbLIM MPOLIECC

Qualys ScanGuard Cisco ISE 2.1
ISE 3anpaluvBaeT ckaHMpOBaHWe Ons yana

Qualys coobLaeT oueHky CVSS

v

a
Qualys ckaHupyeT
y3en ans [NepBoHauanbHas CoA no pesynbTatam
onpeneneHus orpaHuueHHas CKaHMpOBaHUA (Fgll
) aBTopusauus Access / Quarantine)
YSA3BUMOCTEM
(VA-Scan)
v v v
Y3en nogkiuaeTcs
K CeTm
Endpoint Network Access Device



KOHTPOMb OOCTYMNa C YYETOM YA3BUMOCTEN

ENDPOINT

Y3en nogkntouaeTcs

K CeTHn

NETWORK DEVICE

e e

3anpoc

A

ayTeEHTUMKALMN
OrpaHnyeHHbI O

A 4

bcTyn + conar VA Scan’

PSN PAN
Q

\

VULN SCANNER

1
Trigger scan if the time since last scan is greater than | |

Enter value in hours (1-9¢

Syslog: Event Log

I gueue reguests I

a

ATpHbYTHl YA3BUMOCTH

Change of Authorization

(MonHbif

[OCTYM UK KapaHTUH)

< 3anpoc |Ha ckannpoBaHme ong IP
j CkaHunpoBaHug
-~ CVSS yana
) (OueHka ya3BMMOCTH)
COA

Compomaed Encpoms Autiemscaton

ENDPOINT COUNT BY CVSS

BYOD  Conpiance  EndponCassfcaton  Guest  Vuber o Encpons .




YAa3BMMbIE Y3/bl’

OcHoBaHo Ha Common Vulnerability Scoring System (CVSS)

Identity Services Engine

Ce I i icati BYOD Ci I Endpoint Classificati Guest Vulnerable Endpoints 3~
——
ENDPOINT COUNT BY CVSS
I | W | || u
0 1 2 3 4 5 6 7 8 9 10
Rows/Page 10 7 1 14 Go 33 Total Rows
© Refresh =+ Add T Trash ~ @ Edit ANC ~ Change Authorizaton ~ Clear Threats & Vulnerabilities Export ~ Import ~ MDM Actions v Revoke Certificate Y Filter ~ L= 24
MAC Address Username IPv4 Address Vulnerability Source Score Location Connectivity Hostname Identity Grouf.
x MAC Address Username IPv4 Address Vulnerability Source Score Location Connectivity Hostname Identity Group
0 00:50:B6:70:5B:71 cisco\\siyen 10.40.132.11 QID-90043 Qualys 73 Location#All Locations#... Connected SIYEN-WS01 Workstation
QID-95001 Qualys 10
QID-38170 Qualys 26
QID-38173 Qualys 9.4
QID-38601 Qualys 43
1 more vulnerabilities >>
00:C2:C6:87:4F:79 host/JUZHANG-WS04.... 10.32.2.13 QID-90882 Qualys 4.7 L i L tions#. Di JUZHANG-WS04 Workstation



YAa3BMMbIE Y3/bl’

OcHoBaHo Ha Common Vulnerability Scoring System (CVSS)

aluili - Identity Se

cisco

rvices Engine Home ~ Context Visibility » Operations » Policy » Administration » Work Centers

Endpoints = Network Devices

Endpoints 9.4

00:50:B6:70:5B:71 Oz H

Lo

MAC Address: 00:50:B6:70:5B:71
Username: ciscol\siyen

Endpoint Profile: Windows7-Workstation

Current IP Address: 10.40.132.11
Location:

Vulnerabilities

QID-90043 - SMB Signing Disabled or SMB Signing Not Required

QID-95001 - X-Window Sniffing

QID-38170 - SSL Certificate - Subject Common Name Does Not Match Server
FQDN

QID-38173 - SSL Certificate - Signature Verification Failed Vulnerability
QID-38601 - SSL/TLS use of weak RC4 cipher

QID-90882 - Windows Remote Desktop Protocol Weak Encryption Method Allowed

Attributes Authentication Threats
QID-90043
Title: SMB Signing Disabled or SMB Signing Not Required
CVSS score: 7.3
CVEIDS:
Reported by:  Qualys
Reported at:
QID-95001
Title: X-Window Sniffing
CVSS score: 10
CVEIDS: CVE-1999-0526,
Reported by:  Qualys
Reported at:

A A A /‘-"—\_‘A\,_/»—‘,\,-\—‘_/—*w S AN AS A —’\’/‘\,./\-"‘,—\/-’\—\/—‘"“—



Third Party Vendors
——

HacTponka R

Input fields marked with an asterisk (*) are required.

Vendor * | Qualys : VA v

Administration > Threat Centric NAC > Third Party Vendors etance Name* [ 17 Guie

Current Status Active

ISE «obwaeTca »c Qualys obnakom vepe3d REST APIs s €D

CKaHep MO YMOMUaHUIO Configuration Summary Reconfigure

Default Scanner
SJ-1

REST API Host

qualysapi.qualys.com

Qualys APl agpec &——

Username

com1

YueTHaa sannucb e—— HTTP Proxy Host

HTTP Proxy Port

REST API Port
443

\V——\’/'\’“———’\“’/\/‘J"\ A" A A N—VM’;O"\-«,/;/



[TomBaska PSN k Scanner

sbg-bgla-pdpO1 SJ-4

443 ’. .
npf-sjca-pdp01 SJ-3

PSN to Scanner Mapping
sbg-bgla-pdp01

SJ-4
npf-sjca-pdp01 —e N
SJ-3 .
npf-sjca-pdp02 ﬂpf—SJca—pde2 SJ_2 QU8|yS
SJ-2
_r“\,__/\-\,:—-—'\_\,/\‘/_,"‘\w\_,\/\f—/ T — ‘.— .

ISE PSNs CkaHepbl

BupTyanbHble MaLUMHbI MK YCTPOMCTBA

» and/or its affiliates. All rights rese
21



KOHTPOMb AOCTYyMNa ¢ YYETOM YIrpo3

ENDPOINT w AMP NETWORK DEVICE PSN PAN AMP CLOUD

e ¢ o

AMP Adapter (ecnu HafTpoeH) noanucbiBaeTcs
HalcobbiTus B8 06nake AMP

<)
w

{( Session
ABTOpPM3aLMsa Ons| NONHOro OOCTyNa

AMP c<|>o6u_laeT O COBbITUN

»
»

AMP doo6bLllaeT 06 nHumgeHTe

MHUMOEHTHI U

MHOMKATO

COMPROMISED ENDPOINTS BY INDICATORS

nnnnnnnnnnnnnnnnnnnnnnnnnn

a

Unconfirmed 453416.crdownload has been detected as
W32.Aut0.49¢169.181858.n01. |(ﬂOCTyFI B KAPAHTMH)

| Manual CoA I

N Warning!
@ Threat Detected s ) )
Chpnge of Authorization *

Unknown None Low Medium High
LIKELY IMPACT LEVEL

—



‘CKOMMPOMETPUPOBAHHbIE Y3Mbl’

OCHOBaHO Ha MHUMOEHTaxX U NHONKATOPaX

Identity Services Engine

Ce i icati BYOD Compliance Endpoint Classification Guest Vulnerable Endpoints
COMPROMISED ENDPOINTS BY INCIDENTS COMPROMISED ENDPOINTS BY INDICATORS
Allendpoints | Connected | Disconnected Allendpoints | Connected | Disconnected
Painful Damaging Catastrophic Unknown None Low Medium
IMPACT LEVEL LIKELY IMPACT LEVEL

Rows/Page 10 %

© Refresh + Add 1 Trash ~ @ Edit ANC ~ Change Authorizaton ~ Clear Threats & Vulnerabilities Export ~ Import ~ MDM Actions ~ Revoke Certificate

High

MAC Address Username ¥ IPv4 Address Threats Source Threat Severity Logical NAD Location Connectivity
X MAC Address Threats Source Threat Severity Connectivity
O 28:CF:E9:1E:DF:C9 ssundalg 10.104.76.215 Threat Detected AMP Painful L i L ions#...  Dis
N 28:E3:47:35:9D:A0 rajestiw 10.104.76.85 Vulnerable Application ... AMP High L i L Di
0O 4C:34:88:AC:43:2E PARTNERS\\bhparama 10.104.76.208 Vulnerable Application ... AMP High L i L ions#. Di
60:F8:1D:BC:32:C8 navankum 10.104.76.43 Vulnerable Application ... ~AMP High L i L Di
O C8:E0:EB:16:43:1D matreed 10.32.2.103 Vulnerable Application ... AMP High L i L ions#. Di:

Hostname

Go 73 Total Rows

Y Fiter~  #¥~

Identity Groug

Workstation

Workstation

Workstation

Workstation

Workstation



HacTtponka TC-NAC ¢ AMP
 Administration > Threat Centric NAC > Third Party Vendors

bl Identity Services Engine

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD = v Threat Centric NAC

Third Party Vendors
—

Vendor Instances > FireAMP AnyConnect
Input fields marked with an asterisk (*) are required.

Vendor *  AMP : THREAT v
Instance Name * FireAMP AnyConnect

Current Status Active

Configuration Summary Reconfigure

Cloud Type
Public Cloud

Hostname

https://api.amp.sourcefire.com

Cloud
US Cloud

B S N e P R D N

*3ameuanue: AMP TpebyeTt
rpsIMoOro 4ocTtyna B Internet
uepes SOCKS (port 1080)
CTaHOapTHBIV MPOKCH He
3apaboTaer.

MoeHTnUHas KoHurypaums ons
OOMbLUMHCTBA KOH(UIypaumm*

© 2018 Cisco and/or its affiliates. All rights reserved.
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HacTtponka TC-NAC ¢ AMP

Advanced Settings Change

Events

Selected Threats

Potential Dropper Infection
Suspicious Download
Microsoft CHM Compromise

Suspicious Cscript Launch

Adobe Reader launched a shell * MO)‘KHO OTd:)Mﬂ prOBaTb .

Microsoft Word launched a shell
Microsoft PowerPoint compromise
Java launched a shell

Microsoft Word compromise

Microsoft Excel compromise

Java compromise

Adobe Reader compromise

Microsoft Excel launched a shell
Microsoft PowerPoint launched a shell
DFC Threat Detected

Threat Detected

APK Custom Threat Detected >0 and/or its affiliates. All rights reser

APK Threat Detected 30



PyuHOW KapaHTUH

Identity Services Engine DI~ Context Visibility ROl S ] » Policy  » Administration » Work Centers

Endpoints = Network Devices

Filters: | *High |

Authentication BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints

COMPROMISED ENDPOINTS BY INCIDENTS COMPROMISED ENDPOINTS BY INDICATORS

Al ints | C | o Al ints | C | oi

Unk igni Di: ing Painful Damaging Catastrophic Unknown None Low Medium High
IMPACT LEVEL LIKELY IMPACT LEVEL
1 Selected Rows/Page 10 % 1 17 Go
< Refresh + Add M@ Trash~ @& Edit ANC ~ Change Authorizaton ~ Clear Threats & Vulnerabilities Export ~ Import v MDM Actions ~ Revoke Certificate Yi
MAC Address Username Threats Source Threat Severity Logical NAD Location ~Connectivity Hostname

X MAC Address Revoke a Policy Threats Source High X Connectivity

00:0C:29:0E:E7:05 maramaja Vulnerable Application Detected AMP High

co and/or its affiliates. All rights re

31



PyUHOW KapaHTUH

Assign a Policy

Policy Assignment *

e

Quarantine
CrucioCurse
AvadaKedavra

PhasersOnStun

NukeFromOrbit

32



Threat Centric NAC. Pestome

= BO3MOXXHOCTb MHULMMPOBATb NPOBEPKY YASBUMOCTEWN
= VH1Umaums NpUHYaMTENbHOIO CKAHUPOBAHUA €CMn 3TO HEOOXOOMMO.

= lcnonb3ynTe 31K peadynbTaTbl 4nsd reHepaumm HOPManmM30BaHHbIX
pe3ynbTaToB B chopmate Structured Threat Information Expression (STIX)
format n oueHkn CVSS ang oueHkM ya3BMMOCTEMN.

= |SE nMeeT BO3BMOXHOCTb OLEHMBATL U UBMEHATb OOCTYM K CETU C NMOMOLLbHO
NONMUTUK aBTOPU3aLNN.

= [1na ncnonb3oBaHWs Pes3ynbTaToOB OLEHKN YS3BUMOCTHM B MOMUTHKAX
goctyna ISE ncnonbayet nogxon “HeBMHOBEH Moka He JOKa3aHOo”
MOCKOMbKY MCMOMb3YKTCSH JaHHbIE HE PeanbHOro BPEMEHM.



Rapid Threat Containment (

RTC)



Rapid Threat Containment ¢ Firepower
Management Center n ISE




Ol—”—“/”/l KOppe KI—“/”/' Edit Remediation

Remediation Name Quarantine_SourcelP
. Quarantine - oTnpaBngaeT y3en B KapaHTUH Ha Remediation Type Mitigate Source
OCHOBaHWMK IP
. pOFtBOUhCG — BPEMeHHO OTKMKYaeT y3en OT
nopTa Description
. Terminate - npekpawaeT Ceccuto y

nonb30BaTenA

Mitigation Action

quarantine

quarantine
unquarantine

- Shutdown - nHMUMMPYET BbIKNHOUEHWE NOpPTa,

OTO 3arnyCKaeT Ha KOMMYTaTope KOMaHay shutdown
”shutdown” Whitelist terminate
(an optional list of networks ) reAuthenticate
portBounce

. reauthenticate - peayTeHTUOULMPYET
nonb3oBaTens 4

[ Create J[ Cancel J

- UnQuarantine - BbIKNtOYaeT KapaHTMH

© 2018 Cisco and/or its affiliates. All rights reserved.



MHTerpauma AMP <-> [SE TC-NAC

« OrpaHnueHa TonbKo PYUHbIM PearmpoBaHUEM.

- [Ing aBTOMaTHM3aummn: Vicnonbldynte Firepower
Management Center™
- [1pasuno koppendaumn: Malware Event Occurred

- 3aTem mcnonbayinte ISE Remediation Module (Rapid Threat
Containment)

*CoBeT gHA



[Tpauno koppenaummn FMC

Overview Analysis JIZIHEEE Devices Objects ~ AMP

Access Control v Network Di Y Application D Correlation Actions v

Policy Management .i I . White List Traffic Profiles

Rule Information

CoObITna Malware

Rule Name Quarantine-Malware
° CeTb Rule Description

° VSGI'I Rule Group Malware Rules [
° PeTpOCﬂeKTM Ba Select the type of event for this rule

If | aMalware event occurs B

[ © Add condition | g;

ind it meets the following conditions:

network-based malware detection
pective network-based malware detection

f vent Type 5 reat Detecti B

if | a Malware event cccurs B by endpoint-based malware detection

ive Period".

by network-based malware detection

’, \'9 Add condition ‘ by retrospective network-based malware detection

Last login on Sunday, 2017-03-26 at 23:16:45 PM from 10.42.36.96



[Tpauno koppenaummn FMC

Overview Analysis JELITSECN Devices Objects = AMP Deploy

Access Control v Network Discovery Application Detectors Correlation Actions ¥

Policy Management Rule Management White List Traffic Profiles

Rule Information

Rule Name Quarantine-Malware

Rule Description

Malwa re Ha y3ne Rule Group Malware Rules a

Select the type of event for this rule

OCHOBHOE CObbITHE Ha
. If | a2 Malware event occurs B by endpoint-based malware detection B and it meets following conditions:
AM I:) ﬂng E n d pO| ntS Clo u d \ @ Add condition \ @ Add complex condition

X Event Type B is B Threat Detected B

If | aMalware event occurs B[ by endpoint-based malware detection B and it meets the fc

|‘ (&) Add condition | \ (&) Add complex condition ’

JX  Event Type B is B Threat Detected B —

40




[Tpauno koppenaummn FMC

Overview Analysis JGIHEEE Devices Objects AMP

Access Control v Network Discovery  Application Detectors Correlation Actions v

Policy Management .;:: m. White List Traffic Profiles

Rule Information

Rule Name Quarantine-Malware
Rule Description

Rule Group Malware Rules [

Malware Ha y3ne

Select the type of event for this rule

O |_| peﬂeﬂ e H H bl e CO6 bIT Vl S:I If | aMalware event occurs B\ by endpoint-based malware detection B and it meets the fol owing conditions:
Ha AM P E nd pOIr]tS Cloud ‘ (&) Add condition | ‘ (&) Add complex condition |
X  EventSubtype FJ s B | Adobe Reader compromise 9
o8 X  EventSubtype |J @ is B | Adobe Reader launched a shell 9
If | aMalware event occurs B[ by endpoint-based malware detection B and it meets the fol

‘ (&) Add condition ] ’ () Add complex condition |

X

X | EventSubtype [ | is [J  Adobe Reader launched a shell

Event Subtype [ | is B  Adobe Reader compromise

orn B




Koppekums

KapaHTuH

Koppekuus, KoTopas
3anyckaeT KapaHTuH EPS
uepes pxGrid

Overview Analysis LN Devices Objects | AMP

Deploy

Access Control ¥ Network Discovery Application Detectors Correlation Actions ¥

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information

Policy Name ATW-AMP-Correlation
Policy Description

Default Priority none [

Policy Rules

QuarantineSrc (Remediation)

Last login on Friday, 2017-03-24 at 09:49:22 AM from 10.86.114.120




) Threat ContainitieHill

Rapid Threat Containment ¢ Firepower Management Center u ISE

| 3. pxGrid EPS
1. Cobbitns nevictaus: KapaHTvH
6ezonacHocTK/ + Re-Auth
IOC coobuieHus
@ 2. [lpaBuna koppensaumm
- . 3anyckaroT
KOppernpyroLime
OencTems



RCT ¢ FMC un ISE

otnpaBka CoA-

4. KapaHTuH y3na +
Reauth




RTC ¢ AMP, FMC un ISE




RTC ¢ AMP, FMC 1 ISE

S‘l 4. KapaHTuH yana +
= oTnpaBka CoA-
Sf% Reauth

\

@ Controller




) Threat ContainitieHill
RTC ¢ Stealthwatch m ISE

2. SW TOXE 1. SW aHanuaupyet
NonyyaeT AaHHbIe MOTOKM C
- ldentity ¢ ISE FlowCollector

4

3. AOMVH nNpeaynpexxnaeTcs
O NOOO3PUTENBHOM
noBeOeHnm

Flow Collector

W



RTC ¢ Stealthwatch m ISE

Flow Collector

4. AOMWH
MHULMMPYET
KapaHTWH y3na
(EPS uepes pxGrid)

10.1.41.105 =

ssssss

Location:
nnnnnn

PPPPPPPPPP

5. KapaHTuH y3na +
oTtnpaBka CoA-
Reauth




RTC ¢ Stealthwatch m ISE

6. K HOBOMY COCTOSIHMIO
CETU NPUMEHSOTCS
HOBbIE MpPaBua TpawmkKa

6a. MoXeT 3anpeTnTb
gocTyn (BxogaLLmin)

Controller

ob. MoxeT
OTOUNbTPOBATb B CETU
(McxopAaLmin)

I'

ia

Flow Collector

W



A ecnn a xouy ANC 6e3 pxGrid?

A pafd, uTo Bbl CMPOCUNN..
HaumHasa c ISE 2.1, ANC
goctyneH uepesd REST AP.

https://ISE:9060/ers/sdk

External RESTful Services (ERS) Online SDK

Step 1: ANC nonutmka

Kakne cyLlecTBytoT NOANTMK

Step 2: ANC Endpoint

» Quick Reference

~ APl Documentation

- ||| ISE 2.0 Release Notes
- || ISE 2.1 Release Notes
- ||| ISE 2.2 Release Notes
- | ANC Endpoint

- | ANC Policy

HazHaueHmne NonuTmKmM Ha
y3en

- || Active Directory

- || BYOD Portal
- ||| Certificate Template

- || Egress Matrix Cell
- .| End Point
- ||| End Point Certificates

- |, | Guest Location

- ||| Advanced Customization Global !

- ||| Clear Threats and vulnerabilities

- ||| EndPoints Identity Group

- || | Guest Smtp Notification Configur

ANC Policy

e Overview

¢ Resource definition
* Revision History

¢ Get-By-Name

* Get-By-Id

* Update

e Delete

¢ Create

* Get-All

* Get Version

¢ Bulk Request

¢ Monitor Bulk Status

© 2018 Cisco and/or its affiliates. All rights reserved.



A ecnn a xouy ANC 6e3 pxGrid?

Request:

HTTP 'Accept' header:

i Request Content:
/

O p e r at| O n S > AN C Authorization Basic ZX|zYWRtaW46Q21zY28xMjM=

Policy List ~ Endpoint Assignment
I

List

< Refresh <4 Add

HTTP 'Accept-Search-Result’ Header: application/vnd.com.cisco.ise.ers.searchresult.2.0+xml

https://atw-ise237.securitydemo.net:9060/ers/config/ancpolicy

application/vnd.com.cisco.ise.anc.ancpolicy.1.0+xml

Pre-request Script Tests

application/vnd.com.cisco.ise.anc.ancpolicy.1.0+xml

application/vnd.com.cisco.ise.ers.searchresult.2.0+xml

Body Cookies Headers (7) Tests

il Trash~ @& Edit Pretty Raw Preview XML~ p |

Policy Name
]  ANC-Quarantine
[ ANC-Investigate
ANC-Destroy

ANC-NukeFromOrbit

1 <?xml version="1.8" encoding="utf-8" standalone="yes"?>

.ers.ise.cisco.com">

3 = < Mur LESF

4~ <ns5:resource id="ANC-Destroy" name="ANC-Destroy">

- <link rel="self" href="https://atw-ise237.securitydemo.net:906@/ers/config/ancpolicy/ANC-Destroy" type=
6 </ns5:resource>

<ns5:resource id="ANC-Investigate" name="ANC-Investigate">

<link rel="self" href="https://atw-ise237.securitydemo.net:906@/ers/config/ancpolicy/ANC-Investigate" t
</ns5:resource>
<ns5:resource id="ANC-NukeFromOrbit" name="ANC-NukeFromOrbit">

<link rel="self" href="https://atw-ise237.securitydemo.net:906@/ers/config/ancpolicy/ANC-NukeFromOrbit"

</ns5:resource>
<ns5:resource id="ANC-Quarantine"” name="ANC-Quarantine">
<link rel="self" href="https://atw-ise237.securitydemo.net:906@/ers/config/ancpolicy/ANC-Quarantine" tyj

uritydemo.net:9060/ers/config/ancpolicy Params m

Bulk Edit

Status: 200 OK

2~ <ns3:searchResult total="4" xmlns:ns5="ers.ise.cisco.com" xmlns:ers-v2="ers-v2" xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xmll

application

pe="applica

type="appli

e="applicat



A ecnn a xouy ANC 6e3 pxGrid?

https://atw-ise237.securitydemo.net:9060/ers/config/ancendpoint/apply
HTTP 'Content-Type' header: application/vnd.com.cisco.ise.anc.ancendpoint.1.0+xml; charset=utf-8
HTTP "Accept’ header: application/vnd.com.cisco.ise.anc.ancendpoint.1.0+xml

Additional Attributes: cAddress,ipAddress,poli
macAddressipAddress,policyName PUT Vv https://atw-ise237 securitydemo.net:9060/ers/config/ancendpoint/apply

Request Content:
XML

<?xml version="1.0" encoding="UTF-8"2>
<ns0:operationAdditionalData xmlns:nsO="ers.ise.cisco.com”" xmlns:xs="http://www.w3.org/2001/XMLSchema">
<requestAdditionalAttributes>
<additionalAttribute name="macAddress" value="value 0"/>
<additionalAttribute name="ipAddress" value="value 1"/>
<additionalAttribute name="policyName" value="value 2"/>
</requestAdditionalAttributes>
</ns0:operationAdditionalData>

Authorization Headers (3) Body @ Pre-request Script Tests

form-data x-www-form-urlencoded @ raw binary  Text v

1 «<ns@:operationAdditionalData xmlns:ns@="ers.ise.cisco.com” xmlns:xs="http:/. W]
2 <requestAdditionalAttributes>

3 <additionalAttribute name="macAddress" value="0@:50:56:B8:B1:C7"/>

4 <additionalAttribute name="policyName" value="ANC-NukeFromOrbit"/>
5
6

Operations > ANC —

</requestAdditionalAttributes>
</ns@:operationAdditionalData>

Policy List ~ Endpoint Assignment

List _
Body Cookies Headers (6) Tests

< Refresh 4 Add 1 Trash~ (& Edit  EPS unquarantine

) MAC Address  Policy Name Policy Actions

[ 00:50:56:B8:B1... ANC-NukeFromOrbit [PORT_BOUNCE]

© 2018 Cisco and/or its affiliates. All rights reserved.
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BaxkHo: [encteung RTC He 0693aTeNbHO
[OOMKHbl ObITb TOMNbKO “BbIObpPOCUTb U3 CETU™

- MOXXHO paspellunTb OrpaHnUYeHHbI OOCTYIN U
OOMNOMHUTENBHYIO MHCMEKLUIO.



[Toumep: KapaHTuH y3na

| rhreat Contaiiieig

YCnoBus PeaynbTaT
EPS @M ANC — OrpaHMUeHHbIM OOCTYM
B B —] ¢
Quarantine Quarantine Tar Quarantine

v Authorization Policy

» Exceptions (0)
Standard

Status Rule Name
ANC Quarantine

Wireless Black List Default

If

Conditions (identity groups and other conditions)

|Session:EPSStatus EQUALS Quarantine CFH
Session:ANCPolicy EQUALS Quarantine

Blacklist 2N Wireless _Access

then

then

Permissions

Quarantined_Systems AND
LimitedAccess

Blackhole Wireless_Access

© 2018 Cisco and/or its affiliates. All rights reserved.



[Toumep: 3anyCcTuTb CKaHMPOBaHME yHSBMMO%M
M pacLLMMPPOBKY SSL

ycnosue PesynbTtaT

CTA Course of Action @2 ANC OrpaHuueHve gocTtyna
— . A
L N CkaH ysi3B.
Monitoring Investigate ] ¥
SGT Investigate

Investigate T (CTA-Monitoring ©F ANC-Investigate then | Investigate Endpoint AND Investigate

_A

v Common Tasks

" Attribute * Operator *Value
|Threat:CTA-Course_Of_Action V) | |Equals v| |Monitoring ) | DACL Name Limited_Traffic Q|
|Session:ANCPoIicv & | |Equals v| |Inve£tigate v |

Assess Vulnerabilities

Adapter Instance atw-nessus -

Trigger scan if the time since last scan is greater than

Enter value in hours (1-9999)

| Assess periodically using above interval




ABTOMaTM3aums AMP koppekummn B ISE uepes FMC

« FMC MoxeT HasHaunTb y3en B “Quarantine”
* BmecTo BbibpacbiBaHWA U3 CETU:

* MHMUMMPOBATb CKaH yA3BMMOCTEM
« [locne Toro, kak FMC KapaHTUH 1 CKaH YA3BUMOCTEM «COrMacHbI», BBIOPOCUTL Y3eN 13 CETH

« -Wnn- lMocne Toro, kak FMC kapaHTuH 1 CTA “cornacHbl”, 3aTeEM BbIOPOCUTH U3 CETU




FMC kapaHTuH = CKaH yS93BUMMOCTEMN U
pacLmdpoBka SSL

Ycnosume

EPS

Quarantine

Investigate-FromFMC

v@m AIEIC

Investigate

(EPS-Quarantine OR ANC-Investigate )

]
]

| _1treat Contiiiiiig

PesynbTaT

OrpaH. gocTyn
+

CkaH yA3B.
+

SGT Investigate

thenl Investigate Endpoint AND Investigate :

v Common Tasks

DACL Name

Assess Vulnerabilities

Adapter Instance

Limited_Traffic

Q |

Trigger scan if the time since last scan is greater than

atw-nessus -

Enter value in hours (1-9999)

| Assess periodically using above interval
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leinleNn
Tarm |

PeKkoMeHOaLuUmm
TpodheccroHana:

>3YMTE AN 3TOro

‘ustSec



Ha3HauanTe Tarm Ha BXoe, NONUTKK BE3ILE

.....................................
5 W3C Logs D
‘0

MNonutuka no SGT Cognitive
Threat
Analytics

MNonutmka no SGT

* Decrypt SSL
* OunbTp URL
e 3anpeT NpUoXXeHun
» CkaH malware

* MapupyT B DLP

* bBe3 SSL Decrypt

* OwunbTtp URLS

* PagpelleHre NpuUnoXxxeHum
»  CkaH malware

: Doctor
: Desktop

o ‘ H ﬁ
- w/ AMP @\)

: Office

MY

- Doctor - N

: Desktop 00 [ =E
: Vulnerable O 7, H=E
: Branch a j

2018 Cisco and/or its affiliates. All rights reserved.



OOnH ManeHbKUn Tar 1 Tak MHOTO MOMb3bl

- Bnvanue Ha nytb no cetn (PBR)
- HacTtponka QoS

« SGT MOXET MHMLMMPOBATL ONPENENEeHHYH HACTPOWKY MNopTa Ha
KOMMYTaTOPE.

- OnpepeneHne ganbHenwen nHenekummn Tpadomka
- T.e. oTnpaBka yepes Firepower IPS

- Onpepenntb nonntnky Ha Web wnro3ze
- OnpepenuTtb (ynpoLueHHo) nonnTuky Firewall

- KoHTponb Tpaduka «BoCTOK-3anag» (nocnenoBaTenbHOe NPoaBMXKeHue)



ABTOMATM3aLUMA U CKPUMTHI



Ckpuntbl Python RTC-AMP-|SE

© git

- CKpuNT ana nogeHTndmkaumm KomnobkoTepos B AMP ¢ onpeneneHHbIMuK
COObITUAMU:

« Threat Quarantined
- Threat Detected

. [lepemMecTnTb KOMMbOTEPDLI C 3TUMK COOBITUAMK B HOBble AMP rpymnnbl
- ATW-lsolated - koMmblOTEPbl C cobbITUAMK [ hreat Quarantined
- ATW-Triage - koMnbloTepbl ¢ cobbiTuaMKM Threat Detected

- HasHauntb MeTkn ANC Ha y3nbl Rapid Threat Containment
« ANC-KickFromNetwork = koMmnbtoTepbl ¢ cobbiTruamu [ hreat Quarantined

- ANC-Investigate — KOMMNbOTEPDLI HE N3 MEPBOW rPYMMbl ¢ COObITUAMKM Threat
Detected



65 .
ﬁ python
Linux Server w/ Python

Get event ID’s for Threat Quarantined & Threat Detected
Response w/ Event ID’s

Setup

Get Group GUIDs for the 3 groups we focus on
Response w/ Group GUIDs

Query for Computers in Group w/ TQ Event ID

Threat Jjson containing computer list
Quarantined

Query for mac_addr’s of each computer
Json containing mac_addr list of all interfaces

Assign mac_addr to ANC-KickFromNetwork

Move computer into ATW-Isolate group

Query for Computers in Group w/ TD Event ID
Threat .json containing computer list

Detected Query for mac_addr’s of each computer
Json containing mac_addr list of all interfaces

Assign mac_addr to ANC-Investigate

Move computer into ATW-Triage group
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3aKnrnueHmne



[lononHnTenbHbIE PEeCyYpPChI

- http://cs.co/ise-community

- bnor K. McNamara: http://www.network- Gimco IEE for BYOD

and Secure Unified Access

node.com/blog/

« bnor Aaron T. Woland : Second Edilon
http://www.networkworld.com/blog/secure-
network-access/

- GitHub: http://cs.co/ats-apis



http://a.co/5h1W1zK
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