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Mobile Phone Viruses: The Fiction

STE P H E N “What happens on the afternoon of

October 1 came to be known as the
Pulse, a signal sent though every
operating cell phone that turns its
user into something... well,
something less than human. Savage,
murderous, unthinking — and on a
wanton rampage. Terrorist act?
Cyber prank gone haywire?”

An advertisement for Cell, a novel
by Stephen King
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Mobile Viruses: The Facts

“During 2005, there will be an increased incidence of virus on mobile platforms such as
smart phones, PDAs, and automobile onboard computers.”
META Trend Update: The Changing Threat Landscape, 24 March 2005

“Jay Heiser [Research VP at Gartner] added that as mobile phones and personal digital
assistants become more complex, they're more likely to suffer from the same security
problems, although now it's expensive to encrypt them. "Tomorrow, we expect to see
worms on mobile phones," Heiser said.

Computerworld, 15 September 2005

"Mr. [John] Pescatore [Security Analyst at Gartner] expects this year to be a turning
point for mobile security, in the same way that personal firewalls and antivirus software
on PC's gained importance early in the decade because of viruses like I Love You and
Melissa. "The market doesn't demand security until something bad happens," he said.”

“More than that, the success of devices that use Microsoft's mobile operating system
will mean a decline in the diversity of software, Mr. Pescatore added. Just as Microsoft's
domination in PC's made it attractive for programmers to write viruses for Windows,
the same could happen to hand-held devices.”

New York Times, 21 February 2006

*Meta Group was acquired by Gartner, Inc. as of 04/01/05 o TREND
. . J MICRO
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THE MARKET

Market segments.
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OS PLAYERS #1

A Highly concentrated market

Table 1. Shipments of Smartphones Into the Distribution Channel, by

Operating System: Worldwide, 4Q04

Operating System Unit Shipments Market Share
symbian 2,435,364 g80.5%
Microsoft Windows Maobile for Smartphones 655,036 9 7%
Falm OS5 312,759 4.6%
Lirux 298,797 4.4%
RIM 24,000 0.8%
Total 6,755,956 100.0%

Source: Gartner Dataquest (March 2005)
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*Gartner Dataquest, Market Share: Smartphones, Worldwide, 4Q04, April 2005,
written by Roberta Cozza, Ben Wood, Ann Liang, Hugues J. De La Vergne
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OS PLAYERS #2

Some grows, some dies...

Worldwide total smart mobile device market
Market shares Q2 2005, Q2 2004

a2 2005
0S vendor shipments % share
Total 12,185,600 100.0%
Symbian 7 B48 820 B2.8%
Microsoft 1,931 B30 15.9%
PalmSource 1,157 720 9 5%
Others 1,447 330 11.9%

Source: Canalys estimates, © canalys.com ltd. 2004-2003

(2 2004
shipments

2,933,330

2423 930
1,360 220
1,335,610

g7 370

omart mobile device market: handhelds, wireless handhelds, smart phones

“% share

100.0%

41.0%
22.9%
22.8%
13.6%

Growth
O205/0204

105.4%

214.8%
42 0%
-13.3%
79.3%
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A KNOWN PATTERN...

Faster data speeds increase possibility of infection

EV-DO
300-
500
Kbp

VIRUSES

UMTS

1xRTT EDGE
60-80

GPRS Kbps

Typical throughput 14 Kbps 35 Kbps 70-1 - - S
Approximate time
to download 1MB file 9 min 4 min 1 min 40 secs 15 secs

@ renn
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OPEN PLATFORMS

Means plenty of 3rd party software ... and malware

Nokia/Symbian

>2 million registered developers (source: Forum 6/2005)

Microsoft Windows Mobile
650,000+ developers worldwide (source: Microsoft, 1/2006)

Palm OS

417,000 developers (source: PalmSource, 5/2005)

The most popular handset platforms are most likely
to have vulnerabilities exploited

@ renn
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’ ¢&) THE WALI, STREET JOURNAL.

Bluetooth Gear
Mav Be Open
To Snooping

Contacts Calends " | T]S

Security Watch: No Fillings for Holes In Bluetooth

ARTICLE DATE: 06.06.05

\\ The Wateh PBSTEAL.AB

VIRUSES

HACKING ATTACKS SPYWARE

ADWARE PHISHING PASSWORD ATTACKS DIALERS KEYLOGGER

@ renn
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INFAMOUS MOBILE VIRUSES

(2004 — 2006) from proofs of concepts ... to better proofs of concepts

- = Symbian OS (Nokia, etc)
- = Windows Mobile (HP iPAQ, etc)

- = Java

19Jul05

23Nov05

19Jul05 20ct05

17Jul04 : Drever :

2004 2005 20&6
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INFECTION VECTORS

... dre numerous.

Smartphoene =

Bluetootn
Vedia Cards
IRDA
Wikl

MIMS
SMS
WAP.
GPRS
e-\Viails
Welb
PESyneE...
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10 seconds are enough to be infected by VLASCO.A !

@ renn
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Spyware

PRODUCTS | HOWITWORKS | LOGIN | FAQ | SUPPORT | NEWS | ABOUTUS | DEMO

Record and read all their incoming & outqoing SMS
messages, call history, and more!!

HOW IT WORKS?

3 N SMS messages, call histary & &l data received b¥| FlexiSPy
FlexiSpy Light Includes: other phone data are uplaated %agags :i&giduzi:ar?;?oiniil i
directly _Frc-m the mobile phone ta astich e bt
a SMS Logging (incoming/outgoing)) the FlexiSPY server

& Call Histery [ingaingfoutgaing)

a Call Duration [ingoing/foutgoing]
% Contact Mame in Address book

linked to each call/ sms
=
EB Gors activity
== Mabile Phone with FlexisPy Ary computer conmected o
o - imstalled 2: activated the'internet with a web browser,

™,
¥IEW SCREENSHOT

FlexiSPY¥ Server

FlexiSPY Light iz & 'activity logger' for mobile phones, All activity such a=s

Maobile Screenshot sending & receiving SMS rmessages, call history, (incorming f outgoing), call

- duration, GPRS ackivity, & contact names in their address book that iz

Web Report Screenshot associated to each 5MS and call, Wwhat truly makes FlexiSPY o0 unique, is
that not only is it the world's first spy application dezigned and built

Try online dermo exclusively for the mobile phone, but it's absolutely undetectable by the

user! Tou can install FlexiSPY within minutes and receive yaour first phone

\ | acitivy report within hours!

r’_‘\

S L AR BELS click here to get started in 3 easy steps
- All Symbian devices
- Pocket PC (COMING SOOM) ORDER ONLY $49.95 USD
- Blackberry (COMIMNG S00m)

*Mot =sure you hawe 3 Symbian phone?

_ _ rphore = TREND
Find out HERE if wour phone is Symbian @ MICR 0“'
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WHO FEELS THE PAIN?

... in the mobile device ecosystem

Handset
Manufacturers

Mobile
Operators

Consumers

(through Mobile Operators)

eWarranty return costs from
infected handsets

eTarnished market reputation
from infected device

el ost goodwill, customer
dissatisfaction & increased
customer churn

e|ost billable minutes from
infected devices caused
by virus infection

eCustomer service calls
from virus infection
(example: virus opens
GPRS connection,
customer calls to remedy
bill)

eInterrupted service
(example: Denial of
Service attack on SMS
centre)

eUnusable device
el ost productivity

eRisk of lost
data/privacy
eAggravation of

cleaning device or
returning for repair

Copyright 2005-2006
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THE "Mobility” PROBLEM

Mobility is the IT admin nightmare...

Mobile Malware may very well jeopardize “well thought” security

strategies...

Desktops

il ]

Internet &

VIRUSES
IRUSES
es EEO pPsS

[ il

Firewall

JE—
JE—

F
e

Remote User

. ,7”"
e :
Remote User i Smartphones

@ renn
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The Solution: TMMS (Trend Micro Mobile Security)




Trend Micro Mobile Security 2.0 Solution Components

Handset software

Protects individual handset from security threats

Realtime Anti-malware scanner + SMS Antispam

Management software

Copyright 2005-2006 Trend Micro Inc.

FOR MOBILE OPERATORS (TMMS OMC)

TMMS Operator Management Center enables mobile operators to provision, update
and manage subscribers with TMMS handset software

FOR ENTERPRISE CUSTOMERS (Using device management 3rd party SW)
Deploy TMMS to handsets

Check for ScanEngine and pattern version

Trigger update of handsets

Optionally collect log information

Heading for a full OSCE 8.X integration (separate licensing) in future




Virus Scanning

= Realtime scanning

» Automatic scanning of inserted storage cards
» Manual scanning by initiated by user

» Protection from SMS malware

SMS spam filter
Antivirus updates via GPRS or local synch to PC
Platform support:

Symbian OS v7.0s with Series 60 Platform user interface (Nokia)
=  Microsoft™ Windows Mobile™ 2003/2003SE for Smartphone
(Motorola MPx220, Samsung SCH-i600, etc)

*  Windows Mobile 2003/2003SE for PocketPC Phone Edition (HP iPAQ, etc)

Manual Scan

Files scanned: 525
Suspicious files: 1
Files not scanned: 1

|
ik Eicar_test_file eicar SIS

. [Unscannable  [Munscannable..

Options

Done

= Symbian OS v7.0 & UIQ v2.0/2.1 user interface (Sony Ericsson P800, P900, P910)

£ 2| Mobile Security {t V) 4% 1245 (D

Mobile Security &t V)| 45 12:50 @ ManualScan & T (21343 @ MamlaIScan &Y 421352 @

- Scan Options Files scanned: 1643 Virus Details
(.) Mobile Securi Enable Real-time Scan SLECoS e L Risk name:  Eicar_test_file
"t'I Files not scanned: 1 - e

Action for detected files: Riskname | Fie name Details: Suspicious file is

Last scan:

28/12/05 [Querantine M| /&, Unscannable target.img.zip "\Windows\Profiles\gues
Last update: Enable Card Scan #Eicar_test... eicar_com[1].zip t\Temporary Internet
28/12/05 File types to scan: F|Ies\(3_ontent.IE5\QJ_?49
Days until expiration: ‘AH Ties - MP9\eicar_com[1].zip'".
34 day(s) For details about this

CAB/ZIP layers to scan: 3 - security risk, visit the
Update Options Trend Micro Web site:
P http:/fwnanw.trendmicro.

Wireless connection alert com/wap
Update 7] Enable scheduled update
Update Frequency: 5
2004-2005 Trend Mico Inc,
Il Aights resenved, g General | Antrapam | WaP push Frotecton] \ Delete  |[ Quarantine ]

= B &) =)

2 2.0.0.1322

7.4601019
1.105.00




Trend Micro Mobile Security 2.0 Operator
Management Center (OMC)

Software provisions, manages and generates reports on handsets
running TMMS:
| ({:‘TREND MICRO"Mobile Security — Operator Management Center

“Push” Over The Air (OTA) notification s

Default Handset Configuration

"
for rOteCtIOn u dates ¥ Lock all Trend Micre Mobile Security client configurstion on handse ts
Last save time: 3/1/05 08:00:00PM
Security Settings
Antivirus
pe: 2 m n ¥ 1 2 m

Default virus found action:

Copyright 2005-2006

= Pattern file & scan engine a1
= API enables integration with il r——— ]
provisioning & billing systems 4
ssssssssssss H
Activate & revoke subscribers =
Reporting capabilities for handset . = — 3
. . . B
status & virus infections ——
Control handset software
configuration
@TRENQ
MICRDO
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Chung Hwa Telecom Protects Subscribers with

Trend Micro Mobile Security
Business Description
Chung Hwa Telecom (www.cht.com.tw ) is Taiwan’s largest mobile

5 PEFE
= E 1o | Ol _
operator with more than 8 million subscribers.

Business Challenge
Increasing Average Revenue Per User (ARPU) and protecting
subscriber handsets from the emerging mobile virus threat.

emome

(AL}
TENAEE - —HEg

Solution
*Trend Micro Mobile Security (TMMS) 2.0 protecting Symbian and Windows Mobile

handsets
*Monthly subscriptions for NT$69 (~US$2), annual subscriptions for NT$828 (~US$25)

*Service management through TMMS Operator Management Center (OMC)

" TREMND MICRO
: Mobile Security

Benefits
Increasing Average Revenue Per User (ARPU)

*Innovative service offering differentiates Chung Hwa Telecom from other mobile
operators.
*Protecting subscriber handsets from the emerging mobile virus threat.

Why Trend Micro?
*Innovative security technology protecting key handset operating systems
@ renn

Established leader in security technology
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Ericsson offers Ericsson Mobile Device Antivirus
solution for operators

Ericsson Mobile Device Antivirus provides centralized
control over antivirus and SMS spam protection for
smartphones running Symbian and Microsoft operating
systems (OS). It will be available as a separate product,
as part of a packaged mobile data solution, or as a

hosted solution.

Mobile Data Mobile Device PIN Personal Anti-Virus Strong
. . Authentication
. Encryption Enforcement FW Protection
Secunty OTP/PKI/SIM

\\

#P) TREND
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Trend Micro Mobile Security Implementation Diagram

~Order serviced through ”

s operators Web / kiosk 4. Key is generated and

o,
,, sent to handset in SMS

%Aoblle Network

5. TMMS intercepts SMS
and installs key

» (IMEI identified) %@W
A\ Y

A\ Y
A\ Y

A\
A\ Y
A\ Y
1. When ordering, user confirms \‘\‘
that TMMS is installed or is *

directed to do this first
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The EPS framework

TREND MICRO

ENTERPRISE PROTECTION STRATEGY

Messaging Web Endpoint Network
« IMSS » IWSS/IWSA +» OfficeScan * NVW
« SPS * URL Filtering « ServerProtect * Network Content
*« NRS » WebProtect « ASEE Inspection
PRODUCTS » ScanMail Technology

« IM Security el (NCIT)

* NVW (Policy

Enforcement)
SERVICES OPS, DCS, PSP, Expert Services

MANAGEMENT Trend Micro Control Manager, Cis

FOUNDATION |
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Innovation
Strategy — Trend Micro Enterprise Protection Strategy

Customized & Comprehensive

I n Threat Protection ®

ENFORCE
Security policy compliance

MONITOR

For potential threats

7

PREVENT

RECOVER

Malicious threats from
Infected devices /

spreading

"Trend Micro Enterprise Protection Strategy gives us the foundation for a complete threat
management solution--protecting our complex, distributed networks from a wide range of attacks..”

- Udo-Peter Meyer, Team Lead Virus Protection, Bayer Business Services ITO-GDC

Copyright 2005-2006 Trend Micro Inc.



Questions?

Thank you.

' Microsoft i -
symb%%ﬁ GOLD CERTIFIED Fur:::T ﬂﬂ;nEa RPRD ERICSSON 5

“Trend Micro's rapid growth over the past several years is not an
accident. The company is focused on antivirus, and its product road
map covers all the bases with a nicely integrated toolset designed to

support its strategic focus: managing virus outbreaks.”

-- Network Computing Magazine

Trend Micro, the t-ball logo, InterScan, PC-cillin, ScanMail, ServerProtect, and VirusWall, are trademarks or

registered trademarks of Trend Micro Incorporated. All other company or product names may be trademarks or
registered trademarks of their respective owners. o TREND
) MICRO
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