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Cloud Native Full Stack
Parallel World of Cloud Native
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QUESTION: What do you present following one of these vendors?

ANSWER: Cloud Native
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Cloud vs. Cloud Native

SaaS

DNS

Microservices | Kubernetes| Service Mesh | DevSecOps | GitOps | SRE

Infrastructure | Security | Observability | DevOps | APIs  
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Cloud Priorities

Digital Experience

Reimagine Applications

Transform InfrastructureSecure Enterprise

Empower Teams



© 2021 Cisco and/or its affiliates. All rights reserved.   Cisco Partner Confidential

SaaS

SaaS

SaaS

SaaS

SERVICE
PROVIDERS

CAMPUS BRANCH DATA CENTER EDGE | IOT & OT

COLOCATION

CLOUD 
PROVIDERS

SECURITY

SaaS

Cloud Only
“100% Cloud”

Cloud First
“New Apps-Cloud 

First/Native”

Private Cloud 
”Modernize my DC”

Infra Cloud
“consume infra from the 

cloud”

A spectrum of motions

Multicloud
“Optimize my

multicloud assets”

• Organic Multicloud & Superclouds

• Service Mesh Significance

• Shift Left Security
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Multicloud

App

Public Cloud

SaaS

On-Premise

Colo
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The Cloud Stack

Public Cloud

SaaS

On-Premise

Colo

AppCompute & Storage

Networking

Application

Service Mesh

Kubernetes
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

The CISCO Cloud Stack
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes
See  & optimize the 
whole digital supply 

chain 

Full Stack 
Observability

Secure every layer
of the stack from 

development to runtime

Application
Security

Day 0–2 
cloud native 

infrastructure and 
connectivity

Cloud Native
Platforms

The CISCO Cloud Stack
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

Cloud Native Platforms

Service Mesh and K8s 
Multi-cluster management

X-as-Code

Supply Chain Optimization

Universal Policy 
Model

SaaS Optimization

Cloud Provider Backbone

Infrastructure Networking

Policy, Posture and 
Compliance

Cross team Context

Cloud asset relationships

Security

Intersight | ACI| SD-WAN | Secure-X
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

Full Stack Observability

Instrument & Observe

App, Cloud & Endpoint 
Agents

API, OSS & Open Telemetry

MELT Stack

Share Context

Compliance

FinOps

Pod & Cluster, Host 
Price/Performance

Optimization

Prioritized Remediation

Threat Detection and 
Enforcement

Visibility Insights Actions

AppDynamics | Thousand Eyes | Workload Optimizer 
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

Application Security

Dependency 
Vulnerabilities

Runtime Application Self 
Protection

Runtime Monitor & Block 
Exploits 

Vulnerability/Config 
Management

Runtime Protection 
Scanning

Segmentation

Policy Advisor

Threat Intelligence

CVE | CIS Benchmarking

PCI-DSS, HIPAA, GDPR

Code API & Kubernetes Policy & Compliance

App-Sec | Secure-CN
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

Customer Problems

Connectivity and Observability

Multi-Cloud Operations, Optimization and 
Security

Service Mesh Management

API, Container & Kubernetes Observability & 
Security

Application Performance Management & Security 

Compute & Storage

Networking

Application

Service Mesh

Kubernetes
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Compute & Storage

Networking

Application

Service Mesh

Kubernetes

Cisco Solutions

ACI | SD-WAN | ThousandEyes

Service Mesh Manager

Secure-CN

AppDynamics | Secure-App

Compute & Storage

Networking

Application

Service Mesh

Kubernetes

INTERSIGHT
Kubernetes Service

Workload Optimization

SECURE-X
Insights | Analytics

Workload
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Combined Stacks
[FlexPod, FlashStack, Hx or UCS+Nexus] with Intersight, ND, 

FSO connected to AWS, Azure, GCP (atleast one)

Products Included
UCS, HyperFlex, Intersight (IIS, IKS, ICO, IWO, IST....), 
Nexus/ACI, Nexus Dashborad, AppD, ThousandEyes

Hybrid Cloud 
Offers

Why Cisco
Consistent 

Architecture
Automation and 

Orchestration
Insights and 

Visibility (FSO)
Partnerships 

(Channel, Tech)

IT Outcomes 
(use cases)

Business 
Objectives

Accelerate 
Innovation

Transform 
Experience

Flexible 
Economics

Compliance and 
Governance Cisco led GTM –

field sales, CX led 
offer

Channel and 
Technology 
partner led 

System Integrator 
(SI) led

Cisco Plus led GTM

MSP led

GTM

Resources

Content, Demos, 
PoC Labs, Training

Cisco Hybrid Cloud Solution

Business 
Continuity

Cloud Native 
Deployments

Enterprise Apps –
SAP, VDI, SQL

Compliance and 
Regulatory

Backup and 
Archival

Test and 
Development

Key: Priority
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NDI, NDO, NDB, 
NDFC

IIS, ICO, IKS, IST, 
IWO, IWE, IVS

ThousandEyes

VPC

Compute
Engine

K8
Engine

Cloud Storage Cloud IAM

CSR

VM
Service

K8
Service

Blob 
Storage

Active
Directory

Virtual
Network

CSR

EC2 EKS 

S3

CSR

IAM

AppD

On-prem Datacenters

ND Custom/
3rd party

NetApp 
MetroCluster

Pure 
ActiveCluster

HX Stretch Cluster

Cisco+

VMs Containers Bare 
Metal

App

Private Optical 
Connections

Deployment
Templates

App

VMs Containers Bare 
Metal

Cisco Hybrid Cloud Architecture
Foundation for Efficient IT



Cloud Native Solution
Cisco HyperFlex with AWS

Solution Overview

Provide a programmable, consistent, 
easy to manage and secure 

infrastructure for various cloud native 
applications and workloads. 

Public
On-Prem

Solution Benefits

• RedHat OpenShift Container Platform 
(OCP) with Hybrid Cloud Console 
provides unified management and 
deployment of Kubernetes (K8S) 
clusters and workloads anywhere in a 
hybrid cloud deployment

• HyperFlex provides the 
compute/storage resources on-prem 
with AWS resources in the public cloud 

• Nexus Dashboard and ACI provide a 
consistent secure network by extending 
on-prem application constructs (EPGs) 
to cloud-native constructs (AWS –
Security Groups)

• Cisco Intersight services such as IIS, IST 
Nexus Dashboard Insights and Thousand 
Eyes provide infrastructure insights and 
visibility 

Consistent 
network 

architecture –
secure & 

automated

Workload Anywhere

Consistent, 
Management

Production Staging

HC-App1 Tenant

VMs

Containers

Infra

EC2 EBS 

CSRv CSRv

Testing Development

HC-App1

Web/App 
EPG

Web/App 
SG

On-Prem
Datacenter

Build and 
Release 
Pipeline

IIS, ICO, IKS, 
IST, IWO, IWE, 

IVS
NDI, NDO, NDB, 

NDFC
AppD

ThousandEyes

RedHat 
Hybrid Console

Nexus
Dashboard RedH

at 
OCP
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Hybrid Cloud Use-cases
Business Continuity
Building higher resiliency (HA, DR) that leverages Cloud in conjunction with OnPrem

Cloud Native Deployment
End-to-end container lifecycle management across on-prem and public cloud

Enterprise Application (SAP, VDI, SQL, Oracle)
Agile application test and development and business continuity in a hybrid environment

Backup and Archival
Data replication and archiving to the cloud to recover if a need arises



VT



IIS, ICO, IKS, IST, 
IWO, IWE, IVS

NDI, NDO, NDB, 
NDFC

Secure,
Consistent

Communication

AppD

ThousandEyes

Cisco+

Solution Overview

Provide a programmable, consistent, 
easy to manage and secure 

infrastructure for various BC options 
such as Backup, Pilot Light, Warm 
standby, Active-Active and cloud 

bursting

PublicOn-Prem

NetApp 
CVO

Frontend Servers

Backend Servers

NetApp Cloud 
Manager

Web/Ap
p EPG

Databas
e EPG

On-prem DC
Tenant Amazon Route 53

End 
Customers

SnapMirror

Solution Benefits

• ACI anywhere and Nexus Dashboard 
provide a consistent secure network 
by extending on-prem application 
constructs (EPGs) to the cloud

• NetApp CVO provides application 
data replication to the cloud and 
takes advantage of lower the data 
cost

• Amazon Route 53 is utilized to 
provide active-standby or active-
active application connectivity 
between on-prem and cloud

• Cisco Intersight and its various 
services such as IIS, ICO and IST are 
used to orchestrate app, network, 
compute and storage

• NDI and thousand eyes provide 
infrastructure insights 

Nexus
Dashboard

VMs 

Infra VPC

Compute & Storage

Cloud Hyperscaler

Customer VPC

Hybrid Cloud Business Continuity (1/2)
FlexPod Datacenter with Cisco ACI connected to AWS
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Secure,
Consistent

Communication

Amazon Route 53

IST NetApp Cloud 
Manager

Customer VPC

Customer VPC

Storage Replication

Network

VPC

VPC

NetApp CVO

Replicate
d DB Vol

Cold Data 
backup

Amazon 
S3

Amazon 
EC2

Infra VPC

ICO, IST

IIS, ICO, IST, IWO

ThousandEyes

Network

Multi-Tier Workload

Web/Ap
p EPG

Databas
e EPG

On-prem DC - Tenant

Storage Replication Replicate
d DB Vol

Infrastructure

VMs 

FC

NDFC

MSO NDI
Nexus 

Dashboard

Frontend Servers

Backend Servers

SnapMirror

Hybrid Cloud Business Continuity 2/2
FlexPod Datacenter with Cisco ACI connected to AWS


