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PDSN Solution
for CDMA 2000

Cisco PDSN Solution for CDMA2000
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Access Services

Simple IP Routing
Simple IP VPN
Mobile IP

Proxy Mobile IP
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Call Flow for Simple IP with Routing

MN
BTS BSC / PCF PDSN AAA fifh\f\ HAAA
] O intemet %
NS W e
— =
P Call Setup , RRQ (A11)
RRP (A11) |
<
LCP negotiation (CHAP/PAP/None)
< »
CHAP/PAP Authentication N
Access-Request
P A Ry &
» = »
Access-Response [ g
IPCP negotiation (Dyn/Fix) hl
< »
Complete PPP
< »
Data
< >
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Call Flow for MNID based Access

BSC / PCF PDSN 7 - e
Internet w}
Intranet
P Call Setup o RRQ (A11)
RRP (A11)

LCP negotiation (None)

Access-Request to retrieve the realm and profile for the MSID

g Access-Response & response

‘Access-Response

IPCP negotiation (Dyn/Fix)

Complete PPP

Construct NAI

Data
<
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Call Flow for Simple IP / VPN

BSC / PCF PDSN/LAC LNS

VAAA S
K\/ ™~
- B Internet \\
5 Q Intraﬁj
—
Call Setup

< > RRQ (A11)
RRP (A11)

<
LCP negotiation (CHAP/PAP/None)
<

CHAP/PAP Authentication

Access-Request

» A R &
Access-Response [
<

Establish L2TP or L2F

Exch LCP and Authentication information A R

< »!

- >

Access-Response _Access-Response

_IPCP negotiation (Dyn/Fix)

_Complete PPP

Data
<
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Call Flow for Mobile IP (without Auth)

BSC / PCF PDSN/FA 7f — HA HAAA
Internet g
Intranet /

Call Setup RRQ (A11)
RRP (A11)

LCP negotiation (None)

| IPCP negotiation (No IP)

A

Mobile IP Advertisement (challenge)

<+

gi i q (NALCI ) |
Access-Request
»> A Ry &r
‘Access-Response < >
IKE Message
< q »
Mobile IP Reg.Request (NAI) .| Access-Request
»
B Mobile IP Reg.Reply .
‘Moblle IP Reg.Reply 'Access-Response
Data
<
» »
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Call Flow for Mobile IP (with Auth)

BSC/PCF  PDSN/FA " :
< — 4
Internet \\ -
Q Intranet 5
" Call Setup o RRQ (A11)
RRP (A11)

LCP negotiation (CHAP/PAP)
<

CHAP/PAP Authentication

q Access-Request

» A R &
< »
_Access-Response [ g

_Access-Reply
-

IPCP negotiation (with RFC2290 Ext)
‘Mobile IP Advertisement (challenge)
<

Reqi ion Req (NAI,Chall Resp
Access-Request N
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_Access-Response [ g
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< T >
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»
Mobile IP Reg.Reply |
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_Mobile IP Reg.Reply Access-Response
Data
>
» »
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Call Flow for Proxy Mobile IP

BSC / PCF PDSN/FA

Internet
Intranet
Call Setup

RRQ (A1)
RRP (A11) |

LCP negotiation (CHAP/PAP)

CHAP/PAP Authentication

> Access-Request

> A &
<
_Access-Response

_Access-Reply

IPCP Request (without RFC2290 Ext)

g IKE Message
i

Mobile IP Reg.Request (NAI) | Access-Request
Mobile IP Reg.Reply 7

‘Complete IPCP Access-Responge
Data
< » »
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Service Selection

Standards (1S-835) based user services selection

Cisco value-adds incorporating user service profiles

No (with no IP addr config option) ~
PAP/CHAP?
ic No (with IP addr config option)

Yes
No
IPCP?
Yes
Access option?
= -
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HDLC Framing between MN and PDSN

from MN to PDSN - Uplink

BTS BSC / PCF
30 Byte ‘
(I Y |

Fragmentation

30

PDSN

Byte with GRE 1500 Byte

» OO0 —» ]

A
De-Fragmentation

A

| P |L%';’ Payload |

| PPP | P | L%';’ Payload |
| 7E | Byte Stuffed Original PPP Frame | 7E |
| Frame1 | Frame2 | Frame3 | Frame4 |

(o e [ Tt [ |

ubp ‘ GRE

Frame2 |

1959_10_2000_c1  ©2000, Cisco Systems, Inc

HDLC Framing between MN and PDSN

from PDSN to MN - Downlink

BSC/PCF

(I

30 Byte
De-Fragmentation

BTS PDSN
- -
i) 1 e
o C
Fragmentation
1500 Byte with GRE 1500 Byte

T e—e— [ ]

A

A

TCP/
| P | UDP Payload |
TCP/
| PPP | IP | UDP Payload |
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Frame1 | | Frame2 | ’ P l uppP ‘ GRE | Frame1 |
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PDSN Feature Highlights

Industry leading IP Framework

Intelligent PDSN selection with PDSN clusters
Proxy mobile IP

HA redundancy

Rich QoS features

Extensive security/VPN features

IPv6

1xEV-DO

Fast hand-off

Multicast
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PDSN Clustering Architecture

pdsn#sh cdma pdsn selection session table

CDMA PDSN selection ion-table st y:

-C 1 / PDSN Ses: ount
PCF
PDSN1 1.1.11

% @ A11RRQ (HA=1.1.1.1) 11.1.2

® A11RRP Reject, code=136

HA=1.1.1.2 1.1.141

© A11RRQ (HA=1.1.1.2)

Keepalive(224.0.0.11) every e conds

(4]

A11 RRP Accept

cdma pdsn selection-session-!

a @ size 20000
cdma pdsn selection load-balancing threshold 100

cdma pdsn selection keepalive
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Mobile IP Home Agent Redundancy

Int f4/0/0
ip address 3.3.3.253 255.255.255.0
1111 standby ip 3.3.3.1
AAddr 3.3.3.1 standby name MOHSRP1
standby priority 100
r_ PDSN/FA1 2
Relay Router| ha1# sh ip mobile binding
Mobility Binding List :
Total 3
1112 1.1.1.1: Care-of Addr 2.2.21,...
HA Addr : 3.3.3.1 HA2 1.1.1.2: Care-of Addr 2.2.2.1,...
| 1.1.1.3: Care-of Addr2.2.2.2,...
PDSN FA2
2.2.2.2 \
Int f4/0/0
ip address 3.3.3.254 255.255.255.0
standby ip 3.3.3.1
1113 standby name MOHSRP1
HA Addr: 3.3.3.1 standby priority 110
ip mobile homeagent address 3.3.3.1
ip mobile virtual-network 3.0.0.0 255.0.0.0
ip mobile homeagent standby MOHSRP1 virtual-network
1959_10_2000_c1  ©2000, Cisco Systems, Inc. 17

IPv6 Early Service Deployment

Mobile Station
Mobile Client

R-P Interface
A10/A11 MIP/GRE

Full IPv6

tial'IPv6 Support

- IPv6 Host talking to a IPv6 Host/Server over IPv4 network
+ Use IPv6 in a IPv4 tunnel

- Can offer Special Controlled IPv6 Services
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IPv6 deployment with Access to Internet

R-P
Interface;
Access
Network:
BSC/PCE

Mobile Station
Mobile Client

R-P'Interface
A10/A11 MIP/GRE
Full JP/
|

Partial

PVe Support

Additionally use 6to4 NAT for communicating with IPv4 hosts

For Simple IP users the NAT is in the Visited Providers network
» For Mobile IP users the NAT is in the Home Network

1959_10_2000_c1  ©2000, Cisco Systems, |

1xEV-DO Support

Visited Access

VLR HLR!
Provider Network/ __ﬁ E

Home Access
Provider; Network

AAA Broker
Network

Home IP
Network
R-P

A
1x-EV-DO
Mobile Station
Mobile Client

Home ISP
Private Network
isited Provider
R-P’Interface Home Provider
A10/A11 MIP/GRE
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CDMA2000 -PDSN- Fast Handoff

General System Architectural Model

» 3GPP2-P00-20010212-007, draft stage,
being included into TSG-P.

» To avoid PPP and MIP registration.

» Serving/Anchor PDSN concept

1
1feftrabe
m |

Radio Network |
(RRC, PCF) |

U

Mobile Station

» New PP interface

Visited Access
Provider Networl

1
s
nt‘ face_|

Radio Network |
(RRC,PCF) |

> No new registration for active call

Serving Access
Provider Network
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CDMA2000 1x Call Traffic Flow

- Sample Configuration

HomeAgent

BSC/ PCF
Farm

PDSN

BSC / PCF B2 High-Speed Cluster
Farm =8 0C-48/192
IP Core

DWDM / MPLS

BSC/PCF
Farm

Cluster
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CDMA2000 1x Call Traffic Flow
- A11 MIP and A10 GRE

Cluster
1959_10_2000_c1  ©2000, Cisco Systems, Inc. 23

CDMA2000 1x Call Traffic Flow
- Simple IP Routing / VPN

Cluster
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CDMA2000 1x Call Traffic Flow
- Mobile IP with no-Ext (IPv4)

PDSN
Cluster

1959_10_2000_c1  ©2000, Cisco Systems, Inc

3
N
a

CDMA2000 1x Call Traffic Flow
- Mobile IP with Ext (IPv6)

Cluster
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Detailed View of Logical POP Design

PDSN Selection Area —»<«— IP Load- —»<«— Multigroup -
Balancing HSRP

PDSN1
/ A11IA10TunneI; \ @

PDSN2

PDSN3

HSRP Priority

\ Relav 1-1

Relay 1-2

PDSN4

"
S——

e

BEEEmE R

Relay 1-3

A

a0,

55,

PDSN Cluster
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— Listening ( 2nd Standby )
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GGSN Solution

for GPRS/UMTS
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Mobile Wireless 2.5G

GSM Radio Access Network (RAN)

Voice Network

s

= IP Unified communications
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=
= MSC ———————-’——
€ 1//’/ BSC ~
N ~—~—_
MS \c} T~a S7
& @
. \«\ 7 )
Gn (GTPv0)
_;.1 N
\_/
o o 8
—— 2.5 G Data Network @ 4
L Internet /
= Corporate intranet and CeN \_/\_/*/
internet access
< Encryption \
= Secured VPN
= End-to-end provisioning Intranet /

Mobile Wireles

S 3G

Voice Network

GTP (v0)

g&\

« IPv6 PDP type
« Higher capacity & throughput
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GSM Radio Access Network (RAN) — LI IS-41
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T ~ Internet

—p—h 3G Data Network @ -
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Cisco’s GPRS Solution

Public Land
Mobile Network

‘\\ i Wau/fq"
p Corpor@
\ Internet § N ?fﬂ{k J

o 4
- ~” GGSN
L
Interh (Cisco 7xxx and
NF;atd:)ertk Cisco 10S®)
w

| 1

Security Poh "
Management | DHCP Server Server DNS Server Ga:s;:g
(RADIUS) >~

Cisco Data Solution

Is Shown in Red
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GPRS GTP Protocol Stack

GSMRF  Llbis

MS BSS SGSN GGSN
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UMTS GTP-U Protocol Stack

Application
IP, PPP IP, PPP
Relay
PDCP PDCP Y GIP-U GIP-UY GIP-U
D DP D
'l
Um uPS G
MS RNC 3GSGSN
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GPRS Tunneling Protocol (GTP v0)

Layer 3 tunneling Protocol with mobility
support

IP GTP Pa Ooad P or PPP

= Identify the GTP session |

— Identify the flow between the SGSN and GGSN |
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UMTS Tunneling Protocol (GTP v1)

Layer 3 tunneling Protocol with mobility
support

IP (€48 Payload (IP or PPP

O DC CC € % CMOLC O
= Identify the GTP session |

— Identify the flow between the SGSN and GGSN |
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Detailed View of Logical POP Design

Request
& Response

ocatio
Selection

»!

Distribute
Director

i &gl N 2z

Tf:ji Distribute ‘ / ”E: Relay 1-2
Director 2

s Yo > :

&

GTP Tunnel

HSRP Priority
Selection based on

. Route-metric Selection based on —» Active
-RTT . Round-Robin (+W) —> Standby
. DFP
DNS Request with APN —» Listening
DNS Reply with APN Address (2nd Standby )
from DD based on Selection Feature
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UMTS End-to-End QoS

(example)
=
i e T &
N GGSN GSR | GSR
RNC(typi CaléGSN
Coaning®” S T ¢ e >
channel signalling PVC DSCP AF|Cl

<—> Voice Prierity-Queue—» ¢ )

DSCP {EF DSCP EF + DFB-TE
channel EF PHB LsSP

CBR RVC

4+ - t——> <« 4+—> = 4t——>

shar ed G- U = GTP-U DSCP AF S i DSCP” AF
traffi DSCP IAF DSCP AF (Cl, 2, ¢3, c4), (C1,C2,C3,4) & BE
channel (o2 3, cay, (EL@2 a3 o4,  gBe & BE (+ TE LSP)

& BE & BE

UBR+ PVC
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Enabling Mobile Services

Radio Edge Aggregation Mobile Internet Edge

4 usd Y A\

Nz Radius, DNS, DHCP

) .
| I Mobl!fe
E N\~ 2/2.513 G Sx\lllil(t:les ﬁ
é Gateway o] A

Services .

/

L2/L3 Features L4+ Features

o)
<
o

S Profil
WLAN Mobility Management Session Establishment erv e Frotie
S ] IP Routing Forwarding SIS
: ach function Address allocation Coshing(& ContSnt
P\ GTP Tunnel Initiation @ Setching
o — ser icati P
L2/L3 Transport Access ,(: && |SP / ASP
Services: ATM, IP, MPLS . Transformation MVN o
Accounting Charging GW
Subscriber&
VPN edge function Appliance &
Location ID
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VPN Access with Cisco MMG

Service Control
e MSC
S TR
E- Ed
“A” 2/2.5/3 G

SGSN

Vg

)
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MMG based Prepaid Solution

«®
\O!
G
MS |

Ms

41
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Distributed Mobile Packet Gateway

-

MMG-GPM MMG-GDM
GGSN Processing Module GTP Director Module
7206VXR 7206VXR

' ssG o 10S Software Modules

Optional Modules

MMG-GLM MMG-SSG
GTP Load Balancer Module SSG Module
7206VXR 7206VXR

GLM : GTP Load Balancer Module
GPM : GGSN Processing Module
GDM : GTP Director Module

SSG : SSG Module

CSG: Content Service Gateway

. MMG-MCE . . MMG-MCE . = C MCE: Mobile Content Engine
Mobile Content Engine Mobile Content Engine v
CE7320 CE590 MMG-CSG
Content Service Gateway
CSS 11000
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Centralized Mobile Multi-Service

Gateway

B Cooomue Build as you grow!
GLM 3G & IPv6 ready
GLM
GPM
GPM
SSG
.
S8G
GDM MMG-GPM/GLM/SSG/GDM
csG/MCE 7400
GPM/SSG
scm
scm > 1Million sessions
ERM +VCM
BSM
BsM GLM : GTP Load Balancer Module
GPM : GGSN Processing Module
Py VCM : VPN Concentrator Module
SSM : SSG Module
SCM : System Controller Module
. N X Mandatory Modules| gy : Backplane Switch Module
Cisco MMG Centralized Version Optional Modules ~ ERM : Edge Router Module
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Cisco Mobile Multi-Service Gateway
Integrated

Air Exhaust (Rear)
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Solution
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Air Intake (Front)

Cisco MMG
Integrated Version
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Hardware Overview

Cisco 7200 Interfaces and
Port Adapter

Multiservice
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7206VXR PDSN Configuration

1]

Cisco 7200

Series
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What is a Cisco 7400 ASR?

1 standard 210/100/1000Mb Auxiliary and 64 or 128 MB
7x00 PA slot Ethernet Interfaces Console ports Flash Memory

Power Supply
1 Over 40 Supported Options:
~ Port Adaptors + 100- 240V AC
- ATM - -48V DC
- POS - -24V DC
-+ 64K - OC3 - Dual —48V DC
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Are you ready?

Cisco SysTems

®
EMPOWERING THE
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