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Market Dynamics

Internet Usage 
Explodes

Mobile Outpaces Fixed
Communications Price War Continues

It is estimated that 50% of
Voice traffic will originate 
On wireless networks by 2005

Chorleywood Consulting, 2001

Drive for
Value-Added
Data Services
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Billing Challenges
• Time and distance have no correlation in the data environment

Network is “always on” and billing for duration would discourage usage of 
the network

• To properly value new Internet services, measurements need 
to be correlated based on packet volume, service value, 
application type, QoS, TOD or value of the retail purchase

Creates a complex billing model and accounting mechanisms

• Prepaid billing needs to be done in real-time although length of 
session is not known in advance

Billing a phone call will be the biggest challenge for wireless telecom 
operators in the year ahead … … The problem is that no operator 
quite knows how to charge people for these services.  Even worse, 
there is no one company to solve their difficulties.

Reuters, Lucas van Grinsven, European technology correspondent (December 11, 2000)



5

Cisco Confidential

© 2001, Cisco Systems, Inc. 

Billing Models by Service 
Type

Airtime Billed by the duration of the session
Packet Volume Billed by number of packets downloaded
Message Billed by the number of messages retrieved or sent
Subscription/Service Value Billed by prior agreement (Example is 30 Internet accesses per month for $19.95)
Transaction Billed by access or use of the service
Quality of Service Billed by the Service Level Agreement on the level of service delivered
Time of Day Billed by the time of the day that the service is delivered (Peak vs. Off-Peak Hours)
Retail Purchase Value Billed by the value of the item purchased during the session

Service Mobile 
Internet 
Access 

Mobile 
Intranet/Extranet 
Access 

Customized 
Infotainment 

Multimedia 
Messaging 
Service 

Location-
based 
Services 

Rich 
Voice 

Airtime X X X  X X 
Packet 
Volume 

X X X X X X 

Message    X   
Subscription 
or Service 
Value 

X X X X X  

Transaction   X    
Quality of 
Service 

X X X X X X 

Time of Day X X X X X X 
Retail 
Purchase 
Value 

X  X    
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Combining Measurements

• Billing record may include
Charges for number of bytes downloaded

AND
Access to Service

• Example:  Video Feed
Number of bytes downloaded = 2MB @ $.01 per KB

Value of video as premium services = $8

Total = $20 + $8 
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Prepaid Solution Strategy

• Truly “Data”
Measurements based on data 
volume and content

Not based on circuit-switched 
connections

IP transport throughout the 
network 

Credit balance comes from 
platform external to SCP

Based on RADIUS access 
control model

• Truly Beneficial
Operators can bill based on 
value of service vs. duration

è Encourages usage

Complexity and limitations of 
circuit-switched architectures are 
bypassed

Truly real-time billing

Interworks with legacy billing 
systems
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Prepaid Solution 
Differentiators

• Fast to market

• Based on same proven approach as VoIP Prepaid 
solution

• Real-time billing with no leakage

• Ability to bill for a variety of content

• Integrates Voice and Data balances

• Fully integrated and turn-key at the customer site

• Combines best HW and SW products from Cisco and our 
Ecosystem partners

• Cisco IOS features built into GGSN
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RADIUS Access Control Model

• Long established, widely adopted, broadly interoperable protocol established originally for access to 
remote computers

RADIUS is the de-facto AAA protocol being used in the industry

• Exchanges attributes between RADIUS server and NAS to define or limit services of user

• Tremendous momentum in VoIP applications (9M VoIP users of RADIUS)

• Extremely effective for real -time authentication and authorization of users.  Technology has matured to 
include accounting control;  feeds back- end systems for billing, monitoring and reporting.

• Active role of RADIUS server provides accounting information immediately versus waiting for delivery 
from a switch to the CDR collection point.

NASNAS
Modem

Remote User

RADIUS SERVERRADIUS SERVER
RADIUS

-Receives connection request
-Obtains User ID information

Issues Authentication request 
to RADIUS server

-Authenticates user
-Provides connection set-up
parameters to the NAS (IP
address, access filters, etc.)

Modem

Remote User

1

2

3

10

Cisco Confidential

© 2001, Cisco Systems, Inc. 

Radius Interface: Limit Call Flow

Internet/IPInternet/IP

Authen./Author. request

A&A OK+funds,
quota(volume, duration)

Funds 
Available

Cost of
Call/Access

Session Start

Session End

GGSNGGSN

DB
Prepaid
Billing
Server

Request next quota
Next Quota.

.

.

Quota
expiring

Terminate call

SGSN

Prepaid
Radius 
Server

Over the limit
Zero Quota
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NORMAL CALL FLOW IN GGSN 
ARCHITECTURE

BLNG SRVRMS GGSN AAA SRVR

1. Activate PDP Request Access Req. for Authentication Authentication API

4. Activate PDP Accept Access Accept with Quota

5.Access Request for Interim Update Interim Authorization API

6.Access Accept with Quota Authorization with Quota

SMS Message Indicating Low Account Balance

7.  Deactivate PDP Context Accounting Request STOP Service Stop API Terminate 
Session Flag

8.  Deactivate PDP Accept
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FUNDS DEPLETION CALL FLOW 
FOR GGSN

MS GGSN AAA SRVR

1. Activate PDP Request Access Req. for Authentication Authentication API

Authentication Response2. Access Accept

4. Activate PDP Accept

3. Access Req. for Initiation Authorization Authorization API

Authorization with QuotaAccess Accept with Quota

5.Access Request for Interim Update Interim Authorization API

6.Access Accept with Quota Authorization with Quota

SMS Message Indicating Low Account Balance

Accounting Request STOP Service Stop API Terminate 
Session Flag

9.  Deactivate PDP 
Request

7.Access Request for Interim Update Interim Authorization API

8. Access reject Authorization Failed

10.  Deactivate PDP 
Accept

BLNG SRVR
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NORMAL CALL FLOW IN
SSG ARCHITECTURE

BLNG SRVRMS GGSN AAA SRVRSSG

1. Activate PDP Req.        Access Req. For Authent.          Access Req. For Authent.                 Authentication API

2. Activate PDP Accept           Access Accept                     Access Accept                                 Authenticatio n Response

3.  Access Request for 
Service A

Authorization API

4. Access Accept with Quota 
for Service A

Authorization with Quota 
for Service A

Service A  Data

5.  Access Request for 
Service B

Authorization API

6. Access Accept with Quota 
for Service B

Authorization with Quota 
for Service B

Service B Data

7. Interim Access Request for 
Service A

Interim Authorization API

8. Access Accept with Quota 
for Service A

Interim Authorization with Quota 
for Service A

Service A Data

9. Access Request for Service 
C

Authorization API

10. Access Accept with Quota for 
Service C

Authorization with Quota for 
Service C

Service C Data

Accounting Request STOP 
for Service A

Service Stop API for Service A11. Deactivate PDP 
Request

Accounting Request 
STOP

13. Accounting Request STOP 
for Service B

Service Stop API for Service B

14. Accounting Request STOP 
for Service C

Service Stop API for Service C 
Terminate Flag

12. Deactivate PDP 
Accept

14

Cisco Confidential

© 2001, Cisco Systems, Inc. 

Incumbent versus New Billing 
Systems

Can view log files and disk space consumption 
from various applications

Cannot view log files and disk space 
consumption from various applications

Aggregation of multiple data sources is requiredAggregation of data not required

Many sources of session data (RADIUS server, 
web servers, email servers, Netflow, etc.)One source of call session information

Measure duration, packet volume, service value 
application type, QoS, TODMeasure distance, duration and TOD

Built to measure packet-based session flowsBuilt to measure circuit- switched call flows

Optimized to measure multiple data applicationsOptimized to measure one application:  Voice

Based on RADIUS control modelsBased on authorization through the SCP

IP based:  Intelligence is distributed across 
boundaries of networkIN based:  Intelligence is at core of network

2.5G+ Billing Systems2G Billing Systems
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GPRS Prepaid Solution

• Phase 1 4Q, 2001    Early Field Trial
Real-time billing based on volume (time if operator insists) 

Bill for multiple, simultaneous services with different rates

CDR collection

• Phase 2  2Q, 2002    Early Field Trial
On-line recharging

Content Billing/Retail capability for operator

• Phase 3 3Q, 2002    Early Field Trial
Roaming

• Phase 4 4Q, 2002    Early Field Trial
Advance credit checking

One bill for multiple accounts
NOTE:  The capability to integrate 
incumbent voice billing systems with 
this billing system exists from Phase 1.  
This can be done with the assistance of 
a Systems Integrator if the Service 
Provider chooses.
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Phase 1 Architecture

• Cisco GGSN

• Cisco Service Selection Gateway

• Cisco Access Registrar

• Portal Infranet Platform

• XACCT Charging Gateway
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HandsetHandset
(Mobile Station(Mobile Station))

BTSBTS BSCBSC
MSCMSC

SCPSCP

SMSSMS
CenterCenterHLR/VLRHLR/VLR

Infranet Infranet 
ServerServer

WAPWAP
GatewayGateway

ContentContent
ServerServer

SGSNSGSN

XACCTXACCT
ChargingCharging
GatewayGateway

PSTNPSTN

PrivatePrivate
NetworkNetwork

ApplicationApplication
ServerServer

PublicPublic
InternetInternet

RealReal--time time 
BillingBilling

GGSN Solution Architecture

GPRSGPRS

BorderBorder
GatewayGateway

GGSNGGSNCollection Collection 
and Storage and Storage 
of of CDRsCDRs

Management of AAA Management of AAA 
requestrequest AccessAccess

RegistrarRegistrar
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SSG Solution Architecture

Infranet Infranet 
ServerServer

WAPWAP
GatewayGateway

ContentContent
ServerServer

SGSNSGSN
XACCT XACCT 

ChargingCharging
GatewayGateway

AndAnd
Billing MediationBilling Mediation

PrivatePrivate
NetworkNetwork

ApplicationApplication
ServerServer

PublicPublic
InternetInternet

RealReal--time Billingtime Billing

GPRSGPRS

BorderBorder
GatewayGateway

GGSNGGSNCollection Collection 
and Storage and Storage 
of of CDRs CDRs and and 
Medation Medation 
FunctionalityFunctionality

Selection of servicesSelection of services Service Service 
Selection Selection 
GatewayGateway

Interfaces to other
Network and Service Elements

Note:  Architecture to converge Prepaid Voice and Prepaid Data to be determined

Management of AAA Management of AAA 
requestrequest AccessAccess

RegistrarRegistrar
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Solution Comparison
GGSN ONLY SOLUTION SSG SOLUTION

Components of 
Solution

Cisco GGSN                                                            
Cisco Access Registrar                                 
Portal Infranet Billing Platform                                   
XACCT Charging Gateway                             
XACCTmobile 

Cisco or Competitor's GGSN                                                            
Service Selection Gateway (SSG)                                
Cisco Access Registrar                                 
Portal Infranet Billing Platform                   

Features included 
in Phase 1 Real-time rating and accounting Real-time rating and accounting

Measurement flexibility based on volume (bytes) 
or time

Measurement flexibility based on volume (bytes) 
or time

Capability to measure usage as multiple 
services are used simultaneously.  Different 
billing rates can be applied across each service.

Capability to measure usage as multiple 
services are used simultaneously.  Different 
billing rates can be applied across each service.

Capability to collect CDRs on XACCT Charging 
Gateway

Capability to collect CDRs on XACCT Charging 
Gateway

 
Capability to integrate Voice and Data Prepaid 
balances.

Capability to integrate Voice and Data Prepaid 
balances.

Can be used with competitor's GGSNs, enabling 
us to offer Prepaid services into competitor's 
accounts.

Can be used in MVNO or MISP accounts where 
there are no GGSNs, enabling us to offer 
Prepaid services into these accounts.
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Solution Comparison

GGSN ONLY SOLUTION SSG SOLUTION

Additional features 
included in Phase 
2

Content-based billing which is capability to 
measure usage based on application type, level 
of service, location, retail purchase, etc.  
Incorporation of XACCT mediation functionality.

Content-based billing which is capability to 
measure usage based on application type, level 
of service, location, retail purchase, etc.  
Incorporation of XACCT mediation functionality.  
In addition, the SSG has functionality that 
enables enhanced content-
Capability to re-charge user's credit balance on-
line i.e. during a data session.
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Solution Comparison

GGSN ONLY SOLUTION SSG SOLUTION
Additional features 
included in Phase 
3 Prepaid billing while roaming Prepaid billing while roaming
Additional features 
included in Phase 
4 Advance credit checking Advance credit checking

One bill for multiple accounts One bill for multiple accounts
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Summary Prepaid Billing

• Billing is the operator’s biggest challenge today

• IP-based Billing meets the challenges of next 
generation wireless networks

• RADIUS-based AAA methodology sets foundation

• IP mediation performs detailed data collection and 
aggregation from multiple vendors;  required for 
content-based billing

• Total solution delivers all capabilities required for 
success in these markets
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Content Services Gateway

Content-based Billing
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Content Services

• Examines the datastream to make 
decisions

–This is data beyond the IP and TCP/UDP headers

–Example:  Content Billing

–CSS11000 provides optimized hardware for Content Services

• Provides finer granularity
–Can determine device type in HTTP

–Can determine directories and files being accessed in HTTP

–Can bind related connections in FTP, RealAudio, etc
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Content Services Gateway
a General Services Platform

CSG

Common Services
Policy
Cache

LDAP
Client

Authentication

Service Offerings

URL Classification

Content 
Classification

&
Optional 
Filtering

Content
Billing

Future
Services

...

Content Classification
Infrastructure

•Filtering
•Location-based Services
•Content Billing
•Tiered Service
•Advertising (banner ads)

Built on CSS11000
Content Switch

Banner Ad
Insertion

&
Location-based
Services
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Service Selection Gateway 
Service Examples

CSSC

WAP
GW

AAA

GGSN

SDB

SSGSSGSSG

Service D

Corporate VPN

Service C

Internet Access

Service B

Preferred Content

Service A

Subscriber Care

– Self-care and provisioning

– Prepaid chargeup

– Always available

– Access to preferred content 
providers

– Access to local content

– Raw Internet access

– Access to corporate internet
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Content Services Gateway
Synergies with SSG

Mobi l e
S e r v i c e  P r o v i d e r

GGSN

S G S N

Policy & Personalization
Server

SSG
•VPN 
Assignment

•Single-signon

SSG
•VPN 
Assignment

•Single-signon

SSG

General 
Internet 
Access

General 
Internet 
Access

Services GW

EnterpriseEnterprise

Walled Garden

Services Gateway
•Transaction billing
•Charge reversal

•Time of Day filtering

•Parental control
•Localized Banner Insertion

•Redirection to Link Optimization

Services Gateway
•Transaction billing
•Charge reversal

•Time of Day filtering

•Parental control
•Localized Banner Insertion

•Redirection to Link Optimization
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Content Services GatewayContent Services Gateway

GGSNGGSN

SGSN

Corporate
V P D N

Gi

Gn

GTP

L2TP Tunnels

Wireless Operator

IP Internet

Ethernet

• U s e r s  c h o o s e s  V P N  
t u n n e l  t o  C o r p o r a t e  o r  
c o n n e c t i o n  t o  I n t e r n e t  
o r  o t h e r  s e r v i c e

• B a s i c  u s e r s  w a n t i n g  
s t anda rd  i n t e rne t  
s e r v i c e  c o u l d  b y p a s s  
t h e  C S G

Other 
ISP/Internet

Walled Garden

Policy & Personalization
Server

SSGSSG

CSSCCSSC

CSG
P r e m i e r  u s e r s  a r e  
p a s s e d  t h r o u g h  t h e  
C o n t e n t  S e r v i c e s  
G a t e w a y  C S G  f o r  
c o n t e n t  a w a r e  r u l e s -
b a s e d  m a n a g e m e n t  
o f  the i r  t ra f f i c
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w w w i n . C i s c o . c o m

3 0 0 0  Packe t s

SSG Differential BillingSSG Differential BillingSSG Differential Billing

3000  P a c k e t s  

X  $ 0 . 0 0 0 1 7  p e r  p k t

=  $ 0 . 5 1

S S G

R u l e s  B a s e d  M e d i a t i o n  t o  d e t e r m i n e  w h a t  a c t u a l l y  g e t s  
b i l l e d  t o  t h e  c u s t o m e r

C i s c o

Your existing 
billing partner

w w w . r e s t a u r a n t . c o m

3 0 0 0  Packe t s

2000  P a c k e t s  

X  $ 0 . 0 0 0 1 5  p e r  p k t

=  $ 0 . 3 0

S S GS e r v i c e .  1 S e r v i c e .  2

This works well if the 
billing entities can be 
identified as separate 

“Services”
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350 Packets

SSG / CSG BillingSSG / CSG BillingSSG / CSG Billing
S S G C S G

Rules Based Mediation

C
is

co
Y

ou
r 

ex
is

ti
ng

 
bi

lli
ng

 p
ar

tn
er

w w w . buyit . c o m / b a n n e r s /

w w w . a m a z o n . c o m / i n d e x . h t m

w w w . a m a z o n. c o m/ m u s i c / m o d e r n / r a p / r a p 1 . m p 3

600 Packets

2000 Packets

Rates:
John Smith

pref. downloads: .00025
Music.com corporate rates

General transport: .00013
Downloads: .004

Buyit .com corporate rates
Ad Insertion:  .02

3 5 0  p a c k e t s  o f  g e n e r a l  b r o w s i n g  = >  i n c l u d e d  i n  b a s i c  a c c e s s

6 0 0  p a c k e t s  f o r  b a n n e r s  = >  c h a r g e  t o  b u y i t. c o m

2 0 0 0  p a c k e t s  f o r  d o w n l o a d  o f  p r e f e r r e d  c o n t e n t  = >  b i l l  a t  d o w n l o a d  r a t e

Billable items for this transaction

Customer: John Smith

• Download … rap1.mp3:  $.004 x 2000 = - $8.00

•Customer:  Buyit.com

• Advertising:         $.02 x  600 = - 12.00

Accounting records 
applicable to Data 

Mining as well

Accesses by John Smith
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Content-based Billing

C i s c o  S S G Cisco  CSG
Media t ion  
P la t form

Rat ing  
S e r v e r Bi l l ing Server

www.amazon.com www.amazon.com/index.html
350 bytes of general 
browsing

Included in basic 
access fee of $10 
per month

No additional charge 
for browsing to user

www.buyit.com www.buyit.com/banners/
600 bytes of 
advertising banners 

Advertising rate of 
$.02 per byte

$.02 x 600 = $12 
billed to buyit.com

www.amazon.com
www.amazon.com/music/mod
ern/rap/rap2.mp3

2000 bytes of music 
downloaded by user

MP3 download rate 
of $.004 per byte

$.004 x 2000 = $8 
billed to user

S S GS S G
CSG
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CSSC

Content Services Gateway  
Upgrade Path for CSS 11K

SSGSSGSSG

CE7320

CSG
WAP
GW

Content Billing Server

Dev A
Content

D e v  B
Content

Dev C
Content

– C a r r i e r -g r a d e ,  m o d u l a r  a n d  e x p a n d a b l e  
c o n t e n t  s w i t c h

– C o n t e n t -a w a r e  s w i t c h i n g

– C o n t e n t -a w a r e  l o a d  b a l a n c i n g

– C o n t e n t  r o u t i n g  b a s e d  o n  d e v i c e  t y p e

– P e r  U s e r ,  c o n t e n t  b a s e d  b i l l i n g  

– P o s t -p a i d  a n d  p r e -f u n d e d

– C o n t e n t  t a g g i n g  ( c l a s s i f i c a t i o n )  

m e c h a n i s m  f r o m  c o n t e n t  p r o v i d e r
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Roadmap Overview

* Program Concept  Commit ted

Feb
2002

Mar
2002

Apr
2002

May
2001

Jun
2001

Jul
2001

Aug
2001

Sep
2001

Oct
2001

Nov
2001

Dec
2001

Jan
2002

EFT

First Customer Ship

0 1 - 2 5 - 01 r f

Product

CSG for SSG

CSG Billing

First  Revenue Uni t

May
2002

EC EFT
F C S

POC

Mobile  SSG (AggBU) POC
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CSG Roadmap

Note:  Relative priorities may change.  Content Billing and Optimization/Compression have the highest customer interest, therefore carry the highest priority.

C o n t e n t  B i l l i n g  P h a s e  1
•Status: Committed to a beachhead customer

•Features:

•Multi -phase project enabling 

differentiated post - paid billing 

by object

•Other phases will depend on 

customer requirements

C o n t e n t  F i l t e r i n g
•Status:Waiting for Beachhead customer, 

Inconsistent customer interest

•Filtering & Reporting based on:

•Provider Policies

•Subscriber Policies

•User Self - Care tool

L o c a l i z a t i o n
•Status:Beginning to see interest

•Features:

•Banner -ad Insertion

•Localized searches

•Roaming

In develop.
Waiting 

for 
Beachhead

L e g e n d

W A P  
U s e r  A w a r e n e s s
•Status:Proof of Concept, 

July 2001

•Features:

•WAP GW unNAT
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Features and Benefits

Content aware rules -based 
management of operator traffic

Transactional billingC o n t e n t  S e r v i c e s  
G a t e w a y

Billing not tied to IN circuit 
switched models

RADIUS control model

Billing is based on usage and 
creates greater operator 
revenues

Measurements based on time, 
volume, application, QoS, etc

Use of multiple, simultaneous 
mobile data services

Service selection and rating

No revenue “leakage”Real-time ratingG G S N  a n d  S S G

Benefi tFeatureSolution/

Product

M o b i l e  W i r e l e s s  B i l l i n g  s o l u t i o n s  p o s i t i o n  C i s c o ,  w i t h  o u r  E c o s y s t e m  p a r t n e r s ,  

a s  l e a d e r s  i n  e n a b l i n g  r e v e n u e  a s s u r a n c e  f o r  t h e  m o b i l e  I P  e n v i r o n m e n t .
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Any Questions?

THANK YOU!


