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CSM End-to-End Fault Management

Cisco Info Center

* SLA measurements for Services and
[ IP & Non-IP ?> Applications

- » Consolidation of Network Events from multi-
| Multiple Consoles ? vendor multi sources e.g. Voice, Data,
Applications, Transmission, Wireless, Satellite

] Data Overload ‘>  Filtering, Correlation and Partitioning of network
information

[Diverse Platforms> * Rules-based Alarm Reduction & Customizable
Event Triggered Actions

] Service Mgmt ‘P> * VPN Fault Management of customer, admin and
service domains

| Carrier Scale ?> » Scalable and Robust Product Components
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CSM End-to-End Fault Management

Noti
Enterprise Y

1P+ VPN « VoIP * MPLS < ISDN « FR* ATM * DSL+ VoDSL+ Cables LMDS* DWDM- Dials LAN « Many more ...
Databases

Cisco Info Center — Functional Architecture

Service View T
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Service i Cisco Info Server
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Network Visionary
Management
Layer

Event collection and display
Locates cause of fault

Optimized for high insertion
and deletion rate
Precision
topology correlation
Element
Management Element Mgmt. Framework Non-Clsco
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CSM End-to-End Fault Management
CIC Event List Service Console

Label describes
Service ‘Filter’ Box

b Figure shows total

messages in ‘Filter’

Button launches
EventList ‘View’

Number: 813 Humber: 8
Metric: 7742

Metric: 22

4
ZM
0
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CSM End-to-End Fault Management
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CSM Configuration Management

CW2000 Configuration Management Suite

[ Device Configuration - Archive,

search, compare, and export Config
files for routers and switches

1*_‘_ '-"_-.- Change Audit Services - audit logging
and reporting of network changes

Inventory Manager - Capacity
planning tools and inventory details

Software Image Manager -
Distribution, archiving and defect
assessment of image software

Availability Manager - reachability,
reloads, response time and Stack

. decoder
Syslog Analyzer - Filtered, flexible

syslog error reporting
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CSM Configuration Management

Inventory Management

Inventory Report showing number of powered line cards & ports in Catalyst switches
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CSM Configuration Management

Software Image Management

» Download I0S image from CCO into software library

» Checks image against device to determine if prerequisites are met

- Distributes software images to groups of routers and switches using wizards

+ Reporting of download status and job details
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CSM Configuration Management
eb-based Element Configuration Management

* Web-based browser interface for =r=—
all Cisco platforms .

+ Distributed & multi-user =
enabling collaborative
management

* Open Web interfaces for
integration into Network
Management systems

+ Consistent interface that
supports Gateways,
Gatekeepers, Routers, Switches

=

1|:i1’:|
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CSM Configuration Management

Solution Components

» SS7 Gateway Configuration
SS7
ionali SC2200 SET
Signaling Component: Cisco 2600
d Trunks
SS7 2 - <1 SC2200
Q Network /LAN ™ Acting as a SP
& 4 L Sun Netra T1120
- SLT

— Gateway:
X m — « Component: AS5X00
¢ P S TN ? Gatekeeper:
@ « Component: 3600/7200
\—K_/‘/Interoffice ‘h’ —

Machine

Trunks AS5300 * Dial Plan Management

(IMTs)
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Components of Cisco’s Billing

Architecture

Collection Protocols:

SNMP
Open Interraces:
RADIUS gQEn Interfaces
TACACS+ . P
Services: TFTP
NetFlow-UDH AAA Records

VolP
Layer 3

3rd Party
Billing Solutions

Digiquant, HP,
e | Portal, Xacct,
E.I MindCTI
Layer 2 :x:

Customer OSS’s

Dial

Access

Cisco
Network
Elements
Providing
Services
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VoIlP Accounting & Billing Architecture
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start_h323_accounting: Call Leg1
calling num  : 1#2001

called num
account num

gateway id

connection id 4ED6356 5651009D 0 68426E30 - 4
call origin  : answer Radius Server

calltype  :Telephony RFC 2138/2139

setup time  : 00:05:41.040 UTC Tue Nov 23 1999 CDR start_h323_accounting: call leg 4
o calling num  : 1#2001
called num  : 1#1001
oxye account num  : 1#2001
Billing gatewayid  :r36-1.
connection id : C4ED6356 5651009D 0 68426E30
in  : originate
stop_h323_accounting: Disconnect : Telephony
receive byte : 41244 time  : 00:05:52.300 UTC Tue Nov 23 1999
transmit byte : 45342
gateway id  :r36-1.
connection id : C4ED6356 5651009D 0 68426E30
connect time : 00:06:01.470 UTC Tue Nov 23 1999
disconnect time : 00:06:27.530 UTC Tue Nov 23 1999

start_h323_accounting: Call Leg2 (setup)
calling num  : 1#2001

called num  : 1001

account num : 1#2001

gateway id  :r36-2.

connection id : C4ED6356 5651009D 0 6842
call origin  : originate

call type : VolP

setup time  : 00:05:45.660 UTC Tue Nov 2

disconnect cause: 10

) voice quality :0
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CSM End-to-End Performance Management

Cisco Service Assurance Agent

Shadow SLA Router
== | == Cisco I0S router
% — [=§=

\J\_/:_»

Monitor SLA using SA Agent
Latency,, Jitter, Packet loss, Errors, Availability

+ SA Agent’s source and responder are embedded in all |I0S-based
Cisco devices

« Synthetic test packets are sent using real VolP UDP packets

+ Cost effective SLA monitoring to ensure upper limit on round-trip
delay

« Effectively monitor Jitter (variations in interpacket arrival time)
* Track service affecting packet errors and loss

© Cisco Systems, Inc. Cisco Systems Confidential

QoS Metrics Monitoring

CiscoWorks2000 Internet Performance Manager (IPM) and Service Assurance Agent (SAA)
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CSM Performance Management

Measuring VolIP Jitter

Source Name: cwh—ipm—1700b Start Date: 2/2/00 7:02:32 PM EST
Target Name: enm-rp-3620 End Date: 2/15/00 10:58:18 AM EST
Operation Name: 60ByteVoiceLowThresh Data Granularity: Hourly
v Source — Destination Jitter
Source — Dest. Jitter
Positive Maximum: 122 120
100
pos. Average Maximum: 18 p
Pos, Average: 1 g @
Pos. Average Minimum: 1 E 40
Negative Maximum: —21 c e
o
Neg. Average Maximum: 14 -5
Neg., Average: -1
0z 500 A 0205 Th00 AWM 0eR7 1500 AW D208 1500 AR GEAT 1500 AM 02717 1500 AN Garts 1500 At
Nea. Average Minimum:  —1 — -
Destination — Source Jitter
Dest. — Source Jitter
Positive Maximum: 34
pos. Average Magimum: 7 20
Pos. Average: 1 T
) g
Pos. Average Minimum: 1 E °
Negative Maximum:  -21 9
20
Neg. Average Maximum: -6
Neg. Average: -1
) 0215 7500 A 02105 1500 AM 02107 1500 AW 0209 1500 A GEMT 1500 AM 03713 1500 AN GarTs 1500 Am
MNeg. Average Minimum: -1
Round—Trip L 7 Round—Trip L v
Average Maximum: 113
Average; 92 200
average Minimum: 80 T
160
Minimum Latency: B84 =
. Z1an
Maximum Latency 208
120
[ ] 100 =
© Clsco Byskerse, kno. Cisco Systems Confidential 23

Distributed Performance Reporting
Management

« CVM extracts and exports
GW data

« SP Proven reporting partner 3 - . C
customizes VolP Reports e .
*  VolIP reports: : - T b =
- Call Success Rate (CSR), =
« Answer Seizure Rate (ASR), ) -
« Success Call Volume, |

* Failure Call Volume

» Domestic and international
call volume,

* Minutes Of Use (MOU) - — T

« Centralized and regional
reporting

e -

Bl =
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Centralized Password Control

CiscoSecure Access Control Server

Auth,

—

Authorization, \

[Bac;ﬁ)

Cisdp Secure ACS
(Primary)

Central NOC
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Summary

« Cisco Service Management for Voice provides
* End-to-end Fault management
* End-to-end Configuration management
* End-to-End Accounting management
* End-to-End Performance management
* End-to-End Security management

+ Cisco’s network, accounting/billing and
management solutions delivers revenue generating
and innovative applications and services
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Cisco Svystems

®

EMPOWERING THE
INTERNET GENERATION™
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