Application
(AVVID,CDN,WLAN)
AN

o a4
SE, CCIE
Cigc Sevieme Cisco Korea
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DEENOICENIUED

Optical

Wireless

Intelligent
SoftWare

Advanced
Hardware

Sl J|e2 S8 &8
(Voice /Video/Data 2| IP22| E§&!)

ZUERY
JolE 2
ADSL/AODI

cHIOIE UIERIS2 84 UESII SEEHE
celst HESR
- 012{JHX CH& 8t LIERIT A Z2tolA
malez ETo| SE
-SEQ MMME 2B

-S4 EdiT 20 HI0IEt EATO0l =H22
e &z

«CH8H 8T CIOIE BAretH ol CHst o E2l
ol Set
- Unified Messaging
- CTI, Call Center

MZ2 HElS Crst HIZLIA J18)
- ™32t OIOIES SEHoll ME Crest £t
AHIA &&
“O1X OICIALL CIOIEISL S48 2HEGHH A8

-COIBHE 23 f1, 842 2R3t Jis
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Intranet

i)

Extranet

L]

HEf3AZ

0f]) CISCO Content Networking
HEIDICI X

Internetworking Ol 4 Content Networking2 £ 2| & &t

Internetworking Content Networking

Accessing Content (L7) from
the most responsive source

Reaching a destination (L3)

Static Host names / Dynamic Web pages/URLs

addresses

Policies for content
caching, load balancing,
application recognition

Policies for network
device management
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Mobile Network & &

By 2002 over half of all call minutes
will be on mobile networks IDC

New Standards will encourage Mobile
Data (2005 - $80B)

Mobile internet deployed now

(Contents Delivery Network
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datEF 2 Bt

el =gy

HOST 54 Client/Server E4! Network/Internet
24 Data X 2l

‘! lgg»

1999~ : 22 IHUIERIZ AT, M2 M4 (New World,IP World)

NetworkA|CH2| & 3 & 3t

Z 528t Content 2}
A Access

Drive need for scalable

9 Content Delivery and

New Hosting Services
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Application2] HIERID RAALE

Keks E2E .
Network enabling of relatively simple applications
=54 ...

Enabling more demanding networked applications
e-Learning, e-Commerce, e-Communication

Key strategic applications will require . . .
Higher Bandwidth
Higher Reliability
Better response times

JIEUHR UERI A<

= Bandwidth ) H| 22| AL WAN 0l 2| 8t X2t
= Intensive
Applications

Corporate Branch
Campus nterprise WAN Office

Network Network
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Internet& 2] HS 0 2 &t
E-Business application Xl 2f
Content “Middle Mile” “Last Mile”

Origin Peering Point Available
Congestion Bandwidth

ISP

Enterprise
E-Commerce
Network

Internet Cross-Internet Local Premises
Backbone connections Loop Network

Internet Business =& 2 &

Services Web Hosting E-Commerce Streaming Applications
L2/L3 Highl ilabl labl fi twork at L 2/3
ighly available, scalable, performance network at Layer
Networks s E =

Mobile Fixed DSL Dedicated/ ISDN/Dial
Wireless ATM/FR
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E-LearningS | 8t Network L =

E-Learning

Business

Up to 6 Mbps:
MPEG-1,
MPEG-2,
128to 512 kbps: MPEG-4,
H.261, H.261,
H.263, H.263

14 to 56 kbps MPEG-4

CDN(Content Delivery Network) & 2|

An end-to-end content delivery
system leveraging services in the IP
core network and content aware
layer 4 - 7 capabilities to optimize
end user access to content.
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Content

Delivery
Services
Content Content Distribution Content Content Content

. & Management Routing Switching Edge-Delivery
Delivery
Networks Intelligent Network Services

Fixed Cable DSL
Wireless

Mobile

Dedicated/

ATM/FR

L2/L3
Networks Highly available, scalable, performance network at Layer 2/3
G oo

ISDN/Dial

CONJIs &

Content

Routing

Content
2+

@ Content2

Z| = O|content Network Edge 2

site {14 PETiSh

Switching

Z| = 9| server
&EH
Ex

Conten

t

Distribution &

®

\

< Content
Edge Delivery M
@ Intelligent gmt
Content @ Network Services Content=
g Distribution
Z R Al Content £ =0
x3| =]
]
Content @
<—> C
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- CDN /14

CDNZ2 S50H MHIA 24

““m\telligent Netw
Services
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Content Distribution & Mgmt

* Global centralized provisioning for
content distribution

‘ + Automatically distribute content to
@ network edge

‘ * Management service for CDN
@ monitoring

» Configuration management for

Qﬁ delivery nodes at network edges

Content Distribution Managers Al 3

CDM 4600 Series:
Management for CDN

CDN policy & configuration
database

Content, customer registration & CDM 4650/ 4670
domain assignment

CDN Network monitoring
CDN Accounting interface

Enterprise content registry

Peering/Billing (Future)

CDM 4630

22
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Content Routing

@ - Best Site Selection process

* Redirects or Routes requests
from users to the best site

- Best site selection metrics
include:

» presence of content

R — - geographic proximity
* network conditions

Qﬁ » Site load and Server load

DistributedDirector £3| = A

Step

San Jose
Web Server (1) Client asks local DNS

VAN .
. “What is the IP address
0o.com Primary DNS | &0 e com?”

Tokyo
Web Server E (2) Local DNS queries “Root” DNS
Brussels = server for www.foo.com’s IP

Web Server Address.
— Root DNS refers local DNS to “.com”
DNS server

(3) Local DNS queries “.com” DNS
server for www.foo.com’s .
DistributedDirector | “.com” DNS refers local DNS to

dd.foo.com DNS “foo.com” DNS server

(4) Local DNS queries “foo.com”
DNS server for www.foo.com’s.
“foo.com” DNS refers local DNS to
DistributedDirector

(5) Local DNS sends query to DD
(dd.foo.com is authoritative
nameserver for www.foo.com
subdomain)
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DistributedDirector £3| = A

San Jose y Step
Web Server —
‘00.com Primary DNS | (6) DD “knows” IP addresses

Tokyo of servers and DRP Agents
Web Server DDi DRP .
Brussels issues queries
to agents to gather
Web Server required metric information

DRP Agents respond

“Distance” is from DRP
Agent/distributed servers to

DistributedDirector | '0¢al DNS

dd.foo.com DNS (7) DD sorts metrics and
B returns single IP address of
“best”server to client’s local

DNS
Local DNS returns IP address
to client
I Client
Cisco Systems Confidential 0464_12F7_c2 23

DistributedDirector £3| = A

San Jose
Web Server ,/——.
Tokyo
Web Server 4@ foo.com Primary DNS
Brussels

Step (8)
Client connects to

server at returned IP
@ address

DistributedDirector
dd.foo.com DNS
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Content Routing Al S

DistributedDirector Server Algorithm
Routing based on routing metrics
NS records support for hierarchical routing
BGP Route maps (policy)

Dynamic Feedback Protocol for LD/DD
interaction

Boomerang Server Algorithm
DNS ‘Triangulation’ Algorithm
Transparent Server Selection
Server health check w/ HTTP GET

Content Routing Al 3

SightPath SODA Server Algorithm
Routes requests to optimal content engine
Scales to >1K nodes

DNS hierarchical routing mechanism based on
Sightpath SODA architecture

Dynamically adapts to changing network conditions
(learning) CR 4450

CAPP Server Algorithm * Pre Web-NS 4.0 *

Demand based content replication — “hot content”

Staged Content Replication based in Content Rules ';F e ==
Web-NS 4.0 Tiered Proximity Algorithm e v L

Routing based on Proximity = —

Best Site — Best Server Selection Coupled CSS11x50

Hierarchical architecture — multiple tiers
NS records support for hierarchical routing
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Content Switching

» Best Server or Content Engine Selection

+ Intelligently load balances traffic across
servers or Content Engines

* Gracefully removes ‘problem’ servers
from the rotation

+ Automatically inserts “well-behaved”
server to the rotation
» Selection is based on:
- Server Availability
- Server Load
- Server Response Time
- Content Availability
- L3/L4 information (IP address, TCP port, ...)
- L5-L7 content (URL, Cookie, ...)

—(Note that HTTP is an L5 protocol/application,
NOT L7)

29

Content Switching

L4 & L5-L7
L4 Content Switching Capabilities ° L5-L7 Content Switching
Capabilities
Protocol
HTTP Host Tag

TCP/UDP Port

Stateful & Stateless Failover

Entire URL
Dynamic Cookie

SLB Algorithms File Extensions

SLB NAT/PAT + ALL capabilities of L4!
Application Probes Persistence Features

HTTP Probes Source IP, SSL, Cookie Insert, Cookie

Passive, HTTP Redirecti
Catalyst 6000, 4840G, 10S-SLB assive edirection
Content Switching Policies

User configurable Content Rules

Broad Range of Services Per Content
Rules

Content Verification System

CSS 11050, 11150, 11800, LD
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General Load Balancing

Algorithms

Round Robin
Weighted Round Robin
Least Connections
ACA

Weighted ACA

Sticky Connection?] 2 2

Application requires ‘Sticky’

Clients shopping basket
stored on a single server
Only exists on a single

Database
Server

web server

Web
Servers

Client

Client

No Sticky Required

Clients shopping basket
stored on|database server

Web
Servers

available to alljweb servers
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Cisco CSS HIZ= DoS Attack &0 J|s

SYN Flood
lllegal Addresses

lllegal Ports

NAT

LAND Attack

Smurf and Fraggle

Teardrop, Ping of Death, Boink, Bonk
DoS Logging- CSS, Syslog, SNMP Trap

CHst S TypeOll Mt AH DEXNFS U2 & = US
+CHel type 2/ 0l AH2Q101S CHE HTTP Header LI & 01l
met AHE XIE & 2 US

e Type Ol TE 0O
Step 1: Web Browser requests URL:
www.yahoo.com/myportfolio

Step 2: Internet phone requests URL:
www.yahoo.com/myportfolio

Step 3: PDA requests URL:
www.yahoo.com/myportfolio

Step 4: Switch determines best server for each

request based on browser type or language

support in HTTP request header

Step 5: Switch delivers requested
content to each device
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HTTP 1.1 J|s A&

*HTTP 1.12] JI592! 0421 IS S AIRequestES
20210 AH Ol 2461 AHIATIEZSE 28 »

UeJls

Step 1: User clicks: www.excite.com/cars
Browser gets IP Address from DNS
Browser sends TCP SYN (connect?)

Step 2: Switch sends TCP SYN ACK

Step 3: Browser sends URLs:
www.excite.com/main
www.excite.com/picture1
www.excite.com/banner2
www.excite.com/text4

Step 4: Switch determines best server
for each request

Step 5: Switch aggregates responses
in a single TCP connection

Internet

Network
Cache

URL, file type2 & Cache)|S0| 2 22l= Content0ll LISt CacheZ22] S &S
Bypassol0l & Xl 4s A2 =2 F=JIs
Transparent - no browser configuration required
Improves performance by bypassing cache for non-cacheable content or cache
failures
Content policy allows include, exclude (bypass), or block actions based on
Access Control Lists

Based on IP address, TCP port or URL
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Xl =& Cache Bypass &=

Connections
per second

2,000 M Cisco CSS 11000 Series Layer 4 Switch

More than
o mes
1,000 s
500
R e ——
0% 30% 50%

Dynamic Content (non-cacheable)

Dynamic Content)} ZJ}& A< 28t Cache X} X0 M= 50| X6HE XI2F
CSSER TN &s0l Me&

Flash Crowd Insurance

San Jose Web hosting
Data Center

Customer
Servers
Overflow
- 5 Servers
l.-/ Developing “Flash” Crowd
London =58 \J eveloping “Flas row:
Data Center L -I Dynamic Content Replication
Dallas

Data Center

WEB Request=Z3FA| 2 A2 ContentE CI2 A BI0| SRS StAIRSZ
AH SS 80510 AHIA H22 N/ £+ A= JIs
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Content Switching Xl & (L4-L7)

CSS 11000 Family

CS-11800
— 20 Gbps 8 Slot Modular Chassis
- RPS
— Up to 64 10/100 or 32 Gigabit Ethernet ports
— NEBS1 Compliant

CS-11150
e —1 RU Fixed Configuration 5 Gbps Switch
_ ™ — Up to 16 10/100 & 2 Gigabit Ethernet ports
S
— RISC Based Processor
CS-11050 —128 MB SDRAM
—1 RU Fixed configuration 5 Gbps Switch
— Up to 8 10/100 & 1 Gigabit Ethernet ports e = I
| B

— RISC based processor
—128MB SDRAM

CDNZ2| 501 MUlL 24

Content Edge Delivery

@ » Provide content serving transparently to
the user
+ Content Edge-delivery Redundancy &

R —_g  Scalabilly

» Content Serving through:

@ » Transparent caching

* Reverse-proxy caching

» Streaming Media Service

« Content Serving of:
-Static files
-Real G2
-MPEG 1 & 2 support

40
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Cisco Cache Engine 2 & 2}4l

Web Server Farm

WCCP-enabled

Cisco Cache Engine
Requests URL

Cisco Cache Engine
Simultaneously Fills URL

Request

Partner/
Customer

TCP Port 80

Traffic Redirected
Cisco Cache Engine Fills Subsequent Requests

41

Caching

«Proxy Caching
«Client’s browser is configured to send all requests to the cache
«Cache acts (proxies) on behalf of the client

«Transparent Caching
*Cache is transparent to the client’s browser
*Cache is strategically placed in the path of network traffic where all the traffic
is guaranteed to pass
Intercepts TCP port 80 requests

*Reverse Proxy Caching
*Cache acts (proxies) on behalf of the origin server
*DNS requests are resolved to an RPC
*RPC’s cache specific content
*RPC’s Can serve the following functions:
Offloading of static (cacheable) content from servers
Replication of content to geographically dispersed areas
Replication of content for load balancing, and as an alternative to server
expansion

42
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Content Engine Xl S

Content Engine 7320: [Pt

Service Provider & Large
Enterprise Deployment
Caches Enabled Content

Populated via Pull or Push

Serves Requested Content CE 7300 Series

Content Engine 500 Series:
Enterprise Deployment

Transparent caching & content
delivery software modules

Static files, Real G2, MPEG 1 & 2
support
CE 507/ 560/ 590

43

CEO0|l MPEG decoder S& Splitter
Media Files2
Video/AudioZ Decode
NTSC 2t PAL X|&
SAHSE Web J|EtS
VTR/VCR HIOH ——1
. B
- S
Kiosk F|rewaII
Video Wall _%
Point-of-Sale [E” S = -
V4 p— HIAHCH
>
sS2EFE 2e L
Console Desktop PC

44
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~ Content

Internet
A8 At

45
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Intelligent Network Services

@ * Intelligence within the Cisco IP

infrastructure

€ = . Required to build reliable and

scalable Cisco CDNs

Qﬁ « A solid layer 2/3 core Cisco

infrastructure is a key requirement

Q:ﬁ + Examples of Cisco’s intelligent

network services include QoS,

‘\——_/ (QDM and NBAR), VPNs, Security,

and Multicast
Intelligent Networ!
Services

46
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Intelligent Networking Services

Complete Cisco CDN Solution =

Content Content Content Content
Management Routing Switching Delivery

Application Awareness Services
Network High Availability Services
Network Scalability Services
— Network Security Services

QoS & VPNs
—QoS policing, QoS marking, ToS, DSCP, 802.1q, NBAR
Security
—State-full inspection Firewalls
—lOS Firewall Feature set
—ACLs, Extended ACLs and Wire-Speed RACLs & VACLs
—Intrusion Detection
Multicast
L2/L3 Features
—STP Enhancements: UplinkFast, BackboneFast, PortFast, BPDU Guard
—Private VLANS,

—Fast Convergent IGPs and Reliable Proven code: I0S w

ContentsE ?St HIER 3 QoS AMUH|A

Network-Based Application Recognition (NBAR)

* Problem: How to
classify modern web- ’
based and client/ ; /
server applications 'lll""

- NBAR enhances bandwidth S gl I.‘
management, providing 0 10
intelligent classification by:

URL (wildcards)
WWW.CiSC0.COmM VS WWW.Xyz.com

www.cisco.com/orders.htm vs =
www.cisco.com/fag.htm

Dynamically assigned ports S

48
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Video AH|AE 28t Network CHOI = &HA

) Videoconferencing

2QkutsE Unicast

© Video-on-Demand

ct8t st Unicast

@ Broadcast

. é IP Wiulticast
IP Multicast

1 20 40 60 80 100
Number of Users

Load on Network
t i}

49

CDNE X &8t EEI0ICINH S=F

Step 1. CDN Setup

i)
>

Campus 2

i
inff]
o [P covorne wan 3B

=6 B

- VPN ]

Original [ EI
App/Web — Install CDM at Central Site —

Servers = S
= Install CE at Edge Sites ﬁ
] —=7

— Remote Site may be firewalled —
Mgmt = .,
Console —=7
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Step 2. Import Media

Campus =

-
S

-

-
0
-

— Corporate WAN @
=0 w'
. il

Original =1 EI

App/Web | Move content from Origin Server —
Servers = to CDM /
Drag-n-Drop EI

Content E FTP A=y
HTTP —

Mgmt ,EI,

<

Console =7

CDN= A &8t EEI0ICINH SR

Step 3. HTML Modification

{0
i)
>

Campus

i
inff]
o [P covorne wan 3B

VPN

=6 B

[

<

Original ==
App/Web — Create HTML on Origin Server

Servers ==
= Embed Thumbnail and URL Link

HTML

|
[

<

[ |

<

Mgmt
Console
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Step 4. Content Replication

Campus A

cbm
Original (= EI

App/Web — Content is Replicated from CDM to —,
Servers == Content Engines at Network Edge _
= . {1

=

Mgmt .EI,

Console — =¥ =

CDNE X E&¢&t 2HEIDICIH =

Step 5. User Sends Request

Campus AT

= -ﬁ-@- Corporate WAN -@Ei-@ g )

L VPN T L
Original == EI
»:pplWeb — User Sends Request for HTML Page ==
ervers — -
HTML B | HTML Page is Downloaded and Parsed El
Reference is to CDM for Content p—2

Mgmt
Console
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CDNS

Campus

Original
App/Web
Servers

H

B

H

Mgmt
Console =7

NSt

O

ZEIOICIN 22
Step 6. Redirection to Content

HTTP-302 i
Redirect ;

w Corporate WAN

VPN

<

Browser Requests Content from CDM
CDM Issues HTTP-302 Redirect to Browser

CDNE & &

Campus

Original
App/Web
Servers

Mgmt
Console

et HEIDICIH SF
Step 7. Media Playback

—5—@— Corporate WAN

VPN

= far

Browser Requests Content from
Local Content Engine

Content Engine Serves Content to User

Content is played back via Real, Quicktime

or MPEG Player on browser
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Cisco?| Content Delivery Network

One Architecture for highly available,
scalable, flexible content delivery/services:

Server load balancing

Caching
Content delivery
Live streaming media

Easy to use and administer
Fast, secure, assured delivery of content
Low cost of ownership/fast ROI

Wireless LAN

EIEED SPFIENE
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WLAN Market Growth

Higher speeds
Interoperability

Lower prices

T2 bt —

Source: Cahners In-Stat Group, February 2000

Key Market Drivers

Standardization
IEEE 802.11b standards

Technological maturity
Better security—128-bit encryption
Longer range access points
11Mbps throughput speeds

Horizontal applications
Extension of wired solutions
Connecting mobile workers
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Wireless Ethernet Compatibility Alliance Vineless Fdelty

= Acem { . = B ore
3com P ¢ EMTAC ENTERASYS i I;;IEI:;
: )
e Duimec  BmErer  pyfiTeyy  nemos T

Odlatrs  AMDI1  GEBTEK HWN S {sharewave
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Lt y. - Patermes intersil YSpectalik  symskel

ELY vy AFHiROE p— .

m ANy M== ___ O toooex rEXiN
- Cisco Svitemy -
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&

.
asreml  COMPAD  MoiSTE  menthen -Eﬁm Xircom

B BARLET B, =i
[EL5Al ). NOKIA  Szcom
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N
o
<

The New Enterprise Network

Mobility
* Wireless Devices
* VPNs

Data, Voice & Video
« High Availability
* Quality of Service
Ecommerce
* Distributed database
+ Extranet, Supply Chain
Web-based Intranet
* New business apps
* Security
Switched Infrastructure
* Price/Performance
+ Manageability

Network Requirements

Networked Internet Enabled : Network
Business Business Ubiquity
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Broadband Fixed Wireless

Point to Point
(Dedicated Bandwidth)

Backhiaul

90° Sector of PMP
Cell

0000
Enterprise ari Point to
<< o L
(@ ‘ Multipoint
oy (Shared Bandwidth)
Operator

uBR 7200 router family with wt2700 radio interface

Wireless Office

Data and Voice

Data Aijronet 340 Series Products

11Mbit ISP
‘ / Internet

'LJ,,,, L AL

@ @ @\@ =
- —
Enterprise Jetcell GSM/IP PBX gateways é g
g-l @—@ g\ Switch
Call Manager PSTN
IP Phone Mobile

Operator
High speed data (WLAN 802.11) for business & campus

Wireless voice (VolP) & data for in-building
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Mobile Wireless

TDM Voice

Telos Mobile switch controller gy%r\%
N\
vse IP/ATM
1! ey B
Telos MSC /\%ﬂ

y —

% BSC|———
|~ Gateway
A

NS l// Y
\y PSTN “ Y
— \ /7\7 /;

=~ -~ =
h/
IS 41/
w?

ov

BSC
LY ||
5 v 5 «wy
- Voice
Scaleable GSM/CDMAI/IS 136 solution for today’s
network

Wireless Unified Communications

—
\

ISP I
Inte rnet
/\’_\ 77\;777///

GS M

=N

Voice

Multiple deployment options for multiple class of users

i
| “Unified mailbox '
| +Pre-Paid calling |
| -Single number 1

| VR solution H

Operator

66
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£ LAN J|l= 20

What Are Wireless LANs?

They are:

Local

In-building or campus area
coverage for mobile users

Up to several miles for
point-to-point (LAN to LAN)

Radio or infrared
FCC licenses not required

Customer owns the equipment (no
usage charges)

They are not:

Wide area
Cellular phones
Pagers
Packet Data

Ardis

CDPD

RAM Mobile Data
PCS
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Overview of Wireless Data Network

Offerings

11 Mbps A
\
4 Mbps ' Spread Cisco Aironet® Products
Spectrum «—
2 Mbps Wireless
3
= 1 Mbpsl
o ]
8 1
© 1
o 1
]
! Broadband PCS
56 kbps Metricom
19.6 kbps Circuit & Packet Data
Cellular, CDPD, RAM, ARDIS
9.6 kbps Narrowband PCS Satellite

Local Wide
Coverage Area

WLAN Evolution

Small, Medium and Large
Enterprises

High power and
performance

Telecommuter
Cost and Manageability

Speed

Network L 0UZ. 110D Slanda

Radio (G CHZNS

IEEE 802.11a/b
Ratified
1999 2000 2001 2002
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Radio Modulation

CB Radio Signal

FM Radio Signal

/TV Signal

o

Bandwidth in KHz

* More Information =
More Frequency
Spectrum Used

ISM Unlicensed

Frequency Bands

Short-Wave Radio  FM Broadcast
AM Broadcast Television
Audio

Cellular (840 MHz)
I—I |NPCS (1.9 GHz)
1

Extremely Medium Infrared | Visible|
Low Light

Infrared Wireless LAN
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Pros

Cons

900 MHz vs. 2.4 GHz vs. 5GHz

900 MHz

Greater range than
2.4 GHz ( for
inbuilding LANSs)

2.4 GHz

Global Market
IEEE 802.11

Higher data rates
(10+ Mbps)

5 GHz

Global Market
IEEE 802.11

Higher data rates
(20+ Mbps)

Maximum data rate
1 Mbps

Limited bandwidth
Crowded band

Less range than
900 MHz (for In-
building LANs)

Much less range
than 900 or 2.4
GHz

Higher-cost RF
components

Large antenna
required

|IEEE 802.11 Standard—Development

IEEE 802.11 became a standard in July 1997.

Two technologies are defined:
DSSS -2 and 11Mb

FHSS -1 and 2 Mbps

» IEEE 802.11B became a standard in September 1999.

Only one RF technology was defined—-DSSS @ 11-Mbps

802.11 defines a high-performance radio.

802.11 promises true vendor interoperability (over the air).
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Frequency Hopping

vs. Direct Sequence

Frequency Hopping
Older technology

Designed for easy
interference avoidance

Has been slower

Direct Sequence
Throughput
Range
Reliable

Spread Spectrum Approaches

Frequency Hopping Direct Sequence
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Frequency Hopping

Time
(@)

2

1

2.400 GHz 2.483 GHz
Frequency

79 Channels, 1 MHz Each

Changes frequency (Hops) at least every
0.4 seconds

Synchronized hopping required

Direct Sequence

DR

DMECT

1R

2.403 GH FREQUENCY
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Direct Sequence Modulation

Each data bit becomes a string of chips
(chipping sequence) transmitted in parallel
across a wide frequency range

Minimum chip rate per the FCC is 10 chips
for 1 and 2MB (BPSK/QPSK) and 8 chips for
11Mb (CCK) datarates.

If the data bit was: 1001

Chipping code is : 1=00110011011 0=11001100100

Transmitted data would be:

00110011011 11001100100 11001100100 00110011011
1 0 0 1

Channels—802.11 DS

Channels
/ \
3 4 5 6 7 8 9

1 2

Overlapping Channels

(11) 22-MHz-wide sm Non-Overlapping

x “chips per bit”, means each bit is sent redundaffignnels
* 11-Mbps datarate
* 3 nonoverlapping channels (1, 6, and 11)

« 3 APs can occupy same area - set at different frequencies

Copyright © 2000, Cisco Systems, Inc. All rights reserved. Printed in USA.
Presentation_ID.scr



Access Point Coverage and Data-

Rate Shifting

1-Mbps DSSS

2-Mbps DSSS

5.5-Mbps DSSS

11-Mbps DSSS

FH vs. DS: A Summary on

Interference Handling

Fequency Hopp ng Dred Sequence
— . Channd 1
[
> >
2 [ 2
g g . Channdl 2
3 [ 3
T s Interference
L Interference
F Channd 3
Ti ne Ti e
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Data Rates—DS vs. FH

The “over-the-air” data rate at a given range and given
similar implementation will favor DSSS by a factor of 2 to 1.

A 1-Mbps DSSS system should have twice the range of a 1-
Mbps FHSS.

A 2-Mbps DSSS system will offer comparable range to 1-
Mbps FHSS technology.

For these reasons, the data-rate advantage goes to DSSS.

In-Building Wireless LANs
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In-Building Wireless LAN—What it

Is

Access points and client adapters
working together to communicate data
over radio frequencies

Overlay to existing wired networks
Enabling mobility

Free standing network when wires aren’t feasible
Enabling fast, flexible LAN’s

In-Building Wireless LANs—

How it Works

Typical Single Cell Configuration

Wireless Clients
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In-Building Wireless LANs—

.
R
4;‘
o
o
o
o
D

Typical Multi-cell Configuration

<" Channel1 ™

How it Works

“" Channel 2

Q
i o K
i Q
i o'
o
o
o
Q

LAN Backbone

Building-to-Building
Wireless LANs
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Wireless Bridge—How it works

Building A

Point to-Point Configuration

Bridge

Building B
Optional
Antenna

<€ to 25 miles =—>|
(line of sight)

Ethernet

Wireless Bridge—How it works

Building B

Ethernet Point to Multi-point

Building A Bridg Configuration

Omni-directional
Antenna

v H\\ ?Q iding C

Directional
Antenna
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Solution 2>

Cisco & LAN

M

Cisco Wireless at a Glance

Wireless LAN Broadband

802.11B
Aironet

ilil 5||.-|Ii

Mobile
MWG-EWTBU

2G 3G
Cellular Cellular

GSM/GPRS UMTS
CDMA/PDSN CDMA 2000

GSM Bldg IP RAN
MNET IPMobile

OTCROLA
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Cisco’s Wireless Initiatives

Aironet/Clarity Aironet

Cisco Aironet 2412 S"isco Aironet 24 &
22012 E O{YE (LAN Card) UHA EOIE
|

Cisco Aironet 2 g
=Dy

HHA HZOIE
S20I¢E g
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WLAN Vision: Power and Range

11 Mbps DSSS
80-100 feet radius @ 30mW
100-150 feet radius@ 100mW

5.5 Mbps DSSS
100-130 feet radius@ 30mwW
130-150 feet radius@ 100mW

2 Mbps DSSS
200-275 feet radius@30mwW
250-350 feet radius@100mwW

Cisco 24 el M3 AP

Hob|s 40,128 Bit Encryption X| &
AP?2} RoamingJ|s &

&9 Interface RJ-45, 10/100MB X| &
HELX LAN Card P&P JIs HIZ

809 Access Point

NS 8T FAZZ 2ABE G

X ¥ 0S

Win95/98/2000/CE, NT, Win3.x,Linux, Mac

SAYE ol s

& & (Aironet Client Utility) At

LAN Card 2H| B8

- Power Save Mode : 10 < RX: 250 *TX:350

P X

AP 350

2|0 Client == (AP & O )

2,048

A&F1t== Channel £=

13

ELAL HI B2t 2t 3

A8 FD00t 8 IR

MUt ER RSP & & Tool X2 (Aironet Client Utility)
dN2EEFISHS R & ToolHB(in tte onito)
n e enty P, elnet,C n e, P,
4l =4 ?;EI Antenna IZ92 442 < €8, BOOTP/DHCP& &8 Auto Configuration
dsHel . 400 . 0
ARY . . 25
=2 (AP) 30 , 00 (AP350)
RBES 0|2t *«AP:1 _ «LAN Card: 3¢
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WLAN E2H)|s

First generation
“Wireless is like SSID
aEhEIEL s LY Static 40 or 128-bit WEP
parking lot.
Cisco X123} Jls

HERAI B AN S ESHE AR
oI = (ACS2000 v2.6) (SW V.11.x or
AP350)

Dynamic 128-bit WEP

HW encryption

VPN J|s XI&

Access Control Lists X2
Future plans

Rogue AP detection
3rd Party RADIUS server X| &

Wireless LAN J| =2 K| 2FALst
Radio Frequency: Office Interference

78 o Cisco Solution
2ol Tzt HutSd 4 EF Mool o5t 100mWel £2i0 2 =2 S/NOIAM &
Bandwidth 22~ 11Mbps ThroughputS 7 X|. fE 5t

Directional/Omni-directional e L} S8 &
o|235t0f, ZEE = = US.

AP/QHLE M| | M S = (Power Supply) A x|of Inline Power Supply(7|Z Inline PowerS
2 2l x 2HH, X| &l 5HE Cisco Switchet LAN M2 2
EE)
Mot gts = AP 2| x| M& A of A== Mt Cisco Client Utility & Site Survey Tool2
=]

5l £0i| o St Datarate Zt2~X| 2 | 0| &304, Signal {4 X| 9 S EX| & %=
SIS, ZAojol| et APS MES| Mx|E
SHZDtof| ma} U5k ot LEE

[N
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Wireless LAN J| == X2 Atsh
Securlty

4 of Cisco Solution
Encryption Wireless Aol M 185 WEPS Cisco= WEP optimizationS A5,
Overhead 0| EA| & 5t= M5 XM 35H10-15%) | 3DES(168bit) Encryption0| 2 A| 3-5% 2te|

HsSXstE M.
Key 22| AP OiC} CHE KeyE AFEA| Cisco APY Client= & 471 71X| 2| KeyE
HFA;E H Z_FT I’.:l‘E— OIE# 0: XEﬁjéE}—AOI%
(Pre-shared) 4rM 5= Client(AP)% Keyzhz| sto{, X} = U
Key Management | Wireless LANZ2| X7} Pre-shared | 11.0 SW/AP 3500i| M =Certificate 22| &
keySS&tzlst7| flsl, APEZ, &3, Administrative burdeng & &l (PKI).
Client 2 13{5t= ‘:H7‘| 23. ESHB02.X & EAPS X[ H.

Wireless LAN J| =& H| AL St
WLAN Enhancements

74 Cisco Solution

Ad-hoc /Infrastructure oz}, client Peer?toll Workgroup mode 2 AH& 38 Li(sample 1

/Workgroup Mode %| & =), Wired Networkol| ¢4 =| x| g2 AP2}2| Ad-hoc Mode(sample 2
=), ot , Wired Networkof| Od’éil Infrastructure ModeS 2 2
AlR2S

R39S =
S=T M&E.

Aggregated 33Mbps &2 Celloll #/12 371 2| non-contiguous channelS(1.6.11) AL-85t0

Throughput 33Mbps2| 215 22 = US(sample 3&=). K5 Road-Balancing
AET g ¥

APZH M & mEhat g Wired Networkoil HAZE APE2 M 2 client association¥ 11 §+2]

Rogue APZ2| clientd 2 & ‘IE i F%‘EE}H clientS2 X associationg{0| C}2

APE g -’—‘T—%‘ %= 2 Z(Roaming¥ Load balancing, Fail-over Al).

Fail-over(Sample 5 & =)

Roaming(Sample 6 & =)

22Mbps upgradeX| & =4 82 Aol APLt client2| image upgraded 412 2, 22Mbps

upgradeS X| & & 01|7‘

Repeater/Bridging X| ¢ | |9 & SM 2 11215101 AP2L APE WirelessZ2 12 5t=
Repeater7| £ g@HMM=. & 770 APE 0[0f clientE Tt Wired

Network & Odjé i °'3(sample 4%t X). EESF bridge 2t 013 HH|LIE

AFE35H01, Building to Building, site to site2 Q& & = U3,

100
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Cisco &H| 8asHAE XI&

*Multiple Client Throughput B AE *WEP Performance HIAE - Single Client Performance HIAE
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INTERNET GENERATION™
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