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« BOTNETSs for Rent!
« BOTNET :
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Endpt / CPE ACCESS/AGGREGATION (o0]:13 DATA/SVC PEERING
Center Peering:

* Policing
» Core Security

=
=< (= - Control Plane
@ E | E ' ISP /
(=<
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CPE(E); - 9 ejel,
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Leaisad Lifme % =
ATV, Frarilme > e _\:g
Falaty =y -

(=
@ Alt. Carrier

Access and aggregation:

CPE: « Basic infrastructure Data/Service

* Firewall security role Center

* IDS « Control Plane Security

* IPSEC + Data Plane Security

» Control Plane « Firewall
Security . IDS Service Center:

. Forwa_rding Plane . IPSEC * Remediation (quarantine)

. Ro.DHCP ; DHCP—subscriber (dial . Anomaly detection. 0"
subscriber 3‘;’:5 lon (quarantine, clean (Netflow+Arbor Peakflow DOS)

* Diversion « SSL + Scrubbing (GuardXT)

* Firewall

* Trust and Identit
rust and Identity « Security Monitoring



Current Analysis
Technologies mapped within the Framework

Trust/ldentity

AAA

Routing Authentication

(MD5)

ISAKMP

PKI

GuardXT — Active
Verification

Image Verification

802.1x

uRPF v1 (strict)

RSA Certificates

SSH

DHCP Snooping, IP
Source Guard

NAC (CSA)

Visibility

Netflow v5/8/9 Cache

NBAR

IP Source Tracker

DetectorXT

IDS/IPS (I0S, CSA,
NIDS)

Service Control
Engine/Application
(P-Cube)

RIPE (Raw IP Traffic
Export)

Topologies (CDP,
Routing protocols,
MPLS LDP)
SPAN/ERSPAN/
VACL Capture

NAM

Instrumentation/ Policy

Enforcement

Correlation Isolation (Virtual)

Management
SIMS SNMP/ RMON/MIBs Service Modules Remote-Triggered
BGP + uRPF v2
CIC-Security Embedded Device VRF/VRF-Lite Control Plane
Managers Policing
Protego Syslog GuardXT/DetectorXT BTSH
Zones
Arbor + NF Netflow MIB CLI-Views (Role Firewalls
Based)
CSA-MC CPU/memory Tunnels; LSP, IP, ACLs, Filters
Thresholding L2TPv3, 6to4
Cisco Works SECMon  SAA CEF, dCEF MQC, QPPB
10X- XML Interface IPSec (encryption
policy)

Config Rollback Policy Based Routing

Config Logger

GuardXT-Multi
Verification process

Resilient Config

Login Enhancements
(password re-try delay)

SSG/I-Edge

© 2005 Cisco Systems, Inc. All rights reserved 15



Clean Pipes Technologies Map

Trust/Identity Visibility Correlation Instrumentation/ Isolation (Virtual) Policy
Enforcement
Management
Netflow v5/8/9 Cache SNMP/ RMON/MIBs Remote-Triggered
BGP + uRPF v2
Routing VRF/VRF-Lite
Authentication (MD5)
IP Source Tracker Syslog GuardXT/DetectorXT
Zones
DetectorXT Arbor + NF Netflow MIB
GuardXT - Active Tunnels; LSP, IP, ACLs, Filters
Verification L2TPv3, 6to4
CEF, dCEF MQC, QPPB

Diversion / Injection

uRPF v1 Policy Based Routing

GuardXT-Multi
Verification process

SPAN/ERSPAN/
VACL Capture

Cisco Security Summit 2005.
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Customer Access /| Aggregation
_Dzamise PE(s

l Detector

Detectol : Arbor

Collector




Clean Pipes is

* Clean Pipes &l
connectivity , 5
Architecture O|C}.

DoS =2 & &R

Customer HQ

Originated from
the Internet

Customer
Remote




DDoS &4
Multiple Threats and Targets

s Attack ~ “ombies:
3 .~ = Use valid protocols
= Spoof source IP
= Massively distributed
Variety of attacks

Provider infrastructure:
e DNS, routers and links

Entire data center:
Servers, security
devices, routers
E-commerce, web,
DNS, email,...

© 2005 Cisco Systems, Inc. All rights reserved 20
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Clean Pipes &f ?
Clean Pipes Solution2

Clazir) Plos
* JACL, rAC
e S0V, Q

m
wellftested a
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Securing Securing
Data Plane B eLe]q eI NdETI=

SP “ol 2l 0f| Cifs ot
=

Cisco Security Summit 2005.

Securing the
Services
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Clean Pipes =& &

Network QI L2}l CH St
Jl=2X& 01 E S (NFP),
Data plane and Control Plane £ =

Cisco guard=
0|20l clean NetFlow data
traffic @2 & &t ~&l= =S¢t

T Ha=2 O
e A

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved 22




Clean Pipes — 28 0 (Defense)

BGP security
RTBH, uRPF

Peering

RACL, iACL, CoPP
Stack protection,
Sink holes Enterprise A

g

URPF ingress
v And egress filtering

Enterprise B

=0
(Defend)




Clean Pipes — & XAl (Detection)

BGP security RACL, iACL, CoPP

RTBH, uRPF Sftack protection,

Enterprise A

gl

Ty

Peering Arbor

I8 Netflow controller
\ URPF ingress )
B 6 And egress filterin
— g J

Netflow /
— A
Peering (=S = ﬂ/—
Point
L e

Cisco

Detector Enterprise B

Detection




Clean Pipes — 2 3t(Mitigation)

BGP security
RTBH, uRPF

collector

DN
Y/

Peering
Point Net

Traffic
diversion

Netflow

=

Peering G2

Point

Packet inspection
And cleaning

i s
/ Cisco Guard

Cleaning
Center

RACL, iACL, CoPP

Stack protection,
Enterprise A

URPF ingress

And egress filtering

Cisco
Detector

Traffic
Re-injection

Enterprise B

Arbor
controller




Clean Pipes
Network Based On-Net Anomaly Detection + Threat Mitigation

Customer
Premise
A |

Detector

Detectorl

Access | Aggregation ‘V Cleaning Carrier Peering

Collector

_Center

gontroller

Peering Edge
/Alt ISP Provider

Hosting IDC

Customer Service

Protect SP last Mile

Protect Customer’s Online Assets
Maximize Customer’s Availability

Protect Customer’s Internet Content

Producing Assets

E-Commerce
Protect Data Center Resources

Peering

Identify attacks as they Ingress SP
network
Mitigate Attacks at the point of Entry
Protect Overall Network:

Performance

Quality

Availability

Network Based Solution — Solve Complex problem

Scale to Mulit-Gigabit, Works within a sustainable Operational Model, Not an Inline Solution




£ Xl (Detection)

« Cisco Anomaly Detector Service Module
« Arbor PeakFlow SP: NetflowE 0| & &t DDoS & Xl

2t 3l (Mitigation)

« Cisco Guard Service Module: /o E2= 0fl CH &t Cleaning ¥ T = &
s =

« Cisco Routers/Switches0l|l Al H&6t= J|2&Ql 2ot J|s

* Prerequisite Security Best Common Practices :

RTBH, uRPF, Anycast, iACL, RACL, CoPP, BCP38

Zt2|(Management

- WBM (Web Based Management)
Tools used for effective detection, monitoring and administration of
the overall solution.

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved. 27




Guard Service and Anomaly Detector Service Module
Catalyst 6500 / Cisco 7600

Guard Service Module

DDos 23} — Business 9154 2 &

Anti-Spoofing

Anti-Zombie (Bot)

Mitigate TCP, Mis-Use attacks, DNS attacks, HTTP >
open attacks, etc...

Statistical Analysis combined with Anomaly
Recognition

Dynamic Filters — Filter BAD, Allow Good

Anomaly Detector Service Module

Pl OIXI
Profiles built via Network Learning
Ready-to-Use Profiles available

Trigger GuardXT Appliance and Service Module for
Protection

Common Feature Set with Standalone Appliance

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved 28




NetFlow is a standard for
acquiring IP network and
operational data

Edil 4= ?loll Arbor
Peakflow SP = data export

Security Incident 2| & X| &

ﬁE
7T

It is a form of telemetry
pushed from the routers and
turns each NetFlow enabled
router into a sensor

Arbor Peakflow SP and Cisco IOS NetFlow

Enable NetFlow

Arbor PeakFlow SP

Characterize Flows & understand
traffic behaviour

Export Flow information

What is being attacked and
origination of attack

How long the attack is taking place
Size of packets used in the attack




7 Unique Key 0| 2[st Flow 82

Source IP address
Destination IP address
Source port
Destination port

Layer 3 protocol type

Type of Service (ToS) byte
(Differentiated Services Code
Point (DSCP))

Input logical interface (ifindex)

(0] Tame -

Enable NetFlow

NetFlow
Export Packets

Traditional Export &
Collector

;E “m

Arbor PeakFlow SP

New SNMP MIB
Interface

Export Packets

* Approximately 1500 bytes
Typically contain 20-50 flow records
Sent more frequently if traffic increases on
NetFlow-enabled interfaces




NetFlow Types

“NetFlow

[
Aggregate/Full Sampled

Random Deterministic
Platforms : Cat6500, C7600 Platforms : Cat6500, GSR12K

Time Based
Platforms : Cat6500, GSR12K

Packet Based

Trajectory (Hash Based)
In development

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. Al rights reserved. 31




Arbor PeakFlow SP

. A8 (2RU), ML 0|Z3 A2

* Port: 2 GigE, 1 Serial console , 6 Optional
PCI slots(Copper or Fiber)

?ured for Netflow
(OC48+) and Packets (GigE)

- SP #Z 0= : NEBS Level3 certified (AC or
DC), ETSI

Network Peakflow SP = Z| 482l network configuration 2t
Anomaly Detection signature update 10| = network2 £& &< 0l CH oH

S Jls M3

Intelligent Heilony Slp =
Mitigation Managementflil = &, Sinkholin

M=otH S
~ o B ~ .~ )




Clean Pipes 2

A O

Customer Access /| Aggregation
_Dzamise PE(s

l Detector

Detectol : Arbor

Collector




.

Custome

HEZ 2SETH?
o DATA PLANE (router CPU,
bandwidth)
o CONTROL PLANE (routing
integrity, management, Back
Office)

2ot lls HE —

# o0 Data Plane Configurations
* Unicast RPF
= rACLs, CoPP, CAR, etc.
= Other (e.g. ICMP rate
limits)

o Control Plane Configurations

= rACLs, CoPP

= Routing Plane protection
(BGP peer authentication,
route filtering via prefix
filters, route maps, SPD)

= Management Plane
protection (SNMP v3,
TACACS+, vty ACLs, NTP
authentication)

o Network “visibility” tools
= Netflow for traffic and

DDoS analysis

Arbor

Remote




‘Clean Pipes’ Solution2| 0| &
- Service Providers

- XEBIE, D EIIJIXIC B2 MUIA M2
;

- S O WAl 23

- J| & network 2| egress point Ol Al S H A8 RLAE NHELEZM,

network?2| redirect 2t =& 23t # R X 12,

ZUE OS2 Network- level )l X|2] DoS == &t
* Trust model=S = S22 M J1 249

QAE ZA AIDINH, ZEMEC 0 &It It

Customer Access | Aggregation
Pzemise

) ' I Detector

Peering Ege

Arbor
Collector



Security -- Enterprise 2t &

HEHZ BSEN?

o Business processes and
data

o Corporate Intellectual
Property

o Server CPU, disks

o Host CPU, disks

o Legal/Liabilities

(]
|

e ol o g on o
Lustromer

Remote

SIS A8

a Firewalls
= Cisco PIX
= Catalyst FWSM
= Cisco I0S CBAC

o Network Intrusion Detection
= Cisco IDS Sensors
= Cisco IDSM-2
= Cisco IOS IPS

o Host Intrusion Detection
» Cisco Host IDS Agent

o IPsec VPNs
= Cisco I0S CPE IPsec
= Cisco VPN 3k Remote
Access
= Catalyst VPNSM

o Security Config/Monitor
» Cisco VMS
» Cisco Threat Response




‘Clean Pipes’ Solution?2| 0| & - Enterprises

M AO0[MH, & A2t HOl 2t

- SP mitigates without customer’s notification or involvement
and alerts customer in real-time.

A2 SA0H 20 E= =

- no additional hardware at customer site.

Addresses the problem at the “right” place

Improved servers’ uptime = M AtA SOH

Pzamise

) ' I Detector

Peering Ege

Arbor R
Collector. 0O Collector




Security -- SP Customer Link...

Ho0Is A

o Network “visibility” tools
» Cisco Netflow (GSRs,
etc.)
» DDoS detection HW

o DDoS mitigation tools '

= ACLs (deny traffic)

» CAR (rate limiting)

= Remote-triggered
blackholes

» Cisco Guard & Detector

a Other tools?

= e i 51 4 o
HEH2 BS5)? scrubber » Spam filters?

o Bandwidth (DDoS and = Others?
o Good-put
o The next REVENUE

OPPORTUNITY for SPs
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Collector
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i

-VRF-Aware IPSec VPN
-Virtual Firewall
-Virtual Web VPN




Cisco Network J|Et 20t HH|A

Network based Security VPN solution is to incrementally deliver
“virtualized” security services in an "integrated” fashion on network edge
platforms to enable our Service Provider to generate incremental revenue

VPN Integration

+ Ability to provide Basic Network device
capabilities and various VPN technologies (e.g
MPLS, VR, VLAN, etc)

IP VPN Firewall Services

IP VPN Firewall Services  Ability to provide Stateful Firewall, NAT &
Authentication services

IP VPN Security Services

« Ability to provide content security services which
includes Intrusion Detection, Content filtering,
Virus Scanning...

IP VPN Secure Access

Services IP VPN Secure Access Services

* Ability to provide secure IPSec VPN termination

‘9oueWLIONBd ‘Qudwabeue|) YJOM}ON

aoueuajuiepy pue poddng jeuoneisadQ




Network J|Et 20 MHIA IO &1t

—~) / F|rewaII =
NUIAS = S

A &= ©=ZM Biz partneré s
113F7P“ DI._ IEP AN Z 0l R A

Broadband 2} J| = QI Z 2H(MPLS, L2 infra)E & &
==

_ Oy

CteFst AZ 4 & (Virtual IPSec + MPLS)

Ch==2] VPNOII KO KHiS &= Ch
U0 et 2M CAPEX 22, S

(Cat6500/C7600 with Service Module)




Network J| Bt 20t AHH|A : Aswan 2.0
Available Now on 7200/7301 and 7600/6500

ustomer A {

Internet or

Partner smallPE MPLS, IP or
Provider L2 (ATM, FR)

pcrseee=  Network ~ Network
g, = ' Large PE

Cable/DSL/
ISDN ISP

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved 43




Aswan 2.0: Network J|Et &2

 Cisco 7200/ 7301

VRF-Aware IPSec: Max 1K Site-Site, 2K RA tunnels, 250 VRFs
VAM2 for DES/3DES and AES-128 via Hardware

« Cisco 7600 / 6500 with Sup720-3B or Sup720-3BXL
FWSM 2.3

- L2 or L3 Virtual Firewalls, up to 4 blades per chassis

- Up to 250 vFW per blade / Up to 1,000 per platform

- 80K ACLs per blade

- 1M concurrent connections per blade

- Up to 100K connections/sec for HTTP, DNS and SMTP

VRF-aware IPSec
-1 VPNSM
- 1K IPSec+GRE Site-Site tunnels
- 4K Site-Site tunnels

- 6K Remote Access tunnels
- 512 VRFs




Aswan 2.5: Network-Based Security Services

Cisco 7200 / 7301 10S 12.3(14)T March 2005

VRF-aware |0OS Stateful Virtual Firewalls

VRF-aware IPSec Box-Box Active/Standby Stateful HA

- Adds support for Remote Access and PKI

IPSec Static Virtual Tunnel Interfaces

- For replacement of IPSec+GRE Site-Site

New VAM2+

- Adds AES-192 and AES-256 in Hardware

- Designed for future: GDOI, IPSec for IPv6, IKEv2, SSL VPN

Cisco7600 / 6500 with Sup720-3B or Sup720-3BXL

DMVPN (phase 1 and 2) per VRF

VRF-aware IPSec stateful HA

Multi-blade (up to 6) with VRF-Aware IPSec

1K VRF-LlIte per platform

New IPSec VPN SPA with AES and Jumbo Frame support
New SSL VPN Module with Virtualized SSL VPNs




Network J| Bt Virtual

IPSec VPN A H| A




Network J|Et IPSec

Virtual IPsec and mapping to Service Provider Network (MPLS-VPN , L2)
IPsec over MPLS

2 VPN & =292 Radius /& NS
Dynamic Routing JI & Xt£ <&t GRE A&
Redundancy with Multiple Peers, HSRP, Anycast

PE scaling guideline
- how many session, how many vpn ...

Dial, DSL,
l-ICtaIIaIet, / MPLS or
VELEE . ) _/_Layer 2 Network

Custo blatf
Branch Office atiorm

1~ Cable/DSL/
ISDN ISP

Cisco g@@ﬁﬁy Summit 2005.




IPsec VPN & &4
Remote Access

p2A0l 2700 e B2 A

o

of the headend

Cisco Security Summit 2005.

Mobile worker RRI E Sl

I XF network
, A, efRE
L HEE Isoe=z

=
S/

IP or MPLS
Network

Keepalive &
St & AEH

ol JIsH3 %

Z0H Al Backup

SELNSERE

IPSec Tunnel

© 2005 Cisco Systems, Inc. All rights reserved 48




IPsec VPN & &4
Site-to-Site VPN

N

X Ol IPSec VPN

OkJ

2

b1
o
-
A
08

GRE E S¢&t
Dynamic 2t &
&2 update

grg
o 0
QD
=

>ig
Pl d))
0HS

@ i
Sk
o

@IHIO

o (i

oM

Mo 00> 0oR
=0

£ -UOII

&
]
IP
)
o
T
el

OIMrIrton 0
3

ol
§L
[N
0=

H Branch
Traffic orane

IPSec-protected GRE Tunnel

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved. 49




IPSec VPN MPLS VPN 21

Easy VPN

€=

Branch
Offices

IPSec-Agg PE

IPSec VPN MPLS VPN

IPSec session 3 Z /S = 22| : IPSec-Agg PE

2t I DY IPSec A4 10 MPLS VPN 1te| 24|

Radlus % OI%@ IPSec Client 2| 01 Z 2t¢2|

VPN 11 2H8 F2|& Crypto &2 ( crypto policy) 2 Jt=s




IPSec to MPLS with Virtualization 1 &

BT IPSec Session . wmPLs 0 o

Customer A ill

branch Customer A
g g [@]

IPSec PE

.1ﬁ..llllIlllll-

‘ MPLS VPN
gEEEEEEEENEN

Customer B ' — / Customer B
HOST

*Based on the IKE
authentication, the
IPSec tunnel is
directly associated
with the VRF.

eDecrypted clear-
text packets
forwarded directly
to the right VRF. MPLS wrapped clear-
text packets forward

Cisco Security Summit 2005. olpoos cis £ MPLS VPNS....




Network J| Bt Virtual

Firewall M| A




Virtual Firewall 0| &t?

Admin
Contexts | | ™~ éyé'fém ------- SP Management
Configuration < VLAN R
Space Customer
1 Contexts
<

Outside VLAN

U
=

2 ne J

2 VPN K| Z(ACL, NATS)

o
o
=]

1)
C
2
2t
]
N

| >
0T



Virtual Firewall O| &t?

Core/lnternet

O, 30HSl D28 =302 20Ot contexts — & PELHO X[ICH 100 22 =2

VLANSs can be shared if needed (VLAN 10 on the right-hand side example
2219 context = J|H 020 KHMICl HUSHE HZ ~Z (NAT, access-lists,
fixups, etc.)




2t 11 2HE Context 22|

J| e 102H0[ Jt
— telnet/ssh =
LAY\ FN RS ppS|
J|el DMO| DA A
- IHL' ©| context E X 2| &t Ct
DM RN EE EHOH AU

SP= system space/admin context
= UL

Network

( resource limiter )

0|25t 8 X 2 E context S 22| E

125.1.100.1/24
AA

It sets context red to
authenticate telnet users
with Radius server
(125.1100.1) and permits
telnet from only one subnet
(125.1.20.0/24)




« system modelil Al classes

1= contexts0f 2+2t2

« ClassLiOll S&st A& A

- Conns CPS Conns Connections Xlates
* Fixups Fixups/sec Hosts Hosts MAC-entries
» Syslogs Syslogs/sec IPsec IPsec Mgmt Tunnels
SSH SSH Sessions
| Telnet Telnet Sessions

« Limits specified as integer or %; 0 means no limit

« Resources can be oversubscribed: e.g. class assigns max 10% of
resources, but 50 contexts are mapped to it




Network J| Bt Virtual

Web VPN A H| A




Network-Based SSL VPN Service
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Catalyst 6500 / Cisco 7600 Service Modules

Integrated 5Gbps Firewall

—_—

VP Services Module / b ] .
(VPNSM) SSL Module (SSL)

A

—_—
) _\Is
Integrated Multi-Gbps VPN = - - Secure Content(SSL) Accelerator

VPN SPA Services Module
(VPN-SPA SM)

Integrated Multi-Gbps VRN




Service Module 2 &g 1
Scenario 1 -IDSM2 + VPNSM ...

Internet

In this scenario, the VPNSM provides secure remote-access to MPLS-VPNS.
The decrypted packet for each of the VPNs/VRFs goes thru the IDS for intrusion
Detection.




Service Module 2| &g 2
Scenario 2 - FWSM + VPNSM ...

Internet

Web Server

FWSM is used to provide Internet service to MPLS-VPN customers
Permits traffic from certain VPN Peer’s to only access Server Farm in DMZ
Other VPN Peer’s can access Inside/MPLS network




Service Module 2| &g 3
Scenario 3 - FWSM + IDSM2 ...

Internet
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In this scenario, the IDSM will monitor traffic on different inside VLANS of the FWSM. Each
VLAN representing a VPN Customer
The IDSM2 uses standard signatures to monitor the network for intrusion attempts...
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Service Module 2| &g 4
Scenario 4 - FWSM + VPNSM + IDSM2 ...

Int : :  Remote
nierne 5 VPN

VRF

Web Server

Inside :

In this scenario, the VPNSM provides secure remote-access, FWSM provides Internet Offload
And the IDSM provides intrusion detection service for decrypted packets coming out of the
VPNSM
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Infrastructure £ 2t (Core)
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« 0l H=0 S& 8 MUIA : Virtual Firewall , Virtual IPSec VPN S2
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SP

YES !

« “Help, the Internet is down!”
“The Internet was down, but we fixed it for you.”

=dol oflZ2 2 &= JUSLILL

— Reverse the process -
Ciscol Cisco-IItEH2| Jl=1t NS0l Jt=3tAHl ol SLILCH.
— Cisco NetFlow, Cisco Guard and Detector, BGP-triggered blackhole

routing, and partners like Arbor allow SPs to provide services
— Cisco= X2 29 tool2 HS0I0, 0| 2E AE2 SP= AIEE = U2,

S0l H= & = UASLILCH
= AN=2g = UsLILh

¢t ( customer service,




Cisco : Service Provider?
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