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Security Everywhere: From Network To Application
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Adaptive Security Appliances - SSL VPN, &5t8 7.0,

Ot M| S : Catalyst 6500 I} 20t 2 =
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- CSA (Cisco Security Agent)
cSBTULZ ) &A|/20 NS

- AVS (Application Velocity System)
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20054 AlAT HOHAHIE A

Converged Security
Cisco ASA 5500

# ASA 7.0: “All-in-One” Security

Firewall PIX 7.0: Web, IM and P2P Security,
Cisco PIX Active/Active

Intrusion Prevention . .
Gacots L 1PS 5.1: In-Line IPS, RR rating

Remote Access VPN
Cisco VPN 3000

# 4.7: SSL VPN, CSD, Cache cleaner

Switch Security Caték: Web VPN Module, IPSec SPA, DDoS
Catalyst Engines Solutions, FWSM 2.3

Security Management
Cisco VMS/MARS

Management: Security Auditor, VMS 2.3, MARS

Endpoint Securit
ndpoint Security # CSA 5.0: B8t=2 K& XI¥, Anti-Spyware, Trusted QoS

Cisco Security Agent

Application Securit — _
e I AVS: S2D28 3|35
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Defense

Market-Proven PN”
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Cisco VPN 300y o —— §

—— R cmn!;nwm‘
Eirewall lilechno

Cisco PIX

IPSHliechnology.
Cisco IPS

NW-AVATiechnology.
Cisco IPS, Trend AV

Network Services O MBI “CLEAN
Cisco Networking | =% VPN S
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Industry First! Scalable, Multi-Function, Feature Rich

» Low Latency Support » Services Virtualization
» Support for Diverse Topologies » Network Segmentation & Partitioning
» Multicast Support » Routing, Resiliency, Load-Balancing
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Product Tour

4J19] 10/100/1000
Copper Gigabit ZE

OtLtC] 10/100 Out of Band
Management ZEE*

SSM Module - IPS 5.0
Out of Band - GE \‘

“““ SSii Moddle.

2)119] USB 2.0 ItE
(Credentials,
Failover, and more)

Int. / Ext. Compact Flash for

Sleek, High Performance
1 Rack Unit (RU) Design

Diskless Architecture for
High Reliability.

Single Field Upgradeable
AC or DC Power Supply.

Software, Config, and Logs

Console and AUX Ports

Five Status LEDs (Power,
Status, Active, VPN, Flash)




A2 ASA 5500 k& =

Cisco
ASA 5510

=4 |

i T2

IPSec VPN
Web VPN

50/ 150*
50/ 150*

300 Mbps
150 Mbps
170 Mbps

298], IPSec 1}
SSL VPN, 1d|11
A/S HA (JdI0I1=
mQ.), 3FEto 5 FE

JIZ N3
Muj&

* VPN Plus 2 1HI0|E IO MAE S8 s
** VPN Premium G}0|MIAE &3 Jis

Cisco
ASA 5540

o1

Cisco
ASA 5520

100~-30021 H59]
=AH J|Y

300/ 750*
300/ 750*

500/ 2000* / 5000**
500/ 1250* / 2500**

450 Mbps
375 Mbps
225 Mbps

650 Mbps
450 Mbps
325 Mbps

55101 MUI20f H0}0d
A/A B0 =+,
VPN Clustering,
4 GE + 1 FE

55200fI 40101
dasitEH =2

BRI A2




AlA 3 Adaptive Security Device Manager (ASDM)
VPN & ' &A/ Il
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isco ASDM 5.0 for ASA
Options  Tools Wizards Help
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AlA 3 Adaptive Security Device Manager (ASDM)

8ot &) Z A0 Jls

¥ Cisco ASDM 5.0 for ASA
File Rules Search Options Tools Wizards Help

pr. o2 B 7 g U

@ ol @ o © Q .
Hone Configuration honitaring Back Forward Search Refresh Save

Features
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Interfaces

Configuration = Features
2 F | FH LEREE S
" AAA Rules
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" Access Rules " Filter Rules i Senice Policy Rules
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Cisco SYSTEMS * Aléﬂ ASDM VS-O
- Firewall management
and monitoring

« Full configuration X|®¥

Security Policy Traffic Match

#

Enabled| Match | Source | Destination | Service Time Range

- Access control lists

Rule Actions

Edit |

B inside1 [outgoing-web-traffic] - inspect all hitp traffic
1 I~ W |[EB11.1.1.0024 mEh 201.1.1.0/24
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Devic
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-- Mot Applied --

-- Mot Applied --

- Network 2 service
object 15

- Inspection Engines

- NAT/PAT

- AAA and more

- ZUHZ XA

- Syslog (real-time)

Q ingpect ity my. _Delete |

Q, set connection
Q ids inline fail-of

. inspect hitp my
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Reseat
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Advanced... |
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AlA 3 Adaptive Security Device Manager (ASDM)
IPS Zcf & 2lA] I/

isco ASDM 5.0 for ASA
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File Options  Tools ‘Wizards Help
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Configuration honitaring
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Back Forward Search Refresh Save Help

Features
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Interfaces 7 Q Certificates

--@Time
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B G, Interface Configura
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BRI Traffic Flow Noti
B G, Analysis Engine
- Bvirtual Sensor
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B G, Signature Definitior
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atu 1i
- SRICustom Signat,
- FIMiscellaneous
B+ Q Event Action Rules
- SEvent variables
S Target Value Re_|
-SRI Event Action Ové
-SRI Event Action Filt
E- G, Blocking
- SBlocking Propey
- SlDevice Login P
- SBlocking Device

- FRouter Blocking _
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Data Refreshed Successfully.

Rowting

Building Blocks

Device
Adminiztration

Propetties

Wizards -

Signature Configuration

A signature must be enabled before the sensor will enfarce the Signature Palicy. Select a row in the
table and use the right-click menu or click Enable/Disahle/Edit button to tune an existing signature.
Click Clone to create a custarn sighature based on the parameters of an existing signature.

Select Criteria:  |--MA- =

Enabled

Select By.  |All Signatures -

Sig D | SubSig 1D Mame Action

2l selecta
Add
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Edit
Enahle
Disable
Activate

Produce Alert IRGHITE
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Record Packet Rte Froduce Alert
Timestamp Froduce Alert
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Produce Alert
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Localhost
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- Events
- Diagnostic reports
- Sensor statistics




« Firewall, VPN, IDS/IPS 2 g€ &o=z 34

« UERD #d =& & &clH blE ottt

Business partner

Management Corporate
Remote office 7

server users

e

e ))Site-to-Site VPN

Remote Access
VPN User

Public
services

Corporate

Software Remote site |Hardware VPN || Remote site servers
access option ||frewall option || Client option || router option




=913 24 0
g o2 Point 2 1 40IH 24
et 2IF 202 J|s Hl& (Anti-virus, URL

« Active-Active HA ¥ VPN Clustering & Load Balancing V|22
Service 54 2 VIS 24
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Active-Active HA
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VPN 22 AHZ /
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IPSec VPN MAX Up to 32% Mbps
7| Terminator MAX Up to 5000 Peers

|

]

S5L VPN

Terminator MAX Up to 2500 Peers

'y
X
.

Stateful MAX Up to 650 Nbps
Inspection MAX Up to 280,000
Firewall Concurent Sessions

Inline IPS & Anti
Virus Wall MAX Up to 450 Mops

!
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- SSL VPN
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Using “Best Fit” IPSec and SSL VPN Technologies
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VPN 3030 Clusters

N x 500 = 1000s of
SSL VPN Sessions

VPN 3030
500 SSL VPN

VPN 3020 Sessions
200 SSL VPN
Sessions

VPN 3005
50 SSL VPN
Sessions

SOHO ROBO

WELL CONN ECTEIJ

ENTERPRISE

WebVPN
Module for

6500/7600
~300Mbps,
8000 Users

(4 blades

Per Chassis —
32k users w/
1.2 Gig of
Throughput)




Al A 3 SSL VPN client A& 2tAIS ?

« AlA 32 SSL VPN Client A|& g2i4]
1. Tunnel Mode : VPN Tunnel
2. Clientless Mode : Web J|Bto| &=
3. Thin-Client Mode : Port-Forwarding

Log into WebVPN URL

Download Tunneling Client .
TCP Connect (Port x or default 443) —

P ——

Initiates SSL Handshake
[ e SSL Server Certificate (Chain) SSL VPN Server
(Remote Complete Handshake

User/Machine) v

Tunnel Mode S &t BHAl




v 8 Nunneling Client
‘x I, “LANIE 2 =" [ ES S &=
/A ST20 LT Jis
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2. Clientless, Web-Based Access
- Reverse ZLehA| 2ot 1l S ALSE & =5
- el S=w e e Ol Citrix & =
- 2L ES0 2 S 2R
=== alel A=ald Bl == Sl E|2E =
| &9 &

3. Tihin| Client' Port Forwarding
- Reverse proxy SistE i =
- &, E-mail, ZE5, IMZ T
- Z= )85 AREE Of == 0] CHOJIL Sl |
- KiekS0l & & SEt0[HE/NE S=SZE=
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Cisco Secure Desktop
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overwrite (&t A|Jt Ot

HAl, SIAEE] & FI| overwrite

e 22 I Y E-HIY M
overwrite

o Auto-complete I§ A ¥ & overwrite

HIA 3 E Guest PermissionsC & S &t

Migisd, Kirfand, UM, Ratwer, COMOM, USH, Saund cird, Flopsy dish..

£ |

T ating NpuUET handioy nor ARk e Tenser IEASUTCEN Fromeied and 260UTeS IS (Areess caniml,
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« o|AEC HE

« FHAl

c A CE

Ciscn SYSTEMS
WM. CACHE CLEANER for WEBVPN

Clean up has occurred. Congratulations! You may
close this window and leave this computer with no
risk.

NES
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Remote User VPN Server

Posture . EAP-Status Query
Credential m

Provider

EAP-TLV/Posture

Validation
Peer ACS server Server

(VPN Server)
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- Firewall




AlA T Firewall 2HH|
S X9 Hot =M

» ChEEBE Ol =231 0l & = JFHA & B 2= 2 (Stateful) Firewall /

Protocol 2 AlJ| = e :
« St =4 2 HE[O|C0f 22k Catalyst 6500
» Cost-Effective High Availability Solution PIX 535 Fjrewall System
. 2EEAIO] HZ|EF AF2 ZE| 1.7 Gbps FW  yp to 20 Gbps FW
. 2t25E 22 B =4 :

(e )8 N

PIX 501
60 Mbps FW

ASA 5540
ASA 5520 650 Mbps FW
450 Mbps FW — Zi L

ASA 5510
300 Mbps FW

et

pixsoge PIXS15E S15E  PpX525

100 Mbps FW w 330 Mbps FW

E



AlA T Firewall EA!

» Transparent firewall
Transparent Firewall

-L2-L7 tX 2 2= HIERA D dIOIO 0 CHoll L20IIA KO Jis

 Virtual Firewall

Dept/Cust 1 Dept/Cust 2 Dept/Cust 3 Dept/Cust N
Dept/Cust 1 Dept/Cust 2 Dept/Cust3 Dept/Cust N ’ s s /

< P 4 4

- Firewall 2] =2|& Ecl= 2& d| HIO1 s
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AlA T Firewall E3
SHAIE 28 0F 3 & TE EZ Inspection

—— el el

 Inspection Engine Capabilities

- Application Policy Enforcement - Security Checks
- Protocol Conformance Checking - NAT / PAT Support
- Protocol State Tracking - Dynamic Port Allocation

 Core Internet Protocols
- Web Inspection Engine : 21 AE E 0| A| &, MIME type filtering
- FTP Inspection Engine : Put / Get / DeleS 2| Xl O
- ICMP Inspection Engine : Stateful tracking of ICMP traffic

 Multimedia / Voice over IP
- H.323 v1-4, SIP, SCCP (Skinny), GTP (3G Wireless), MGCP, RTSP, TAPI / JTAPI

» Specific Applications
- Cisco IP Phones, Cisco Softphones
- Microsoft Windows Messenger, Microsoft NetMeeting, Real Player

e Database / OS Services

- ILS / LDAP, Oracle / SQL*Net (V1/V2), Microsoft Networking, NFS, RSH, SunRPC
INIS+, X Windows (XDMCP)




AlA T Firewall EAl

VoIP & QoS A&/

TAPI /

Version1-4 v0.1/v1.0

TCP

UDP/TCP

Fragmentation and Segmentation Support

TCP

Packet Flow

5540

250

3000

6000+

Conc. Calls

VolIP performance through the PIX/ ASA
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ASA NI = JIs

- IPS




AlA 3 Ips &H|

IPS 4250-XL
1000 Mbps
IPS 4255 s
600 Mbps

ASA 5540
450 Mbps

IPS 4240
ASA 5510 250 Mbps
170 Mbps FW

e

IPS 4215

80 Mbps
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IDS/IPS O] Wig|ot SM

Public Services Segment

Attacker

(=" Sensor Deployed
E Sensor Deployed in IPS Mode
V'— ———V 4

HYBRID IDS AND IPS = in IPS Mode
otLE2e] &EHI|JLIDS & 2t a

Sensor Deployed
IPS 22 SAl0l =& Jis in IPS Mode

Sensor Deployed in
Hybrid Mode to Deliver
IDS Services Outside
Router and IPS Services
Inside the Firewall

SSN Moduie R A

LLL0S CiscoAssssm0
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Configurable* SW Bypass Mechanism delivering
High Availability to IPS deployment

*Bypass can be configured in Auto / Manual Modes




AA T IPS O] Mot
Risk Rating

Fisk Rating: | winimum nazmum

Il X e

Customizahle Risk Rating Thresholds :

D<RR <35 Alarm
35<RR < 85 Alarm & Log Packets
25 < RR < 100 Drop Packet




AlA T IPS 9] Metsth XHH
5 52

MEG (Meta Event Generator)

0t2F SIG IDs 5081, 5124, 5114, 3215 & 3216 O|BIE D} 3
Ol L0l EM=ICLEH, MEGZ “Nimda”Of Bl E D} & 44

Time Interval = 3 secs.
A
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- Lt&ot) HEEt 98

(Risk Rating, MEG
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Al A D Catalyst 6500 £t JHIA 2=

- e T
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y - 4

IPSec VPN SPA Services SPA Carrier Module

Intrusion Detection
Module (IDSM2)

VPN Services Module Network Analysis
(VPNSM) SSL Module (SSL) Module (NAM2)




6500 IPSec VPN Services SPA(Shared Port
Adapter)

A= % Features
« Upto (1.7 Gbps IMIX) per blade

Up to 10 IPSec VPN SPA per platform (25
Gbps or 5 Mpps)

Up to 8,000 IPSec Tunnels, up to 65
Tunnels/second

DES, 3DES, and

Integrated Platform Strengths

e Support with Sup720
« Support with Sup32 - target Q3CY05 <
Services SPA Carrier Module




6500 Web VPN Services Module

« (12 At fet =2Ey
- Z2=Y 8000 At= X X[ &
- A2(XIE 32,000 AF=AH A&
« Virtualized SSL VPN Service X|&
- 64 Contexts per module, 256 per switch

Scale / Performance
SSL Connections per Module 8,000
SSL Sessions per Module 32,000

Throughput per Module 300 Mbps

Setup Rate 1000/Sec
Modules per Chassis 4
Max SSL Connections per Chassis 32,000




SSL VPN - Security Service Convergence

e Virtual SSL VPN Contexts mapped to Virtual Firewall
Contexts

o Integrates remote access with corporate policy

enforcement
Catalyst 6500

Employees . |
Customers \\ i Finance

Contractors [ S DMZ

Partners //

Suppliers

WebVPN SM FWSM
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Always Too Late !!!

Reactive Steps:

1. Escalated Alert
2. Investigate

3. Coordinate

4. Mitigate

Collect Network Diagram 100’s UNIX
Read and Analyze \
TONS of Data...

Repeat

\Y/K Anti-virus

Authentication Router/Switch

Vulnerability

Scanners Servers
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“Lab Core” - 192.191 0\0/24
10.2

wall-MARSS50
192.191.132.28

WALL2850-02
192.191.132.30 (192.191.132.80) 192.191.132.29

CCIE Term WALL2950-01

e T Server ON LOAN ghlvin
i kg Core - 192.191.131.0/27 - VLAN 111
6500-SDFOSTRI RO S EER F Core - 192.191.132.0/27 - VLAN 121
. l HSRP 08,25 = int NAT NAT
86.1 - VLAN| VLAN ’ 198 199
10.87.98.0/24 111
131 . ' FAO/ FAO/M
EO0/1 - 10.87.98.2 | na osEcsses 3% 131.4 1030.90.1 7
10.104 B L
i - scO NAT
. 131.1 URAARAA : 40 = .202
WALL-WINZK-LAP 0B
wall-lab-gw1 NAT 131.34 FAO/O FAD/O
) .81 Int ) VEAN13S192.191013) 82/27 ) 77.7
E0/0 - 10.87.127.46 nat outside VLAN WallCateK- 7717 WAL:‘SZ'? ZDQNireless Workstatic
123 01 e 07702 J s 10.10.10.50
( 10.87.127.44130 0 132,65 vensm Statie: 131.30 gyatic: 131,29
1 27_45 VLAN 123 192.191.132.64/27 D
outsidae
3.1 - POP NAT Cluster
HostlD: 99 NAT .30 13272
Mgmt Host: -58 PUB PUB
WALL-WIN2K-03 L ethO 132.70 132.71
Monitor - Cat 5K - unix workstation 132.66 Unix Workstation
2/8 "-::;::-‘32-“ St raa 192.191.132.84 @’ ’

NAT 'ALLVVPN3030A 'ALLVPN3030B|

Linux Workstation -129 PVT PVT
192.191.132.81
Version 4.1 (Beta) CW SIM 3.1 R e

Server/Aggnt VPN Address Pool

192.191.132.7115-. 7119

WebVPN (SSL) PVT

P e

= Frame Raiayj— 0
¢ D Lan 101

i Network inside . AT

S = 3 NAT

WinzK Pf | = @ Log/AIert

Win2K Server VMS - IDS MC/SM

ZL Integrity Server
ACS 3.1 (Pri) TFTP Server

H = CSA/Okena Console = 4.0 - RDEP
ACS 3.1 (Sec) gigep Threat Response (CTR) Mgmt Host:
Infected Host  winaxserver




3?5312é2§Ui1t outhbound TCP connection 2607 for outside:z198.133.2192.25-80 <(198.133.219_.25-88> to inside:192_.168.1_.3-1686 <67.82_21
- -
2A5HE11: Built dynamic TCP translation from insidez122_168_.1_3-1687 to outside:67_.82_ 225 _ 18-1183
3B2813: Built outhound TCP connection 288 for outside:198.133_.212.25-80 (198.133.219_25-88> to inside:-192_.168.1.3-1687 <(67.82_2]
-18-1183)>

122.168.1.3 Accessed URL 198.133.21%?.25:~favicon.ico

1922_.168.1.3 Accessed URL 198.133_21?_25:/swa-j cisco_detect.js

Teardown TCP connection 287 for outside-1928.133.2192_ 25880 to inside:z192_.168.1.32-1686 duration B:80:81 bytes 59179 TCP Reg

Deny TGP <no connection? from 198_133_.212_25-880 to 67_.82_225_18-1182 flags ACK on interface outside

Deny TCP <no connection?> from 122_168.1.3-1686 to 198.133.2192.25-88 flags RET on interface inside

Deny TCP <no connection?> from 198_133.2192_25-80 to 67.82_225_ 18,1182 flags ACK on interface outside

Deny TCF <no connection? from 198_133_.219_25-8@0 to 67 .82 _225_1B-1182 flags ACK on interface outside

Teardown TCP connection 286 for outside:128_.133.212.25-88 to inside:192.168.1.3-1682 duration 8:88:81 bytes 53445 TCP F

Teardown dynamic TCP translation from inside:-192_168.1_.3-1427 to outside:6?.82_225_ 18,1142 duration B:-@H@:35
Built dynamic TCP transzlation from inside:z192_168.1.3-1618 to outszide:-6?7.8B2_225_18~-1184
Built outbhound TCP connection 2879 for outside:z198.133.219.25-80 C(198.133.2172.25-88> to inside:-1922_.168.1.3-1618 <(67.82_2]

Facilituy:
Timestamp logging: enabled
Standby logging: disabled
Console logging: lewvel informational, ?1% messages logged
Monitor» logging: disabled
Buffer logging: level informational. 715 messages logged
Trap logging: disahled
History logging: disabled
nzlation from inside:z192_168.1_3-1618 to outside:=67.82_225_18B-1852
385811 : Built dynamic UDP translation from inside:-192_168.1_3-29 to outside:67_82_225_18B.-42
Built outhound UDPF connection 218 for outside:167.206.3.158-53 <{167.286.3.158-53> to inside:1922_168.1.3-29 (67.82_225_14

Teardown UDP connection 218 for outside:-167.206.3.158-53 to dinside:-192.168.1.3-1618 duration B:80:81 bytes 158
Built dynamic TCF translation from inside:-1?22_168_.1.3-161% to outside:6?_8B2_225_18B-1185
Built outbound TCP connection 211 for outside:64.154_.80_258-80 <(64_.154_80_.258-88> to inside:1922_168.1.3-16192 <67 .82_225

122.168.1.3 Accessed URL 64.154_80_258: HG?hc =web?2&hb=DM5481 281 KAA=3BDM5 481 2828CUEcd=1&hv=6&n=-Cisco .com*Public&con=8wvcq
—//3B/Puh11c&hn—Netscape&ce—3&33—1324*768&3c—32&su 1 FBcmp=&gp=&dcmp=&c y=uihp=udln=en—US&cp=nulléfnl=&kpec=vpc=070101r&v j==090108
B7rEseg=;1l&epg=nkja=yhdt =5=zo0=248& Im=B8&cv =8&gn =& 1ld=8&la=&cl =&c 2 =fc I =&cd=&ocustomerid=&ra=&rf =hookmarképl=CDTxZAFlug—inx3AQuic kT imd
ZAPlug—in=2A5 . A.1x3A0uickT inex2A8Plug—in=x2085 . B.1x3AQuickT imex20Plug—inx2A85.8.1x3A0uickTimex28Plug—in=2A5 . A.1x3AQuickT imex2AP lug—
2235.B.1zEHHozillaz2BDefau1tz2BP1ug—inz3ﬂShockwauez2BF1ashz3HHicrosoPtzﬂEz2BDRHz3ﬂHicrosoftzHEZ2BDRHZ3ﬂHetaStreamz2BEz2@P1uginz

edla/2BP1ayer/2BPlug—1n/2BDynam1c/2BL1nk/2BL1hPa /3nndohe/2ﬂﬂcrohat/39&tt auto_pos
3581 Built dynamic TGP translation from inside: 192 168_1_.3-1628 to outside:67.82_225_18-1186
Built outbound TCP connection 212 for outside:64.154.860.258-80 <64.154.80.258-88> to inside:1922.168.1.3-1628 <67.82.225

Teardown dynamic UDP translation from ingside:-192_168.1.3-1454 to outside:67.82_225_ 181848 duration B:-@E@:31

Teardown dynamic UDFP translation from inside:-192_168.1_.3-1%7 to outside:67_.82_225_18.-380 duration B:-88:31

Teardown TCP connection 211 for outsid 4.154.88.258-88 to inside:1?2.168.1.3-161? duration B:A 1 bytes 2652 TCP FIN{

172.168.1.3 Accessed URL 64.154.88.2%58: HGct?he =we62&hb=DM5481 281 KAAX3BDM5 48128 9BCY Ecd=1&hv=6&n=Cisco.com*Public&con=%&
on—//3B/Puh11c&bn—Netscape&ce ydees=1024=7688&sc =328&=sv=13F8cmp=EBgp=8&dcmp=&c y=udhp=u&ln=en—US&cp=nullé&fnl=E&pec=8vpc=A20101r&v j==0298
1 B?r&seg—* 1&e pg= n&Ja—y&dt 5&20—243&1m B&cu—&gn—&ld &la—&cl &02—&03 &c4 &customerld &Pa—&rf hookmark&pl CDT/2BP1ug 1n/39QulckT

in7235.B.1Z3HHDZillaz2BDefau1tz2BP1ug—in EHSthkwauez2BF1ashz3HHichsuPtzHEz2BDRHz3HHicrusuftzﬂEz2BDRHz3ﬂHetaStreamz2B3z2BP1ugi
FAJavax2BP lug—inx3AJavax2BP lug—inx3AJavax2BPlug—inx3AJavax20P lug—in*3AJavax28P lug—inx3AHP>:2@0Peripheral=2@Interrogator3Alindows:
BMediax2@8Flaver=20P lug—inx20Dynamic»*2@8Link<28Library<3AA0dobex28Acrobat«3A&tt=auto_po=

Teardown i UDP translationm f inside:172_.168.1.3-1462 to outside:6Y.82_225_18-1841 duration B8:88:31

Teardown i translation inside:1?2.168.1.3-18 to outside:67.82.225.18.31 duration B:8H0:31

Teardown i translation inside:z122 _168.1.3-1463 to outside:-67.82_225_18-1842 duration B:BHA:-31

Teardown d i translation inside=-122_168.1.3-1% to outside:-67_82_225_18.-32 duration B:88:31
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SUMMARY || INCIDENTS ”QUERY / REPORTS || RULES || MANAGEMENT || ADMIN || HELF |

P
N

| Dashboard | Network Status || My Reports (Trending} || |

msumnv | ersion: 2.5 Login: Administrator, Administrator {pnadmin) :: : Sep 8, 2004 12:50:43 PM POT @

|Page Refresh Rate |
Recent Incidents | all severities

15 minutes

|24 o |Incident D |Euent Type |Matched Rule |Action|Time

W netflow 35,112 1:426539035 & Deny packet due to security policy @ gylst;arg R‘qDer: Metwark Errors - Likely Routing g;pP%TZDﬂél 12:40:37 PM PDT - Sep &, 2004 12:50:15
elate

M cvenis 669,661

. 1:426539033 &7 Deny packet due to security policy @, Systermn Rule: Worm Propagation - Attemnpt @ Sep 8, 2004 12:37:52 PM PDT - Sep 8, 2004 12:47:41
Sessions 554,514 A T
Built/teardown/perritted IP FM PDT
connection

1:426539031 &7 Deny packet due to security policy @ Systemn Rule: Metwarl Errors - Likely Routing Sep §, 2004 12:30:22 PM PDT - Sep 8, 2004 12:40:04
Related FM FDT

Crata 4E%
Reduction

|24 Hour Incidents

High 185 25% . . .

M Hig = oo 1:426539028 &7 Deny packet due to security policy @, Systemn Rule: Waorm Propagation - Atternpt @ Sep 8, 2004 12:25:00 PM PDT - Sep 8, 2004 12:37:11
Medium ek e Deny connection - no xlate [d], PM PDT

M Low 440 60% Built/teardown/perritted IP
Tatal 727 100%, connection

|AII False Positives 1:426539030 &F Deny packet due to security policy @, TEST @ Sep §, 2004 12:32:52 PM PDT - Sep 8, 2004 12:32:56
T 376,003 559 Deny connection - no xlate @, PM PDT
e e ] Built/teardown/permitted IP

connection
M system 300,620 4% Ei

determined
Logged 37 0o HotSpot Graph Attack Diagram

Dropped O no% [ Full Topo Graph || Large Graph Large Graph
Total 676,660 100%

User 2,051
confirmed

To-do List

pnlistener

Mo Escalated Incidents
wanRouter

|P1y Reports = . ~ beastm3ster

Activity: All Sessions - Top
Destination Ports by Bytes
{Mormal)

activity: all Sessions - Top
Destinations by Bytes
{Mormal)

Activity: Denies - Top T E_;B35
Destination Ports (Trend) -

H-10.4714.2
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HY WIEXT QI3 LHOIA Sl SH IS AR
- Layer 2/3 22 HZ29| 7IA1&} -4 Lﬁg‘
- 324 Xtk Mz Hd|e| MEH Switch @)

InterRdgter
- d&bst A HEo| AS
Router ...
n=10.4 4.0/24

Enforcement Device: switch_server|a), Suggested

Enforcement Device Information

Device Type Manager Children

Firewall ..o

sakowall

switch_server[d] Cisco Switch-  Proteao Metwarks MARS
105 12.2 1.0 an pnvalis

Interface Information

|Directiun |IP Address |Interface Mame |DN5 Mame |MAigPhddress |MAE Update Time

rE—

Recommended Policy /Command AF10.3.1.0/ 24

i+ |ponfigure t
|interface FastEthernet0/4

no ip address

shutdown

ol
H-10.31.7
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ity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

Name Schedule [Format Recipientleuery Description Status Submitted Time Range

Activity: Denies - Every Mormal Mone Event type: ARacksProtected, This report ranks the destination parts  Finished: Sep &, Sep 8, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewallEolicy Violation /ACL, ta which attacks have been targetted 2004 1:07:43 PM 1:07:39 PM PDT POT - Sep &, 2004
Ports Query Tepe: Destination Ports ranked but denied. FOT 1:07:39 PM POT

by Sessions

Time: 1ad:0hh: Ommi0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

[source 1P [Destination 1P [service [Events Device |Severity |Zone |Operation  |Rule [Action |Reported User
AT ANT ANT AttacksProtected, FirewallPolicyViolation/aCL ANT ANT ch Maone AMYT  ANT ANT

Keywords: [None]

Avg/Min

O B o e R e

Tue 1PM Tue 8PM Wed 440 Wed 1140

|l:ount {# of sessions) |Raw Destination Port
4704 445 [4]

3524 80 [4]

3349 26686 [9)

3183 135 [4]

2531 47653 [4)
1183

1144
768
64

L e L B O N




CS-MARS HIZZ

Global

CS-MARS Model 20 50 100e 100 200

Controller
Events/Sec 500 1,000 3,000 5,000 10,000 N/A
NetFlow Flows/Sec 15,000 25,000 75,000 150,000 300,000 N/A

RAID Storage 120GB  120GB  750GB  750GB 1B 1TB

 Installation takes minutes - Agent-less Event Collection
« NO JRE Conflicts . II\_na%(er 2/3 Network Topology and
iti

itigation

 Raid 1+0
NetFlow
* Oracle Embedded - No DBA Needed Drill down to MAC addresses



CS-MARS X| & AHH| 2IAE

Networking
Cisco I0S 11.x and 12.x, Catalyst OS 6.x
NetFlow v5/v7
NAC ACS 3.x
Extreme Extremeware 6.x

Firewall/VPN

Cisco PIX 6.x, 10S Firewall, FWSM 1.x & 2.2,
VPN Concentrator 4.0

CheckPoint Firewall-1 NG FPx, VPN-1
NetScreen Firewall 4.x, 5.x
Nokia Firewall

IDS/IPS
Cisco NIDS 3.x & 4.x, IDSM 3.x & 4.x
Enterasys Dragon NIDS 6.x
ISS RealSecure Network Sensor 6.5, 7.0
Snort NIDS 2.x
McAfee Intrushield NIDS 1.x
NetScreen IDP 2.x
Symantec ManHunt 3.x

Vulnerability Assessment
eEye REM 1.x
Foundstone FoundScan 3.x

Host Security
Cisco Security Agent (CSA) 4.x
McAfee Entercept 2.5, 4.x
ISS RealSecure Host Sensor 6.5, 7.0
Symantec AnitVirus 9.x

Host Log

Windows NT, 2000, 2003 (agent and agent-
less)

Solaris
Linux
Syslog
Universal device support

Applications
Web servers (lIS, iPlanet, Apache)
Oracle 9i, 10i database audit logs
Network Appliance NetCache
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AMNEX 20 KIS

- Cisco Security Agent




CSA Architecture

& |  Policy is centrally defined at CSAMC
0 » Agents enforce policy locally, connected or not
o All communications via HTTP and SSL

S SecMonOther

ecM Desktop
Monitoring Apps Desktop Agent

e

Server Agent

I (integrated 5
Browser-based .
Management GUI with VMS)

o, Configuration <Policy Updates

: Reports, Even Alerts >

D Server Agent

r—=—4

Desktop Agent

Programs Local
File
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Transactions per Second

e Windows CPU At&: 1-5% HIPRecesis K
o 22| AFZ: 7-10MB, up to 20
« UERIM et Het:

Policy download: 35-70k

Event: ~3k

Poll: ~2.5k

Polling Interval change: ~3k

H
g
H

& 4000000

Software Update: varies o ————————————————"—— )

Note: Performed on W2K SP3 running IIS 5.0.
Single 2Ghz P4 CPU, 1Gbps NIC, non-
hyperthreaded, 533Mhz system bus.

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved.
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CSA 5.0 - Trusted QoS Solution

Cisco Security Network Device - Network Device -
Agent Access Routing

e T
A

BOotdIHe A HOIE Network Admission

- Differentiated Service  Control - A2 X} &
(DSCP) = &3 AEE &0l E&E 6N
(QoS marking : Hel=l S L2 189
Softphone, ERP, P2P ) DCSP &4& XA

« CSA 2t NACS S22 QoS Azl & Ml > H

« (i JtXl DoS &t &0l tHet = JtEd &

2= SESZ2]80 CHoll CSAE S8t QoS Marking A
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- AVS (Application Velocity System)




Cisco AVS 3100

Integrate Functions Integrate Mgmt
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Application Velocity System

Ap
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SH3SN AN3
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Enterprise Enterprise
Management Systems Security Systems
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AVS 3100 Technology Advantage

Functional Areas

t5-UERA
XA 2tel

Standard Features

AVS-only Features

» Request aggregation/Browser cache management
= Browser TCP multiplexing

= PDF download optimization

= Response redirection control

» Gzip/DEFLATE compression

» Delta encoding

» Dynamic browser caching

» Dynamic image optimization (JPG, GIF, PNG)*
= Flexible processing rules

= TCP connection multiplexing
= SSL offload and acceleration
= Static caching

= Configurable dynamic caching
» L oad-based caching

» Lazy request evaluation

= Single sign-on optimizations

= XML merging/transformation

*Logging
= System health checking

» End-to-end response time monitoring
= Business transactions capability
= First-line service triage

= Rules-based definitions and
capability

= Out-of-the-box Layer-7 protections
» Policy-based implementation
= Comprehensive exception handling & monitoring

= SNMP access and control

= Application delivery dashboard
= Service-level integration with BMC, HP, etc.
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