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+ Secure Connectivity
s Threat Defense
* Trust & ldentity
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* Endpoint Security

» Application Firewall
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* Network Anomaly,
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- Catalyst 2950
- Catalyst 3550/3750
- Catalyst 4500
- Catalyst 6500
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y‘ SADAIINE. A~TA Anti Virus
« Anti-Virus
=AV software name

=Software version

t

=Scan engine version

=DAT/pattern file version

=AV enabled or not

=On-access scan enabled

=DAT/pattern file release date
« Other Software

=Varies by vendor

=E.g. SYMC SCS 2.0 includes
FW & HIDS
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Cisco 18xx, 28xx,
/ 38xx Catalyst 6500
Cisco 72xx Catalyst 4000/4500
/ Cisco 37xx Catalyst 3550/3750
/ Cisco 3640, 3660-
ENT Series Catalyst 2950
/ Cisco 2600XM, 2691 Catalyst 2955/2970
/ Cisco 1701,1711, 1712,
1721, 1751, 1751-V, 1760 L SOl
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prior to browsing
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Web Email Web
Server Client Browser IHY AAE FH2
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v'COM Object &=

System Call Interceptor —
. vHTTP §2
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Network ‘occ  ack

v Inbound packets
Network Interceptor v'Outbound packets
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Ping of Death Protocol Attack

Mount Shares Operating System Attack

Buffer Overflow

Active Content Application Attack

CSA (Cisco Security Agent)

application
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INCORE security technology

- INtercept OS calls

» COrrelate system calls
ALLOW DENY

ote rules & * Rules Engine
sta policies

correfation

engine

real-time
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Monitor » EventLog

1 Event |change filters

— = Notification from StormWatch Management Server =10l x| ‘ V A
vent |

Severit | Fle Edit Y
Host
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10/ [From-host: NCALDWELL STEM) tried
Al |bate: &/14/2002 11:0 dress was
Severity: Llert 0 ae428d45
happens
The process 'C:\Py Files\Microsoft SOQL ServerhM3SOLYBinn\sqglservr.exe' has been
tried to accept & onhection from 10.20.20.3 on port 1433 and inate'.

this was prevented by rule 402.

Find Sirnilarsl

[ TN Generate rules Logout

Logged in as:
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CSA MC XI¥ #B&: Window 2000 Al H

CSA Agent X[ #%#E: NT, Win2K, XP, XP SP2, Win 2003 Al b,Solaris 2.8
Win Cluster*,Redhat Enterprise Linux3.0* XP Home edition*
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Anti-Virus

Malicious Code Protection
Stop Known Virus/Worm Propagation X X
Stop Unknown Virus/Worm|Propagation X
Scan/Detect Infected Files X
Identify Viruses/Worms by Name X
No:Signature UpdatesiReqguired

Distributed FirewalllFunctionality

Operating System Lockdown

Correlates Events Across Endpoints
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EADAlINP. ~TA Anti Virus
« Anti-Virus
=AV software name
=Software version
=Scan engine version
CSA =DAT/pattern file version
* CSA4.0.2 =AV enabled or not
[ X A TOH
el el =On-access scan enabled
SAXE S EHA .
=DAT/pattern file release date
*CSAH&
+ Other Software
=CSA enabled or
disabled =Varies by vendor
=Last poll of =E.g. SYMC SCS 2.0 includes
CSA-MC (VMS) FW & HIDS
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