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Tool -

. Bagle

. Netsky

=Bagle - port 6667
. Agobot . O - Port 2556
. P - port 81, 2556
. Q.R,S - 81, 2556
. X - 2535
. Blaster

. Mydoom

. Welchia

=Port 135 - MS RPC
=Port 445 - SMB

=Port 139 — Netbios
=Port 25 - SMTP

=Port 554 - RTSP

=Port 1433 - SQL

=Port 80 - HTTP

=Port 901 - samba-swat
=Port 21 - FTP

=Port 110 — POP3
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Security Zone Router
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Security Zone
Metro Ethernet

Switch
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CPP (Control Plane Policing)

##Access-list HHt
Router(config)# access-list 141 permit icmp any any
port-unreachable

##Class-Map Hit
Router(config)# class-map icmp-class
Router(config-cmap)# match access-group 141

##Policy-Map it
Router(config)# policy-map control-plane-out-policy
Router(config-pmap)# class icmp-class
Router(config-pmap-c)#

police rate 1500000 pps bc 500000 packets

##Control Plane HH

Router(config)# control-plane

Router(config-cp)# service-policy output
control-plane-policy
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Cisco ISR
Series

802.1x

- IPS Module,
, 10S F.W

- CPP(CPU

£%Common Cri

(Netflow)

- HW VPN

), NBAR, Auto-Secure
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Cisco 7600 Router
5Gbps HW

600Mbps

1OSivi

—

8000Tunnel
1.9Gbps 3DES
VPN
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Access-list Compact
ACL

RFC 1918 Filtering, uRPF

Netflow

2. QoS

Time ACL
NBAR CPU
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— Turbo ACL, ACL Summary
— Time,Reflect ACL

IP Filtering

QoS

- CAR, CBWFQ

IDS/IPS
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uRPF

QoS

DHCP

CPU Rate Limit

DAIIP source Guard
QoS
DHCP

ACL
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PVLAN - Snooping [T %

URPF — IP

6500 Routing Table (FIB)

Prefix Next Hop Interface
10.1.0.0/16 10.1.1.1 gig 171
10.2.0.0/16 10.2.1.1 gig 1/2
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— Dynamic ARP Inspection

B1.1.1.11
MAC :01.01.01.11

DHCP_Snooping

MacAddress IpAddress Lease(sec) Interface




— IP Source Guard

B1.1.1.11
MAC :01.01.01.11

1P:1.1.1.11
MAC:02.02.02.22

DHCP_Snooping
MacAddress IpAddress Lease(sec) Type

01..01.01.11 1.1.1.11 4995 dhcp-snooping FastEthernet3/4

Internet

ore Laye
Worm

Secuirty

Zone ACL

Service port

Vlan/Broadcasting
Domain

<V

Subnet/Vlan
Worm
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Subnet Traffic
Filtering
Subnet 10.x X
Subnet Traffic

VACL

Broadcast Traffic
Filtering

VLAN RED Subnet Traffic

Traffic
Filtering

Host Inbound Traffic

Catalyst Security Function Matrix
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Cat 6500

v

Cat 4500/4000

Cat 3750

Cat 3550

Cat 2950
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Blocking
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= 100K -pew connections/sec for HTTP,-DNS and
~_enhanced SMTP — = -
100 VLAN
LAN failover active/standby—
Pynamic Routing .. -OSPE-—
2 multiple: biades
PIX 6.0 T Set 128K Rule Set
~{some feature of:-62°)
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Version 1.1.3

Active X Blocking
Cut Through proxy

Flood Defender

Flood Guard

Fragmentation Guard
Fragmentation virtual
reassembly

FTP and URL Logging
Support Multimedia protocols

NETBIOS over IP
Radius Authorisation
SSH

TCP Intercept
URL Filtering..

Version 2.2

Policy NAT
Bidirectional NAT

ACL Syslog
Outbound ACL

DHCP Relay

SNMP CPU Monitoring
Interface Monitoring

Virtual Firewall
Transparent/Stealth F.W
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FWSM Active/Active Routing
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Active/Active

FWSM - OSPF

OSPF Cost Active/Active

Failover — 10Sec
OSPF Hello Time Failover Time

11 — Routing Active/Active
State full Failover

State full Failover 2005

4 600Mbps

4 5000 cps( TEP )
¢ HTTP Transaction 5000 TPS
* 500,000
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VLAN
#32Gb bus/ Fabric

~ ®Switch monitoring

#Passive Monitoring

< Transparent Operation

4IDSM SSL IDM
®Event 1EV

* . ;

#Cat 0S 7.5(1)/10S 12.1(19)E




Cisco IPS Solution !t

Cisco IDS Signature

Trend Micro

Core Focus
Signhature Type
Nature of Threat

Examples

Cisco

Cisco SYSTEMS

Cisco

Worms
Vulnerability
Slow Mutation

Code Red, Nimda

Signature

(& TREND

Trend Micro

Viruses
Exploit
Rapid Mutation

Bagle, Netsky




#DoS in MS SMS Client
rlesesix Thintune Login
+ Kazan Client Activity

Cisco IDS

Cisco IDS = Cisco IPS~>

Cisco Virus Wall

+ Bagel Virus Activity
+ AIM Message Overflow

#l Ratos Worm Activity
% Metasploit Activity
+ GVX Argumentx Activityl

# Apache mod | proxy Buffer
Dverflow

#1Back Door UltimateRAT
#Backdoor Wowg2
fiBackdoor WebservCTl

# Backdoor Vagr Nocker
% Back Door Ullysse
#1Back Dogr School Bus
#Back Door Rux|The Tick
# Back Door Progenic
#1Back Door Private Rort
% Back Door priority
#/Back Doar Oxon { Qlive
# Back Door Optix Probe
#1Back Doagr Osiris Probe
Response

# Back Door Asylum

#Qisco 10S Telnet DS
& Multiple Rapid SSH.
Cannections

# Back Door G-Spot
#/Back Doar Hell Driver
#Back Door Blaaaaa
#1Back Door Gift

#Back Door WIN Mite
#Back Door Infra

% Back Door Kuang

#1Back Door Butt-man
#Back Door Event Horizan
#Back Door Latinus
#Back Door Latinus2
#1Back Door Le uardien
#Back Door Mantis

#Back Door Mastersof
faradise

Aug. 27"

2004

Trend
— Signature Based




IDS Trend
Anomaly Based IPS

Ciaop.gom

Anomaly IPS
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1
Guard=DDoS Mitigation




- F.W , IDS, DoS

Cisco IDS
Arbor Peek flow
Cisco Detector

Contents Server




Service Module Case Study 1
7600 + 6500 : FWSM 1 set + IDSM 2set

lanm sk

: Cisco 7600 Router + FWSM
Internet BGP Router
— FWSM Module

ckbone Switch
Monitoring
= 7600FWSM,Backbone Switch
Dist Switch,Access Switch

, MAC Flooding

Traffic




Service Module Case Study 2
7600 - FWSM /IDSM /NAM 1set

ServerFarm,
Traffic
— Master Plane

- Trouble Shooting
— Application,

, MAC Flooding

Traffic

Service Module Case Study 3
Failover - FWSM 2 set + IDSM 1set + NAM 1set

= FWSM Failover

+IDSM Module ServerFarm,
- Cisco

*NAM Module Traffic
- Master Plane
— Trouble Shooting
— Application,

, MAC Flooding

Traffic




IBM NP4:GS3 Interixp

(IDSM2)

2Gb pas/"m‘

(VPNSM)
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Intel IXP

(NAM2)

SSL Accelerator

Switch

AuLnenucawut
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Cisco NAC
- 2200 S
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AV
Server  Forwarding

OAV Vendor Server

@ Device

VLAN

@ Client Policy

Allow, Deny, Restrict,
Quarantine

NAC CSA (Cisco Security Agent)
- OS Hot fix / Host IPS

— Phase | (
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Host IPS

Host IPS
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- Phase 1l (2005 Coming Soon)
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NAC/AEGSTHIPS

Host IPS

— NAC
- CSA Host IPS
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Session
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