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❑ 다양한 보안 위협들

Internet

인터넷을 통한 공격

웜/바이러스 감염으로
인한 공격(DoS공격등)

내부로부터의 해킹공격

비 인가자의
내부망 접속위험

인터넷 백도어 위험

외부망으로부터의 위험

각종 서버를 목표로 한 공격

무선을 통한 보안 공격

트로이잔등을 통한
개인정보 유출

인터넷을 이용한 내부망

연결시의 보안 위험

Cisco Security 솔루션 개요
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❑ Security에 대한 새로운 대응전략

Need NowNeed NowNeed NowPASTPAST

StandaloneStandalone Integrated Integrated 
Multiple LayersMultiple Layers

ReactiveReactive Automated, ProactiveAutomated, Proactive

Product SupportProduct Support Network /Network /
End End –– Point systemPoint system

통합적인통합적인 시스템시스템 차원의차원의 접근접근

Cisco Security 솔루션 개요
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❑ SDN(Self Defending Network)

Cisco Security 솔루션 개요

시스템적인시스템적인
보안보안 솔루션솔루션

•• Endpoints + NetworksEndpoints + Networks
+ Policies+ Policies

•• PartnershipsPartnerships
•• ServicesServices

지속적인지속적인 보안보안 기술기술
개발개발 및및 혁신혁신

•• Endpoint SecurityEndpoint Security
•• Application FirewallApplication Firewall
•• SSL VPNSSL VPN
•• Network AnomalyNetwork Anomaly

DetectionDetection

위협에 대한 인지, 방어, 
그리고 적응 능력을

극적으로 향상시키기 위한
Cisco 보안 전략

위협에 대한 인지, 방어, 
그리고 적응 능력을

극적으로 향상시키기 위한
Cisco 보안 전략

통합된통합된 보안보안 솔루션솔루션

•• Secure ConnectivitySecure Connectivity
•• Threat DefenseThreat Defense
•• Trust & IdentityTrust & Identity

666

Advanced Security ServicesAdvanced Security Services

MANAGEMENT 
AND

ANALYSIS

MANAGEMENT 
AND

ANALYSIS

• Security management
• Security policy, security event monitoring and analysis 
• Threat validation and investigation
• Embedded device management

COMPLETE 
COVERAGE
COMPLETE 
COVERAGE Protecting Desktops, Servers and NetworksProtecting Desktops, Servers and NetworksProtecting Desktops, Servers and Networks

FLEXIBLE 
DEPLOYMENT

FLEXIBLE 
DEPLOYMENT

Security
Appliances

Security
Appliances SwitchesSwitches RoutersRouters Security

Software
Security
Software

SECURITY 
SERVICES
SECURITY 
SERVICES

VPN / VPN / 
SSLSSL FirewallFirewall IDSIDS IdentityIdentity BehaviorBehavior

SECURE 
INFRASTRUC-

TURE

SECURE 
INFRASTRUC-

TURE
Device Authentication, Port Level Security, Secure 

and Trusted Devices, Secure Access, Transport Security
Device Authentication, Port Level Security, Secure 

and Trusted Devices, Secure Access, Transport Security

❑ Cisco Integrated Security Portfolio

Cisco Security 솔루션 개요
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PIX Appliance Firewall
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SMBSMB

Pr
ic

e

Scalability

EnterpriseEnterpriseROBOROBO

PIX 515E
190 Mbps FW
130 Mbps VPN

PIX 525
330 Mbps FW
145 Mbps VPN

PIX 535
1.7 Gbps FW

425 Mbps VPN

SOHOSOHO

PIX 506E
100 Mbps FW
30 Mbps VPN

Campus/SPCampus/SP

PIX 501
60 Mbps FW
4 Mbps VPN

Catalyst 6500 
Firewall System

Up to 20 Gbps FW

❑ PIX Appliance Firewall 개요

PIX Appliance Firewall

PIX 535

PIX 525

* ROBO : Remote Office Branch Office* ROBO : Remote Office Branch Office
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99999* Infonetics Q2 2004 Firewall / VPN Security Appliance Market Share Report, units by segment

23% 21% 20%
CSCO
JNPR
SNWL

Marketshare leader:
Cisco PIX 501 Security Appliance

Small Office / Home Office
($499 - $1,499 segment)

Marketshare leaders:
Cisco PIX 506E and 515E

8% 10%

38%
CSCO
SNWL
WGRD

Remote Office / SMB
($1,500 - $9,999 segment)

Marketshare leaders:
Cisco PIX 535 and FWSM

25%

11%

44% CSCO
JNPR
NOK

Large Enterprise / Campus
(>$30,000 segment)

Marketshare leader:
Cisco PIX 525 Security Appliance

17%
10%

41%
CSCO
JNPR
NOK

Medium Enterprise
($10,000 - $30,000 segment)

❑ Firewall 시장 점유율

PIX Appliance Firewall

101010

❑ Security Certifications

• Common Criteria
Current:  EAL4, v6.2(2)
Future:  EAL4+, v7.0(1) 

• FIPS 140
Tentative:  Level 2, v7.0(1) 

• ICSA Firewall 4.0, Corporate Category
Current:  v6.2(2) – PIX Family
Future:  v6.3(4) – PIX Family

• ICSA IPSec 1.0D
Future:  v6.3(4) – PIX Family

PIX Appliance Firewall
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❑ Cisco PIX v7.0의 특징

• Active-Active Failover

PIX

PIX

ISP 1ISP 1

ISP 2ISP 2

NetworkNetwork

• Virtual Firewall

Dept/Cust 2Dept/Cust 1 Dept/Cust 3 Dept/Cust N

PIX PIX PIX PIX

Dept/Cust 2Dept/Cust 1 Dept/Cust 3 Dept/Cust N

PIX

PIX Appliance Firewall

121212

❑ Cisco PIX v7.0의 특징(계속)

• Inspection Engines

PIX10.30.1.0/24Router

Transparent Firewall

SAME Subnet

10.30.1.0/24 Router

• Transparent Firewall(L2 Firewall)

PIX Appliance Firewall
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❑ ASDM(Adaptive Security Device Manager) 5.0

PIX Appliance Firewall

141414

❑ PIX Firewall 의 적용

PIX Appliance Firewall

데이터센터 데이터센터 데이터센터

Internet

[ PIX F/W 을 이용한 서버팜 보안 ]

Internet

지방

영업소

PIX501
ADSL

Firewall
VPN
NAT

[ PIX F/W 을 이용한 VPN구성 ]
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IDS/IPS Appliance

151515

161616

❑ IDS/IPS 적용시 고려 사항

서버팜

Internet

Router

F/W

SiSiSiSi

IDS/IPS

?- IDS/IPS와 네트웍장비간의 연동을

통한 차단(Shunning 기능)

- Host(PC, 서버)에서 발생되는

웜/바이러스등의 보안 위협에 대한

원천적인 위협 제거 (NAC,CSA) 

IDS/IPS는 해당 장비를

거쳐가는 Data에 대해서

차단 또는 탐지를 하므로

Design(구성)시
어떤 트래픽을 점검할것인지,
어느 지점에 설치것인지를

신중히 고려해야 함

IDS/IPS Appliance
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❑ Cisco IDS/IPS 개요

Solution BreadthSolution Breadth

Switch
Sensor
Switch
Sensor

Router
Sensor
Router
Sensor

Host
Sensor
Host
Sensor

Firewall
Sensor
Firewall
Sensor

Investigation
& Mgmt
Investigation
& Mgmt

Network
Sensor
Network
Sensor 42154215 42354235 42504250

IDSM-2IDSM-2

Security Agent - PCSecurity Agent - PC Security Agent - ServerSecurity Agent - Server

8xx8xx 18xx18xx 28xx28xx 38xx38xx 7xxx7xxx

501501 506E506E 515E515E 525525 535535

Web UI
Embedded Mgr

Web UI
Embedded Mgr

CiscoWorks
VMS

CiscoWorks
VMS

4250-XL4250-XL

Threat 
Response

Threat 
Response

IDS/IPS Appliance

181818

❑ IDS/IPS 시장 점유율

• #1 Market share leader

• Cisco IDS is #1 with 37%, 
up 8% Q/Q, 

• 20% Y/Y growth

Source: Infonetics 1Q2004

Cisco – 37%

ISS – 17%

OthersEnterasys

Symantec

Sourcefire

IDS/IPS Appliance
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❑ Security Certification

• Common Criteria
Current:  IDS Protection Profile Compliant, 

v4.1 Sensor SW, 4200 Series and IDSM2

• ICSA IDS
Current: v4.x, 4235

Future: v5.xx

• NSS Group IDS
Current: v4.x, 4235 & 4250XL

Future: v5.0, IDSM2, 4240, 4255

• Neohapsis OSEC
Current: v4.1, 4250-XL

Future: v5.0, 4240, 4255

IDS/IPS Appliance

202020

❑ Cisco IPS Software v5.0

• Highlights
악의적인 트래픽을 네트워크 상에서 차단하기 위해

인라인상에서의 침입방지 (Intrusion Prevention) 기능을 제공

• Timeframe
베타 프로그램 시작 – October 2004
출시 예정 – December 2004

• Platforms Supported
기존 제품군 - 4215, 4235, 4250 (TX, SX & XL),IDSM2(5.1)
새로운 제품군 - 4240, 4255
기존 제품군중 IPS 기능 불가 – 4210

IDS/IPS Appliance
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❑ Cisco IPS 4240/4255 Appliance

고성능의 1 RU Design의
새시

고성능의 1 RU Design의
새시

4개의 10/100/1000
Copper Gigabit 포트

4개의 10/100/1000
Copper Gigabit 포트

One 10/100 Out of Band
관리 포트

One 10/100 Out of Band
관리 포트

추가적인 I/O를 위해 예약된
Slot

추가적인 I/O를 위해 예약된
Slot

Field에서 Upgrad 가능한
AC Power Supply

Field에서 Upgrad 가능한
AC Power Supply

콘솔과 AUX Ports콘솔과 AUX Ports

상태 LEDs (Power,
Status, Flash)

상태 LEDs (Power,
Status, Flash)

향후 확장 기능을 위한 2개의
USB 2.0 Ports

(Failover, and more)

향후 확장 기능을 위한 2개의
USB 2.0 Ports

(Failover, and more)

Three Thermal Zones
with Heat Sensitive Fans

Three Thermal Zones
with Heat Sensitive Fans

Compact Flash for local storage 
(HD eliminated)

Compact Flash for local storage 
(HD eliminated)

IDS/IPS Appliance

222222

❑ Cisco IPS Device Manager v5.0

주 화면에서
configuration(구성) 과
monitoring(모니터링) 
화면사이에 쉬운 이동

Configuration tasks
와 Work flow process
를 위한 직관력있는
계층적 View

센서 setup을 단순화 하기
위한 유용성의 강화

signature customization 
을 단순화 하기 위해 재
설계된 Signature Wizard

IDS/IPS Appliance
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VPN 3000 Concentrators

232323

242424

❑ VPN 솔루션의 필요성

Extranet

Voice

Extend the Corporate LAN
지방 사무실

Telecommuting on the Rise 
재택근무자

Improve Coporate Privacy
데이터센터

Secure the Converged Solution
음성/화상 데이터

Anywhere, Anytime Access
Mobile 사용자

Central Control

원격 관리

Reach Non-employees

엑스트라넷

Securing the Airwaves

무선 랜

VPN 3000 Concentrators
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❑ VPN 3000 Concentrators 개요

SMBSMB ENTERPRISEENTERPRISEROBOROBOSOHOSOHO

VPN 3005
200 IPSec
50 SSL VPN
4 Mbps

VPN 3002
253 Users
2 Mbps

VPN 3020
750 IPSec
200 SSL VPN
50 Mbps

VPN 3030
1500 IPSec
500 SSL VPN
50 Mbps

VPN 3060
5000 IPSec
500 SSL VPN
100 Mbps

VPN 3080
10,000 IPSec
500 SSL VPN
100 Mbps

PR
IC

E

SCALABILITY

VPN 3000 Concentrators

IPSec VPN
Client

SSL VPN

262626

Site-to-Site VPN

VPN 3000

Router

PIX Firewall

LAN-to-LAN

Easy VPN

DMVPN

VoIP over VPN

Remote Access VPN

IPSec VPN WebVPN(SSL)
(VPN3000 only)

내부망

Router

PIX Firewall

VPN 3000

VPNSM

Catalyst 6500

VPNSM

Internet

❑ Cisco VPN 솔루션의 다양성

VPN 3000 Concentrators
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❑ VPN 3000 Loadbalancing – Virtual Clustering

10.10.1.X

.1

.2

.3

.4

124.118.24.X

.31

.32

.33

.34

Virtual Cluster IP Address = 
124.118.24.50

Virtual Cluster Master=

Client requests connection to 124.118.24.50

Virtual cluster master responds with 124.118.24.33

Client requests IPSec tunnel to 124.118.24.33

• Best load balancing and scalability capabilities in the industry
• New price action allows for price effective “clusters”
• Internal redundancy/scalability is good but clustering is superior

VPN 3000 Concentrators

282828

❑ Downloadable ACL

VPN 3000 Concentrators
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❑ WebVPN(SSL VPN)

• Web page access (HTTP/HTTPS)
• Remote e-mail access

POP, IMAP, SMTP, OWA, Outlook, Notes, 
iNotes, etc

• File access on enterprise servers
Windows CIFS file shares via Web Interface

• Flexible login options customizable for diverse 
user communities 

Group based access control
Support for all enterprise authentication 
mechanisms

• Port forwarding
Access to thick client TCP-based 
applications 

• Web-based management
Full-featured configuration and monitoring 
for WebVPN via VPN 3000 Device Manager

ALL SSL VPN 
FEATURES INCLUDED 

IN BASE PRICING—
NO SPECIAL LICENSES! 

VPN 3000 Concentrators

303030

❑ Cisco Secure Desktop(Twingo)

THE TECHNOLOGY:  
VIRTUAL SECURE DESKTOP

Removes sensitive security information
(cookies, browser cache/history, e-mail 

file attachments, etc.) related to an 
SSL VPN connection at the close of the 
session.
This protects from exploitation of such
information for host network or system 

penetration.

SSL VPN의 Endpoint Security 강화를 위해….

VPN 3000 Concentrators
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❑ VPN 3000 Concentrator의 적용

VPN 3000 Concentrators

VPN 3000

VPN Client
w Voice

Softphone

Internet

VPN Client

Internet

VPN3002 VPN3002

VPN 3000

323232

IOS Security

323232
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❑ IOS Security 개요

Cisco IOS Security Router
VPN + Firewall + IDS + Advanced 

Security Service + IP Routing

L2 Switch 
Interface Firewall Intrusion

Detection
L3 Routed
Interface

Core
Interconnect

WAN

IPSec
VPN

IOS Security

343434

Pe
rf

or
m

an
ce

 a
nd

 S
er

vi
ce

Pe
rf

or
m

an
ce

 a
nd

 S
er

vi
ce

1.1 Gbps F/W
185 Mbps IPsec VPN

2500 Tunnels

530 Mbps F/W
145 Mbps IPsec VPN

1500 Tunnels

855 Mbps F/W
175 Mbps IPsec VPN

2,000 Tunnels

130 Mbps F/W
130 Mbps IPsec VPN

1500 Tunnels

127 Mbps F/W
100 Mbps IPsec VPN

1500 Tunnels

125 Mbps F/W
95 Mbps IPsec VPN

800 Tunnels

455 Mbps F/W
140 Mbps IPsec VPN

1500 Tunnels

Cisco 3845Cisco 3845

Cisco 1841Cisco 1841

Cisco 3825Cisco 3825

Cisco 2811Cisco 2811

Cisco 2821Cisco 2821

Cisco 2801Cisco 2801

Cisco 2851Cisco 2851

❑ ISR(Integrated Services Routers)

IOS Security
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73007200 7600

5000 IPSec Tunnels
370 Mbps IPSec

5000 IPSec Tunnels
260 Mbps IPSec

8000 IPSec Tunnels
1.9 Gbps IPSec per VPNSM

•Versatile, high-performance, modular, multiprotocol platforms 
that enable flexible and scalable deployments for Enterprise 
and Service provider environments.

•MPLS and IPSec VPN support

❑ High-End Routers

IOS Security

363636

❑ IOS Firewall

• Marriott Hotels
• Albertson’s
• MasterCard
• XB Networks, Netherland SP (FW & IPS)
• Experio Solutions (PIX & IOS)
• Polo Ralph Lauren
• Germanos retail project 350 remote sites using c1760
• National Registry Land office, 60 remote sites
• Spanish northern region local Government)  200 routers 
• Departament d'Educació. Generalitat de Catalunya
• Universitat de Girona (UDG) on aC7200 (Spain)

Internet

H/Q

VPN라우터
PIX F/W

Firewall
VPN
NAT

Data
Voice

IOS Security
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❑ IOS VPN

IOS Security

383838

❑ IOS VPN – Hardware Encryption module

ISR 1800

ISR 2800

ISR 3800
AIM-VPN/BPIIPLUS(1800)
AIM-VPN/EPII-PLUS (2800s)
AIM-VPN/HPII-PLUS (3800s)

On-Board VPN

IOS Security
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1760 vs 1841

2611 vs 2811

2621 vs 2821

2651 vs 2851

3725 vs 3825

3745 vs 3845

FW + IDS + VPN with 256 AES (IMIX traffic)FW + IDS + VPN with 256 AES (IMIX traffic)

Onboard VPN

New AIM-VPN 모듈

Previous AIM VPN 모듈

150% Mbps  improvement w/HPII-+ 
18% Mbps improvement w/Onboard

200% Mbps  improvement w/EPII-+
33% Mbps improvement w/Onboard

840% Mbps  improvement w/EPII-+
200% Mbps improvement w/Onboard

300% Mbps  improvement w/EPII-+
100% Mbps improvement w/Onboard

400% Mbps  improvement w/BPII-+
250% Mbps improvement w/Onboard

900% Mbps  improvement w/EPII-+
150% Mbps improvement w/Onboard

IOS Security

❑ IOS Security Performance

404040

❑ IOS IDS/IPS

IOS Security
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❑ IOS IDS/IPS Module(NM-CIDS)

일반적인

Line Card

CEF

(Control Switching Engine)

Disk
NM-CIDS

Cisco Router IDS Module

• Performance – 45Mbps
• Interface  – Onboard FastEthernet 1port 지원
• Logging – 20 GB HDD
• Remote 관리 기능 지원(SSL 기반)
• GRE 암호화 Traffic 분석 기능 제공
• 유해 Traffic – Router 기반의 자동 Blocking 기능

내부 Traffic 감시 기능 제공

IOS Security

424242

IOS Security

❑ SDM(Secure Device Manager)
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Catalyst 6500 Security 
Service Modules

434343

444444

Content Switching
Module (CSM)

Communications Media 
Module (CMM)) SSL Module (SSL)

Network Analysis
Module (NAM2)

Content Services
Gateway (CSG)

Integrated
High Performance

Right Position

Firewall Services Module (FWSM)

VPN Services Module (VPNSM)

Intrusion Detection
Module (IDSM2)

Catalyst 6500 Security Service Modules

❑ Catalyst 6500 Service Module 개요
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Catalyst 6500 Security Service Modules

❑ CVDM(CiscoView Device Manager)

Layer 2/3 
Switching 
Dashboard

Layer 4-7 
Services  

Dashboard

Slot-by-Slot 
Switch Status 

Dashboard

System 
Overview

464646

Catalyst 6500 Security Service Modules

❑ FWSM(Firewall Service Module)

FWSM

Switch Interface

IDSM

…

MSFC

Switch Interface

PIX OS(Secure OS) 기반의 운영
5Gbps 이상의 고성능 처리속도
250 개 VLAN(Firewall Interface) 제공
GUI 기반의 손쉬운 관리(FDM) 
Dynamic Routing (RIP,OSPF) 지원
샤시 내부 최대 4장 까지 구성 가능
(최대 20Gbps지원)
동시 접속수 1,000,000개
초당 접속 처리수 100,000 session
Packet Forwarding 속도 : 3Million pps
128,000 개 정책 구현 가능

FWSMFWSM
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Catalyst 6500 Security Service Modules

❑ IDSM-2

IDSM-2

실시간 침입 탐지 감시
다중 VLAN 탐지 기능
600Mbps 의 고성능
5,000 cps(초당 TCP처리수)
Switch 성능 저하 없는 모니터링
(Passive monitoring)
라우터, 스위치, 방화벽 제품군과의
연동을 통한 In-line Filtering 제공
IDSM관리를 위한 SSL기반의 IDM 지원
Event분석을 위한 IEV 지원

인
터
넷

라
우
터

방
화
벽

코
어

영
역

액
세
스

영
역

Se
ns

or

RACL : 시스코
전기종 라우터

Shunning : Cisco PIX , 
방화벽 모듈

VACL/RACL: Cat 
6500 Switch

RACL/PACL : Cat 4500/ 4000/ 
3750/ 3550/ 2950

484848

Catalyst 6500 Security Service Modules

❑ VPNSM

모듈당 1.9 Gbps (3DES 기준)의 고성능
샤시당 최대 8개의 VPNSM 지원가능
(14Gbps or 5 Mpps)
8,000개의 IPSec Tunnels 제공
Site-to-Site and EzVPN Remote Access
IPSec Stateful Failover
Hardware accelation of both IPSec &  
GRE 
Compatible with all Cisco VPN Products
Support with both Sup2/MSFC2 and  
Sup720

VPNSMVPNSM
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Catalyst 6500 Security Service Modules

❑ Router/Switch에서 제공되는 보안 기능들
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Catalyst 6500 Security Service Modules

❑ Catalyst 6500 Security 적용

서버사용자그룹 or 중요네트웍그룹의 분리

VPNSM

Catalyst 6500
Internet

PIX501

대용량 VPN 
Aggregation용도

FWSM

Interface

IDSM

Interface

NAM

Internet

캠퍼스망

인터넷관문

Gigabit F/W



26

515151

DDoS Prevention System 

515151

525252

DDoS Prevention System

❑ DDoS 방어 개요

Cisco Traffic Anomaly Detector XT

Protected 
Zone 1: 
Web

Protected Zone 2: 
Name Servers Protected Zone 3: 

E-Commerce Application

2. Activate: Auto/Manual

Legitimate 
Traffic to 

Target

5. Forward the Legitimate

1. Detect

Target

6. Non-
Targeted 
Traffic 
Flows
Freely

Cisco Guard XT

4. Identify and Filter 
the Malicious

BGP Announcement 

3. Divert Only Target’s Traffic

O       192.168.3.0/24 [110/2] via 10.0.0.3, 2d11h, GigabitEthernet2
B       192.168.3.128/32 [20/0] via 10.0.0.2, 00:00:01 

192.168.3.128 = zone     10.0.0.2 = Guard
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DDoS Prevention System

❑ Riverhead 제품군

Cisco Guard XT 5650

Cisco Traffic Anomaly Detector XT 5600

Guard / Detector SP Versions ( 4Q CY 04 FCS)
• dual SMF interfaces
• DC power and NEBS server

Common Features
Two Gigabit interfaces – MMF or GE-
TX
Two management interfaces
Dual Xeon control plane, Broadcom
Sibyte data plane
Redundant power, RAID 1 dual drives

Attack analysis & mitigation
Diverts traffic flows for 

on-demand scrubbing

Attack detection to support on-
demand, shared scrubbing

Monitors copy of traffic

545454

Security Management 
Solution 

545454
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Security Management Solution

❑ Security Management Portfolio

Network
Complexity
(# of Devices, 

Sites or Users)

Security Management Functionality
IDS Firewall VPN

Security Management, Policy
Administration, Monitoring & Analysis

Security Management, PolicySecurity Management, Policy
Administration, Monitoring & AnalysisAdministration, Monitoring & Analysis

CiscoWorks VMS 2.2CiscoWorksCiscoWorks VMS 2.2VMS 2.2
CiscoWorks SIMS 3.1CiscoWorksCiscoWorks SIMS 3.1SIMS 3.1

Embedded Device ManagersEmbedded Device ManagersEmbedded Device Managers
Cisco SDM 1.0CiscoCisco SDM 1.0SDM 1.0

Cisco IDM 4.0Cisco IDM 4.0Cisco IDM 4.0 Cisco PDM 4.0Cisco PDM 4.0Cisco PDM 4.0 Cisco VPN3KDM 4.0Cisco VPN3KDM 4.0Cisco VPN3KDM 4.0

Cisco IEV 4.0Cisco IEV 4.0Cisco IEV 4.0

Cisco View Device Manager (CVDM) 1.0Cisco View Device Manager (CVDM) 1.0Cisco View Device Manager (CVDM) 1.0

565656

Summary 

565656
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Summary

❑ Cisco Infra Security Solutions

FirewallFirewall VPNVPN IDS/IPSIDS/IPS

PIXPIX YesYes YesYes Yes(100개)Yes(100개)

VPN 3000VPN 3000 Yes(Personal F/W)Yes(Personal F/W) YesYes NoNo

RouterRouter Yes(IOS)Yes(IOS) Yes(IOS,H/W 모듈)Yes(IOS,H/W 모듈) Yes(IOS,H/W 모듈)Yes(IOS,H/W 모듈)

SwitchSwitch Yes(FWSM)Yes(FWSM) Yes(VPNSM)Yes(VPNSM) Yes(IDSM)Yes(IDSM)

* Router/Switch의 경우엔 다양한 Enhanced Security 기능들(L3 보안,

L2 보안 등)이 추가되어 있음

585858

무선랜

사용자

네트웍

원격접속

Core
네트웍

서버팜

네트웍

인터넷관문 대외망

❑ Intelligent Security Systems

Internet

Summary

인터넷 및 대외망 보안

서버팜 보안

F/W
IPS

Core 네트웍 보안

원격접속 보안

VPN

사용자 보안

IBNS, NAC, CSA

무선랜보안
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