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The Security Dilemma

Internet
Business
Value

Explosion in
E-Business!!

>
Expanded Access
Heightened Security Risks

©2001, Cisco Systems Inc.

Security: Why Should We Care?

Computer security is an enabling technology of the
Internet

Privacy, authentication, integrity, fairness

Security turns the Internet into a serious tool for both
business and personal uses

The limits of security are the limits of the Internet
Attacks raise the cost of doing business
Attacks cause bad publicity
Attacks leave us open to unbounded losses

Attacks INCREASE THE RISK of doing business on
the Internet

©2001, Cisco Systems, Inc.




The Biggest Risk?

The opportunity cost of not participating:
Competitive advantages
Revenue and cost improvements
Expansion of business
Customer loyalty

New business models

The benefits of being online more than make
up for the risks

©2001, Cisco Systems Inc. 5

Military vs. Business; Security

Military security is absolute
Business security is relative
Risks have to be managed
Lots of different solutions

Things fail all the time; smart companies recover and
move on

©2001, Cisco Systems Inc. 6
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Business drivers

Threats
Migrating to a SAFE infrastructure

Conclusion
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Technology Headines
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Random Stories from

September 2000

Hacker compromised NASA'’s Jet Propulsion Laboratory
(JPL) computer system and used it to host illegal activity

Attackers have planted DDoS (distributed denial of service)
agents on hundreds of Unix computers

Cracker defaced OPEC’s Web site

Hacker was arrested for breaking into a computer at
Lawrence Livermore National laboratory

BidBay.com, an online auction site, was the victim of a DoS
attack

Crackers broke into Western Union’s Web site servers and
stole 16,000 customer credit and debit card numbers

IKEA had a security breach that exposed customer
information

©2001, Cisco Systems, Inc.




Three Primary Reasons for Security
Issues

* Technology weaknesses

» Configuration weaknesses

* Policy weaknesses

And people eager to take Q
advantage of the weaknesses

13

Technology Weaknesses

* TCP/IP protocol weaknesses

Sendmail, SNMP, SMTP, DoS (Syn
Flood)

* Operating system weaknesses
UNIX, Windows NT, Windows 95, OS/2
* Network equipment weaknesses

Password protection L1 os
Lack of authentication | TCP;'P
Routing protocols Retwork &

Equipment I
Misconfigured firewall holes

14




Configuration Weaknesses

* Unsecured user accounts

» System accounts with easily guessed
passwords

Console

~—

* Misconfigured Internet services

b

* Unsecured default settings within
products

* Misconfigured network equipment

15

Policy Weaknesses

» Lack of written security policy

* Politics

* Business lacks continuity, cannot
implement policy evenly

* Logical access controls not applied

» Security administration is lax, including
monitoring and auditing

» Software and hardware installation and
changes do not follow policy

* Disaster recovery plan is nonexistent

16




General Threat Types

- Eavesdropping - Session Replay

- Denial of service - Session hijacking

- Unauthorized access ° Rerouting
* Repudiation

» Data manipulation
* Viruses, Trojan

* Masquerade Horses, and Worms

©2001, Cisco Systems, Inc. 17

Denial of Service

*TCP SYN attack
* Ping of Death
* WinNuke

* Land.c attack

L —
—=— cPU

Prevents authorized people from using
a service

©2001, Cisco Systems, Inc.




DDoS, How Does It Work?

Client
System

BPETont Issues 2. Install Software to

Commands to Scan for, Compromise

Handlers which and Infect Agents

Control Agents [
in a Mass Attack - D Handler

K //}ﬁ NN é\ e

\ 3, Kg/erlt/s Get Loaded with Remote Control Attack Software
o K V- Z | \ )
[k

1

|
’ Agent
Systems

[BE|

©2001, Cisco Systems, Inc.

19

Unauthorized Access: WareZ

* Accessing and placing unauthorized files
or resources on another system

GIFs
Hacker tools

Unlicensed versions of software

©2001, Cisco Systems, , Inc.
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Data Manipulation: Graffiti

Session Susceptibilities
%Intruder

I am John
Send Cash

- John’s
Financial
. J Institution

- Session hijacking
* Rerouting

* Repudiation

©2001, Cisco Systems, Inc.
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Application Layer Attacks

e e

adtasSg LR
B S (rp— =y | I ks B
B e e i R e

= o oy SO T -

©2001, Cisco Systems, Inc.

Root Kits

adAas Sl ll
S i | i s B
e e
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Port Redirection Attack

Attacker Source: Attacker
' Destination: A
Port: 25

Compromised

i
4

Destination: B
Port: 23

Threat Capabilities

Packet Forging/

HighA Spoofing

Stealth Diagnostics

Sophistication

Back Sweepers
Doors of Hacker
Sniffers
Exploiting'¥gown N TOOIS
Vulnerabilitie: Hijacking
Sessions
isabling
Self Replicating
Code .
Password Technical

Cracking Knowledge

Required
S

Password
Guessing

Low 4980 1985 1990 2000

©2001, Cisco Systems, Inc.
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Hundreds ofi Tools

T

gt e | By | v | S |

FETT TR R PR el ayground . yuma.wnet (192.168.0.10:
frtaenl  Seruies

©2001, Cisco Systems, Inc.

The big picture

Distributed Denial of Service

Eavesdropping (DD@S) Attacks
(Masquerading, Internal
Viruses, Trojans Web-based attacks,.\‘ ey Network Insider
back doors, etc. Bl Gl ) ' Attacks
Denial of Service P I
Alice’s (DOS) Attacks Bob’s

Computer Computer

v oo S X

Social Engineering Social Engineering
Attacks Attacks

File Authen- Name File Authen- Name
Integrity Server tication Server Server tication Server

Attacks / Serv.er/V Server
Identity w i .
Theft Domain Name Launching Pad

4—e
Server (DNS) for Attacks
Misconfigurations, attacks L ‘1 l l:'_-l ‘
Software Errors, -

Social Engineering Innocent
Computers

©2001, Cisco Systems, Inc.

14



Expected Threats

Internet Internal

EXploitation

Diaifin
EXploitation

95+% vulnerable
externally with
secondary exploitation

Source: Cisco Secure Consulting Engagements, 1996-1999

©2001, Cisco Systems, Inc.

Will We Ever LLearn?

Buffer overflows were first identified in the
1960s

*They were first used to attack networked
computers in the 1970s

*The Morris Worm used buffer overflows to
attack the Internet in 1989

*Today, buffer overflows are the most common
way to attack systems

—Two-thirds of all CERT advisories are about buffer
overflows

©2001, Cisco Systems, Inc.
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Will We Ever LLearn?

There’s a particular bug in Microsoft Internet
Information Server

It was fixed in July 1998

Another warning was published by Microsoft in
July 1999

In January 2000, the bug was exploited to steal
credit card numbers from several Web sites

©2001, Cisco Systems, Inc.

Good System Administration

14
A new study by Cisco Secure Consulting Services offers
some insight into where many common vulnerabilities exist in
IT network systems. The study, which analyzed 33 midsize
and large customer sites over a period of six months, found
vulnerabilities in all the customer sites, but almost all the
vulnerabilities could be traced to outdated software or lax
system administration maintenance, not to inherent flaws in
the systems. While the need for careful system administration
and continual system security analysis has been well-
understood, Cisco's study indicates that most businesses,
especially those that are conducting E-commerce activities
over the Internet, aren't being careful enough. , ,
I
Information Week
February 21, 2000,
Issue: 774

©2001, Cisco Systems, Inc.
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Good System Administration

Fundamentals Tips
Mailing lists Firewalls or
Patches sysadmins?
Logging After you log it, read
Basics or analyze it!

Strong or one-time

passwords

Encryption

Switched infrastructure

©2001, Cisco Systems, Inc.

Business drivers

Threats

Migrating to a SAFE infrastructure

Conclusion

© 200 LAc eSS, Inc. www ¢isco.conilgolsafe 34
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give users access to
resources in the Internet

Secure the corporate network
against attacks from the
Internet

Implement a firewall! 13‘3

—

Design Considerations

Open the corporate network to

©2001, Cisco Systems, Inc.

Something to start with:
A simple Security design

Need to connect the trusted network
(Corporate LAN) to an untrusted network

(Internet)
=
DMz =
N — A
f " Firewall ( ]
(Corporate —| I —/ Internet or ISP )
S | \  Backbone |
4 Router - ‘

~
___

Firewall only

©2001, Cisco Systems, Inc.
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Which is the right Firewall to

Software based
Firewall

Network hidden to the
outside (Proxy)

All features of underlying OS
apply (choice of interfaces,
Crypto cards, etc.)

But:

1. More security bugs
2. Difficulty of analysis
3. Difficulty of testing

©2001, Cisco Systems, Inc.

choose?

Appliance

Hardened operating system
Higher performance

No need for Proxies

Easy to install

Easy to maintain

Lower price point

Firewall criteria

PIX

Optimized appliance
Stateful failover

IDS 53 signatures

URL filtering

VPN performance
Aggregated throughput
LAN interfaces

©2001, Cisco Systems, Inc.

10S Firewall

Router with enhanced
functionality

Stateless failover (HSRP)
IDS 59 signatures

SNMPv3

Enhanced Routing Protocols
QoS features

Multicasting support

WAN interfaces

19



*Enterprise high-end
*True Gig throughput
-GE,FE Eth

max 10 ports

*Enterprise

Eth only:

72]
=
S 2500+
72]
S
[#2) 1,200~
=~
74}
2
[72]
- 100 L.
50 == 10/ MBps Throughput

*400MBps Throughpu
*GE,FE Eth
ax 8 ports

*Medium size
« FE Eth
*max 6 ports

©2001, Cisco Systems, Inc.

SOHO Branch

Regional Central Site

|OS Firewalll Platforms

CBAC
Java blocking

-~ DoS detectionrand
. preventionn |

Real time alerts
| © Authentication proxy. |
Intrusion detection

Dynamic port mapping

= Cisco-800, UBR 904,

1600 and 2500 support |
10S FW with the
exception-of IDS-and
Authentication proxy

©2001, Cisco Systems, Inc.

Branch

Services Performance

40

20



Design Considerations

Want to know about activities
as intrusion attempts

Inspect attacks in data part of
packets

Implement a Real Time
Monitoring which tells what is

actually going on in the
network : \

—

©2001, Cisco Systems, Inc.

Security Design with Real Time

Monitoering

DMZ

Yy -
y N
_ A _ .
@ > Firewall
Y N \
‘;\Corporate?—— ' Backbone |

/ ~’.. A /
4 Router s 4
- o .'0 —
g
—_— 0..
g
o
g
0:

Intrusion
Detection System

Adding Intrusion Detection

©2001, Cisco Systems, Inc.

[ )
(Internet or ISP S

21



Intrusion Detection

CSPM/
Sensor Director

AR— | —
pumsj B
— = Command C i\i

H and Control
Untrusted @ ---------- , ..... ,_

Network

Operator

Hacker

43

Alarm Display and LLegging

Alarm Display

Alarms are
displayed on
the CSPM/
Director.

Alarm Logging
Alarms are logged
on the Sensor
and CSPM/
Director.

| |
-= -

[ LogFile &= > Log File

_______

44

©2001, Cisco Systems, Inc.
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Intrusion Response

TCP Reset I ' I
Automatic kill of

offending

session.

Shunning

Auto/Manual block
of offending IP
address.

Attacker —

45

©2001, Cisco Systems, Inc.

E-mail and Script Execution

E-mail | -
Notification ' - e I:’@
Sends ¥ - 4. I

notification to
e-mail recipient

or pager.
Script -—'I
Execution po o ¢ 5 =9 l
Starts any user- I

defined script.

46

©2001, Cisco Systems, Inc.
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Cisco Secure Intrusion Detection

IDS Sensing Portfolio
Cisco IOS firewall with IDS
PIX with IDS

IDS sensor appliances
4210—up to 45Mbps
4230—up to 100 Mbps

Catalyst 6xxx IDS line card
IDS director for UNIX
CSPM for Windows

47

©2001, Cisco Systems, Inc.

How Cisco I10S Firewall/PIX IDS compares
with IDSM/IDS Sensor

Cisco I0S Firewall/PIX

with IDS IDSM/IDS Sensor

« Takes real-time action *Takes action after detection

- Limited 59/53 signatures * Full'set of signatures
- Has “response=drop” * No “response=drop” capability
capability (I0S) » Has “response=shun’ capability

» No “response=shun” (sensor) I
supability » Managed by CSPM or IDS Director

*Managed via CLI (sensor)

« Integrated into network + Standalone, dedicated processing

infrastructure with firewall power

©2001, Cisco Systems, Inc. 48




Design Considerations

Protect yourself against active
content in emails

Protect hosts in the DMZ
Restrict user access to web pages

Implement Host based IDS, Email
Virus Filtering and URL Blocking

5

© 2001, Cisco Systems, Inc. 49

Security: Design Advanced

content

technologies

THE HI: DMz

_..; 4 kﬂ-s:msz __ N
y N

. f |
B Firewall Internet or ISP
oA ' Backbone |

" Router _V

>

( (l:orporate‘\;
‘ )

- /,// '."
g Intrusion
= Detection System’
—I, .""

Adding Email Virus Filtering and
URL Blocking

©2001, Cisco Systems, Inc.
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Design Considerations

Give users who are travelling
or working from a different
location access to the network

Use an existing transport
network to reduce cost of
operation

Connect Remote Access Users

securely via the
Internet! : \
._.I_JW

©2001, Cisco Systems, Inc.

Remote Access VPN

; into an unintelligible format
7 Encryption

Main
Office

Remote Access VPN

 Cetiicate

Extension of Dial

::::::

Cost Saving

‘Worker

©2001, Cisco Systems, Inc.

Home
||" Officc  ses algorithm to cipher data

26



Clear Message

©2001, Cisco Systems, Inc.

g
==y allns
—

DES Encryption

Shared Secret Key ii

Shared Secret Key i

Encrypted
Messaae

U
=

Clear Message

« Encryption turns cleartext into ciphertext
* Decryption restores cleartext from ciphertext
* Keys enable encryption and decryption

©2001, Cisco Systems, Inc.

How IPSec Uses IKE

1. Outbound packet from
Alice to Bob. No IPSec SA

4. Packet is sent from Alice to
Bob protected by IPSec SA

2. Alice’s IKE begins
negotiation with Bob’s

3. Negotiation complete.

Bob’s
router

Alice and Bob now have

complete set of SAs in place

27



IPSec Overview

IP Backbone .
&< P Corporate .

Encrypted IP Tunnel

Internet Key Exchange SA

IPSec SAs (Unidirectional): AH

etwork

Qs 4
Central

Peer

Client
Peer

IPSec SAs (Unidirectional): ESP

©2001, Cisco Systems, Inc.

IKE SA in Remote Access VPN

1. Aggressive Mode—AG (3-Way)

~
2a. XAUTH-TM (4-Way)
2b. Mode Config—-TM (2—Way)/ @

3. Quick Mode—QM (3-Way)

n

~

1. Aggressive mode; authenticate, key material,
three-way exchange

2a. Extended authentication; username/password
2b. Mode configuration; IP address, DNS, WINS

3. Quick mode; negotiate security parameters and
generate keys for IPSec SAs

©2001, Cisco Systems, Inc.
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Establishing the IKE SA

Fred

User (Fred) Connects to VPN Wilma
D | Concentrator (Wilma) and Initiates

2 57 ISAKMP Phase 1 Aggressive Mode i

Fred Sends SA Proposal Request, DH, ID Messages

—~ Sent in

the Clear
Wilma Sends SA Parameters, DH, ID, Hash

|
U !

Fred Authenticate D-H Apply Hash

~
IKE Bi-Directional SA Established

©2001, Cisco Systems Inc.

Mode Config and Xauth

Fred

D_7 Wilma Requests for Username/Password
Wilma Sends ISAKMP_CFG_REQUEST

I
Fred Replies ISAKMP_CFG_REPLY

Wilma Sends SET (XAUTH=0K) _ Protected
: , by the
Fred Replies ACK (XAUTH) IKE SA
-~
Fred Sends a Request for a Number
of Attributes; IP Address, DNS, WINS

Fred Sends ISAKMP_CFG_REQUEST

~
Wilma Replies ISAKMP_CFG_REPLY
1

©2001, Cisco Systems, Inc.
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Establishing IPSec SAs

Fred
D Using the Parameters Received Wilma

_ Fred Initiates and ISAKMP Phase 2 _i
P Oakley Quick Mode =

IPSec SA Offer-Transform, Mode, PFS, Authentication, Lifetime
~

Policy Match Accept Offer
« . Protected
by the
Fred D-H Exchange or Refresh IKE Key
> IKE SA
Wilma D-H Exchange or Refresh IKE Key
\‘ 1

IPSec Outbound SA Established
IPSec Inbound SA Established

©2001, Cisco Systems Inc.

Enable Mobile Users
with Mode Config IKE Extension

1. Dial ISP using PPP via modem
2. Establish the IKE SA with gateway

3. Send username/password; request security
parameters
4. Client has internal attributes, establish IPSec SAs

©2001, Cisco Systems, Inc. 60
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Security Design with Remote

Access VPN concentrator
content

technologies

TREND bmz =
- ik

ma® L WeBsENSE r\/’ﬁ'\,

/J ——\7\\‘ Firewall [ w\

N

VPN
concentrator .

Intrusion
Detection System

Adding Remote Access VPN

isco Systems, Inc.

ternet or ISP |

n
. Seckoons
" Router . y

4
|

Cisco VPN 3000
Concentrator Series

Modular.
Up to 5,000 users

Modular.
Up to 1,500 users

Modular.
Upto 100 users

Not expandable
100 users

B A

SOHO Branch Regional Central Site

©2001, Cisco Systems, Inc.
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The Internet Challenge

How do you know the person at
the other end is not a dog?

|dentity Goals

Unified user control in the network

‘Verify identity with digital mechanisms
*‘Recognize user, time, and location

*Maintain authorization policy per-user,
enterprise-wide

*Keep a record of behavior/actions

©2001, Cisco Systems, Inc.
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Cisco Secure Access Control

Server

Web Based

AVA GUI
JAVACGUL Tacacs+/

Access Router
Server

©2001, Cisco Systems, Inc.

Token Card Server

ovell

Directory

NT 4.0
Domain

Cisco Secure ACS
maintains all user
information and acts
as central repository
for network manager

Firewall

Authentication—T oken Cards and
Servers

1J2]afle
@nan K

1 EAEER i
oM Ajo|B E

Uses algorithm based on
PIN or time-of-day to
generate secure password

3.

©2001, Cisco Systems, Inc.

Phone pumber: [4085551212
Disingfiom:  [Defaul Lacation <] DislPropertes.

Server uses same algorithm to
decrypt password

Sends password to network
access server or security server
to complete authentication

CiscoSecure Token Server

33



Design Considerations

Connect branches, business
partners and supplier
networks to the corporate
network

Use an existing transport
network to reduce cost of
operation

Connect Site to Site
VPNs securely via
the Internet!

VPN Applications

Site-to-Site
Intranet VPN

Remote
Extension of Classic Office
WAN Main
Rich VPN Services Office
/4
Cost Saving &
New Applications w
N _
S
- =

VPN
Site-to-Site
Extranet VPN

Extends WANs to
business partners

New Applications

and Business Busi
Models usiness

Partner
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Security Design with: Site to Site

VPN

KT, \ content
= f'!,r - RN Cleartext IP traffic

TREND bmz T = from Site to Site

- LE]

= | VPN Tunnel

aarl L WeEBsENSE Yy N

@ Do Firewall 4 w\

ﬁ ) [SEESEO [nternet or ISP |

\Corporate ) /Rensancssvey  Backbone /(

4 Router s 4

VPN
concentrator .

Intrusion
Detection System

Adding Site to Site VPN
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Cisco Site-to-Site VPN Solutions

Scalability for Every, Site

Cisco 7100, 7200 Series, PIX

#7100 for dedicated VPN head-end
#7200 for hybrid private WAN +
+PIX for VPN termination on firewall
appliance

Cisco 1700 Series
*VPN-enabled router
connecting remote offices

at T1/E1 speeds

Main Office
4

b4
i | am

Regional : Ay euort =T

Office = WELL-CONNECTED

sVPN-enabled routers
connecting branch and
regional offices at
nxT1/E1 speeds

Small Office/
Home Office
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Public Key Infrastructure

- Certificate Authority (CA) verifies identity and
signs digital certificate Certificate equivalent
to an ID card

* Enables large-scale IPSec deployment

* Interoperate with: Baltimore, Netscape,
Verisign Onsite for IPSec and Entrust VPN
Connector

©2001, Cisco Systems, Inc.

Public Key: Infrastructure

VPN Clients
SECURE €S
s 5
Cisco Secure ~ OTP Server 1l Hard & Soft
auth, [ |  secomry - Tokens
Tt tar

Offices

—
y— ) weE o
Certificate “{ﬂ' B g

e
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Design Considerations

Simplify the management

Multiple Device Management
instead of single device
management

Implement a Security Policy
Management tool!

Policies in the Network

Sydney (Headquarters)

A set of high-level business
directives that control the
deployment of network services
(e.g. security and QoS)

Created on the basis and in
terms of established business
objectives
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Deploying Security Policies within

a Network
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Deploying Security Policies

within a Network
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Security Monitoring

Solutions

VPN

Clients
— /@/

= Internet ?-@

Router 2
ﬁgﬁ Remote
0
eling) Offices

Associate
Management POP
Console (bs)
Syslog Monitoring | # il
Event Analysis
Data Correlation
Reporting

3
Sensor 20

=
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Cisco SAFE

Defined

A comprehensive security framework that enables
organizations to safely engage in e-business

©2001, Cisco Systems, Inc.

39



Cisco’s SAFE....

...is a proven blueprint for designing and
implementing secure enterprise networks.

...it provides end users with:
- security best practices
- a modular design details

- attack mitigation details

©2001, Cisco Systems, Inc.

SAEE Caveats

Assumes a security policy

Focuses on large businesses

Network centric

Baseline blueprint will evolve

©2001, Cisco Systems, Inc.




Enterprise SAFE Modules

Enterprise Campus Enterprise Edge ISP Edge
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Security and VPN Associate Solutions

Perimeter Secure Connectivity Ag‘;‘:‘::;‘th"
Securit "’EE"’ y Security
 wessemse | certicom: Management &
g F-SECURE" SOFTWARE D Itorlng
Identi = oty . v o @ - Seruri
lanltent SANCTUM - ‘ga}g
. echnologies WeSuetelfmh)
Microsoft =4 .

Iﬂi‘ " ‘Jffi."-'.}_rl'i

ECURE - -l

—_——
CIYPLOCerd

fal mahe Mat

: J—

Interoperability & co-existence with
Cisco security products

Cisco Srsrems

Cisco Svsrems

TECHNOLOGY -
ASTOECIATE TECHNGLOGY
4353 D0CI1IATE
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Security and VPNI Associate Program

Membership Requiremen

Complementary security product/technology
Endorsement from Cisco employee (e.g. PM, SE, AM)

Complete a comprehensive web-based application
form and legal contract

Provide at least one customer reference using
applicant’s product in a Cisco network

Complete a “Design Guide” document that includes
configurations, network diagrams, detailed
implementation guidelines

Successful completion of interoperability testing
with independent lab Ctisco Srsrens

TECHNOGLOGY
452 0CIATE
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Security and VPN Assoeciate Program

Interoperability; Tiesting

All Associate products must be interoperability tested -- and pass

Provided by an independent, third-party testing house
Additional labs under investigation (US, Australia)

Cisco and Associate will establish DIGs

Independent lab provides Test Plans for each solution set based
on approved DIG

Ensures high solution interoperability, performance and reliability

Cisco § Associate Independent Test Lab

r

into Test
Plans

©2001, Cisco Systems, Inc.
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Security and VPN Associate Program

Web Site

Provides up-to-date information on security
solutions for Cisco customers, sales teams
and channels

Engagement tool for Cisco sales team

A selection tool for the right Associate or
product for a solution

Customer support tool for Cisco TAC
CCO Access:

S pd v ll-u.'-l"_-

www.cisco.com/go/securityassociates/ aew
_— R raee——N
Internal Access (VSEC Web site) = —
wwwin.cisco.com/ent/vsec/sap/index.shtml B —
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Future Partnership Directions

Personal Firewalls
Integrated personal firewall solution in our VPN client is needed
We’re collaborate with leading vendor(s) to fill this gap [e.g. Zone Labs, Network Ice]

Coexistence initially. Tighter integration will require new interface development and/or new
standards support.

VPN & Mobile Clients
Need to evangelize “intelligent“ Cisco VPN solutions through complementary client products
Results will increase market share and product sales significantly

Collaborate with leading vendor(s) to fill this gap [e.g. IBM, Apple, HP, Sun] and encourage them to
adhere to our Unity client spec

Biometrics
Smartcard support enhances our authentication solutions tremendously
Collaborate with leading vendor(s) to fill this gap [e.g. Gemplus, Schlumberger, SecuGen]
Will require new interface development and/or new standards support

Application Server/Host security
Complements our perimeter security products and supports SANs efforts
Collaborate with leading vendor(s) to fill this gap [e.g. Argus Systems, InfraWorks]

©2001, Cisco Systems, Inc.

43



Business drivers
Threats
Migrating to a SAFE infrastructure

Conclusion

© 200 QANSc et iprS, InC. Www éisco. Conigolsafe

* Use modular blueprint for designing and
deploying an all-encompassing security
solution.

« Use Security Associate products to
complement Cisco products and features.

* Perform a Network Vulnerability Analysis

* Maintain security posture through disciplined
system/network administration.

Implementing SAEE:
Where do; | start?

* Develop a security policy based on business
requirements and likely threats.

88

44



Top 14 Security Vulnerabilities

1. Inadequate router access control: misconfigured router ACLs can allow
information leakage through ICMP, IP, NetBIOS, and lead to
unauthorized access to services on your DMZ servers.

2. Unsecured and unmonitored remote access points provide one of the
easiest means of access to your corporate network

3. Information leakage can provide the attacker with operating system and
application versions, user groups, shares, DNS information zone via
zone transfers, and running services like SNMP, finger, SMTP telnet,
rusers, sunrp, NetBIOS.

4. Hosts running unnecessary services (such as sunpc, FTP, DNS, SMTP)
leave ways in.

5. Weak, easily guessed and reused passwords at the workstation level
can doom your servers to compromise.

6. User or test accounts with excessive privileges.

7. Misconfigured Internet servers, especially CGl scripts on web servers
and anonymous FTP.
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Top 14 Security Vulnerabilities

(cont.)

8. Misconfigured firewall or router ACL can allow access to internal
systems directly or once a DMZ server is compromised.

9. Software that is unpatched, outdated, vulnerable, or left in default
configurations.

10.Excessive file and directory access controls (NT/95 shares, UNIX NFS
exports).

11.Excessive trust relationships such as NT Domain Trusts and UNIX
.rhosts and hosts .equiv files can provide hackers with unauthorized
access to sensitive systems.

12.Unauthenticated services like X Windows.

13.Inadequate logging, monitoring, and detection capabilities at the
network and host level.

14.Lack of accepted and well promulgated security policies, procedures,
guidelines, and minimum baseline standards.
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Further Reading

www.cisco.com/go/safe

www.cisco.com/go/security www.cisco.com/go/evpn

www.cisco.com/go/securityassociates

Networking Professionals Connection (forums.cisco.com)

Improving Security on Cisco Routers
http://www.cisco.com/warp/public/707/21.html

Essential IOS Features Every ISP Should Consider
http://www.cisco.com/warp/public/707/EssentiallOSfeatures_pdf.zip

Increasing Security on IP Networks

http://www.cisco.com/cpress/cc/td/cpress/ccie/ndcs798/nd2016.htm
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Cisco SysTems

®

EMPOWERING THE
INTERNET GENERATION™™
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