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- Cisco Security/VPN Solution Ji 2
* Product Update

* Network Security Design
(VPN S4d))
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_ Cisco.oom
Secure Perimeter Security i Security
Connectivity ~ Security Monitoring Identity Management
I ‘lrr..-' w g
'h..
Intrusion
Detection &
Firewalls Scanning Authentication Policy

Cisco VPN Cisco PIXi Cisco IDS Cisco Access Cisco Works -
Concentrators Eirewalls Appliances Control Server; VPN Mgmt
Cisco PIX™ Solution(VVS)
Eirewalls Cisco/Secure
Poficy/Manager

WebDevice
Managers

Cisco 10S Cisco 10S Cisco 10S
VPN Firewall
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Usually Modular/Hierarchical Design

| — Cisco.com
Enterprise Campus Enterprise Edge SP Edge

Building

‘B, ‘E’

E-Commerce

Building = oD
Distribution doml  Aoagl

Management

Edge Corporate
Distribution Internet
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Host-based IDS

Cisco “Network-based IDS
Secure IDS
Appliance
litigation
DoS Rate-Limiting‘

Basic Filteri

To Edge
Distribution
Module

Secure PIX
Firewall VPN/Remote

Access/Module

acket Filtering
Host DoS Mitigation
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Cisco in Market
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Mx e AN ESE
Q2CY01 - Infonetics Research
[ Cisco.oom

Check Point
1%

Symantec

5%
Netscreen mCisco
5% B Check Point
SonicWall  |ESymantec
5% B Netscreen

Network M SonicWall

Associates | Network Associates
4% B WatchGuard
OCyberGuard
WatchGuard | g esoft
0,
3% O Other
CyberGuard
eSoft 1%
Other 1%
39%
Infonetics Research, August, 2001.
Based on $430.7M Worldwide Hardware &
Software Firewall revenue.
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Q2CYO01 - Synergy Research
- Cisco.oom
H Intel (] Other
5% 39%
B Redcreek o B Nortel Networks
4% B Cisco
H Lucent
B Redcreek
M Lucent B Nortel N intel
0,
3% , Networks [ Other
m Cisco 16%
(]
33%
Synergy Research, August, 2001
«Cisco figure is assessed based on estimated revenues of Cisco VPN 3000
Concentrator and 7100 VPN Router
+CheckPoint/Nokia revenues were not included since figures for each respective
company could not be distinguished by analyst firm.
*Based on $116.3M Total VPN Gateway revenue for Q2CY01.
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CIANSTA iy
Axent \ 9%
23% N =
Axent CA
4% 2% NFR
0,
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32%

ISS
45% | Total IDS (HID+NID) = 29% |

Network IDS Market = 46%

Source: IDC, 2001
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Product Update
Firewall
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Cisco Secure Firewall Solutions
- PIX and Cisco I0S

| T T T T T T I ST Cisco.oom

+ Cisco IOS firewall =
Embedded software solution
Provides Firewalling and IDS

+ Cisco Secure PIX firewall
Firewall & € ZH|
VPN-Enabled
High-performance
Scalable
Stateful Fail-Over
Powerful inline IDS sensor (53)
Common Criteria EAL4 21=
K201E &8 =

oz
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Cisco PIX® 501 Firewall

| Cisco.com
Front View

* Intuitive LEDs display current
status of all network ports, power

and VPN tunnels

Rear View - Integrated security lock slot -

] improved physical security

*Console port - local PIX CLI
access

» 10 BaseT port - outside interface

* Integrated 4-port 10/100 switch
for inside “interface” with auto-
sensing and auto-MDIX features

©2001, Cisco Systems, Inc. All rights reserved. 13

PIX Firewall Family Lineup

[ — Cisco.com

A
==

PIX 535

- PIX 525

PIX 515

connections

PIX 506
Gigabit Ethernet

SOHO BFROBO SMB Enterprise
Functionality

Throughput/simultaneous
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Model 501 506 515-UR 525-UR 535-UR
Market SOHO ROBO SMB Enterprise Ent.+, SP
Licensed Users 10 or 50 Unlimited Unlimited Unlimited Unlimited
Max VPN Peers 5 25 2,000 2,000* 2,000
Size (RU) <1 1 1 2 3
Processor (MHz) 133 200 200 600 1 GHz
RAM (MB) 16 32 64 256 1GB
Max. Interfaces 110BaseT + 4 2 10BaseT 6 8 10
Failover No No Yes Yes Yes
Cleartext (Mbps) 10 20 145 320 1.7 Gbps
3DES (Mbps) 3 10 1 70* 95*
* Using a VPN Accelerator Card (VAC)

©2001, Cisco Systems, Inc. All rights reserved. 15
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Product Update
IDS & Scanning
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Host vs. Network-Based IDS

| — Cisco.com
Host-based : “Agent” software monitoring activity on hosts

Network-based: Collects and analyzes data from the network

== =]
= Can verify success or failure * Impacts host resources
of bt * Operating system dependent
= * Generally not impacted by - L .

Host bandwidth or encryption Scalability—Requires one
Based agent per host

Understands host context and

may be able to stop attack

Protects all hosts on » Switched environments pose

monitored network challenges
Network- & No host impact » Monitoring >100Mbps is
Based currently challenging

« Can detect network probes
and denial of service attacks » Generally can’t proactively
stop attacks

Should View as Complementary!

©2001, Cisco Systems, Inc. All rights reserved. 17

Cisco IDS Host Sensor

[ — Cisco.com

Comprehensive protection for the server OS and server
applications utilizing call interception techniques

Sophisticated attack protection
OS and application attacks
Buffer Overflow attacks
Web server application attacks
SSL encrypted HTTP attacks

Prevents access to server resource
unauthorized activity occurs

Powered by Enterl:em
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Network-Based IDS Product Line

Proactive, Preventative
Security

* Helps manage risks

* ldentifies security
vulnerabilities

Overview
| — Cisco.com
BEST OF SHOW
HET# LT IHTERGE
== T
Model 4210 4230 C6000 IDSM
Size (RU) 1 4 1 slot
Processor (MHz) 566 (C) Dual PIII-600 Custom
RAM (MB) 256 512 N/A
Performance (Mbps) 45 100 260
Response Reset/Shun Reset/Shun Shun (v3.0)
Signature Coverage Full Full Full
©2001, Cisco Systems, Inc. All rights reserved. 19
Cisco Secure Scanner
| — Cisco.com

- Maps all active
systems on a network

- Allows you to define
and enforce security
policies

- Windows or Solaris
versions

©2001, Cisco Systems, Inc. All rights reserved.
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Product Update

Virtual Private Network

©2001, Cisco Systems, Inc. All rights reserved. 21
2J+Xl VPN & EH
I T T A R TTTITT T O T T T AT T Cisco.com
Intranet VPN \'
"‘ Home Office
Low Cost, Tunneled = I |||
Connections with Rich Vi
VEN(Services Remote Office ,\I
55550
Cost Saving and gooog POP EEs .
New Applications R . | Main Office
-
Site-to-Site VPN
s POP R
00000
ooooo
p \
AV, p
\
P Business Partner
‘ .
Mobile Worker
Remote Access VPN
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Centralized push policy technology:
Simplifies user experience
Provides more control for companies
Reduces complexity of VPN deployments
Cisco VPN concentrators/IOS routers/ PIX- Based
Includes non-Windows OS (Linux, Mac, Solaris)
Substantial savings:
Reduced support expense
Consolidated hardware

Reduced administration in the
central site at the central site

©2001, Cisco Systems, Inc. All rights reserved.

Cisco VPN 3000 Series
Cisco.oom
N
A
EDITOR’S CHOICE
3005 3015 3030 3060 3080
Number of Users 100 100 1500 5000 10,000
Encryption SW SW HW HW HW
WAN Capability Yes Yes Yes Yes Yes
Performance 4 Mb/s | 4 Mb/s | 50 Mb/s 100 Mb/s | 100 Mb/s
Memory 32MB | 128 MB | 128 MB | 256 MB | 256 MB
SEPs 0 0 1 2 4
Upgradable No Yes Yes Yes N/A
Supports Dual PS No Yes Yes Yes Yes
Redundancy No Yes Yes Yes Yes
Site-to-Site Sessions 100 100 500 1000 1000
Cisco S/W VPN Client
[— Cisco.oom

Connectivity between all clients and all Cisco central-site VPN gear

Cisco Systems YPN 3000 Client

Cisce Srstins

Connection Entry

student]

Host name or IF address of remote seiver:
206,161 25410
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Cisco VPN 3002 H/W Client

Front

Basic 3002 without Switch 3002 unit with 8 Port 10/100 Switch

Industry’s first TRUE hardware client

Used in place of software client—it deploys like a client
Simplifies deployment and manageability
Scales to very large networks (tens of thousands of units)
Includes two hardware versions:

Dual Ethernet

Ethernet with 8 port 10/100 Mbps AUTO-MDIX switch

- Widens number of VPN environments customers can implement,
working alongside or independent of the software client

©2001, Cisco Systems, Inc. All rights reserved. 25

VPN-Enabled Broadband Routers

[ — Cisco.com

Cisco 806
Broadband
Gateway Router

806 827/804 905
Simultaneous Tunnels 50 50 50
Performance 384 kbps 384 kbps 6 Mbps
Hardware Acceleration None None (built-in)
WAN Interfaces Ethernet DSL/ISDN Cable
LAN Interfaces 4xEthernet 1xEthernet 4xEthernet

© 2001, Cisco Systems, Inc. All rights reserved. 26
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VPN-Enabled Broadband Routers

Cisco.oom

1710 1720/1750 | 2611/2621 | 2611/2621 | 3620/3440
Simultaneous Tunnels 100 100 300 300 800
Performance(Mbps) 4 4 10/12 10/12 10/19
Hardware Acceleration | (Built-in) | VPN Module |AIM-VPN/BP|AIM-VPN/EP|NM-VPN/MP|
WAN Interfaces 1xEthernet (Varies) (Varies) (Varies) (Varies)
LAN Interfaces 1xFE 1xFE 2xFE 2xFE (Varies)

3660 7120 7140 7140 7200
Simultaneous Tunnels 1,300 2,000 2,000 3,000 5,000
Performance(Mbps) 40 50 90 140 145
Hardware Acceleration [AIM-VPN/HP ISM ISM ISM&ISA SA-VAM
WAN Interfaces (Varies) (Varies) (Varies) (NONE) (Varies)
LAN Interfaces 1xFE 2xFE 2xFE 2xFE (Varies)

©2001, Cisco Systems, Inc. All rights reserved.
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Product Update
Access Control Solution

www.cisco.com

Cisco.oom

28
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Authentication, Authorization, and
Accounting (AAA)
|

Unified control of user identity for the Enterprise
3000 VPN Concentrators, Cisco 10S Routers, PIX Firewalls

CISCZ zgcure OTP Server Hard & Soft
. Tokens
e

Cisco.oom

Internet Clients

Router

Fu'ewall
l Remote
Certlﬁcate Offices
qutority  [EETY

SECURITY

Identity/Authentication
Public Key Infrastructure \-'{l'i-";h{ll' Authentication Methods:

+» Digital Certificates (x.509) Passwords

e e e A )
SCEP 1 g b s

* Public Key Exchange SE 'C URE

RSA
DH

Microsoft

CIvPTOCcard

©2001, Cisco Systems, Inc. All rights reserved.

Cisco Secure ACS v2.6
|

- Easy-to-use Web GUI

* Full RADIUS & TACACS+
user and administrator g
access control

User Setup

User: andy (New User)

[ I Account Disabled
* High performance (500+ [ Sopemwr i 3]

auths per sec) e

+ Supports LDAP, NDS, ODBC

datastores = L
; ; e [Cecose: wbase =]
+ Scalable- data replication s DS e e CHATALS,
and redundancy services B[ || AcomsDisiasans
- Full accounting and user © S s cosan S
. Passwore d [Back to Top]
reporting features e m— ) R
[ e | i -
& A
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Product Update
Security and VPN Management

{Bhns, i@ Inc. www.cisco.com 31

Cisco Device Manager

| CIsCo.oom
T D g — Ll ]
- VPN Device Manager (VDM) I'l_"""-"“‘—

Web-based VPN site-to-site VPN
Supports 7100, 7200 —
Tunnel throughput/ Errors/ VPN

performance
+ PIX Device Manager (PDM)

Web-based configuration and monitoring
application

SSL access for single device management
- VPN 3000 Concentrator Manager

Web based monitoring, administration, &
configuration

Supports remote access and site-to-site
VPN

SSL for security of mgmt traffic
Supports the VPN 3002 H/W Client,
3005, 3015,3030, 3060, 3080

[EE
B
i
N
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Cisco Secure Policy Manager - CSPM v3.0

Centralized mgmt. Alleviates mass
configurations of several devices

Basic auditing tools to alert
sys. admin of network events
Implement at central site on
the internal network

©2001, Cisco Systems, Inc. All rights reserved.

| — Cisgo.ofm
-y g- 7 47 ‘aéed :
- Centrally manages policies = \“’g
= .
that support configurations P - = F
: : — g st L
of Cisco security products =
- Defines appropriate policies
for networks —

VPN/Security Management Solution(VMS)
[ =
:-'-:..-?': il el L LFE “e« ‘
+ Integrated solution for VPN & Security E T —— -
Management o -
VPN / Firewall / Network-based IDS | —
[Host-based IDS P e Emm s
Includes IDS Host Sensor 2.0.1 T ——
- New version of CSPM 3.0 i :_-"': — B B
- New version of VPN Monitor 1.1 " — - q
Now supports 1700, 2600, and 3600 H | Ty —
m -
Ll L
| __—
5H 34
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VPN Design 1) AtE
I T T TR TITT RT CT I T T TR T Cisco.oom

« Performance/Scalability
- PIX-Based/Router-Based/Concentrator/Mixed VPN
- Routing : Static / Dynamic Routing(Router-based)
* Network Topology
- Point-to-point : Natural for encryption
- Hub and spoke : 90% hub Ospoke; 10% spoke O spoke
- Full-mesh : > 50% Spoke [0 Spoke
* Redundancy/Fail-Over
* Manageability
* Quality of Service (VolP)

©2001, Cisco Systems, Inc. Al rights reserved. 36
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Case 1 - Site-to-Site VPN Design
Based on VPN enabled-Router

[ — Cisco.oom
. ; Cisco 7100 & 7200 Series
%mrouter Remote +7100 for dedicated VPN head-end
connecting remote offices gEOffi ce #7200 for hybrid private WAN +

at T1/E1 speeds

< ~__ Main Offi

Regional [ = g / Internet

Office

Cisco 2600 & 3600 Series
*VPN-optimized routers
connecting branch and

Cisco 800 & 900 Series

regional offices at . «VPN-optimi
g Small Office/ VVPN-optimized outers_fqr ISDN,
DSL, and cable connectivity

nxT1/E1 speeds

Home Office

©2001, Cisco Systems, Inc. All rights reserved. 37

Case 1.1 - Redundant Hub-Spoke
Site-to-Site VPN (Initial)

[— CiSCo.oom
S1: POH1 sSOH2

— / S2: POH1SOH3

S3: PJH2s[JH1

— S4: POH2s[H3

$5: POH3 S [ H1

S6: PO H3S[H2
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Case 1.1 - Redundant Hub-Spoke
Site-to-Site VPN (After Fail)

[— CiSCo.oom
S1: POH1:

S2: POH1S[H3

$5: POH3 S [ H1

S6: P[JH3

©2001, Cisco Systems, Inc. All rights reserved. 39

Case 1.2 - Dynamic Routing
using GRE over IPSec

| Cisco.oom
- Generic Routing Encapsulation(RFC 1701)

Multicast, Multiprotocol, ...

Implemented using a virtual interface

Point-to-point - static tunnel destination

Can run a routing protocol over tunnel

- Dynamic Routing ProtocolE S8t Load
Balancing % Backup

Original Packet

GRE Encapsulation

GRE over IPSec Transport Mode
GRE over IPSec Tunnel Mode Cl P Hdr 1 TCP hdr Data

aoow

b IP hdr 2 GRE hdr IP Hdr 1 TCP hdr Data

Nl Phdr2 ESPhdr GREhdr AT K | TCP hdr | Data

d NAERRS TP GRE hdr | IPHAr1 | TcPhar | Data

©2001, Cisco Systems, Inc. All rights reserved. 40
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Case 2 - Remote Access VPN
Cisco VPN Concentrator & Client

Cisco.oom
Cisco VPN Client
Single User Cable
i 3002 Modem
_
Oooo|EC
Home Office [ I U
3002
Small Office

° Easy Deployment
3002  Aps * Centralized Policy Push

* Two 10/100, 8 Port Hub Version

* DHCP Client & Server

° PAT (External & Tunnel)

* Client & Network Extension modes

©2001, Cisco Systems, Inc. All rights reserved. 41

Case 2.1 - Remote Access VPN
Concentrator Redundancy

Cisco.oom

Branch Office

IP Address List: A, B, C C IP Address List: B, A, C

Remote Access
Multiple IP Addresses in the IPSec client
*  Redundant Platform
Redundant Power Supplies, Redundant Fans

Hot Swap & Redundant SEP Modules
Virtual Router Redundancy Protocol (VRRP)

©2001, Cisco Systems, Inc. All rights reserved. 42
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Case 2.2 - Remote Access VPN
VPN Concentrator Load Balancing

[ — Cisco.com

“Virtual Clustering”
3.0 client request connection to 124.118.24.50

1010.1.X 124.118.24X " Virtual Cluster Master responds
! 31 with 124.118.24.33 (least loaded Concentrator)
| —— 3.0 Client requests IPSec tunnel to 124.118.24.33
2 - 32 -
3 33 4@ 4
or—
4 34 .
o r— * Master Selected Dynamically based on

First to power up
Virtual Cluster IP address = 124.118.24.50 Priority (1-10)

@ Virtual Cluster Master Lowest IP address
* Supported by 3.0 Client only

©2001, Cisco Systems, Inc. All rights reserved. 43

Case 2.3 - Remote Access Wireless VPN

| Cisco.oom
‘ Main Office

Cisco VPN 30xx

- =

1 \(EEEEEEEEEEER

\ _—Hot Spot~~_

a

)
p
i

n
n
n
n
n
3 n
= n
= n
= n
= n
= n
= n
= n
- n
n Aironet Client :
. Cisco VPN 3000 =
. n
Mobile = Client = . .
Cel‘ticom .IIIIIIIIIIIIIIIII AlronetCllent
Client
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Case 3 -SPJI HIZ2Z0t= VPN AHIA 0|2

[ — Cisco.com

+ “SP-provided VPN” AH|A (MPLS /IP VPN)
Site-to-Site VPN / Remote Access VPN
Guaranteed A HIA (SLA)

- SPIIUIEH &H| 22l/2LIHY/CIZE MHIAE XS
Traffic Filtering / Managed Firewall / Managed IDS

........‘:.I...I..l

©2001, Cisco Systems, Inc. All rights reserved. 45

Remote Sites Design Al Security 2 & At&

Cisco.oom

Authenticate
Remote Site ISP/Internet

Terminate IPSec @
Personal Firewall

& Virus Scanning Broadband Broadband
Access [sseed]
Device

Aul ticate Remote Site

Terminate IPSec

for Local Attack Access

Authenticate
Optional m Remote Site
Terminate IPSec

v Z Device
Mitigation VPN
Software Home @™ i» Hardware [E= Router w/
Client w/ Office gl VPN E firewall &lagugs '@ ?_tfteful Packet
Personal Firewall 1 Client VPN I iltering
Firewall wiVP m; ﬁ ﬁ

Basic Layer 7
Filtering

Host DoS
Mitigation
Authenticate
Remote Site
Terminate IPSec

Stateful Packet
Filtering

4. Remote Site
Router Option

2. Remote Sit 3. Hardware VP
Firewall Optio Client Option

1. Software
Access Option

Basic Layer 7 Virus Scanning Per_sonal FireV\ral|
Filtering for Local Attack & Virus Scanning

Host DoS Mitigation
Mitigation

Virus Scanning

for Local Attack
for Local Attack Mitigation

Mitigation
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Cisco VPN support using ADSL

[— Cisco.oom
MHIA MBS ANEIP A& MNS
AHE Protocol
PPPoE SEIP (DHCP) |PIX (Ver. 6.2)

VPN 3002 (Ver. 3.1)
Router — ADSL X & 10S

PPPoA <& IP (DHCP) Router — ADSL X| & 10S
IPoA, RBE 13 IP, Multi-IP | PIX/ VPN 30XX/ Router ALL
% = = 'I ‘f"‘lnternet ‘
ATUR DSLAM ™ Access
Telephone Line (No Guaranteed) Concentrator

©2001, Cisco Systems, Inc. All rights reserved. 47

Why Cisco for Security?
| Cisco.oom

No one knows your network or the Internet better

Compatibility with the installed Cisco base (80%
of the Internet)

$$ savings from a single-vendor solution

Excellent quality, standards-based development,
and certified products

Market-leading solutions, services, and support

*kkkkkkk Thank You | **kkkkk
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Cisco Systems

®

EMPOWERING THE
INTERNET GENERATION™
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