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Business Continuity 112{A}gt

* Regulation

» Cost

» Competition

Cisco.com
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April 7, 2003: Interagency Paper Issued by:
US FED (Federal Reserve)
SEC (Securities Exchange Commission)
OCC (Comptroller of Currency)
Business continuity objectives for financial firms
9

Sound practices to ensure resilience of the U.S.
financial system
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Business Continuity 112{A}gt

Cisco.com

* Regulation

* Cost

» Competition

« Hel

* Sync / Async

* Recovery Objective (RPO/RTO)




Recovery Point & Recovery Time

How far back?

PR R L

Recovery
Point

RPO

Cisco.com

Disaster
strikes

time

How long to recover?

RTO
Recovery
Time

>

Smaller RPO/RTO

- Higher $$$
- Replication
- Hot Standby Systems

o0 D>

Larger RPO/RTO

- Lower $$$

- Tape Backup/restore
- Cold Standby Syste




Business Continuity 112{A}gt

Cisco.com

* Regulation

* Cost

» Competition

« Hel

* Sync / Async

* Recovery Objective (RPO/RTO)
» Dark Fiber / Wavelength Svc

* Managed Svc (SONET/SDH)
* IP Network-Based Svc
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Secondary
Data Center,

Primary
Data Center

Metro
< 50km

1-2 km
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SAN Extension Technology 7

Cisco.com

7i2|
Data
Center Campus Metro Regional National

Dark Fiber
4"'s]'B Sync (2Gbps)
5)")'[»]'® Sync (2Gbps lambda)

o\ |AJEslh] Sync (1Gbps+ subrate)) Asyne 3

R Tad Syc (Metro Eth) ) Asyhe (1Gbper) )
SN5428-2
T i v

Encryption

Limited by Optics (power budget)
Limited by Optics (power budget)

Limited by BB_Credits
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SAN EXT: Dark Fiber

Cisco.com
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SAN EXT: CWDM

- CWDM GBIC 2} Mux /
DemuxE 06l = CH 90Km,
16G (2Gx8 1Lt &) M=

] 1

« MetroLH 0| A J|Z= Fiber2
ANE2ES Z20USE = /U=

===
E_I_@

Diverse || *°
++ || Optical

Cisco.com

4x 2Gbps
links per Port
Channel
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SAN EXT: DWDM
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4

[
A

© 2 200 ~ 300Km
Sync = X0l AtE

Kl 8t 22 LatencyS
sec/km)
| X| 2| Buffer Credit0i|

OF "t
RIot gt s

>~
10

&
=

0z (> o
40 <

AN

oIr

One member
from each

. One member
° 1,3 from each

PortChannel H
routed over _S+ PortChannel
routed over top

i i i bottom fiber .

: : : ; (Nos. 2 & 4) fiber (Nos. 1 & 3)
PLOT 1: 60 Credits |
PLOT 2: 255 Credits | 2\ .

Link Speed: 2 Gbps =
| BB Credit
} | 255 (250km) |

0SS LUSNO
0€SSLUSNO

' BB Credit
60 (60km)

Throughput (MBps )

3 8 8 2 8 3 8 8 8 ¢ 2
" &8 R 3 E B % % 3 §

Distance [kim) —_—PLOT 1 PLOT 2




SAN EXT: SONET/SDH

Cisco.com

. SONET/SDH= =41 A2 K10
JHE 20| =g e ol &84
|
¢ 50m89| g%a;.:l 4> ___ Fibre Channel
ONS15454 50ms
. DWDMI} OH& 4K 2 BB wih . Sris e
network
CreditOil (tE Hel M0l =M
SONET/SDH
i L . Network
- Cisco MSPP= BB Credit2 ons e
X—”C%t; E.lgcél' _Jlk_ ﬂ': with SL Series
Linecard
Mechanism k| = “Z_ Fibre Channel

(Z/TH 1900Km DHX| 2 & Jts)

VSAN 10 VSAN 20

16




SAN EXT: FCIP

Cisco.com
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Multilayer Intelligent Storage Platform

Cisco.com
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VSANs: SAN Networking Innovation

/ - %’
=

A=

Department

Application/Department
-based SAN Island

Cisco MDS
9000 Family

Application
Servers

Disk

Common
Arrays

Storage Pool
Shared
Amongst VSANs

SAN Island for
Department #1

SAN Island for
Department #2

SAN Island for
Department #3

Collapsed Fabric with
VSANs

Common redundant physical infrastructure
Less over-provisioning required — lower $$

Separate physical fabrics Fewer switches to manage

Over-provisioning ports on each island Move unused ports non-disruptively

High number of switches to manage Analogous to Ethernet VLANS
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Inter-VSAN Routing (IVR) :

VSANZIS| A1 S+

HIOIZ 2t0lEicl2t &2
dSsteE AECIA HUIA
s - J/Z& VSANS Z2/ 5

Jls £& &0/

= HE=S S35 4 VSAN
JIete] 2teld w3

Works for all MDS 9000 switches

Jn 30

=

with a software upgrade to SAN-OS

1.3(1)

Distributed, scaleable, and highly
resilient architecture

Transparent to third-party switches

1=

Engineering
VSAN_1

Marketing
VSAN_2

Cisco.com

HR
VSAN_3

VSAN-specifc

Disk

(access_via
IVR)
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FICON Intermixing Leveraging VSANs

Cisco.com

- Separate physical fabrics Open Systems FCP)

Application / Department based : 7 oS EeoN :O'gg‘l’:g"n[]’lﬁ,
SAN Islands : i
s o ¢ W H
Applicaitons Mi?:;:,en'e E Common Storage
Storage o Pool Shared
: Amongst VSANs
Z-Series Linux E — ﬁ
LINUX _ . =
Applicaitons C:::::el E
Mainframe .
Storage e Linux Open
. VSAN Systems
. VSAN
Open Systems . CO"apsed Fabric with
s d . .
A::)‘Ilie::?tii:ls CE;’:eI . VSANs
Open . agm . . .
Systems 3 ° Clean partitioning of different operating
torage o . . .
: environments (FICON, Z-Series Linux-FCP,

- Over-provisioning ports on each island - Significantly more stable and manageable

- High number of switches to manage than current zoning+best practices approach
22
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Buffer-to-Buffer Credit?!!
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BB_Credits

BB_Credits WM BB_Credits
Short distance Ring Short distance
(intra data center) (intra data center)

- Low number Long distance - Low number
(inter data center)

- High number

Fibre Channel Distance vs. Throughput
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Flow Control for FCIP Links

Cisco.com

Fibre Channel SAN Fibre.Channel SAN

BB TCP Sliding Window

BB
ireditls redit Flow Control

FCIP Tunnel

* FCIP Write Acceleration: Latency & 2~
* FCIP Tape Acceleration: Latency 2 2~
* FCIP Compression: (i€ = 2

* FCIP Encrytion: S22 02| 22+ St
* FCIP Auto Tune: Optimization
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- FCIP IP Payload Compression
WA (LempeI-Zlf Stac) &=

=3 g el ==

- 289 ds
Hardware based implementation
Hybrid Module (14+2)

- F Ao B0t M S
IPSec Tunneling
FCIP over IPSec, iSCSI over IPSec

Fabric




MDS IP Storage Strategic Positioning
IPS-4, 14+2, IPS-8

Cisco.com

Optimized SAN
Extension
Configuration

Preserves FC Port
Density

SAN-OS 2.0(1)

FCS: October
2004

Low-Cost-of Entry
SAN Extension

SAN-OS 1.3(4)
Shipping Today

iISCSI Routing

Maximum IP
Connectivity

Shipping Today
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Central Tape Backup
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Sequential I/Os
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Tape throughput drops
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EJlO|= 7}&3}(Tape Acceleration)
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New!

- Source MDS IPS 2=0
clO| B2 TEA HE S &

MNH Z 282l Sequential /0 Jt
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- Destination MDS IPS 2 &2 AMHZ
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Write Tape Marker N

CMD -N
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STATUS -N
—
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- Tape busy errors? &<, IPSJ}
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* Media errors= MH0| 2HIE 8EE.
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(a) Legato Networker 7.0
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Snapshots
Replication

* LUN abstraction
* Mirror, striping l
 Volume Migration -

| T
+ Snapshot virtualization
* Replication

Cisco.com

 Application integration
* Multi-pathing

|! i
1.

|

* RAID
* HA upgrades
* Multiple paths
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Open Platform to work with partners

VERITAS HEIE
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2= 22| Tool: Cisco Fabric Manager

Oed il ARAXI2EL

AR W& XHdE
H=ZclAHOolA
XtHE & AEFE Nl 2l ol
AAsez2 X%
Update&

AR, S, elsh

SH A X3
S0 erMet 22| E 2ol
SNMPv3 X &

HERI EZZXE
AsCe=2 DiscoverEF
VSAN, Zone S| EEE
GUIZ 22| _C.'_LI HE&

2] JH2l SANARIX & &
=40| Jtsottd 20 HHP
HE W 22l Jis

Wt

M 0;

=2l 0| Ci= 35 &l

— /| — L

_
= 2

| 2 linche-w2k - Port Monitor Traffic (Bytes]

] 4 |

(@ 0cvice M

cl M=

Cisco.com

4 3 4T3 vsmmu uuan
OO0 [ W EW EEED

{m| L m] “m]
«0 20 O

R R T
(=]

B
&

s lalsliplel el

» [E1 [E] [£] [E]a £ [F] [E] [E]#

= IIIIIIEIIM L] ) E!E!:IIEIEI 0l Man 00000 Ce

(i I afualaia M aliaual FJI

lL o o o 1w [ R “Dlﬂmm“

7 [E] [F [E] [Flaem [F] 7] [F1 [Flwas PR w2000k

H 12EA




Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved.



FC vs FCIP Throughput

FC & FCIP Throughput dipendency by distance
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FC vs FCIP Latency

Latency ti me conpari son

400
D st ance ( km)

FC - FCIP : ~33us
FCIP = FC: ~100us

Cisco.com
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