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Address Information
—_— Server 128.107.255.3

Client; 30001
Bytes
Sent: 2430
g Received: 2011

55L Information

Cipher: 3DES SHaA
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Tranzport Information

Local LAN: Dizabled
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Frames Connection Information
Sent: 30 Tirne: 00:06:31
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NEW Anti-X Service Extensions

Cisco ASA 5500 Series Anti-X Edition
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> PROTECTION

Resource & Information
Access Protection

Hacker Protection

Client Protection

DDoS Protection

Protected Email
Communication

Protected Web Browsing
Protected File Exchange
Unwanted Visitor Control

Audit & Regulatory
Assistance

Non-work Related Web
Sites

Identity Protection
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SME & Remote
Office

300 Mbps
500 (SSM-10)
1000 (SSM-20)

Eirewall, antivirus, anti-
spyware, file blocking,
IPSec VPN

Anti-spam, anti-
phishing, URL
blocking/filtering
SSL VPN
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ASA 5520 and
CSC-SSM

Remote Office

450 Mbps
500 (SSM-10)
1000 (SSM-20)

Eirewall, antivirus, anti-
spyware, file blocking,
| RIST=TelV/RIN

Anti-spam, anti-
phishing, URL
blocking/filtering
SSL VPN

CSC-SSM

SME & Remote
Office

N/A
500 (SSM-10)
1000/ (SSM-20)

Eirewall, antivirus, anti-
spyware, file blocking,
| RIST=TelV/RIN

Anti-spam, anti-
phishing, URL
blocking/filtering
SSL VPN
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Large number of users
Up to 450 Mbps
o A{H{ 259 Critical A2 25

» Stops network worms, hacking
attempts, trojans, bots, zombies,
and covert channel
communication
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Anti-X Edition

Qﬂh (CSC-SSM)
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Up to 1000 users
Up to 120 Mbps
 Client 222} Internet Edge £

o Stops viruses, spyware / adware /
grayware, malicious files, spam,
phishing, and inappropriate URLs
/ content
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ZJ https://192.168.1.100:8443/alternate Entry_jsp - Microsoft Internet Explorer

| IriE REE &R

SRR W=D AT

l0F: -0 -H h|Pee Lomem - a3 3

Interfaces
)
Lln-b |  URL Bbocking g
| g = 2
: | --iu1n1grmnﬂl\rrr‘ LIRL Blocking Diissaablizd
==
rd Setup
¢ URL Fimering:  Disablad
‘g |-CakMail *
| [@rFoe Transfer et bl
ﬁ “iZupdates
5D Marager A
-y — File Blacking
Tread Micro
| Comtrat Secuity File Blotking:  Enabled
Qﬁ [ & File
Fouting
@S Searnning
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| T
saved «admine  [HA(15)

TREND MICRO
InterScan for Cisco C5CSSM

Please type your password to access the praduct cansole.

Z-TREND MICRO™InterScan~for Cisco CSC SSM Log off | [Help
— sSummary @

¥

¥ Msil (SHTF) Base License Expiration Notice
Yourlicense expired on 2006,/03/31.
¥ Mail (POP3) B Trend Micro has extended you a 30-day grace period. More info ..
» Web (HTTP)
LR e Plus License Expiration Notice
» Update N
£ The product has notbeen activated. More info ...

b Logs

Administration
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status .| Mail (SMTF) . [ Mail (FOP3) .| Web (HTTF) ™ | File Transfer (FTF)

Trend Micra InterScan for Cisco CSC SSM 6,0 (Build#1345 , Patch#

> Product version: TMEM_Agent Beta-1)

> License: Base License expired on 2006/03/31
Plus License Unavailable
Update | b Refrash

[T Component Current Yersion Last Update
¥ wirus Pattem File 2,311,00 2006/04/05 16:18
'7 Mirus Scan Engine 8.100.1002 2006/03/30 10:39
¥ SpywarefGrayuare pattern 0.353.00 2006/04/05 16:29
[T PhishTrap pattern 247 2006/03/30 10:42
[ ] Anti-zparn rules and engine

> Anti-spam rules 14366 2006/04/05 16:29

» Anti-spam engine 2,52,1006 2006/03/30 10:40

CSC-SSM Web
o 1 5} H
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|QR% -0 -1 B o] tr e @ (L k Mail (SMTP)
— —— _ b Mail (POP3
-TREND MICRO"In for Cisco CSC SSM Lo Off | [Help { !
b Weh (HTTP)
Summary
» Mail (SMTP) Base License Expiration Notice 3 F||E TranSfEr’ I:F P:I
A Your license expired on 2006 /03 /31,
» Mail (POP3) -ﬁ Trend Micro has extended you a 30-day grace period. More info ... ' I_I Ij t
b Web (HTTP) pdate
I Ve Plus License Expiration Notice [ L':lgs
¥ Update
@ The product has not been activated. More info ...
v it o
b ¥ Adrninistration
b Adrninistration
R Trend Micro InterScan for Cizco CSC S5M 6.0 (Build#1345 , Patch#
! TMCM_Agent_Beta-1)
» License: Base License expired on 2006/03/31
Plus License Unavailable
Update I q) Refresh
= Component Current Yersion Last Update
W Wirus Pattern File 3.311.00 2006/04/05 16:18
I Virus Scan Engine £,100,1002 2006703730 10:39
W Spyware/Grayware pattern 0.353.00 2006/04/05 16:29
7} PhizhTrap pattern 247 Z006/03/30 10:42
E Anti-zpar rules and engine
» Anti-sparn rules 14366 2006/04/05 16:29
> Anti-sparn engine 3.52.,1006 2006/03/30 10:40
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o Yol 5= Hio[2] A mY HA}
* Scan POP3, SMTP

« Cleaning A{H|A 3

« Compressed files / atachment &X|

* Fully featured configuration options
— user Flag , notify admin

- d9 7 s+
Anti-Spam
« Spam {E4Y Setting (High/Med/Low)
* Approved/blocked senders
* Flag/delete option

Content Filtering

* Message size

e Subject & body filters

- 5 o o|FO|Lt SR/ 2Tt filters
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-TREND MICRO"InterScanfor Cisco CSC SSM

Artied 28

surnrmary

- Mail (SMTP)

Scanning

SMTP Incoming Message Scan

Target Action .| Motification

Incorming

Cukgoing

Anti-spam

Enabled Disable |

SMTP Incoming Message Scan

Default Scanning

Select a method:

Content Filtering g h —_—
all ble fil 4 |. HAI- I.OIA-II-I
e zcannable filas A E > _u_ ==
® IntelliScan: uzes "true file tepe" identification @
Cutgoing o
b rkgnration Specified file extensions...
¥ Mail (FPOFP3) Compressed File Handling - = — -
71 ot5 5| I X2l MA
F feb (HTTP) ction on password-protected files: & peliver T Delets @ = =
F File Transfer (FTP) !

-

Update

Logs

-

Administration

| loo rot zcan compressed file if:

Cecornpressed file count exceeds:
Size of a decompressed file exceads:

Murnber of layers of compression exceads:

BAction on unscanned compressed files: * peliver {7 Delete

Size of decompresszed files iz "x" times the size of campressed file: |1DD [2-200)

[z00 (1-40m)
|2D (1-207ME
B (2-20)

i

E

d3V[IgdAE XMe| 48

Scan for SpywarefGravyware celact all
¥ Spyware Adware
¥ Dialers Joke Programs

¥ Hacking Tools

U B BRI

Othars @

V¥ pazsword Cracking Applications

Remote Access Tools

Lmo|doie A28

Save I Cance||
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Summary

- Mail (SMTP)

SMTP Incoming Message Scan

Target | Motification

Scanning

Incoming

Cutgoing

For Messages with ¥Yirus/Malware Detection

Anti-spam

Content Filtering

Incoring

Crabgaing

* Clean detected filez before delivering the message

If uncleanable: IDelete ;I

" Deliver mezzage without detected attachrment.

Configuration

-

Mail (POP3)

-

Web (HTTP)

-

File Transfer (FTP)

b

Update

-

Logs

-

Adrinistration

{" Deliver meszage with detected attachrment (not recormrended)

For SpywarefGrayware Detections

% allow spyware/grayware files to be delivered
" Delete zpyware/grayware files

| >

IHO| A9 el dH 23

Saue | Cancell
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-TREND MICRO"InterScanfor Cisco CSC SSM

O e

summary

SMTP Incoming Message Scan

~ Mail (SMTP)

Target .| Action |
|

Srcanning

Incorming

Cratgoing

Notification I

Email Notifications

o ﬁ

Anti-spam

Content Filtering

zent via ermail:

[T administrator

When a security rizk iz detected in an incoming rmeszage, the following notitications will be

A security risk was detected in an incorning SMTP d
rmessage frorm HSEMDERS: to ®%RCPTS% titled %
SUBJECT.

=
Incorming
_ | MBS & zecurity rizk was detected in 2 message vou d
Cutgoing atternpted to send, titled %SUBJECT®, The rmessage
ChRRR ST may not be delivered to the recipient, %¥RCPTS%. We
4 suggest scanning your computer for security risks, ;I
¥ Mail (POP3) | m| Recipient Warning - security risk was detected in a recent d
» Weh (HTTP rmessage addressed to you titled ®WSUBJECTY from %% A
( ) SEMDER %, If the security risk cannot be rarnoved, the I:IEI-_é_EH é)I-HEd 7C:>I —I—_, D." OEI LH %
¥ File Transfer (FTP) rmessage may not be delivered. ;I
F Update
Inline Notifications
F Logs

-

Adrinistration

recipients:

[T Rizk free message

F Message with security
risk

—
The fallowing cormrments will be inzerted in 2l scanned incorming reszages and viewakbla by

This message has been scanned by the InterScan for -
CS5C 55M and found to be free of known security risks,
e

#WIRUSHMAMES was detected in the file (% FILEMAME%: ). ;I

The following action has been taken: $ACTIONS:
I

Saue I Cancell
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URL EHZ

« TrendLabs online database &&

« 10 categories (pornography, violence, etc., etc.)
- EF ANZL7|Z E9tBlock £= 2% URL X H

- exception URL list Off Cf 8t Import 7|5

URL E5Z

* “Black list” 488 gt At &8
e URL list Of| E €t Import 7|5

- “white list"2 O[22t 0f| 2] AH

" Plus op.

£\
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2.9 5990t J|= - URL

# TREND MICRO"InterScan~for Cisco CSC SSM

Log OFF | I Help

URL Blocking @
Summar
i | e (Phi ficati OWeb(HTTP)M| 70| A URL Blocking 41&4
¥ Mail (SMTF) ¥ia Local List | Via Pattern File (PhishTrap) .| Motification e TT OC I n g |
¥ Mail (POP3)
RL Blocking: Enabled Disable

~ Web (HTTP) l ocking: Enabled |Dizable |

ons s . | @AM AE RCHSIE = URL =2

filo-Blocking MatchI!WWW.EXdl”[JIE.CU”I | —1 — = — — o

URL Blocking i web site (example: 'wxx,com' matches all URLs starting with 'sxx.com')

Hen g | © URL keyword (example: 'yyy' string matches all URLs containing 'pov')

Filtering Rules r_ . ; ; -

Settings address (exact-match, example: zzz.com/ffile matches anly 'zzz.com/ffile') @ — E AI 6H

- B|ock| Da Mot Black | o1 =2 O
¥ File Transfer (FTP) | X
¥ Update I Import block list and exceptions: I 0. | Import I
¥l

s Block List

b Administration

Users are never allowed to access URLs included in this list,

www.example.com* | O =<

Remave All |

Block List Exceptions

Access to these URLs is always allowed,

Remaove I Remaouve All

Save | Cancel @Aéxo-l HI—I-OO:I
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%/ TREND MICRO"InterScan-for Cisco CSC SSM

URL Blocking ®
Summary
b Mail (SMTP) : R z - z b T P . H El
\ia Local List | Yia Pattern File (FhishTrap) .| Motification @Notlfl Catl on E j_ AI_-l H
F Mail (POP3) 4 = A —
User Notification
* Web (HTTP}
Dizplay the follawing meszage in the user's browser when a2 blocked URL iz acceszed:
Seanming B|The URL you are atternpting to access has been blocked, Qrganization policy does not -
File Blocking |B[|zllow access to this activity,
| _ = O
URL Blocking | ] QEAE ZF
LRL Filtering I =
Filtering Rules ‘ | Cancal
. MA™A Y
Settings @ = C-)I |_|'%:|
¥ File Transfer (FTF)
b Update
F Logs

b Adrinistration
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URL Categories

| IIRL Filtering Exceptions

| Schedule

| Re-classify URL

Move Selected Sub-categories to:

--Select one--

M[Mnue]

Sub-category

Cornpany Man-
Prohibitad * waork

Sites Related '°P'%

Function
Related

Research Business Customer

Defined

Cthers

D Illegal Drugs

Violance/Hate/R acizm

Mudity

Intirnate
Apparel/Swirmsuit

Sex Education
Pornography
AdultyMature Content
AlcoholfTobacea
Illegal/ Questionable
Gambling

Weapons

Abartion
ArtsfEntertainment
Business/Ecanarmy
Cultf Oecult
Education

Cultural Institutions

el el bl i ol el v uli
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3 InterScan for C5G 55M Security Event — Microsoft Internet Explorer

| FME REE FTM BRCANE  U-D ALFH

| OF% « Stttz RN @ - B3
JT"|""|/P'~.( U & http S wen example.com/ j tEaEh

InterScan for CSC SSM Security Event

Access to this TTEL iz currently restricted due to a blocking rule.

OXHHE URL

(&el Xtoll 2[5l =X &)

If yvou feel you have reached this message in error, please contact your networle administrator.

The TTEL you are attempting to access has been blocked. Organization policy does not allow access to this activity.
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CSC-SSMe| S8t 2= a2

l . 'Iérerﬂd Micro Control Manager 3.5 0| &2t CSC-SSM £t
l — Ct9 CSC-SSMOf| tf et &2 St
l — ZtE O E o] m, A AR £ Al
— 27019 el s, 21 Vs
: ASA5500
 SEt — A9 =
okl a% SE0IAE IIEDCS Anti-X Edition

Trend Micro Control Manager

OlE{ L

TrendLabs

Global Antivirus Research & Support Center

i
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Zero Day 542 {8 H3s}

Patch MS00-078
2000.10.17

Patch MS02-039
2002.07.24

@ Nimda
2001.09.18

@ Slammer
2003.01.25

Patch MS03-026
2003.07.16

260wl (8) iz
2003.08.16
Patch MS04-011
&\ Sasserr
2004.04.30

2004.04.13

M =zg4ols4
o Al st
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EJE=0I0|3ZE2 NAC A& A Z

Trend Micro Office Scan Client/Server Edition 7
« CTA Ver2.0 £¢&

» Cisco2| 802.1x Supplicant Z g}

 Office Scan Policy A{tHO|M CTA, SupplicantZ & Jts
o HAY BISIHEH TS (advanced Edition )

i Winny |E:|I'I| 7| % ( Advanced Edition )

w2 TREND MICRO"
# OfficeScan

NAC Ready!
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Cisco SYSTEMS Cisco SYSTEMS

=

Network Access
Device

@ OfficeScan Client/Server Edition Client2} CTA 95

OfficeScan Client/Server Edition Client2] 2= AE] 2 E CTAOA 25 QA U M JIs
802.1x Supplicant® X &0 HS

OuHcarPS Ao E X2

ACSZ2} OfficeScan Client/Server Edition ServerZt2| &AZt AE ME YU AS

©® Trend Micro Policy Server for Cisco NAC

GUIO| st Mz 2| & Eoff 2Ct 0|8 NAC =8, & 22| - 2F AH

Ir
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Cisco NAC I} CSA 9 A=

QAnti-X Vendor
O £ =2 PCI}

g9l o =N HHOIE 2=

v

Cisco SYSTEMS

Cisco SYSTEMS

_ | Cisco NAC
| Cisco CSA o1} 0| E 5| X|

H §&H d2 A& |2Fet Al A8 4
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T
- HIH QHEZSQ
« ActiveX H|0f

* Network installs
o Ot O M| K|

. I:HIEQ-I

- MZE T My
PEEEEE:
. Reglstry ot setting otst

o IHU XA
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CSA2} Anti-Virus= 4t HL2HA

Anti-Virus

Malicious Code Protection
Stop Known Virus/Morm Propagation

Scan/Detect Infected Eiles

“Clean’ Infected Files

|[dentify Viruses/Worms by Name

Distributed EirewalllFunctionality.
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