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The Full Service Branch
Security & VPN

Advanced Applications, Integrated Solutions

한한 현철현철
Cisco KoreaCisco Korea
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Branch Security의 필요성

Issues for Integrated Security

Cisco Benefits

Summary
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Connected to www.test.com

www.test.com

.--.
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l$$$$l   .,.   ::' there is no stopping, what can't be stopped... ''---'

`$$$$Tbg.gdT$
-̀-------'

-----[ version 6.66 .. 2308200 .. torn@secret-service.co.uk ]----

-|  Ok a bit about the kit... Version based on lrk style trojans
-|  made up from latest linux sources .. special thanks to

-|  k1ttykat/j0hnny7 for this..

-|  First rootkit of its kind that is all precompiled and yet allows
-|  you to define a password.. password is stored in a external encrypted

-|  file. The trojans using this are login/ssh/finger ..

-|  This kit was designed with the main idea of being portable and quick
-|  to be mainly used for mass hacking linux's, hence the precompiled bins.

-|  Usage : ./t0rn <password> <ssh-port>

Seurity 위협의 증가
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Intranet/전용선 : 내부로부터의 보호

전용선

Server
Farm

Branch Security의 적용

Internet

Internet 연결시 : 외부로부터의 보호

VPN

F/W
IDS

Password

IPSec

Access List
Control

NAT/PAT

AAA, SSH
Access List
Control

uRPF(Anti
Spoofing)

AAA

F/W

IDS
Password

802.1x
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Cisco IOS Security Router
VPN + Firewall + IDS + IP Routing

Integrated Security solution

L2 Switch 
Interface Firewall

Intrusion
Detection

L3 Routed
Interface

Core
Interconnect

WAN

IPSec
VPN
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Issues for Integrated Security

Cisco Benefits

Summary
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기능 Issue

????

üüIPSecIPSec & PKI Support& PKI Support

rüRouting Across VPNRouting Across VPN

rüMulticast Across VPNMulticast Across VPN

rüMultiMulti--Protocol SupportProtocol Support

rüVoiceVoice--Ready VPNReady VPN

LimitedüApplicationApplication--Aware Aware QoSQoS

SomeüIntegrated FirewallIntegrated Firewall

LimitedüIntegrated WAN ConnectivityIntegrated WAN Connectivity

rüSingleSingle--Box SolutionBox Solution

VPN AppliancesVPN AppliancesCisco VPN RoutersCisco VPN Routers
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성능 Issue

Solution 
Price 
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New Platforms Provide High 
Performance / Similar Price
New Platforms Provide High 
Performance / Similar Price
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DHCP/DNS

Routing Protocols Voice over IP

MPLS VPNsMulticast

HSRP

QoS

GRE
IPIP

ServicesServices

SecuritySecurity
ServicesServices ACL AAA NAT

IPsec Firewall                Intrusion Detection

SSH SSL PKI

VPNVPN FirewallFirewall
IDSIDS

AdvancedAdvanced
SecuritySecurity

VV33PNPN

S e c u r i t y I n t e g r a t e d   S o l u t i o n s

Security in IOS – Advanced Service

AdvancedAdvanced
ServiceService Easy VPN/

PMTUD

Dynamic Backup
For Redundancy

VPN Hardware
Encryption module

Dynamic
Multipoint VPN

Path 
Load Balancing

Multicast support
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Advanced Service

q 802.1x

q With Routing
§ Dynamic Backup for Redundancy
§ Traffic Type별 경로 분리
§ Path Load Balancing   

q Dynamic Multipoint VPN

q Multicast Support

q Advanced VPN feature
§ DF bit & PMTUD
§ Easy VPN
§ V3PN

q Management 
§ SAA(Service Assurance Agent)
§ SDM(Security Device Manager)
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802.1x – LAN Switch/Wireless LAN

v User기반의 강력한 보안 기능 – IEEE 802.1x Network Authentication

RADIUS

Radius Server

EAPOL

Username

Password
Auth (Y/N)

2
34

1

User 의 물리적인 접속

스위치는 인증서버로 부터 User의 접속 허가 여부를 Check

인증서버는 User의 허가 여부를 스위치에게 알려 준다.

인증서버의 접속 허가 판정 후 스위치를 통과하는 모든 Traffic 허용
인증 받지 않은 사용자는 내부에 물리적으로 침입하더라도 네트워크를 절대 사용
하지 못하는 강력한 물리적 보안 Service !!

v 802.1x 동작 개념

1
2

3

4
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With Routing

본사/서버팜

Internet 전용선

VPN
(IPSec+GRE)

X

q동적 라우팅을 사용함으로써 라우팅 체계의 통일

q전용선과 동일한 망 구성 체계 가능

q동적 라우팅 프로토콜에 의한 자동 Back-Up

q MHSRP를 이용한 사용자별 경로 조정 가능

q Application의 네트워크상의 경로관리
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Dynamic Multipoint VPN

Site 1

Site 2

Site n

Hub

Dynamic
(or static) public 

IP addresses

Static 
public IP address

• latency 와 jitter 감소

• Scalability 증가

• Performance 향상

• 손쉬운 deploy & maintain

On-Demand Tunnel
Dynamic Tunnel

3. Send 2’s 
public IP 
address

2. Where is 2?

1. Call Site 2

4.
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Multicast Support

본사/서버팜

Internet 전용선

VPN
(IPSec+GRE) IP/TV

Broadcast

MulticastMulticast
enabledenabled

IP/TV
Viewer

q IPSec과 GRE의 결합으로 IPSec VPN을 통한
Multicast 지원 가능

q TV, Live방송, 각종 Multicast 애플리케이션 수용

q Routing 프로토콜 지원
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DF Bit & PMTUD

Clearing DF 기능 : IPSec & PMTUD
Original IP datagram (after forwarding)

Original IP header
FO=0, ID=x, DF=1

IP payload

20 bytes 1480 bytes

IPSec ESP tunnel mode packet with new IP header (after encapsulation)

Original IP header
FO=0, ID=x, DF=1

IP payloadESP
header

External IP header
FO=0,MF=0,ID=y, DF=0

20 bytes 20 bytes16 bytes 1480 bytes

ESP
trailer

8 bytes

1 IPSec packet in two fragments
(on the wire)

Original IP header
FO=0, ID=x, DF=1

IP payload…External IP header
FO=0,MF=1,ID=y, DF=0

20 bytes 20 bytes 1444 bytes

ESP
header

16 bytes

… IP payloadExternal IP header
FO=1480,MF=0,ID=y, DF=0

20 bytes 36 bytes

ESP
trailer

8 bytes

Using 12.2(2)T
crypto ipsec df-bit clear

Using 12.2(2)TUsing 12.2(2)T
crypto ipsec dfcrypto ipsec df--bit clearbit clear

IPSec을 사용할 경우 구동하지 않는 Application의 보호를 위한 기능
IPSec의 Overhead에 따른 Fragmentation을 표시하는 DF bit의 Setting을
Clear함으로써 일반적으로 DF Bit가 Setting될 경우 구동하지 않는 다수의
Application을 보호

IPSec을 사용할 경우 구동하지 않는 Application의 보호를 위한 기능
IPSec의 Overhead에 따른 Fragmentation을 표시하는 DF bit의 Setting을
Clear함으로써 일반적으로 DF Bit가 Setting될 경우 구동하지 않는 다수의
Application을 보호
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Easy VPN

HQ 

Cisco 
1700

SBO
VPN관련 정책/속성/변수등을

Center장비에서 Remoter로 한번에 Push 

Attributes
• Internal IP Address

• Internal NetMask

• Internal DNS Server

• Internal WINS Server

•Split tunnel allowed when VPN tunnel is up 
(remote site traffic goes in the clear)

Central 
SiteTeleworker / 

Small Branch 
Office

Cisco Easy VPN Server on 
Central Site

Mobile 
Workers

Internet / 
Metro Network

CISCO Easy VPN Remotes

Routers:
800 Series
uBR900 Series
1700 Series

Security Appliances:
PIX 501
CVPN 3002

Cisco VPN Client

CISCO Easy VPN Servers

Routers:
1700 Series
2600 Series
3600 Series
3700 Series
7100/7200 Series

Security Appliances:
PIX Firewall Series
CVPN 3000 Series
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Trend
Reports
Trend

ReportsService Level
Reports

Service Level
Reports

Health
Reports

Health
Reports

Exceptions
Reports
Exceptions
Reports

Report for 
Thu 1/15/98

01/15/1998 

09/13/1997 

09/13/1997 

Auto 
Range: 
Custom
From:  
09/04/199
8 12:00 
AM

SAA Source SAA TargetNetwork

• Provides Real-Time, 
Accurate Performance 
Metrics

• IOS® Feature – Zero 
additional cost!

• Proactive Notification on 
Threshold Violation

• Ability to store historical 
information

• Integrates with Most of the 
leading Performance 
Management ApplicationsCisco Router의 SAA 는 업계 최고의 회선 및

성능 관리 방안 !!!

High Class Management - SAA
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SDM(Security Device Manager)

q Easy to Use

q Element manager

q Focused on Security

q For IOS Platform
(Router C800 ~ C3700)
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V3PN

• Cisco Powered Network (CPN) 
Service Provider Partners carry 
Voice/Video with toll quality 
SLAs

• New offerings provide lower 
WAN circuit costs/higher BW

• Nomadic branch— allows rapid 
deployment and provisioning

• Same network connectivity at 
home as in corp office (Voice, 
Video and data)

Service
Provider

Voice and Video Enabled IPSec VPNs (V3PN)
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- Infections doubled every 8.5 seconds
- Spread 100X faster than Code Red
- At peak, scanned 55 million hosts per second

Security Impact for Business
: The SQL Slammer Worm
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Integration of BEST Security Solutions

[Source]

- Synergy Research, November, 2002

- Infonetics Research, November, 2002

[2002 Q3 Security Market Share] [Security Certification]
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