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Branch Security

e T T TTETT T TET T EITETRTETEITTCAMAT Cisco.com

Internet

Intranet/

) ]
Server “"'—'*\_J_}
Farm
MRS NAT/PAT
F/W Access List )
IDS Control 802.1x uSRPF(f_Ant;
§ poofing
Password 4 AAA, SSH F/W Access List
IDS Control
AAA

Qa“‘%g N~ Q—' =

© 2003, Cisco Systems, Inc. Allrights reserved, 4




Integrated Security solution
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L2 Switch Fi I Intrusion IPSec L3 Routed Core
Interface {RSHE] Detection VPN Interface  Interconnect
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Cisco |I0S Security Router
VPN + Firewall + IDS + IP Routing
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Issue
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IPSec & PKI Support

Routing Across VPN

Multicast Across VPN
Multi-Protocol Support
Voice-Ready VPN
Application-Aware QoS
Integrated Firewall

Integrated WAN Connectivity

Single-Box Solution
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Solution
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Security in 10S - Advanced Service
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Firewall Advanced
IDS Security

Firewall Intrusion Detection

SSH NAT SSL

GRE Routing Protocols  yice over IP HSRP

Multicast QoS DHCP/DNS MPLS VPNs

Dynamic Dynamic Backup

Multipoint VPN For Redundancy Multicast support

Easy VPN/ Path VPN Hardware
PMTUD Load Balancing Encryption module
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Advanced Service
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4 802.1x

O With Routing
= Dynamic Backup for Redundancy
» Traffic Type
= Path Load Balancing

U Dynamic Multipoint VPN
U Multicast Support

U Advanced VPN feature
= DF bit & PMTUD
= Easy VPN
= V3PN

4 Management
= SAA(Service Assurance Agent)
= SDM(Security Device Manager)
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802.1x — LAN Switch/Wireless LAN
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With Routing
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a Back-Up
d MHSRP

Q Application
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Dynamic Multipoint VPN
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- latency jitter
« Scalability

Static
public IP address

Performance
deploy & maintain

here is 2?

Dynamic
(or static) public
IP addresges

g Site 1
& 2
“1. Call Site 2

O =
[“ Dynamic Tunnel 5. Ring
On-Demand Tunnel
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Multicast Support
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IP/TV
Broadcast

d IPSec GRE IPSec VPN
Multicast

aTyv, Live , Multicast

4 Routing
Multicast
] < enabled
. IP/TV
I EI Viewer
VA
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DF Bit & PMTUD

RO A0 A AR Cisco.com
Clearing DF : IPSec & PMTUD

_ 1P payload |
Ui 12'.2(2)T . FO=0, ID=x, DF=1 T
crypto ipsec df-bit clear
20bytes 1480 bytes
i - | ESP
FO=0,MF=0,ID=y, DF=0 eader FO=0, ID=x, DF=1 T Traifer

20bytes 16 bytes 20bytes 1480 bytes 8bytes
eade IP payload...
20hyle/
1 IPSec packet in two fragments _ 1P payload ESP
on the wire) o 0 = = trailor
>
20bytes 36 bytes 8bytes
IPSec Application
IPSec Overhead Fragmentation DF bit  Setting
Clear DF Bit  Setting

Application
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Easy VPN
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Teleworker/ VPN /

Small Branch
Office Center Remoter Push

/ Central
Site

Cisco Easy VPN Server on

Mobile .
Central Site

Workers

; Attributes
* Internal IP Address

6% * Internal NetMask

* Internal DNS Server

« Internal WINS Server

« Split tunnel allowed when VPN tunnel is up
(remote site traffic goes in the clear)
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High Class Management - SAA
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SAA Source SAA Target
-@ - OGO 2O G

* Provides Real-Time,
Accurate Performance
Metrics

* |OS® Feature — Zero
additional cost!

* Proactive Notification on
Threshold Violation

» Ability to store historical
information

* Integrates with Most of the
leading Performance

Cisco Router SAA Management Applications
]
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SDM(Security Device Manager)

Cisco.com

» Cisco Powered Network (CPN)
Service Provider Partners carry
Voice/Video with toll quality
SLAs

* New offerings provide lower
WAN circuit costs/higher BW

* Nomadic branch- allows rapid
deployment and provisioning

* Same network connectivity at
home as in corp office (Voice,
Video and data)
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V°PN
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Voice and Video Enabled IPSec VPNs (V3PN)

Service
Provider
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Security Impact for Business
: The SQL Slammer Worm
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- Infections doubled every 8.5 seconds
- Spread 100X faster than Code Red
- At peak, scanned 55 million hosts per second
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Integration of BEST Security Solutions
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[2002 Q3 Security Market Share] [Security Certification]

L¥Common Criteria
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[Source]
- Synergy Research, November, 2002
- Infonetics Research, November, 2002
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EMPOWERING THE
INTERNET GENERATION
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