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Tear Drop, Session Hijacking, Jolt, Bloop,
Targa,Bonk, Boink, Fraggle, Xmas scan,
Ping of Death,Smurf, Fraggle, TCP SYN flood,
DNS attacks,DDOS, Mail ttacks
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% Spoofed, Non-Spoofed Packet 201
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+ UDP Attack 20{ — Random port Flood, Fragment
% ICMP Attack &0 — Unreachable , echo, Fragment
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Cisco Application &g}

Qs
+¢» 16Gbps/8Ghbps/4Ghps (Fabric Enabled)

1 1 o SEAIMNA
Content Switching % 6.5Mpps / 4M SN TS / 348K CPS
% 40007 Vlan/Probe A

Security 2 ACL 256K / NAT 1M
% Virtual C 250 (N2 5T X
SSL Ofﬂoad irtual Context ( )

QF2 s

% Role Based Access Control Al

+» Reflexive ACL, TCP/IP normalization, protocol fixup
¢ HTTP Deep Inspection

¢ TCP/SSL Offload

+¢ Modular Policy CLI

+¢ TCP Connection State Tracking

¢ URPF Check

ACE (Application Control Engine)
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% 40007 Vlan/Probe A&

¢+ ACL 40K / NAT 64K

% Virtual Context 202 5TH Z8)

QF2 75

% Role Based Access Control Al

+» Reflexive ACL, TCP/IP normalization, protocol fixup
& L1t O E2]°|M Deep Inspection

¢ TCP/SSL Offload

< A= N3t -||% - Delta Encoding / Smart Image
Optimization, HTTP Compression

SEA L XM} |5 - Flash Forward, Smart
Redirect, Browser Connection Multiplexing
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«» Dual Core Processor / 12G RAM Nl &

TCP FIOW Optl m ization + 310Mbps WAN Connection / 12K Optimized TCP Flow
+¢ 900GB RAID-5 / Hot Swap SAS Disk

LZ,DRE Compression 2 TFO,DRE,LZ |, Disk 232 5 N3

: <% In Path, WCCP/PBR &1} 21HI®t Out of Path 714
High Performance e ° o T

O WAE 7371
«% Dual quad-Core Processor / 24G RAM K| &
> 1Gbps WAN Connection / 50K Optimized TCP Flow
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Cisco WAASE
Web 2.0 718t Application S&

Category

Set JIH it
SEEEDIEPT

1HIZ WAN Infral] LHE S Save € St HIE &2 Qi

Intelligent Server Offload — Caching & Optimization

Green DataCenter 2% — Server Consolidation , ™, Power, Cooling 22 @it

Applications

2X X 10X 25X

50X 100X+

Top 10 Applications by % Reducition - Last dayv

FReduction (All Traffic) - Last dayv

File Sharing

E-mail

Web and
Collaboration

Software
Distribution

Enterprise

Applications

Backup

Applications

NFE

Microsoft Exchange
Lotus Motas
Internat Mail

Microsoft SMS
Algs
P Bagia

Microsoft SL
COracle, SAP
Lotus Netes

Micresoft MTRarkim
Legato Networker
Varitas

CommVault Galaxy

Data Replication | EMIC SRDF/A
EMC IP Replicator

Nethpp §oanMimer
Data Domain
Double-Take

Veritas Yol Replicator

2-20X Ay

=100X Peak

2-5X &yn

2-10X Ay |

100X Peak

File-Transfer
Directory-Services
Printing

web

Other Traffic

S0QL

Systems-Management
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