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Unauthorized Access

Intrusions and Attacks

Insecure Comms.

Granular Policy
Controls

Advanced Content
Filtering

Easy to Use
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M. SSLVPN CUENT for WEBVPN

Downloading required files. Please wait....
Time left:
Transfer rate:

| %

FSeEENERN
Y1714 1 111
777 L1 0]
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Tunnel Mode 7|8t2] SSL VPN Service M&
— B SEMEO| A IPSec 4t £ SSL VPN MUIAE NIT

SSL VPN Service?| Iy HIE 1™
— W= &X] 2 UiE, = &aX] 8§, LAN 1 22 78 43 HE




m Cisco AnyConnect YPN Client

%E IzTo xl.?_] St
[ — 3
—Windows Vista 32-bit, Windows XP 32-
and 64-bhit, and Windows 2000
—Mac OS X 10.4 (Intel and PPC)
—Intel-based Linux
—Windows Mobile 5 Pocket PC Edition

AP 219 XM SSL VPN HA 7|5

Voice, Video & X NS E0| olZst
Efj™ X8 7|5(DTLS)

%, Connection | € Statistics | =4 About

TmIr
CISCO

Connect ta: |sslvpn.cumpan_l,l.ccum A |
Uszemarne: | EdwardUser |
Pazsword: | xxxxxxxxxxxx |
Group: | WebVPN-and CVT v

&2 Cisco AnyConnect YPH Client: Statistics Details

Imir
CisCO
Connection Information Address Information
Tunnel State: Connected Cliert: 10.21.104.23
Tunneling Mode: Al Traffic Server: 192.75.192.85
Diuration: 000310 .
Transport Information
Bytes Praotocaol: DTLS
Flease e Sent: 478161 Cipher: RSA_AES_256 SHa1
— Received: 1357345 Compression: Mane
Prosy Address: Ma Prosg
Frameg
Sent: 220 Posture Assessment
Received: 2277 Last Perfformed: 27272007 10:07 AM

I Feset ] [ Export...
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Hardware resources
Mouse, Keyboard, RAM, Network, CD-ROM, USB, Sound card, FIoppy disk...

A Windows 2000 or Windows XP

Operating systom hanadles normally hardware resources
and creates a user desklop accessed by processes

Original UserDesktop

Nothing is modified on the original des.

Windows Internet
Explorer Explorer Qutleok

Settings

Setlings
st datafiie

Cache

Ea:] Secure Desktop

Profected and secure Zone (process control,
Windows API and registry interception, ...)

Temporany/SecurelSpace

Secure environment that has access to hardware and
software resources. All data is encrypted on the fly

Windows Internet
Explorer Explorer Word
" Settings
Settings Sg“'ﬂﬂs doc datafile
ache Temporaryfile

(P
‘P
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CSD A& OX| &5& B9 § CSD Al§Al Data &2 2}

REE

Actions  Tools Help

PO Cisco SvsTems

[> Loading the Secure Deskiop...

switch o the Secure Deskion

Browser history:

W . competitor . comfjobs
M ﬁ|sw SYSTEMS wwi.etrade  com/myportfclio Vault
Webmail message:
Please wait while the Secure Desktop is being emplaoyes evaluation A5 FiF"'—Il-'- T24d6eT21HEEV
trade secrket (=l b 3TEHS .F1]:_l._-|-|-]:_" r"1

created...
Word document:
attorney letter.doc

Excel Spreadsheet
Salaries.xls
Sales forecast.xls

7| iS22 Server PC%/TE/ AAt/ XE T8 PC
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Te
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Gigcn SYSTEMS

. CACHE CLEANER forWEBVPN

Clean up has occurred. Congratulations! You may
cloze this window and leave this computer with no
risk.
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SIAF 22lote] AT E
£ & resource £ Application Bt
QARUHAM AXMLE ZH AL LHE HE0IEE = o
HEX3 X0 Clientless SSL VPN
(Client-based SSL or ( :
IPSec VPN )

| PC/ kiosk ME 22 - S|AF 22l5te QA3 &
CZ2EH 2tctét

ME 220 =22 2t 224 - LAN 2t 20
SclAOIE B2 ME SIAFAHR & application Off CHEF &8 &2 It s
(Clientless SSL VPN) (Client-based SSL or IPSec VPN )
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IPSec VPN Cluster
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SSL VPN
Load Balancer

00
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Firewall for
VPN Traffic

IPS for VPN
Traffic

S-S

Site-to-Site VPN

WAN-Edge
Firewall

Extranet Access

ASA VPN Solution Delivers:

b 520 &H| - IPSec/SSL VPN

Cisco SSL VPN & & 8t&:
Less Equipment Required

Integrated VPN Load Balapcing
and Threat-Protection

S VPN AH[A S — remote access(lpsec,SSL), extranet and site-to-site VPN
2= VPN Ec{Hof cljst 8IstH/IPS S Sot 8 20 Y &2l A&
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Cisco ASDM for ASA

File Wiew Tools Wizards Window

Lok For

C) Configuration

@ Horme:

Device/Context List o g X
g8 Add m Delete

B} 172,23,59.107
= 101,11

=) 192,168.165.163
= 172.152.14.250

Firewall T e -

NAT Rules

0, Service Policy Rules
) Aan Rules

]3]

2 Filker Rules

BE URL Filkering Servers
i Threak Detection
hjects

Advanced

ﬁ: Device Setup
@g Remote Access VPN
@% Site-ko-Site YPN
m) Device Management

Firgwall

.y

Help
: Nmm
@ IMonikoring | B Save @Refresh | o Back \_.) | ? Help| CISCO
Configuration > Firewall » Accese Rules (] Addresses o & x
dp Add - 3 Edit ]]ﬁ Delete 4+ % & B - Q Find gExport ~ {E] Show Log Y Packet Trace i Add - B ﬂ
# Enabled | Source Destination Service Action Loaging Filker:
=] y DMZ10 {3 incoming rules) S Mame
< any 55 any (=) Metwork Object Groups
2 @ any @ any i icmp o Permit 0 {F] Emergencies {8} My-Groups
3 @ any @ any e ip @ Deny [= IP Address Objects
=] _y dmz {2 implicit incoming rules) &P any
1 @ any &P Any less secure net,.. 1e-ip & Permit B 1111
z @ any @ any e ip @ Ceny a8 11.0.0.0/8
=] _? inside (2 incoming rules) Eﬂ 11.1.0.0{16
@ @ e "4 88 inside-networki24
z g‘@ inside-network) Z4 gﬂ outside-network)s mee- h323 & Deny 0 g@ 11.1.1.64j28
B 11.1.1.112(28 e http aB 1111112028
3 @ any 58 DMZ10-networkf24 5080 & Permit 0 #8 outside-networkis
4 B 11.1.1.64/28 = 192,168.1.100 e hitp & Deny 0 ] Alerts a8 111,0.0.0/8
5 B inside-network(24 @B dmz-networki24 Tk belnet o Permit 0 Emergencies = 145.0.0.0/8
I =8 192.0.0.0/8 a8 155.0.0.0/8
[ {8 My-Groups 3B outside-networks i icmp o Permit 0 28 155.0.0.0/8
7 Bl inside-networkfz4 @ any xee- http o Permit 1 =8 170.0.0.0/8
3 B 11.1.0.0/16 =8 192.0.0.0/3 Wi icmp o Permic 0 2] Emergencies BB drz-netwiork24
ol py-Groups 0 172.16.25.0/24
9 @ any @ any IE-ip & Deny mB mgrt-networki24
=] _’ mgmt (3 incoming rules) Jﬂ 175.0.0.0/8
1 @ any @ any a6 ?D [ Perm?t 0 o8 150,0.0.0/8
z @ any @ any i !cmp o Permit 0 a8 155.0.0.0/8
3 @ any @ any E-ip @ Deny a8 190.0.0.0/8
=] _y autside (2 incoming rules) 8 192,0.0.0/8
L @ any @ any & Deny L - 5 DMZ10-networkf24
. B @ any @ any ] & Deny . . = 192.168.1,100
|
=8 195.0,0.0/8
DIMZ1
@JI W i'@ ] &8 200.0.0.0/8
= Tk b : A B8 710.0.0.0/8
Ll w Permi .ﬂ 220,0.0.0/8
[ Reset I [ Advanced. . ]
<admin: E @ fﬂ

= MS-Outlook 2} §A}SH
HES=2 A 22U AIE
ts

> =0 Hest
CIE|H|O| A 29[ X X3}

X =
Firewall S H|0| 29
A Al ZE



Redesigned interface
Security Dashboards
Packet Tracer

Packet Capture Wizard

Software Upgrade
Wizard

#% CCO Upgrade Wizard

Authentication {Step 2 of 5) gress
o replay

You will need to authenticate using your CC0 username and password.
The wizard will go to CCO ko gek the candidate images For your Firewall,
The upload process might take a few minutes, Please wait for the

operation to finish,

CCO username:

CC0O password:

cuskorer

Info!

[ % Back ” Mext = l [ Cancel ] [ Help ]
[ Mot = | [ cancel | [ Help |
Implicit Fule
[=IRESULT - The packet is dropped. a
L Input Interface:  inside Line @ Link &
Qukput Tnterface:  mgmt Line €@ Link &

{acl-drop) Flow is denied by configured rule

2 Close ] ’ ? Help
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B% Real-Time Log Yiewer - 171.69.39.36

File Tools ‘Window Help
b Resume | B2 Copy (1) Save Bl Clear | [Efy' Color Settings | 4 Create Rule F5) Shaw Rule || (E) show Details || 2 Help

Filter By:| v| 8- Filter Show &l | Find: l:l o

Sewverity | Dake Time: Syslog | Source IP Drestination Drescripkion

i 6 Feb 02 2007 17:4%:34 106015 171.69.136,39 171.69.39.36  Deny TCP (no connection) from 171,69,136.33/57427 to 171.69,39.36/22 flags RST on inkerl
Er O Feb 02 2007 17:45:31 710003 171.69,136,39 171.69.39.36  TCP access denied by ACL From 171,69, 1368, 39/57416 to outside: 171.69,39, 36/ 161

En 3 Feb 0z 2007 174531 710003 (171.69.136.39 171.69.39.36 | TCP access denied by ACL From 171,69, 136, 39/57415 to outside: 171.69,39, 36/ 161

&

f Feb 0Z 2007 17:4%:23 106015 171.69.136,39 171.69.39.36  Deny TCP (no connection) from 171,69,136,39/57426 to 171,69,39.36/22 flags RST on interl—

TCP acc enied by ACL From 171,69, /S7416 ko outside: 171,68

QePIX-3-FI0003; FECP\UDREY aeeess denied by ACE from source_IPfsource_port to interface namedest [Pfservice

The following is an exarple:

$PIX-3-710003: UDF access denied by ACL from 95.1.1.14/5000 to outszide:95.1.1.13/1005

This message is displaved when the ASDM denies an attempt to connect to the interface

S | ¥

Explanation | Recommendsd Action | Details |

@ Emergencies @) Alerts @ Critical e Errors % ‘Warnings  H. Motifications i. Informational o Debugging




% Real-time Log Viewer

St

-
-

ss Rule Before

b Resume | Save 8y Clear [ Color Settings 4y Create Rule §5) Show Rule i Find: | |Q [E Help
Filter By: |-showal- v | I B/ riter
Severity Time Message ID: Description
06023: Deny icrmp src ingideiho ~
] Dec 24 2005 09:55:42 609001 Built Iocal-host outside:10.10 1
5 Diec 24 20058 025346 302021: Teardown ICMP connection fofaddr 100109316200 gaddr 10.10.62.87/4 388 laddr 1010628774388
@
L ]
[ ]
[} Dec 24 2005 09:59:42  G09001: Built local-host MP dentity Ifc: .10 62.87
(7]
F Dec 24 2005 09:99:94 302021 Teardown ICMP connection foffaddr 10.10.93 16270 gaddr 10.10.62.87/4388 laddr 101 0.62.87/4388
F Dec 24 2005 09:55:54 609002 Teardown local-host MNP dent@ fe:10.10.62.87 duration 0:00:02
i B Dec 24 2005 0935354 G09002: Teardown local-host outside: |@.10.93.162 duration 0:00:02
] Dec 24 2005 10:00:02  G09001: Built local-host MP [dentity Ifc: @010 62.87
B3 Dec 24 2005 10:00:02  G09001: Built local-host outside:10.10.93.162
5] Dec 24 2005 10:00:04 302021 Teardown ICMP connection fofaddr 10,1093 16270 gaddr 10.10.62.87/4388 laddr 10.10.62.877/4388 =
dh 5 Dec 24 200510:00:04  BO09002: Teardown local-host MP Ideni@ Ifc:10.10.62.87 duration 0:00:02
) Dec 24 2005 10:00:04 609002 Teardown local-host outside 191093162 duration 0:00:02
i B Drec 24 2005 10:00:11  G09001: Built local-host MP Identity Ifc: @010 62.87
] Dec 24 2005 10:00:11 609001 Built local-host outside: 1010 468,162
i B Dec 24 2005 10:00:14 302021 Teardown ICMP connection fo) —
3 Diec 24 2005 10:00:14  G09002: Teardown local-host MNP [denti@ Ife:10.10.62.87 duration 0:00:03
& 3 Dec 24 2005 10:00:14 609002 Teardown local-host outside 18.10.93.162 duration 0:00:03
B3 Dec 24 2005 10:00:22  G09001: Built local-host MP dentity Ifc: @010 62.87
] Dec 24 2005 10:00:22 609001 Built local-host outside: 1010 83,162
i B Diec 24 2005 10:00:24  302021: Teardown ICMP connection foffaddr 100109316200 gaddr 10.10.62 8774388 laddr 1010628774388
& 4 Dec 24 2005 10:00:24 609002 Teardawn local-host WP Ident@ Ifc:10.10.62.87 duration 0:00:02
[ ]
z‘. A Mar 24 MN0A 100027 AROANN1 - Ruilt lncal.hnet kP 1dantibe e 10 R AT | :
@ Emergencies @ Alets @ Critical & Errors L Warnings & Motifications i. Informational = Debugging

Artion Syshog
ot 9 e
BU—
Time Range
Apply to Traffic:  incoming to src interface Tine Range: |- NotAppled-- w0
Sodrce HiostMetwork Destination Hostdstwork
() 1P Address ) Mame O Grow (3 1P Address () tiame O Group
Interfacs: e et Inkerface: test i1 ~
WPoddress: | 172.23.82.180 ) IP address: | 172,23.62.258 =
Mask: 155255255255 Mask: 255255255255
Fude Flow Diagram
e applied to Eraffic incoming o Source nterface
a _| L =
1?22332150' i iy |172 2362255
nxnmnu:p v uuznnnl?— 2 '
Allow tratiic
Profocel and Service
Owe  @e Ok OB [ Manoge service Groups... |
Source Port Destination Fort
() Service. = = anvy B ) Service = w || nethios-ns B
{0 Service Group {) Service Group -
Fleace enter the deccription below (optional) :
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ASA 5500 Series Proauct Lineup

Platform Capabilities
Z|0f SAl HE M

ZOl =4 A8 N
Packets/Second (64 byte)
7|2 eI o]~
VLANSs X| 2
A7HEH X H

Cisco
ASA 5505

Cisco
ASA 5510

Cisco
ASA 5520

Cisco
ASA 5540

Cisco
ASA 5550

||| <R || <R | <SS | s

150 Mbps
Future
100 Mbps
25/25

10,000/25,000
3,000
85,000
8-port FE switch
3/20 (trunk)
Stateless A/S
(Sec Plus)

300 Mbps

300 Mbps

170 Mbps
250/250

50,000/130,000
6,000
190,000
5 FE
50/100
A/A and A/S
(Sec Plus)

450 Mbps

375 Mbps

225 Mbps
750/750

280,000
9,000
320,000
4GE +1FE
150
A/A and A/S

SHE I

650 Mbps
450 Mbps
325 Mbps
5000/2500

400,000
20,000
500,000
4GE +1FE
200
A/A and A/S

= P

1.2 Gbps
AN
425 Mbps
5000/5000

650,000
28,000
600,000
8GE +1FE
250
A/A and A/S
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ASA 5500 S 2ot HH| - HISF 00

47 2| 10/100/1000 I angnpSE=el
RJ45 7|7HH|E £ E 1 Rack Unit (RU) C] X}@l

172 10/100 #ie) v = ¢ HNECAT Q= X2
@t EE2 47 015 17189 HZ
AC == DC

270el USB 2.0 £ E
(&& AHE:Credentials,
Failover, &

&I AUX EE

574 2] &Elf LEDs (B &,
48, 2138 2&tEl, Active, VPN, Flash)
g M 22




«IPS ¥ IDS AHIA RIS
. —.—J}II 24 M3 : SSM-10 and SSM-20
 IPS J| &= 450 Mbps & =
. _,_AI £ EF/XPxF
+ 10/100/1000 out-of-band management port
« ASA 5510, 5520 & 5540 0ll Al AI&

« Anti-X AMH|A A&
(anti-virus, anti-spyware, anti-spam,
anti-phishing, URL filtering, and more)
SOt 2€ Ml S : SSM-10 and SSM-20

* Anti-virus & anti-spyware M| A= AIS X

s =

» ASA 5510, 5520 & 5540 il M Al &

HE<S ] FH= S{ot 49| SEP S E
10/100/1000 SR
EZT4MNEENX 2806t &5 AIS

'ASA 5510 5520 - BEA0 Ol M| K &
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ASA 5500 S& 2ot |l - NS &M

CISCO SYSTEMS

..|I|ln.....|l|l|.. LINKJACT Power | Status  Active (VPN | SSC
100 MBPS L I 7 b 3 P

Sk Cisco ASA 5505 Sseries

ST = Adaptive Security Appliance




ASA 5500 =35t WOt 1| - A= 27

Business/DMZ VLAN ;

DNS Hail e -
i it Site-to-Site IPSec VPN ) .

Web Server g

Setver B o B Remote Access VPN - Remote
—ﬁrj . ; F : Emplovees
by ] A
. I . dl

S55L VPN 5 Sales
e 5 feams

= Active/Standby design

Inside VLAN — with Failback

Power g W B, = Backup ISP support
Over — gl nE \ (Security Plus)

Ethernet & : -
access BB | w1t & Common = Support for DHCP,
Point ~— = W Network Dynamic DNS & PPPoE

Printer

BT _‘._" '
Employee/Guest VLAN e
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