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Best Practices and Lessons Learned Iin
moving to a Converged Network
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Converged Networks

Business Process Capabilities View

Cisco.com
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Network Financial Performance

Voice of the CIO
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Emphasis
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THE SEVEN POINTS

Network Operations &
Skill Set Gap

Off the General Ledger Costs

Accrued Network Expenses
& Asset Quality

Outages & Transfer Costs

Strategic Architecture
and Cash Flow Impact *

Security, Self Insurance &
Risk to Capital

ROl & Business Process
Management Funding




Those who aim at nothing hit it with amazing

Accuracy...

Typical Network Objectives and Requirements

Desired Result
“Objectives”

Cisco.com

Desired State
“Requirements”

« Benchmark as lowest cost *

Network Provider

» Standard Architecture and
Operating Standards

* Provide high Availability .

» Strong Networking Knowledge &
Network Asset Quality

 Enable Business Strategy

in timely manner

>

* Integrate Advanced Technhology
over time and on Planned Basis

* IT Linked with Business

Strategy
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 Link IT Assets to Business
Process
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Evolutionary Value of IT
Closing the Business IT Gap

IT Value Phase
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Business Strategy and IT Alignment
Conceptual View of Financial Factors
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«Includes Outage Expense such as BU & IT Overtime, Break Fix,
Service Maintenance Contract Increases, Security
Impacts, etc

« Includes accruing Installation Costs and accrued NW Equipment and
software Expenses, etc.

Current True Cash Flow

<—— Forma Risks & Business
i Lost Opportunity Cost | 4?— Process

—Multiple Vendor & Future Cash Flow i ] Change
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Source: Cisco Sys arketing Financial Services Vertical (Hayden)
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BASEL Il Summary

The Role of IT and the Network

Basel |
Strategies

Cisco.com
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Pillar 1
(Capital Strategy)
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Pillar 2

(Regulation)

Pillar 1

Compliance

v

Pillar 2
Compliance

<
Pillar 3
(Disclosure)

Strategies and
Performance for:
-Capital Adequacy
*Risk Management
*Risk Event Handling

hJ

Create “Risk
Culture”

*Human Resources
«Communications
‘Reporting
«Training
Approved persons
Procedures Manuals
«Company Handbooks

.

hd
Risk
Management

‘Regulatory Compliance
*Organisational
Structure

*Risk Categorisation
Assessment

Process improvement

L 4
Risk Event
Handling

*Monitoring

Event Recording
Event Management
=Statistics




Converged Networks

Risk Assessment Asset View
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Places of the NW should be reviewed for Access Control Failure, DOS,
Inability to Operate hits one of these places.

The following Assets should be examined.:

« Data Asset (Cost of intellectual Capital Loss or ID theft)

Business process should be examined for employee theft as
well.

* Production Asset - Ability to process both in terms of OT for recovery
and loss of Production Asset.

 Downstream Effects such as lost Funds Availability, Uniform
Commercial Code violations losses (Stops, NSF).

* Recovery Capability.




Why VoIP (Converged Networks)

IP Survey of its Future Value

e e R tlRA R SR CRRRRRRRRRRCRCR Cisco.com

: ; : : : : : :
30% 50% 70% 90%

Source: Information YWeek VolP Study October 2004




The Networked Virtual Organization

Success Factors

Cisco.com

Banks with more profitable businesses tend to share
three common ftraits.

IT Investment is Customer Driven. Best results

occur'when Business Process Iis improved before
automation.

Standardization.
%Understand Core versus Context.
\‘Segment Strategy
| Llfe Event Strategy




Network Financial Implications
Significant Impacts on Financial Performance

Cisco.com
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If Network is an Asset with largely
Constant Fixed Cost, then it is
iImperative to leverage it to maximize
Financial Return.




Network Financial Implications
Cash Flow Impacts of a Deteriorating Network
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Key Contributing Factors

* C|O Bonus based on
expense management.

« No linkage between
Business Process Change | OTOTAL HISTORIC
and Assets (TCO vs ROIC). B4 VEAR TOTAL
_ 05 YEAR TCTAL
« Loss of technical skills due I L UL IE AL | (06 VEAR TOTAL
to Network Outsourcing. I

Note: Also Significant Lost
Opportunity of Benefits of
Business Process Change

(not shown). B ! INTIN NS
1996 1998 2000 2002 2004 2006 2008




Business IT Alighment
Quick Test

Cisco.com

Future
State
Cash
Flow

Increases

Business and IT
Not Alighed

Shareholder VYalue
Decreases

Business and IT
Operations Aligned

Reductions Shareholder VYalue
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Business
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App Servers Cost Avoidance
Revenue Increases




Network Management
TCO versus ROIC Approach

OLD WORLD NEW WORLD

Total Cost Of Ownership Return on Invested Capital

Move to a fewer or “Single Vendor” -
“Standardized” Network
Can reduce operating costs by 20%+

Managing “Security Risk Self Insurance and
Off the Book” costs approaches replacement

IT Being Managed costs of 5 year old Portions of the Network

With Focus

On Reducin
IT Costs g Metwork Refresh Programs

And Application Deployment
becomes Synched

Expense Reduction Strategy based
oh ROIC for use in Bad Economic Times

MBO's and Variable Pay Rewards ’ Business Units and IT Co-Own Metrics
IT Cost Reductions to prove ROIC Payback

Source: Cisco Systems Corporate Marketing Analysis from Global 150 Company Experiences
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BPR benefits should be viewed as
revenue to IT infrastructure spend and
measured for ROIC and ROA.
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Financial Performance
Technology Phases of Converged Networks

Cisco.com
Efficiency &
Customer New Value
Loyalty Creation
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Operational Risks
Risk Model Considerations

Cisco.com

Define your Levels of Risks:

Define phased Architecture which accounts for fiscally responsible behavior in terms of:

a) Corporate Capital Plan Alighment and smooth cashflow. Use outside leasing where
it can reduce capital plan needs, smooth cashflow or accelerate tax
advantages/credits.

b) Use spend management Purchase Methods to ensure operational efficiencies and
standards adoption.

Uses BP and Value Changes where necessary to drive Risk Adjusted ROIl. Never do
it to fix a Capital expenditure issue by itself or you will be in conflict with
Shareholder needs and the Street.
Assigncosts to Risk Categories probability factors, including;
. Self Insurance
' Mitigating Insurance
Capital Reserves (5%-7%) Note: Base it on Basel Il Complex and Sophisticated
\ Model for unexpected losses.
-—Bet'ne“eff the book™ expenses to create an apples to apples comparison of Capital
" Plan.
Adwse Investers ef Risks and Possibilities of unexpected losses. Use Stock Price
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