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This appliance's physical management port (eth@) 1is currently
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= L
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ALEX} 7|2 HYHS
2he| X} lan411cope
root lan1cope
sysadmin lan1cope

% Manager VE
Appliance Setup

Change Default Passwords

Note: You must change the password for all the users before continuing.

@ ADMIN
Current Password: Required
New Password: Required

Confirm New Password:
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Management Network Interface

Enable communication be s appliance and the network. Default network settings for
below. Before changing

‘Warmning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
replaced automatically. If you have a custom certificate, save the certificate and private key before you change
‘these fields so you don't lose data.

Enable IPvG
IP Address: Required

Prefix Length: Required

Default Gateway: Required
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% Manager VE alralr,
2 cisco
Appliance Setup
Nu

Y Step 10
' Change Default P

Host Name and Domains

mm Step 2 Enter identifying information for this appliance and the network domain wi
= I"1|:|n5_']r=menl Network Interface

Wamning! If you change your IP address, host name, or network domain name, the appliance identity certificate is
i ! S[ep 3 - replaced automatically. If you have a custom certificate, save the cerfificate and private key before you change
-4 Host Name and Domains Ihese fields so you don't lose data.

Host Name:*
Network Domain:*

ion's domain and the IP addr

Manager Domain Type: *

Select Data Store if you're planning a domain with Data

ess Ranges:
IFandiEss Ranes Nodes, Flow Collectors, and Managers

Select Non-Data Store if you're planning a domain with

Flow Collectors and Managers.

Data Nodes are not available in this domain. However,
you can create a Data Store domain later.
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5. NTP &%: 7| 24/0| SHIEX| & Q5L M OF0| 22 = 250 NTP(Network Time
Protocol) A‘W‘l% MERSHL| T}

NTP Server

10.0
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NTP MH =7t EE= AKX (M B Al
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o MH:NTP MHE MERSIH M O| M2 YA S S &L C} - Of0| 25 S =L T
6. 7|2 OjL| X+ Central Manager®! L|Ct. 1t ZH0] O Z2}0| A A E Central

ManagementOl| =78t L|C},

o OHL|X: O] Z2tO[ALTF DL M Ql E2, 3. SFEEHLICL LM E SS& ULt
0

« 7|E} 2E O{E20|AA: O{Z2tO|AATEOIL|X{ O] Ol B2 4. Central
Management0f| 0] E2}0| 1A 7}
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3. S SLICH OfL| X
1. 48 4E:. O{E20|AA FEIF HeotX| 2telgtL|C,
2. M =AM ES D ALK S 2= O
o O]Z2IO[AAT}CIAl A|ZIE|= SO ot HO| HEA|El= ZEZEE [EYAL,
MAIAE A™Ho| HEE U7X H 220 7|CHEIL|CH IO X| & M2 D XOoF & ==
UEL|CH
3. OfL| X0 23 lgL|C,
4. O{E2t0|oiA M7 EO| CHA| S ELICH Continue(Hl%)E S &2 LICH
5. O{EZ0|2AA S& "M IP FAE ZESI ] Save(ME)E S&IetLCE
o« LN IPFAE RS2 E BHIX|E|H HES = & LICt
o O] CHA O M= OHL| X 0f| Central ManagementS A X|&fL| C.
6. O{Z20|2A H7H0| 22 £|™H Go to Dashboard(CHA| 2 E 2 0| F)E S &/ etLC.
7. Configure(7%d) > GLOBAL Central Management(% £ 22|)S MEi st L|C}.
8. QHIEZ|E AETIL|CE OfL| X O{ZE2t0|AHA & Ef7} Connected(HABEH)2 E HEA|L|&=
X| =tolghL|Cy,
@ Central Management Inventory ~ Data Store  Update Manager ~ App Manager  Smart Licensing
Inventory
Q Filter Appliance Inventory Table
Coni ted sr 5-2 10 e
7|2 OjL| X O{ZE2t0|AHA MEf7t HAZEI O Z HA|L[=X| &St 74 =AM G A|
£ 2 E MBS 2 AHS| L2 {ECH0| A A2 A|&FgrL T
9. A|AHIO|M CHE O E2I0|AAE F4512{EH 1. o{ZE2t0|HA H7 =30 23210 =2
91510 S HAEO|A ChE O E2t0|HAE FH2 = 0|5 L LT
E =<
4. Central ManagementOf| 0{ 20| A F7}
O{E210|AA M =7t Central ManagementS A25HE ({E 20| A A MHE A% QLY
SHLICH L& CHAl= o ZE2to| A A0 el FHEtE = JUSL|ICH 2 HS ZEZEE [EAMA]
Q.
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1. Central Management HO| A 7|2 OjL| X 2| IP F=AE LT

2. Save(M%)E SEItL|CE

3. 7|2 OfL{X 0| Z2t0[AA ID ASME L[5 H 2t HO| EAE= Z8ZEE HE4Y
A2.Yes(O)E SEI5tY ASME L[St O] ZE20[AATFOfL X SAlE = AU
g 58t

4, 7|2 LMo 200 X4 SHES gLt

5. Domain(Z= M 2l): Secure Network Analytics =0 Q1. MEAGILICE OjLINE SEE O
OO A& 4 = QI EE= H| GO B MHFA EWIO.JEE Tdet mof el L O,

L ZUMNELE Ho E QT L} Netflow 7| 24t: 2055
7

Central Management Settings

IP Address

ime and Domains

Step 4
79 DNS Settings
9 Ste

NTI

Central Management

# Complete

Domain:

Flow Collection Port:*

* = Required

6. Central ManagementZ 0| &2 S22 L|Ct. 5. 0{Z210| 1A AEf =HQl
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o MECIE HHO HA3E Seto[A

E
« Secure Network Analytics2| 0| H 7
M B &S A X5 0f gfLCt.

o HOIHAEQNE 55t= 22 & O E2|AH 0| ME AHESL0] Secure Network Analytics
MXE 2LHESD FESL|CH QA3E S20|HE
&LICt
A3 E 22t0|YE M K| X| &2 Windows2t macOSO| 2} CHE L T}
« WindowsE AI8510 H|A3E S2I0|UE HX]
« macOSE AI230 A3 E S2l0|AHE MX|
EESHWindows EE= macOSE AHESH=X|0f| et 22| 37[E CtEA g gL C}.

« Windows E*7|0|A 22| 37| HE
o IQIC{OM HI2E] 37| HE
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7. 0235 S2H0IUE EX|

o 235 220|AES 2XE 5= A= S=ot 20| AN OF gLt
. HIAELEEEP | E0|= 64H|E 2 MM 7 EReLICH 325 E 2 HIA| =
= Linux0f| M 2 =~ Glg Lt

t
WindowsE AtE3H HlA3& 220U ES X512 Chg XS HEHAL.

O LA of 2 QlekL T,

—

¥ (L2 EE)of0|2E 223t}
exe IS S2/Sto] MA| TRAAZ A
ObEARS| EFA Of T2} B A E Zato| ol
HFE SHTHOJ A A3 E 2ato|QlE ofo| 2l g 213U}
SMC AH 0| & ZEO0|A OiL| X MH O] & &£ IP FT2(IPv4 £ IPve)E Y=L T
OfL|X| AF2 X} O| 2T} H| LS = QI 2BtL|C},

SO0 EA|S|s TEITEO| Mt fASE S210|QES YT 0{Z210[ QA D QIS A
ENERT=,

Windows B 7|0f| M O 22| 37| HE

© N o O :'>.°°!\’

A3 & SEt0|E QHIO[AE HA5SHY| fI5 S2I0|E HAFHO| 2T
RAM(Random Access Memory)2| &S HZAT 5= A& L|CH
2 EAM EEOEFo HolE HEHOl: 100k 2|2 E O] &S AHE S 222 FHaE))2
4% DﬂEEl o2 58 BEdA L.
1. Windows ExplorerOf| A| & C|2 E2| 2 0|5 g L|C}.
2. AppData (¥ G| 0|E{) > Roaming(Z ¥) > Stealthwatch Z2HE & L|C}.

Z07} 57{8 Y= 4L "Stealthwatch"S ZA 8| OF & 4= QA& L|C.

=
3. Stealthwatch C| 2 E 2| 0| A| & 5}= Stealthwatch H & 0| Z 3=l EH% Gy Er.
4, HE S A2t H HESH HE O 22| AH 0| M2 A2 510 app

I
= gLICh (H23& SC0[UES HOOE‘” =0f o] LEo| H-g&

U] Cth)

X2 M 22| 37|(Xms): 512MB 0| &= & Eot= A0 ZELICH O] ==At= Th el A H#
W Z0f EA|ELICE

ofLtel A< 2rolof ZHEE BASHE LL4"'7I°| B2 ofel O|O|X[of[ M = HA|El =
AHE E ol X W22 27| S LBt = <AHS S’—“’|°.=.”—| Ct.

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m
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7. 0235 S2H0IUE EX|

Z|CH o| 22| (Xmx): Z[C H 22| 27|= HHFE RAM 27(2] 2EIHX| 2Ee

Ct. Of ==Xt T of Ul Hw S0f EA[EL|Ct.

ofLte| g eolof] 2HES EA[SHE HE || B2 of2fl O|D[X|0f M B BAE =
AHE ol 2O H 22| 37[8 LIEtL & <A =ZelgL ot

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

HMH| =XIE AFREILILCE 0|2 S ™ Xmx0.5mO| Ol Xmx512mES &S|}

=

« H23E S20|UEIL A "SR H K22 37|15 S& L.
o Javall B E 2F HAIX|7} HAIEHHE2 S 0 EHAL.
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7. 0235 S2H0IUE EX|

= - = A
macOSE A2 HATE E210|9HE AX|
e QAIE ZEC0|UHEE X = Y= S 25 #3H0| QO{OF BFL| LY.
e AZE ZECI0|UEN|=64HIE 2F H|X| 7} QT Ct 32H|E 2F K| £
= LinuxO| M A ligt 4= Ql& L Tt

macOSE AHE3l A3 & SC0[UES X|otHH S X H S MEYA L.
1. OiLXof 2aQlgtLC,

2. ¥ (CteEE)ofo|2E 23tLCt

Offofl EA|= AKX H O

-0.

oot Wimaivaadein o P 010

4. HIAZE S20|QE O}0|2(22)2 O Z2|AH0|M ZEHE SejastL|Ct.

2 I{=0f Of0| 20[ 7+ LY.

HHE StHOIM A& 22t0|UE Of0| 2 22 5 S B LIL,.

SMC MH 0| & ZEO|M OfL|M AMH O|F = IP F=2(IPv4 EE= IPv6)S B SLICE
Of LI A A+ X} O[S 2t HI 2 H= S Y HTLIC

StHO| HEA|E= ZEZEO U2t HA3E S2H0|HES 10 {Z2H0| A 1D ASAM
S M2[gLCf

© N o o

mlc{of| M H 22| 37| HE

A3 & S20|E QIEHO|AE H&SHY| 26 S2I0|E HAFHO| &Y
RAM(Random Access Memory)2| &2 BHZAZ = Q& LICH

g U= B2 EAM E= 2o [ O| E

2 A=A 0Ee 22 58 EAAL.

1. FinderO|A| Z C|HE2|2 O| 5T LLC},

2. Stealthwatch ZCE S g L|Ct.

3. Stealthwatch C|2 E2| 0| M 2/3S}= Stealthwatch H{ M 0| Zot=l ZEE L L},
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7. 0235 S2H0IUE EX|

4. HYUS AMEot{H HAEot HY O S2|AH 0|4 S A&t
FLICH (H~=2& 22t0

pplication.vmoptions It & &
| 4 E L)

-
Im

]
2t
0t py
=2
o
1=l
e
O o

o
= =)
Z| & K22 37|(Xms): 512MB O| &2 &F5t= A0| ZELICH O] =XAt= T 2| A H
Ry Zof EA|E LT,

ofLtel A 2rolof ZHIEE BAISHE HE 7|2 2 Ol O|0|X[Of M 2= HEA|E =

[Tl — 1

AHE Sof X M2 37| LEL = AHE 2 elgL o

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

Z|CH M| 22| 3 7[(Xmx): =[O B 22| 37/0]| Chet AFEH RAM 27| ZiEtS 2
UAS LI O] =At= mpo| W #H| S0f| EA|E LTt

StLte| gl 2olof] 2HIES HEA[SHE HE || B2 otz O|0[X|of M Z = BAlE =
AHE EZoff X M 22] 27| & LBt = <AHS %.*0._|°.=.“—| CF.

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m
A = = e}
MH| XIS AL EHLICE 0| 2 5™ Xmx0.5mO0| OFHl Xmx512m= Q21 etL|Cf,

o HA3E S20|AETL A "SEEH K 22| 37|18 S & L.
o Javalt HEE RF HAX|7t BAIEH O 22| S S0 E4AL.
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blank trend indicates
flow collection stopped

: l

8:00 PM Sep-24 4:00 AM B8:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM B8:00 AM 12:00 PM

Deselect All Select All

2. OO & M2 OO B | O] & S El =0l

-

A20= 3. EQ1

rlo

Secure Network AnalyticsE G| O B K& A2t 8HH| #+58HX| @
M AS B M BT

1. 7|2 LI X CHA| 2 =0 Configure(T“d) > GLOBAL Central Management(™ <
Central Management)S M B StL|CH

2. HIO|E{AEO0] &S S2erL|Ct

3. HIO|HAEO] HIO|HH|O|A HEf7t Up(Rt &) 22 HA|L[=X| 2 QlghL| T,

| O E{H| O| A A EH 7} Down(EEH Q! 42 H|O| E{ | O] A 2| Actions(Ef ) SO A ++« (&
Q) OtO|ZE S 2T LI}, Start(AZhHE MEISHL|CH

4., BEOO|H LEO| MAEf7} Up(RtS)2 2 BA|Z|=X| 2QlstLCt,

CIO|H =& HEH7t Down(B EH Q! A2 CIO|EH = =0 CHTt Actions(ZF &) SO A «+»
(EYE)OLO|ZE SEITtLICt. Start(AMZH)E ME{SHL|CH
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HOIHAEO Rof CHot ApAeh Li-& 2 Ci| O B %2~ Ci| O] E{H| O] =
2,

3. EIN 2l HA1A &g

1. 2ot J & A|EEZ SOtZfLC},
2. Report(211AM) 075 MEASILICH
3. Report Builder(2 1A X 7)) E MEdTEL|Ct
4. Create New Report(Ml 210 A Md)E S 2letL|C}
5. EE FYUEHE ER22 s EflE ”HIESIS ST LICL
6. R0 a2t ot2to[EHE MEig L Tt Run(d @)= 2 2igLICH
7. BEOME ZESIH EER AHUHII EERE A J=X| & olgtL o
8. EE% Z3H 0| O|&H|0]A(5000 Series? “H%) =00 YA A= 8%, B
A ’““7| A EEZ SOIRIM 4~7CHA E UHE510 E2R HIO|EH|0]A =& EJE
HIOME ST HO|HH|O|A E= E1I0|E1 MNE i7f%£—?—§ F=MSH=X| 2ol
L|C},
Report Builder(2 1A 24 7])0f| CHot AbM|DH LI 2 =2 O T HEE Tt
INESN
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9.0{E20| A 7Y B=

9. 0|&Ct0

Of S 20|20 Lot B 95 2t=5)

—

ojS2to|H &

HOH L=

MlH

29 ZaEs

UDP Directors

MK

22 HAs

RUESE S

O

o

F2fLICf,

ux e
oz 4>

£Q
ojo

£Q
dlo

£
0jo

O =2|#0]-d ID2L 10| 2
| -

HlolE] Qb=

=27 HEO|A 57

NetFlowE sFlow= HZ

17t8d

(SF=RA A M AL 7F
)

=
o

ofZ2A oI HE

© 2023 Cisco Systems, Inc.

SUEE T AGEAL ZE HE ER.
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0.0|Bzto|oiA B F=

1. 222 ZHH0 238t

2. Support(X| &) > Advanced Settings(1 & "’E-;')% SEgLct
3. engine_startup_mode Z E0|A Ct3 gt & StLHE R SHL L

o DEIIMAUOIT[EZL-0
e NetFlow -1
e sFlow-2

engine_ startup_mode HEot ng 278 S50 LIELEX] g2 4%, Add New Option
(M =M =7} B! Option Value(&4 2f =7t EEE A IO 1| O| X| Oof2{ Z 0| =7}

2 AS LI

Apply(H &)= 225t oOK(&EQh=2 SegL

O L| & off 22 QlgtL|C,

Configure(+d) > SYSTEM E2 ¢ Z3EZ MEiL|C}.

Monitor Port(2 L|Ef ZZE) 2 E0f| Ct& =Xt ¢fS YL CH(NetFlow X sFlow& 2 A|
HE 7|2 ZE Ho QLICHL AAZEHIIHEE ZEE AMESEE FEE R, =2
E HS ZE A ALE).

N o g s

» 2055 - NetFlow
* 6343 - sFlow

8. Save(MZhS 2250 B A2 MEStL Ct,

E M2H(NetFlowOf| M sFlow EE= sFlowOf| A NetFlow2)0| 2t2&|H 0| REQ| &
£ 7|82 2 5= CHE &=0 XI AR LT

a0 o ™
o Al SAE FHA| ZEL FHA|, HOtO[HIE FHA|
22l HojAztel o

=

CHAI2EO0AM E22 EHE O =5 201510l S22 7F M 220 M2 51 [A=X] =l
ofol RE Hets 2.*9_'% = AL

—

UDP DirectorS 17+8d ¥2 2 Tdot2{H Ch3 X H S AFE R L.

117} -82 UDP Director 5tE%)| 0 0] S 20| AL M THAE O] 7S BILICE 7HY Of
=o0|A A0 = 27880 MSEX| L.

(k=]
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TS 28U HE A

te{= 87 otLt Ol

X5

-2/d: UDP Director?| 5 7H
=Es

ol AtEE Lt

=
=

UDP Director0f| A O L| X 2 B A|X| £ &5}

OjL|Aof| 232

SSL2

L|Ct.

b

-
o
=]

1.

Ct.

L

ol

2. Configure(7%d) > GLOBAL(F ¥)UDP Directors &

3. Of

2tO| A0 Lot ¢ O & 2

=
=

@H

i

i

FLICE.

-
o
=

= Ol
= -d 7

AA P FA:EE: UDP Directord| G| 0| E{

HOEH7 HEE ZE H

6.

i

« tH2|: CIDR(Classless Inter-Domain Routing)

Q2iz 4 QlLC

A 2SS A Ol A
_I_EﬂI-OEI-T NI\|=|

=
=

e RS "RENE QIEG0] O ZEO|A BE AA P 40| H|O|E

L|Ct.

of:

* 10.11.16.38:5322
» 192.168.0.0/16:9000

o All:2055

UL,

ClHIO|AQ| IP FTAE

=
—

FIP 34 : UDP DirectorOf| A| G|O|E{ & £=4Al5}

CH &

7.

Bl

i

ojnu

20w} o] at%

ol
=

11.

L|Cf.

b

-
o
=

NtgE FELR 0lE
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0.0|Bzto|oiA B F=

1174882 UDP Director 5F=%)| 0] 0] S 20| A A0 A 2HAE O] Z7HsS B LICE 7HY O
=20[g A0 = 278 0| NS =l X| BE5 LI

a7rgd 48

UDP Director?t & 7If O|&f @1 % O] S2t0[ A 22| A A HEO| A AFESHY 17tEd S
gLt

17+874-2 UDP Director 5t =9 Of O1EEP0| 20 M2 ARE O] 7HsS BELICE. 7He Of
=2t0[g A0 = 27tE- 0| NS =X EE LIL,

UDP Director HA(17+8&°d)E S5l AHEAt= 0| =2t E UDP DirectorOf| CHot 78S 1+l =
SLCH & L E 25 W3] O| S 2t k[ X[ oF HHOf| StLte| e ETF 22t Q1 &FEf 7t 'l L CF.

UDP Director0| 17+& 40| £ 4|0 1 Secure Network AnalyticsS H{ ™ 7.4.0 O]
do = GHO|ESt= 4%, ot X[Hof 2t YH0|E = n7t8dE CHA| e L

o o=
Ct,
Secure Network Analytics I H|O| E0f| Ci ot XtA| B LH &2 IT[O| E 7H0|E & =St
AIA|Q
H .

LN =T Sy
O MOM 2210l L E= 7|2 L EO| QU0 L E= HE S EQIL|CH O 40| 7|2 L &
of LF 7 L/E5IH EX L E7} 0| & CHA|SHY 7|2 = =7t Lo,
27 At
. MTH A
.
« 7% 473 ot X% UDP Director0f 0|0] M7 &l 7#%/0| A= Z 2 UDP Director 114
= HEWZ|(w& 478 ot MEH)ehLCh O3 CHE 0] It Y2 F ¥R UDP Director2
74X et 2t UX| g=0j Ciot &S =elghL| ot

1= |-

I-J

7t2 4 A|AEI0| A UDP Director0il CH8H 3Lt O| Ao T g FAI8 LM ThL

M

o =M:MX 7| UDP DirectorE 7%t Ct2 2 X0 A T+ THA E BHS 8 OF 2L Lt
o« A5 =& 7|F: 5 UDP Director2 25 MZ BHE Z 2, 0| 7}0|=0| XIS 242} (2 Al
AlQ. 2B{L}, 2 UDP Director”} Secure Network Analytics A| 2 EI 0| Al 0 Z 20|21 A
2 0/0] FHE %, EX0| 20151 O] 70| =0 HFEIHE 178 A8 /A8
T’ dshof gL Ct,
1. 7|2 UDP Director 17t 4
T8
1. 7|2 UDP Director0f] 21 91%tL|C},
2. A% >1n718d2 L
3. 17t B2 fld n7t84d &/ N3 A E MEfgtL| O}
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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

0.0(Bat0jolA 7Y B2

[J Enable High Availability Service

High Availability Settings

Node ID 1 2

Virtual IP Address
Subnet Mask
Shared Secret L@n HA
Sync Ring #1(eth2) Unicast IP Address

Sync Ring #1(eth2) Subnet Mask

Sync Ring #2(eth3) Unicast IP Address

Sync Ring #2(eth3) Subnet Mask

Paired Node Host Name

Paired Node Sync Ring #1(eth2) IP Address

Paired Node Sync Ring #2(eth3) IP Address

4, T E|DE MEHSIL|C}, 7|2 UDP Director®! 4% 12 MEHSIL|C} 2 X UDP Director?!
E

3!
8728 ML

5. Virtual IP Address(7H4 IP F4) ZE0f| eth0 QN E{H| O] A QL ST M E L0 QU= O|A
2P FAE Y=HTLICL Subnet Mask(A B4l OFA ) Zf2 eth0 QB I O] A0 AFE &
= MEY OtA3 o 2 M-t Tt

H‘

E0fM =23l OF gfLICt.

| tehip A T

6. Shared Secret(&9 %3) Z =0 & UDP DirectorOfl Cii$ 2XtE S = BL|C} (22t
&2 2lsh = 2tE L)

7. Sync Ring #1 (eth2) Unicast IP Address(S 7|3t & #1(eth2) FLIZHAE IP F2) E
of IP A MEU OIATE LT LICtH (FLIFHAE IP FAE Y HEYI O
Al C})

8. Sync Ring #2 (eth3) Unicast IP Address(S 7|2t & #2(eth3) RLIIHAE IP F4) ZE
of IP =t MEU OFAT E Q2oL T}

-— U=

_
o
=

Z} IP =2 (eth0, eth02, eth03)= 1738 7HE FLIFHAE A EUI0)| QL0{OF 2L Ct,
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9.0{E20| A 7Y B=

10.

11.

Paired Node Host Name(H[O{& & LE 2 A E 0| F) ZE0| 2 UDP Director?| @£
E 0|22 QlaistL|C},

Paired Node Sync Ring #1(eth2) IP Address(H| E 5712t d #1(eth2) IP F

o E
2 ZE 0 EX UDP Director@| Eth2 IP A Y ESHL
Paired Node Sync Ring #1(eth3) IP Address(HIO{dE == F7|3} & #1(eth3) IP F
2 ZE 0| EX UDP Director2| Eth3 IP TAE YU E

= t
23S dES = Apply(H&)S 2EI5t0] g2 28 LICh
2 2He| & B UDP DirectorE g5t M ChE MMA S Al Tl gL}

2. 107t
£ 2|3t 2 X UDP Director+d

A2 7|2 UDP Director0f| Ci5l| Of2l EHA £ &

FQl

QIO 4CHAO|M E |D 22 MEH
SHL

H Z UDP DirectorE 7t45t2{H Ct3 HHAE

L b=

ro

F=2SEL|C},

=

5= X UDP Director0f| 2 19I5t L|C}.
Ad>07184d 2 2=t

HOYE L E SAE 0|§ €0 2 UDP Director®| SAE 0|28 &gt L|Ct,
Ol §+Eﬁ°| o E OEf0[E(H R O Z2t0[QIA0 M HAT BE g o2
CE2 M elet 2& ZEOf CHsl & HR] Of Z2t0| A £2H0] LT

« SyncRing 1(eth2) SLFHAE |IP F4: 7|2 UDP Director?| O] Z =0 2dst 2
= CHE 1P FAE YL B 0l SyncRing 1 FLIHAE A0 S Yot
MEHIOf| 2L0{0F °“—IEr

+ Sync Ring 2(eth3) SLIFHAE |IP F2: 7|2 UDP Director®| 0| Z=0f 43t A
= CHE 1P FAE YHBLICH T O] = Sync Ring 2 RLIFHAE A0t 523t
MEUIO| A0{OF BT}

o HO|YE L ESAE 0|5: 0| ZE0|| 7|2 UDP Directorl| A E 0| E2 &
LICt.

E Sync Ring #1(eth2) IP F24: O] 2 E0f 7|2 UDP Director2| Eth2

HerL k.

Sync Ring #1(eth3) IP &2 0| Z 0] 7|2 UDP Director2| Eth3

FL|CF.

E
2
o
ol
H'
N

ot

mjo

=
=

HE ALS M Eotar 0] o] SEH0[AL0M B HAE T ME[AE AL EH HE
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HTTPS &llH HIO|E HELWZ| - E22 AMOM ZHE
HIO|E{O| HTTPS 2229 || H|O|HE =&t X| £
L|Ct. O| J|O|E{= SSL €t 0| & Y SSL =X O|E= .
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HTTP SICf COJE| L= Li7| - S22 MAo| A ZE 2 Mot o
O|E{Ofl HTTP 22 20| 8|5 BIO|E{ S ZEXIS XIW 2 + UL
Ch 0| 4Hg MOl HE WES S¢f 222 MAUN 222 b
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o 4 UL o SHOANE S22 82 IPFIX2 S8 0f 2L
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K| Yo H E2 R M= EHEF| 7H B2 AEZQIE(VTEP)
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nx
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<
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BLHE ZEN XM =45t E2fE0f Lo EE2F MM 0| GENEVE(Y
Ut EQIA 7Hdel Yash QS E AR R E XELE
AE LT

SE27 WMO| ERSPAN(Zizetel R4 298 ZE 247|) 9=
2t 752 AH2 50 uH?'OﬂM ERSPAN |G E Z X2t CHE SIHE
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ERSPAN 9 &3}= FS 42100 A X| & E|X| &5 L |

E2 MMt A MBHXFF) NE2|E AFES| HTTP ZEA| E= 25

of ¢Z5t= S2t0|AES| #lEl P —ri% HE
AL
=

o2 x|Ee = olaL o)
| ETA QL&A M X{2] = S RAE & gieL|Ch
=20 i LI o] Mot

AM7HIDP W SPLT EEE ¥ Y
ETAMEIE AFEZ X R E X8 == AF L

E3| v9 A2 Al NetFlow CH Y Z AL

ETAE &d3lstH = A
Export &40 = IPFIXE AFE 5= A

0| 3748t LI} Flow
O] Z& LT

E22 M A 4000 SeriesO| M = 0| 42| 222 ZHEHO| E22 G| O]
HEHIZS 5+ J=X 2 E K-S ¢ %'ﬁl-ltr

E2L WA ER2R OO|H7I ot E2Q ZHE Q| 83 Xtst=
220l ZFMHS Ar%ﬂl—l Ct

© 2023 Cisco Systems, Inc.

-94-

SUEE T AGEAL ZE HE ER.



9.0|Z2t0|2A Y BR

ogt
o

A R E

a9
CE2 X8 = YSLCH
o« 222 MAX 4240-2x40G E+= 4 x 10G(SFP) QI EH T 0| A
o« Z22 MM 4300-2x40G/100G EE= 4 x 10G(SFP) QI E{1H O]
A

0| 40| MCHZ EHSSh2{R 0f2f 40| 2P HAE S ALZs|Of o
0 2= Wi 40| 2H43tE|0f QIOjof BHLICEL KNS B2 L 22
MMEE WEIN S8 710|C 8 AXSHIAIL,

O| M2 EZR MM 4240 & E22 M A 43000 MEBH AL S 4= QU

2E BUEY BE0 THY B A AL -
. HITIE 22 g0l Y

« OS2 0|3 SL2O[EHAl A
Ct.

e M2 OZ22|E AHETLICY
o MBtXN Ol pps N2| HE7 FELICE
o 02 CIE{L|O| A T HHOf| A] M A =l S}LEO| NetFlow O #l E 7 Ht

S Pl HE SEf HOI= YL

gaqq
e ZEEZ2 MM F7He ZEDH QD TAPY| |8 HZAE= AL

off 2t *f%%* LI Ct.

2R AM AHHO[A HEAM T2l S5 HMAHESHEY

ro I3 py

L =

|22[S APRW—I Ef

[ ]

N >IN ™ e TN
C
>

L_ll_ .

. EIE1E1|0I*i;w°FE1IOIEJAI S O Z2|#0[4d G| 0| E{H| O]
£ Q| Ea|gLct

o Zp QIE IO A0 CHO XS &l mj2l S 20 F= 1173t NetFlow
E."il: |.AHA-|EI[_||:|-_

© 2023 Cisco Systems, Inc.

-95-

SUEE T AGEAL ZE HE ER.


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html

L|Ct.

I

o
o
=

74

L Ct.

b

=

-
o

Ho[~0f 220l

22| Ol

2t0| A A

IT

=

= 2%

222 MA of

M
=

1.

ol
il
mu
ojn

|

2|04 1D LHELH 7| X =

o>

2.

oA EHS

A

.l

| A2 FjA| B E

ALO
O -

prera)

X| t& L Ct
4. ZL|E{2I NICZ} 17} O]

3. Of

ud Hju
Hx

L|Ct.
-96-

I

=

e
o

Hol

k=)
=l

Ei 7t Connected(® Z &) QI X|

At
(=]

20| A

IL

=

N
=~

20| A A YA

s

=

2. Central ManagementOi| A{ Of

© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].

3. O



10. 2 E +d

10. 2 EZ| 5

CIOl B XM &2 2F 2HH Secure Network AnalyticsE T35 ¢t %3‘—?— EES ZYUHE 2 FH

A0 =2 SAI0| 2T 4 YBLCH AL HH 50| 22 HUHE THIALL I|E B
29 ZREOI W2 B2 ZuE 13 HES 50l 2N =2 £ HHE A=Y
+ L,

Ml

Y HEZ ZEZL DFHX| &QIL|CH HYHER ZEE FTECE T+ d5tH
EF O 42 UX|57| flo) ZEZ R 7|22 MAEELICHL O E =
NetFlow2f NVMS 5ot HgHEL| ZEE L E L= 8%, NVM GO E L E L}
= 4 CHO|AE E2 ZHEHO| HELHZ|E HHstn S22 ZHH AZIC  LHE
LH7| 2| aAE AZISI 22 HIO|H 7t &M E L L}

Network Visibility Module

NVM(Network Visibility Module 2 MEistD 740t 4@ E22 ZAEHE= NVM EERE T
S0 X &L C} Cisco Secure Network Of 22| EIA A E ZOIE 2L0| M A Bl NVM(Network
Visibility Module) A1 7F0| o] X|&lof 2} 1A 2T AFSHS 2F2SIAA| 2.

HISIE 2 7

Firewall Logs(22tH 2 1) MEIS D ot A2 EE2F ZH = Cisco Security Analytics
5

and Logging(2Z2f| 0| 2)0f CHot 2ol O|MIE 215 =85t 0 MASLCH 2t EZ4 8 =
4 YotH O|HIE S 710 Eol X|Hof et 74 27 Al &tz gL Ct.
W 2 Areh WotH 215 MESI D Fd5H= 82 O L| X 0| Security Analytics and Logging

(%iﬂilﬂl ) Y= XL

H=

Ao E: 2 gH0lE

NetFlow = CHE R0 22| 2 27 ks 7| = S22 HaE 7}
2 MH2 AIRE 0 HH 22 47 MHS YH0|ET £ ASL
o Ch2at 20| Lt

1. 222 ZHEH(O|H 2| o{Z210| 2t A &E[(Admin) QI E{H 0| A)0f| 2 Q1L T,

2. Support(X|l) > Advanced Settings(Z1 & 2&)= MEistL|Ct

ZHEIY O EL| SA0= & 7HX] 70| QE&LICH Advanced Settings(1& A7)
AHESHY HY O EC|E T/ d5t= SO CHSE AHA LHES B =229 K|

S IEAAL. 6(5“*) OlO|2 > Help(=2 %) S MEHStL|CY

o2t

Cisco Telemetry Broker

UDP DirectorE AtE5t0] NetFlowE %E—?— ZE K0 M&St= CH4l, O A| Cisco Telemetry
BrokerE AFESH o2 LM HES A HHESE =85t E“Eﬂ':HlEﬂl Al S Hetot
Do HY M ER| S SIL E= 0 EH”OH Metat 2~ QI&LICE Cisco Telemetry BrokerS

_97-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/security-analytics-logging/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/security-analytics-logging/products-installation-and-configuration-guides-list.html

10. 2 E +d

A X|5t2{ ™ Cisco Telemetry Broker 7t&F | E210[A = 9 JLd 70| EQ| X[ & S T2
INESN

-98-
© 2023 Cisco Systems, Inc. S/E& 1 A @AL 2 E 2| 2],


https://www.cisco.com/c/en/us/support/security/telemetry-broker/series.html?cachemode=refresh

11. 2t0| M ‘e Secure Network Analytics

11. 2t0| M A Secure Network Analytics

Cisco Smart 2Z E Q|0 20|42 Ar%rm Secure Network AnalyticsO{ E22t0|1A Bl 7| &
of 2tO|MAE B O{TtL|C XpM| 8 LH2 2 cisco.comW| A Smart 20| M A S HESIMUA| L.

o 22}Ql: Smart 20| M 5! Secure Network AnalyticsE 22212 2 AE5t2{ ™ Secure
Network AnalyticsSmart A= E 0] 20| M Al 7}0| E 2 £ x8}AA| 2. 0] M S ALE S|
i QIE Ul M| AT} & QSHL| L},

o =20l I 2 /0 0{ ] HIERI O CHt 20| A FM 2 =2|5t2{H Cisco X| & El O
=25t A| 2.

» Cisco Smart {7} 2 E: Cisco Smart 0|7} 2 E & A7 35I2{™ https://software.cisco.com

O M SFStAHLE 22| Kt A 225t A 2.

Wl e

Secure Network Analytics B7t ZEE ALY 2% MEISH 7|52 0¥ 7 AL S = USLICH
Secure Network Analytics2| Z|Ci 7| 2 7|5& A&t AF0)| 2to|d~ 8l 7|55 F=7tot 2
M X E A/ AEHAE Smart Software 2t0| M 0| SESIMA|L
90 E7t 7I7+0I U7 HHEF ALEAS SEU=X] HQUSHIA| . 7L 7|2t
ol BHRE T Z22 £ 0| FX|EL cr E29 2T S CHA| AR} 2B K| E QI AE
ﬁgg%ﬂMMg
Smart Software Licensing Status
Registration Status: A Unregistered
License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed
Product Instance Name: c9b048’
Transport Settings: Direct View/Edit
o Admin AFEX}: Of L X0 A A0LE 210 B} A M EF ME SEE dESHHH

admin ALEALZ 22018 L| T},

o H2UF HIREOH2 °'-¢-% HESHHH OiL| X 0f| admin AF2AtZ 2018t
Ef Central Management("°* 2t2]) > Smart Licensing(20LE 20| M) S 2 0|58t
LICt 2lo] M A Q1T HEfE A= L CL.

o HEQUAEHAXF QAAHAO|F2 OfLXN X OfL{X|= O] Z20[HA S LSdt=
Secure Network Analytics M| & QIAEHAO| AHEXIL|CE,

-99-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].


https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://software.cisco.com/

12. 22| Secure Network Analytics

12. 22| Secur

OfS20[UL P95 2=otH T2 2tF S HE|ot WSS AL -0 tiSot=
G SO oot XS MSe L

®
Z
o)
=
=2
o)
-
X
>
>
o

<
f——
9]
7))

| X Assta s ot Ho| XN @ (=g otoj2 > meue 2oy

1. fLRCHSO) 2 a0l8tLICk
2. F4>BAE 1E B2 YRS ML
al ;
S g 3 Zke

1. OfLXCHS

2. 78 >38N g g
== o >

1. OfL{AMCHZof 2algtL| o}

2. Investigate(Z=A}l) > Flow Search(Z 2
HaMEHG7[0M E0M 2

1. OfL{AMCHZOof| 22l O},

2. Report(211A]) > Report Builder(2 1AM /4 7|)E ME{SHL|CY
AR BB

1. OfL{AMCHZ0of 2algtL| o}

2. Configure(74d) > GLOBAL User Management(Z ¥ A2 Xt #2[)S MEfSHL|C},

S ZANEE, EA O|HIE 5)

—_

4o
oY
:lg
o

>

ju
o
r
il

o%et OHE SAEE

o

ZASHE SOl i AiMlet &2 =SR2 =

i

HzBHYA

1. DHLIMCHS0 2aelgtLCt.

2. @ =gy orojz2 228}

3. Help(=2H)E MEiSL|Ct

4. TO|X| AFEHO| M Help(E-8%) O = = MetstL|cf
5. ZAMSES MEiSILIC

-100-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



12. 22| Secure Network Analytics

=0 LS
M YEE Y ESUC| YRS FETLCE

—

OfL{MEHS0fl 232l Ct.

Help(=2%)E MEiTrL|CY,
H a

a bk~ wbd

-101-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



1z

s

|
2

Secure Network Analytics &5 AE|E| 2222 ARSI HERI S| MEfE =X tL|C
Secure Network Analytlc s9| 7 HERIZAQ S AE E=EXQIEQMZ
O A|ZHO| X| oy et =M = U= & M QIHE| REHE2 MES= Eefy 2
HET0|M 288 SE2 7|80 2 A E|0f Lo B RS S RIBHLICE XS L{ L
M. EFX| b2l Ol BHAF J10|C 2 AFEBIAIA| Q.

M

gl-
1K)
I
I
?.'.
Q

—

O|Z2t0|HAE K|S Virtual Edition 0 Z2H0] 91 A M X| 7}0| £ x2xx Series 5} =9 0
0 Z2}0| Q1A A% 7}0|.E E = x3xx Series SHE0] O Z2[0[ 212 M X[ 7f0| =0 X[ &< I
ERSPNEE]

=] .

_— =

-102-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-technical-reference-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-technical-reference-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

of=z2lAH ol

Ol =2 0] 4

L—

Secure Network Analytics 212 2| Secure Network Analytics 7| & g4t & 2t 2tsl= S &N
O ga|AT = Qe MEN J|SYLICt

Secure Network Analytics 22| & 2|A L2 2t Secure Network Analytics 2] 12{|0|E &
Z M2t #HIHL|CE [2tA 0 Secure Network Analytics 22| A0 HZASHX| U TQ

Ofl [}2} Secure Network Analytics 22 I HO|ES = Q& LIt Secure Network Analytics 2
Mz2 Ze[A0 St E A = ?:*.'2 SAl ’éxl SHX| R == JASLICHL Z| A T W2
R F S 7|Che{oF & &= A LICL

= T M-

%| Al Secure Network Analytics 9 M, 724 Gl 5340 s M= CESS EXsIAA| .

— [ R =

—

o
+ Secure Network Analytics ¥ HT S 2 OjEEA
» Secure Network Analytics ¥ E2|A L E

-103-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-release-notes-list.html?cachemode=refresh

ro
o
)
i
4
2

BRI

Se
x|

I:IO:I
ecure
SERIES

SHAA|R.

0| &

oo
Uz =

LDAP

SAML SSO(Security Assertion Markup 0]

e Network AnalyticsE AF&%H 2 915 EE= Aot 20 d-0f Ciot XpA e L&

2 Ch2 Al

Ol XHE MEMAR,
1. DjLIMCHZ0 2 elgtL|Ct.

Configure(T‘d) > GLOBAL User
Management(™ ¥ AL X} g2|)E 1 Ef
gL C}.

=

3. Authentication and Authorization(2! 5
ol A3 HO) e S2THLCY,

4. @ (=2 o0z > mgars Mest
ct

7}0|E2| SAML SSO /8 MM S x5

Language Single Sign-On)

TACACS + AH™ 70| E

A2,

TACACS+ 7t 7}0|E

-104 -

©2023 Cisco Systems, Inc. J/fE= 1 A AL RE A2 28,


../../../../../../../Content/Install_Setup/SW_Install_Config/System Installation Guide/SSO_SAML_7.5.0.htm
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

Ct= X Of 2 SAML SSO(E oF o 24 O3 & 210] Single Sign-On)& T+d & LICt. SSO=
MERLSILEC| At A S MES Aol o2 Ol Z2[H 0|0 AM A = AEF ot= AT

TEMAYLC
A& SMEE
Ct= &80] X &= AL X & | K| G5 L.

Xl X| /x| %S
Mlcrosoft ADFS(Actlve Directory Microsoft ADFSS| 2aH2.C AH|A
Federation Services) 2.0
Microsoft ADFS2| 2= 2f|0|A &2 M IWARIER E3 Q1)
F7FZEA] Qe AMH|A

SAML 28 MY

| HAJE 22t0|AUELS HO|HAE TLE0j|A K| g K| Y&L|CH
1. 847" &=H|

SSOS 7ot Lhg §27F 2L Ct.
=Xl M&8E

URLZ drtetE ZHQl 0|5 & IPv4 F=25
=l
DS =R URL A8 8fjOF gL Ct.

b= lu’] ol=ME
D 22 OI= A IDFC’)URLEI HTTPSE A& E|H CAQISAME
CtRZ 3L LY,

-105-
©2023 Cisco Systems, Inc. J/fE= 1 A AL RE A2 28,




ro
o
)
i
4
2

2. Trust Store0f| QIS RI2ZE
IDP(Identity Service Provider) URLO| HTTPSZ A|&tE|= B2, BE CAASME OfL| K Al

B MY

20 =7kt

IDP URLO| HTTPSE A| & E|X| ¢t= G2 O] THA|E AL S 0 CrE MM QI 3, AMH[A
pS| PN RS ES

Ctg X &S AFE3H0] DI LI A 2| ME20 RE CA ASME F7HefLICh.

1.

Central Management QI £ 2| | O| X[ Of| A Of L| X{ Of| CHSt Actions(Zt ) Ol =S S &g}
L|Ct.

11.

2. O{E2to|QlA MY M S MEdSFL|CE
3. O{Z2}o| A EE| X} > Lt EHO|| A Trust Store MM 2 AHSL|C}
4. M2 FI7IE S/t
5. 4 0|5 ZE0 A5 0|FE Y™ LCL.
6. Choose File(it MEH)S S 2L CH M IS M E MERRIL|CE,
7. BN FIIE Z2TLICE Trust Store S5 0| A QS M7t EA|Z|[=X| ZolgtL|Ct,
8. HE M= e CL otHO ZEZEE MEHA
9. Connected(HZE): QI E2| I O] X|Of| A O4L| X O] —_r“g 42 Y=ot ofE2t0| A
A ME|7t Connected(H A E) 2 2 S0t =X| 2QIstL T}
I 1 HE AIYO0| 2/ 52 R O E20|A A7 BN 2 MR E|X| Q& gfLCt,
10. EZ 0Kt Q= 4 O X E U= X OfL| AN 2| MF 20| FE CA ISAM

S F7heL L}
OHLIA M2 M0 RE CAASME F7Ict B2 L 4H22 o] ST L L

LDPO||A] HEtH|O|E{ £ RIL|0| ESt= A2 SSO7t HAL|X| 2 = USLICH O Et
C|O|E £ 0|0 Esl{of 2tL|Ct. O] &t
TO|M A SSO MEE AH| 0| ESH

3. MHEIA M&EA 27

a bk wbdh =

MA 0L X 2£0 root2 21 Q1% L|CE
SystemConfigE Y EHSIL|Ct EnterS +5LCt.
31:151.k1EHoFL|[L

SSO= MEHSHL|LC},

SSO &/dsh/H|2/d2t7 HIZ g2t SEi = HA|E O A=X| =gl

-106 -

© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



Central_Management_Overview_7.5.0.htm#CM_Open

re
o
o
re
4
2

6. IDP(IdentityProvider)E &2t L|C} Continue(Al&)E S22 L C}

7. IDPO| ™ OYUZS CIREZET = Y= URLE YL

ot
il
|.|-|
=
o
o
alru
1=
rir
%
<

N
ki
>
i
o
AE
ot
-
i

27 At FQDN(™
8. DownloadIDPE MEATIL|C} St HO| HEA|Z|= ZEZE0f e} Zdateh L Ct
9. SaveChangesE ME{SIL|CL Continue(AlI%)E 22/2tLICH
StHO| BEAZlE TEZE0| (et IDP E Y ot S CHR ZETHL O
10. SSOE MEfSHL|CE,
11. AMH[A

12. MENS S| FH| 2 BAIS =X ZolgtL|cH

-107-
© 2023 Cisco Systems, Inc. S/E& 1 A @AL 2 E 2| 2],



re
o
o
re
4

4.SS0O 243}

gatetLt.
I'<‘5I-
g

I E0| 2t DownloadIDPE

 Continue(HlI%)E 2
o StHO| HEARl= ZE

L|Ct.

SaveChanges=
ANA2-HHEE

MEAELIC} Continue( Al %)
2L

=
=)

S AEAF ZE A (T E At

SSO g-dal/H| &/ dstot g/d3t HE 2 B A|Z|0f
ServiceProviderProxy(AH| & H| S Xt ZEA[)E MEiSt
A& S MH|A M SR

OK(=eh)E Z&letL| .

TEANFEZ2MAE 2E5I2HOILIKME M &

5.

I_

x| =2
L

C}.

a bk~ wbdh =

1. ssoE/dalH|Ed3tE MENStL T}

2. StHO| EA|E= ZET E0| 2} SSOE 2 3tetL|C},

3. CredentialDescription= 41Ei g L|C}. Continue(H%)E = 2lg LT}

4. AEXHZF 2 218}0f 3t= SSO MH|A XH4 SHOf| st 4 S Y=L T}

5. OK(&Q)E /gLt

6. DownloadIDPE MERtLICE Af SSO &S X &3l{OF & 7+ X| DownloadIDPE H|&

oI efL|Cf.

£ Al2| FQDN(Fully Qualified Domain Name)= & &g} L|Ct.

oA,

© 2023 Cisco Systems, Inc. S/E& 1 A @AL 2 E 2| 2],

-108-



ro
o
)
i
4
2

6.Ds=AtEH

1. BetRXo| T4 HEO| MH|A HSAHURLS Y= LIC
2. MH|A~ SSXH O EH Ol I} sp.xmlS L2 2 Eg LT
3. spxmlZ ID SEAE 28
4. Y S Y RO AHEXO|H Y FATF ZE|O A=K 2RIl Tt
o 02 £0, & XMZ A7 Active DirectoryQ! 22, &4l 22 S S LDAP &4
Q% AFBRHDO| O Y F AR HHFLICH
« Microsoft ADFS(Active Directory Federation Services): IDP 73 0| ADFSQ! &4
F O Isd g gL
c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue
(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer

= c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
"http://<IDP FQDN>/adfs/com/adfs/service/trust"™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"]

"https://<SMC FQDN>/fedlet");

7.SSO AHE X} =7t

SSO AFEXAIE F715t{ M CH2 X[ & & MEMA| 2. ALEXt= IDPE &4l/= IS E LICt.
1. LN 4)Ct2o 2L T
2. Configure(74d) > GLOBAL User Management(Z Y A2 Xt #2[)S MEfSHL|C},
3. US| > AEXE MEHSHL|CE

xag 2 @ (22w 00|22 BT} Help(E2 L) MEHBILICH AR X}E
X}l HHEHO| T3 AEN|SH LY 82 "AFR X} 'S AR SHAIA| Q.

= - ood

4. BEE YEHOA M ALEALE A dSL Lt ChE 1t 2 0] AA-EAHE IR LI
A

o Q15 MH|A:SSOE MEHSLICE

o ALEXLO|S: IDP AEE O Y A2 A HKf £ 22 YHTLICH ID7FZ2OQ
Al SSOO|| A2 &= A1t 5 LoHX| 2 RIBtL L 0| € &0 name@cisco.com?| 4
7 0| 2E0|="name"S Y HT LI
5. Save(x-| IP)% E-EI'E)'I- |_| |:|-
6. SSO AFE X7 AFE X} 22| of| EA|Z|=X| &QlgtL|Ct,

-109-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



ro
o
)
i
4
2

8. SAML 2192l HA

1. YUl 239 Ho|X|

2. ASMHE

o 3
—_—= =2 "
3. 2AQ XA BHS

=X o2

AlLIE| 2

[N
MHC
N

IDP XML Ct2 2

Em

IDP 878 M%& =7t

=7t 2H

SSOZ 2915 MEiStL|CY

|Ct. 0§ L| XM 7t Security Insight CHA| 2 E 2 S & L|C}.

S
US 72 E AMAE So AlLE 2 F0i|A 2SSO
S HjghgatetLr.

IDP QIS M7} OfL| X A 2| MEA0 HEEEJ =X
gholgtL|Ct,

IDP 278 & A=t Yo H|0[E 7 F2totH S
O Zote|X| RI}=A| =gt L|Ct ESHIDP O|HIE 2
dE dELCH

22t X2 SAML E&f|0| M E Ch2 2 ERL| Lt SSO
29012 8h=510f IDPRL SP Zto| W RE AERLCL.

-110-

© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



=oel

Eoel

SO 2LHE U H2|ste{s =AE 3 J|Ef ClHO| AL OF YL Ef. EEL ZY

LYol =XHSIHH, OH—P9| Secure Network Analytics A| A8 LHO| Ol =S ERE = US
SHQI2 CHE cOf ol &S| S/ A0 ZE EHO2 SAE OF EEI ZSISLICH SAE
OF E20 Jes ZAE DAF0| CHSH AtASH LI B2 =3 2AE OF &2 L +4

INESN

Of MM 0 M= Chg =X & tHE L .

o COJE X2 =HQl 3 HHO|E XMEFx = el
o EMQAFIIU Y

« S7|2tHIO|E{AE0]| 3 H|HO|E{AE0] =0 ¢l
o EHQ A

HOlEe M4 =02 SLH[GOJH MEa =02

HEE0|A 27 oM DL ME 5t D A|AEES d-e If= OO0l 5 M -’t7f RE
Secure Network Analytics =0 21(H| O] Bf A& A =0 Ql) EE= H|O|HAE0{ 7} Bi= =0 21(H| | O]
B HEA =0 NS et L)

o OOIE MEA MO 222 A HE AEZ|X|E HO|H MEAHOH E2 2 HE
2| § E-LCt

o HIHOIEH ML EHQA: ZE=22 ZAH2 HHEZE ZEER ZYUH L
Ol O H| O] 20| 2ZH 2 XL CH5000 SeriesTt S E).

. SlojEZ|E F/d: 50|22 T+ d 2 A2 Tt Secure Network AnalyticsOf| G| O] B X &4 =0
o A B|HOJE MEa =HelS -_rl“°* T UAGULCL ZEER ZYHE FEYE I EE22 ZH
E{7LOIO|HE d&e =0 els Mg & ASLICH

M|t

22 Zal

rir

HICIOIE MEa 550 CIO|HAES =M QIS F=It5ts 42, HIHIO|E ME & =50
HIOIE ME 2 =712 X H S ESEAIL

=09l 27 9 Ry
Chg Aol e =0 Q1S 710t = el 285 FelghL o ot HIHO[HAE 0 49 2 M O
O[HAEO Qe Z 7P E 5= ASLICH

o g ATk OO S TS 2| Xt e 27 e X IEo| HastL ot T 24 0t=
ZOQlS 2 A0 Q& LT}

=2 2 T - AM\-d
o HIO|E| XMF 4 =0 Ql: H[H|O[E Mg 50| HO|HAE0 =0 Qs
XHE AlASE7| Hof B H[0] B ME 4 FL=50] C|oJ B ME & F=7te| X|H

1. 209l 27}

M4+ 2-20f| A [Current domain name(E X =l 0] £)] ME{ —, Add Domain(=H|Q! 3
7h2 S&gL ot

S111-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].




=oel

§~' Network Analytics | my._... | patastre

Monitor +  Investigate +
DATA STORE DOMAINS

opp—

aaaaaaaaa

|.|-|
=
re
oo
oju
|.|-|
| =
ro
K=
mot
on
ot
o
n|m
E
o
m O
I
rlo
+0+
|_|

= E2of mA|ELICH

o S ME: Of HiiOiI “'1'5' Y S H-PE MESHOf == fOPF-#iEDﬂO'Oﬂ Mg S
EJE TS X8

| Secure Network Analytics2 7|2 2AE 15 27} UX| 2t
BIE| 7 Qs T O1S A A S| T},

e

22

[

Secure Network Analytics EU1|°|% MMEID AFEX7LEYW EX =
0o 2HX(SAE 18 EHQ F= ECHE 7| ZE02 A3l :ruu 2
At L|CH =0l #+40] ZZ3HEl XML Ef%‘% L2 L= 2 off CHot X}
M gS L 7| S5 Mg
o DO HNEE ZESH= XML IHY 2 O It 2 S| X| &
LICE O|2{ot mtd 2 5ot A|AH HE Ho LYo ATt 2 2hE L
CHOll: 222 ZEH v7.00(|A OfL| X v7.022).
« TAE F A .I.I:||O|X|E ARSI MA 2 AE I MHA™E 7}
EP =

« CHE =M =2 E & E2|9] HES3 C|H{O|A HEHX| 0
A AHL 0|2 DAFS 710t ot= 82, 0| 8= ALY
EF DUH JdES XMLIEZ 22 E2H0|20f L £ LHOF 2 L Tt

o XMLIZO| ZotEl S22 ZHE T OFF AR 7HM X gL
Ct.

oM 7EH 27|

EE2R ZHUHE 7|E Q0 FIIotH Y = Qe EF + G, Y M,
MH| A AAZE SNMP §)0| 0| 222 ZE HO

3. Add Domain(=HQ! F£7hE S &5t0 =02l FHS #z LICt HIO|HAEQ =02l
CIO|EH A EO{ & A2 8H= Secure Network Analytics A|AE20| 10 H|H|O|Ef MZEA EEHI OI
2 HO|HAE O E AHESIX| = Secure Network Analytics Al A é!%?:l LIk XM B LHE
Cl OB X &4 =0|Ql 3 H|C|O|E &4 EHQS EXSHA|2.

= O

HOIHAEN £ QS F7t5ts ZR HOHAEN EHQIe2 71/ =tQI2tS MEfStL|C}

|

HOIHAEN E0 QS &+ 74 Ol e H8o d2 O 22|E A5 2 detotA| Opd A2, O
A 5t o 2|8 A0 §50| 2 HtE[X| fE LICf.

(=]

-112-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



=oel

4. T2 MEstE{H Add(F7HE S LI

7|Z0| H|H|O|E{AE O =@l S 7hX{QF H|O| B M EFA T Q1 A8 Ad (A
EH A|—o|-)
X H|HIO|H A E O] =0y Qloj| %

Jinl
AARO| HIO|HAEN =0 QIS 7
oloz I QM EL|C},

JEEHQIEZ VMM I Y2 2AE OF SO 52 CHA I-‘rl*'%* '87r81*LIEr.7I§ED1I<&I
ol A 7r7<19t A2 M EZHQE BE= Z40t H| K| B 7| ghLct.
EWMOmigéﬂéT&mmemkmmwaEEQM% 45 Of LTt

Ozl THAOf| 2t A BIOIH AR =M QIS =Mt HIHO|HAE0 =0 Qle] 2& d8 S 7HA
=Lt

-
o
e

HIO|HAEO 2 &S 28l Secure Network Analytics
St e B2, H|E1|O|E1ﬁ501 THS M HOHAEN =0

_n_
O
o

F|'>I
RIS
To
To
0

1. EHQ F7t EFCHR M2 AHE5H0] H|HO|HAEO =0 QIS MEighL|Ch

2. ’é':._l U:I?r | Xl Configure(7+4d) > SYSTEM Domain Properties(AM 2 & =09l %4)S MEY
Sh|C

3. REFE WEL Y| 20| HE0| MERE[O] Q=X| =elgL|Ct LHE L= HIO|H 52 =

Qlste{ ™ ofeflol =02l H7 7 MM Z HESHUAIR.

XML IS CHREESHH T LHELY 7| HES S gLt

5. H|O|X| &1F T O 2l O 7 &% 20 A+ [Current domain name(3 x| =0 Q1 0| )] >
Add Domain(=H|Q! F7hH2 aélﬂ L|Ct.

6. =0Ql 0| ZEO M EHQl 0| F= AL CL.

7. 4 M EEOR O S5t oYM 77| S48 S MEighL| T}

8. 4CHA O M CHREESH XML Y S MEiBtL|CE,

9. HO[HAEO tOQIcE 14 =QIES S 2/5H0] MERGHLICE

10. Add(F7hH HES 25 M =0 el S =7k L o,

2. =0l 28 4

7ot = =0 Qlof sl Chg 28 S Rt= g LIC).

%y 4y

=09l 0lg 7Y &9t S0 9lo] 0| St
Zojolo] 2t B2 HAEHO| BE R ES XL NS SHY
4+ UELICH 0723 AP0 Q] W48 Y2 4 U0 07| A 02 #X
AZroz XPRLIT BIX| B2 AIZITE Of7f0|2 AlZH BE o 2

Of7t0| & A|Zt Z0f| FA|ELCE

olE AlZto] & S22 ZYEHE= ZE MO =5 022 28T
|__|[:|. st ugo 9—IE+IE.| =5 0|X-| 24A|7|-EO|- stz _|j_|.%l gl <

—

oS Mot LhE, O E +=8dts MZ2 5HFE AR L

=

-113-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



=oel

U= AS ¥ BE L2 S S IAS HSE HTLCG 4R
° 28 Q2% Mot Enter S

EE2R ZUHE Zest= T Q0T LI E XHE A|A-I(AS) H=

RS %'\%L—I Ct. Secure Network AnalyticsOf| Af O] HHS £ i"*é
L & AS(Autonomous £ Egfj5 0| Yste AL, Ciscos SilY E2fE S Autonomous
System) #H% System Trafflc(xfE A2" EZiE) EAM0A "HE" EBERE 2

FoUCHL d2 EgE2 HlEOJElE St QIR HEAOAM Lt

Qs EI(EHUN ERfT)at Hel, HEYIM LIZEALLHER

3 ol EcfE S LIEFRLICE

s AlAHE ElfE 2M0) He &2 235 S0

L|
o "RE Al AR E T 22 HESHIALL.

[m

on
E2Y

2. WELHZ[ 28 74

O Q&9 Cet Ak LHELY Y| HO[X|0|M 5§ =0l 2HES
SOl Fotots F7H M Qe HESCR 3T & Hx2 A = ASLICH

AHE 7tsot 4780 tiet E = O B2 BXRSIHYAIL.
o Secure Network Analytics Cl|O|E{ LHEL{7]...
[

Of "= 0 21 4 LjLj71"0f 2E CfOE} 7} L@ elof Slesuict. o
Z229 HUEYATE U ST IEH oA B2 & L=LhA Buic

— 17

BEFSUHEHT|

SAEIEFHUE SAEIFO0E UIPFA HIS ZU MK SAE 18 HO| 7X
L] 0 Z2{0l= Ro| EaHE|x| LIt

o TOQ &Y et &A| OF7FO[E Al ZH 278 Y LIC.

o EE MHAFO| AH[A0 TS LIE2 HA3E 220|AUE =

SO "MH|A" S =S HEMYAL.

o DEUE Y 2 LE A0 Tt XS LI 82 HIAEE 2
SO E =220 "t pt e E"ed =S FRSIYAI2.
e IAEE Ié'i'lP?L E ZESH M SAE OAF X
el e =l XtMI Bt L8 2 Secure Network Analytlc Yo' AE OF
o2 gl :rl.A-I" S22 RRSHAMAIL.

" 0[3fS) o] AT XML IS N30l SAE 18 FES AHY = ASLICH KA LS
S HANE BUOINE SRUUIN "EAL A8 THE THUL B HRE HEHUNIS

-114 -
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



=oel

3. Export(LIEL7))E SstL|Ct,

Secure Network Analytics i e 48 S CH2EE EH 0| CHREEE[= XML THY 0| X &gt
Ct.

EOQLHELY Y= 28 S M ots A CHELICE O S2t0| A 278 = 2ot of
ECto[HA /9 MY WES HEoHUAIL

S7|2 HO|H A E0] S H[HO[HAEN =0 2

HIGIO|HAEO S22 Z3H =0 2 E1I0|E1*EO1 SE27 ZHH khelez et S0 B2,
HIGC|O| B 2 E O =] @110k HIOIEV*E(HEWI o 8 A /RS S712te = ASH L o] 44
Ol M= HIGIO|HAEO =0 Q1S 23 HO|HAE0 =Mt 57| tots Z2 M0 Tl 2 e
L|Ct

Al ZfoE7] o
HIH[O|H A E 0] =0 Ol 57| ohet E1I0|E1*EO1 L0 QlS o|0] &g =X] = Qlgt L Ct HIE| 0|

B MEA 150 Ho|E MEA F7I U EE HAHEO “'1'5_' EEMIﬁE o|O| & Z%, oo
HAEO =010 O|0] g |0 91010F SrL|CE =0 Q1 =7tof s X[ &2 =0l =71 8 4
S KRS,

| You need administrator access for this procedure.

Synchronized Properties

The following properties will be synchronized between domains:

» Data Store domain specific configuration as well as alert configuration (if enabled). Domain
configuration includes:

e Host Group Management

e Alarm Severity

e Policy Management

e Services, Applications

e Exporter SNMP profiles (not including passwords)

¢ Domain AS Numbers.

Recommended Synchronization Frequency

While you can synchronize your domains as often as you like, we recommend that you limit your
synchronizations to only after you perform a group of changes or once a day or week. This is
because the synchronization process requires the use of resources that take away from daily
processing.

Synchronizing Domains Procedure

Follow these steps to synchronize your Non-G| O| E{ 2 E 0] domain (Source) with your H|O|H A E
O domain (Target).
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1. From the menu bar, choose the Non-Ll| O] E{ 2 E 0] domain that you want to synchronize with
your O| O] E{ A & 0f domain.

From the main menu, choose Configure > SYSTEM Domain Properties.
3. Select the Edit button.

4. Choose the Data Store domain that you want to synchronize this domain with in the Target
Domain to Synchronize drop-down menu.

You can only synchronize your target Hf| O| Ef 2 E 0 domain with one source Non-Lf| O| £
2 E 0] domain. If you attempt to synchronize your target Data Store domain with more
then one source Non-G| O] E{ 2 E O] domain, you will receive an error.

5. Click the Save button to save your changes. A synchronize button appears next to the Non-
0| O] E{ 2 E.0f domain that you selected to synchronize with your L O E{ A E 0] domain.

g@. NetWOI’k Al’]a|ytiCS Example Non-Data S... v Monitor v Investigate v Report v Configure v

. . DATA STORE DOMAINS
Security Insight Dashboard

Autobots
Alarming Hosts ® Example Data Store

Concern Index Target Index NON-DATA STORE DOMAINS yitation DDoS Source DDoS Target Data Hoarding

00 ey 0 0 O

Add Domain

EHQ ST\t e =0 21 X[ A

Of2H ChAOf et CHof =0 12 XA - LT

Ol 220 M HO|HAE0 =0 QI &7(215t2{= HIH|O|H A B0 =0 Q1S MENSELICE
7|2 M0l A Configure(‘d) > Domain Properties( =M Q! &/d)E MEistL|C},
Edit(H ) HHE=2 MEig LT}

Clear Target Domain(CH & =0 Q! AFH]) HE2 S 2L Tt

. Save(M%E) HES 2850 HE At S ML LICH

ol AH

=0 oIS AASH7| THof ol2{et X[ HE H =50 27 AbehE 0|63l OF gL Cf.

o kr =

El 2= HIO|HOf HM A 4= GUA ELICEH =
O Q12 A K|S Al 2.
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Add Domain

-
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Ct.
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-117-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



SEIES R

El-gjl_l' 7}0 K7|'E°|' ol :|'I'k| = Ol‘g‘% 4\— AAI:I Ll El’

https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-
configuration-guides-list.html. S8t0| Of 7| | BAE Z2ELCEH BE £ QSLICH

« StealthwatchZ NSEL L 2L 7| ¢/t Cisco ASA 74

. 1 4T 0|2 4 Jtols

o 02{ NetFlow A A H g3}

o A= ZOIE ZHO|M A Bl NVM(Network Visibility Module) 7+ 70| =

« EER MM A EZEHMHM ET 70| E

o MY o[ dE AE 70|

o ISE ¥ ISE-PIC 8 7I0|=

 Secure Network Analytics X SecureX S¢& 70| =

o OjL|X|= O] E2}0|AAE SSL/TLS 2IBAM

« TACACS+ &7 7t0|=

« Cisco Security Analytics and Logging(== 20| 2)

-118-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

T
=
rE
[ot

i

o
=
iy
°
=
ng
rE
for
i
T
ox
e
N
$0
Iy
i
il

[ ]
o=
nx

o oA

i
fob ok ot
g um x
N

c
i © pg pg pe
4o M rE rE rE
E> oX

Yal

3

bl

ny
=20
m

1 H|O|E{H[O] £ H

1 Cl| O] E{H| O] 2 H

my L2

L =} ==
MY PN T HT A
g 755 2oL Hl2hdetote] H Chg X & 2 Y A| 2. Enable(Ed
GRUB &= QHHO|AE AESIO H|Z2HS S 7| = *E“SEE nMage

o
g
X [
ot
=>.;

ml:l
rE

b
nx

o lot ™
T i
o
gl
o
2

=g £ SB0H A E2 0 S20|A A0 M &
H| OB O EHfet °”A1|A HeotS A ELICH O Z2t0| A0 BHA| M A H ST
7|22 2 X2t CHA| gL ot

o|Eeto[gia =
. SystemConfigE
. Security(2.2hHE

1 B0 rootE 21 Q1L T}

2

3 24
4. Password Reset(H|ZH S MHH)E MEHSHL|CH
5

H

StL|C} Enters S L|LC}.

ol 24
H =
M
al

o0 #AEl= ZEZE0| W2l SSHE 2dotst ALt HZ-datetL ot

fol

7ERI7F gL e

m[:l
L
ot
T
N
T
nx
0 oz
|0
il
>
i [z
T ox

o
ml:l
rE
fot
i
N

fr

x

2l
|0
Hu
=

x

bl
rir
0L
1
=2

« Admin H|Z#HZ: O A 2HE| X} H|ZH = 2278 oL X

« Admin, Root, Sysadmin H|2H S Admin, Root, Sysadmin H|{2H=2 & 7|2
WA S AR S| T}

£

o

Ol SCiO[UA HRHS S V| =g 2= A2
otofl S FLICE AhMet K| H2 H| 2= H

2[Rt 2 A2 oL A

Chg X[ ofl et O L X 0 A admin H| 2
CH=tsh2] 2ol of S 2t0| A B 2= & HETLICE

-119-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].




-
—_

o 27 A O| X|H S 2252 O Z2[0| A R E H|E
- CIE A}Rx}- O| 7(|’.§.01I (-2t admin A& XF7F 7|2 H| 2 H
AHH 2D 4| K| &L L
. 7|E} 01§Ef0|?_1¢: 0| X| &2 CtZ Secure Network Analytics H Z2}0|ANEZ L 2
HEH, ZE22 A E£& UDP Director)2| admin H| 2 H= £ T4 HSHX| $&LICH
1. O{Z20[AHAA EE0] rootE 2 QI CF

2. rm /lancope/var/smc/config/users/admin/user.xmle YL L|Ct EnterE
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3. docker restart smcs YL LICt EnterS +5 L LT
= o

=
4. docker restart nginxE YT LIC} EnterE +&LIC.
O|ZA 5t admin H|ZH 7} 7| 2gfe = X & & & L.

5. 0123%0|°1 =& S=YHCLL
6. admin H|ZHS Z 7|2 0| HESIHH HLHS HECZ O|SYL L O HA= &
orof 38°*'—| Ct.

Admin, Root, Sysadmin H|2HS & 7|24 = MEFH

— HA —
=& WM AE AHE S O Z210| 1A admin, root X! sysadmin H|2HZ E 7|
*E”S?;.“—l':f. 0|2 EoH2 STHISHY| fIsl O{E2t0| 1A H|EHS S HAS L},

1. O{E20|¢A E&(CIMC EE= S}0|mHH}O| M) CHS 0| 22 Q1%L Ct.
2. O|E2I0|AAE RSt
3. &% 2tHO0| GRUB U7} BEA|Z|H "e"E &2 5H]]

e

M BES AFFEHL CL

GNU GRUB wersion 2.02-2

1 escue Mode [Consolel
cue Mode [Seriall
em repair [Consolel

Force file stem repair [Seriall

> the T and 1 keys to select which entry is highlighted.
:nter to boot the selected 0S, ‘e’ to edit the commands
booting or ‘¢’ for a command-line.

4. #ME S @A 2tolo 2 oS SLLt,

=
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GNU GRUB wversion 2.02-2

setparams 'Secure Network Analytics [Default]'

linux /boot/uml inuz-Skern_ver Skern_arg Sconsole_args pci=realloN\
c=of f _
initrd /boots/initrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Pre Ctrl-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

5. H=S O3 ot &£0| 4785t ™ resetpassword% QUEHSID c=orfE YHATHL

M
e

linux /boot/vmlinuz-$kern ver Skern args Sconsole args

pci=reallo\
c=0ff resetpassword

GNU GRUB wversion 2.02-2

setparams 'Secure Network Analytics [Default]’
linux sboot/uml inuz-Skern_ver Skern_args Yconsole_args pci=reallo\
c=off | resetpassword
initrd /bootzinitrd.img Skern_ver

is supported. TAB lists
F1©® to boot, Ctrl-c or F2 for
to discard edits and return to the GRUB menu.

Minimum Emacs-like screen editing
completions. Press Ctrl-x or
a command-line or ESC

6. CTRL-XE Y&t £& 2 x7lietL L},

=oe =2 g E L

Ol

7. 7|20 B2 S HGSI2H HEHZ HEO = 0| 5Lt O] BHAl= 22t

L— HA

S2gLCt
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Central ManagerOi| A H|O|E{ A E 0] O] Z 20| A KA

Central Manager(0f L| X, 22 Z& K, G|0|E L. E)0| M H|O|HAE O 0] S 20| A LS K| A
St= 8%, HIOIHAE0 KN M MALX| = ELCh =2 P22 F2|ofOF g LIC,

o XU EER HHUE: OfLIN B 222 A E | B2, lancope/var/services/data-
store/config-datastore-inventory-snapshot C| 2| E2| 0| Al K| HE = A& L|LCT.

o OOJE| lE: §|O|H LEE M5t ZE2M A= O SYTHEE Cisco A A EO X|HS
QHEGIAMAN 2.

HEZE0|IAAHE EF f% t0f Central ManagementOfl O Z2t0|AAE Z=7}gtLICE Cf
== AdEst= A0| % FL|CF.
o HF QUSM: 0| E20|AA0| HE QAUS M7t U= BF Central Management0f| O{ Z2}0]

of A= =7I517| XMO| D OIS A Tl . OIZ M M QIR E I F7HS XM Trust Store 3! Of
LI X Trust StoreOf| A&} OF LIt Of L[ X[ = O] 20 |°1ﬁ 7}0| E9] SSL/TLS 215 A
O X &S MEMAIR.

o OjL|X 22| XtZH ZEY: Central Managementd| ({2 2}0| A S FTt5t2{ ™ OfL| X, At
XD X HIH H.J27f 2agtLct
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« RFD: {S2t0[AL0M T 7|2 4ts MEEot= 89, (RFDS =32 I U ES 2
28E FXI5t= 74—?—01|E) Central ManagementOl| Z=7t35}7| H0f O Z2t0|AA IP F
2, ZAE 0|8 H 20 QIS F-dgLCt.

sysadmin2 £ O{Z2}0| A ._—’Eﬁ | 2101810 3lHO| EAlL = T2 E 2P F
A, DAE O, E0 QS L O X| &2 Secure Network Analytics 5= 2 0] £+
C2 kbR
= o 2=0

Virtual Edition & X| 70| £ SHUAL.

o My X M 2X|Q BR0= X E 2RI IPF i SAEOQIEREHOS T
Mt = Central ManagementOfl 278t L|Ct XFM| B LIS 1. | X M S A5 &
7 _‘rl.kl
o o

O Z2}0| A0 BHE CIZ M7t U= A Central Managementd| 0{Z2}0|AAA S F
74817 Mol ID OI"M U OASM HQEFEE U F7HE 0L X Trust Store0l| X s}
Of & L|C} OL|X| = O{Z2t0|AHA 70| EO| SSL/TLS QIBAME BZSIMAIL.

1. O{Z2to|tA0f =aQlgtL|Ct.

BEIRM =4 BEAZ0| 22t 20| fZ20|A A 1P FAE e
C}: https://<IPAddress>

2. URL &2 /Ic-astE2 W AH|etL|LC}.
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Save(XME)E &gt L'_|-
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HEZI0| A FA] HHOA A

Central ManagementS AF23510] O E 20| A A A7 S W ABHL|CL,

O] S0 AL S WS T =F 22| XY E HEHA L HOH MFLE Y
ote{® CIO|EAE0] MY WEdS oA 2. S22 Z=E HO|EHH 0| AS
2iote{ T C| O] EfH{| O] A ““°* *c'i“(HIE1I0IE1¢501 EHeh)E F=JuAL.

A

=
dH
=

Central Management= & L|LC}.

o Z2to|e1A0 CHot «-- (EYR) OIO|ZE SE LT
Support(X| #)E MENSL|C}.

Configuration Files(7/d mtg) B2 M EHSFL|C

G(Eonl-) Olo| 22 MEHSIL|CE Z2Wo| X| XS M2AAQ.

a kwbd-=

O] Z2t0| AL - PSS SRS EH EZH XS HEYAR.

SSH 2t sl/H|ZHA 5}

O| M2 AH2310] SSH(Secure Shell)E AF23}0] 0] Z 20| A A0 WM ASH= 7|5 H|Of
st

e

J

CtS X| & of k2t MElSt o 2240 A A0f CHo SSHE & LY.
1. Central ManagementZS & L|C}.
2. {E2to|AA0 i 2 0| 7 E 22l LT

3. o{E2o|HA MY HES MEASL|CT

. O|EEl0|HA S ol

MEHS

.h
=
|_|

SSH 243}

SSH MM & R&L|Ct

2. O|E20|AA0|M SSH UM A E {85t SSH &2t =t olzhS MErSHL|CE

3. ASEto| AOﬂ EHOF = E WM AE 5{85t2{ ™ Enable Root SSH Access(FE SSH

—

-136-
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



Central Management(O{ 2 210| 21 A& Z+E)

4. H

5.
SSH H| gt d 3}

1. O{Z210|AA0| A SSH UM AZ X A2 M SSH &3} 2H012te Salsio] MEHS 2|
ABHL|CEH

2. O]S20|A A0
M2 gdat) =t

9l

S E N AS H A2

o>

3. 2E HE= SELLILt
4. St ZEZES MEYAL
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H| O Ef H| O] A &R 2} B -J(H|E O] AE0] =0
2l)

Chg X[ ol et 22| XS S22 Z3H HO|HH 0| A5 M AR LICH HO|H ME2~E MY
ot CIO[HAE0 MY HdS FXYAL.

HAO| Gl= SEHOIA YOOI E 2bE S0l X7t Edots 8 Ltgds 57 =
L CHE XS U230 H| O] H| O & H—'.*%*% flot 2E XS AR £
O ZXt= HIHO[HAESN S22 ZHEHO T HEELILH =50

2 EO E2ltAlL.

Of Z2 M A0|M Ctg ZAHE 220 OF g LICf.

. E2% ZHE Ho|E{H| o]~ E2[Y
. HIO[E{ | O] & A Ak A
CHA oY A A8 Y

. HIO|E{H{| O] A A BH 4 AbK|

1. 222 Z2E| Ho|E|Hoj2 2/

EZ ZUHHOIHHO|AMAZ Est= O HEO| ZE == UM H|O|EHH|0|ATE E
L UHEYI ST = EL|CH H|O|EHH|O|A S WSt | MO E2F Z 3 H H|O|EHH| O] A
= Eg2|YsSt= A0 ZESLICE O|EA SIH EE2R MY ALY = U= CjAT 32H0| =E
T/ G|O|HH|O| A S WA= O] A2|= A|ZH0| R E LTt
EEZR ZEUHE A3 37X LY =R E[= HO[H Y2 7|x°§ ZOf L8 MEeL
Ct. Z|CH(/lancope/var TtE| M 2| 75%)0f| =25t 0| O] I=|1|0| = M GIO|H E & 835}7| <5l
71 22 & HO|HE T AFA|SHZ| A|&fghL Lt

1. HIO|EH|O| A& AEE|X| A 2[F
Che x| 0 w2t Blo|Ej#| 0] A A E2|X|S 20

A WODND =

m

olgtLCt.

1. EER AN ofE2to[oiA 22| QI o] A0 2218 T

2. Support(X|¥l) > Database Storage Statistics(CllO| E{H|0]| A A EE|X| EA)E S&lTt
LIC}.

3. Capacity(€ &), Flow Data Summary(Z 2<% §|0|Ef 22f) B! CI Event Data Summary
(CI O|®il E | 0| E| 2 2F)(EE+ Security Event Data Summary(£ 2 O|#l E §|O|E| 2 2F))

of M E Y42 AEFLCE
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Database Storage Statistics

Capacity
Average Wol
Capacity in Days 50 49
Remaining Days 22 21
DEEEEEE e Bytes Per Day 549 46M %
Statistics ° - 4
Flow Data Summary >
Rows B !'
Average Per Largest
Data Days | Containers Total Day Day Tok
Flow Details 28 32 148.75M  5.31M 5.49M 3.-3
Flow Interface 14 20 213.3M  15.24M 15.65M 5.
Details
L
Total 28 52 362.05M | 20.55M 21.15M 9.4
Fe) Cl Event Data Summary |
Rows Bytej1
Average Per Largest
Data Days § Containers Total Day Day Total
Cl Events 28 29 35117k 1254k 12.85k 8.53M
Cl Event 28 29 35117k 1254k 12.85k 4 DBh{
Details
Total 28 58 70234k 25.08k 2571k 12 Sﬁi
: i il Sl

2. °|E1lt| |2 M5 §E EC[Y

2% QHHO|A HO|H = HAZE | QIEH O] Aot 23 Fl H|O| B & LIL}. Secure Network
AnalytICSt EE2F 2HHO|AHO|H & 227 H|0|HE MIefLIC).

=EF °._|E1T11|0|A 7= 282 AL S22 H0[HE FAISLE = 50 7tsot 2Z& ¢
HIO|A SAE RAIY = AT L LICH O] 7|52 A3 E S2H0|AES HO[HAEO] A
2o §E &K ‘EJ‘: 7l =72 AL E2| T EAVHH| HIO|HAEO Al A RO 2 X
&S LELZ| ?Io) =E71 22E & AFLICH

(£ Quick View for Flow | |
Server Exporters IP (IF)
/ Client \-—m-—w Server
2| Flow Acion & Bxporter [ BponerType 3| merface #| oweewon ¢| i |  pscP ¢ [ Flowamwen @
1 Permitted Cisco |17 ifindex-2 Inbound Permitted
| permated | oso ndex3 Outbound | | permmes |
 — =+ O o SlLe =
O AlZHO] ZEIL|CH 25 EQOHX| (2 3¢ 2 E2|X| Mots thsgL

O| CIO|E| S 4 &St
CHOfl: 7). OI 12

Chg x| &of et 278 ot
otol S22 MO

—.—_|_

Ct 222l HI0|H = &2 E L
|et=C 22l & QI H O]~ S| HIO|E S HIO|E{H| O] 20 A AL K|

= e b3 ss &S28 - AgH L

E
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1. 22X ALEXALZ 238 220 E| 2 olg LTt

2. AEZE0|= EC|OM S22 ZHES AS UL Ho7[(+) 7|25 28510 ZH0|
HE 2rgetLct.

3. EER ZUHE OIRA QEEZ HELE ZE[TILICt Configuration(T‘d) > Properties
(54)2 H=ELct

4. Flow Collector Properties(2 2% Z & H %) L2t & X0 A Advanced(12)E 22
L|Ct.

5. Store flow interface data(E2 S 21 E{H|0| A H|O|E X{ZhHE ME4SIL|CE
6. 2EZ|X| Mgt2 Z0|MA|R2. 0| E =0{ MotS Up to 7 days(7R X)) E 475t= B2,
7LECH 2 E A2 &dE Lt
7. OK(EQHE S gLt
8. 5& Ak 7|CtE{M L& EHA = Fl=lghLCt,
EH

3.ZEERMF ZE A CIOME GOy EZ|Y

S22 28 HO|HHO[AM S22 MF L X CIOHE/NF YL 37|5 Z0[2{H
Cisco A| 2 B0 22|5tMA[2. O] THA = HE} ArtO|H EC|Y Z2MAS 2BS=H R &

SESHof 22X X|2 O] Z2MA0|AM = X[ FHOo| 2R H

NetFlowS E2|Ust= 22 Z22 ZH 00| EH| 0] A0 A Flow Details(EE22 M8 HE)

A Cl Event/Details(E2? M &) A 7|ZH(E)S AISY UL Ol 280 M= F 7HX]
7t ZdgtLot.

« CIOJEHO| A= 2t 22 ES|YE L
« OOJE{HO|AE T7HE Qe ME 7|ZC 2 0| H|O|H E0tR S A|ESHX| 2t 7hs 3t

iQ
i)
-
imill

ot B2 &= MYoR

WY oS SJot7| Hol| Chs K™ S AHESH OjL X 8l S22 Z = E §| O] & H| 0] 20 X
e 2HAE HHotdAIR

=22 ZHE HO|EH 0| & A AES ATH|SHOF 2 L|Ct. O] EHA= 98X
et

1. UM X E222 ZHE O] S210[ A HIO|EH| 0| A E& 0 adminz 2121 L L.
2.
=

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

(] .
2

r

3. WA A

rir
mjo

42): 3
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/opt/vertica/bin/vsqgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl') ;"

4. 2 ECIL AR WNEX] 7|CHRLCE ChE S =2elgtL Ct

—_

1s /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/

41p71H[O] UAX| 2B A% 7|CHELICE Clo[HH|o]2ol 3 7|0 w2t & 2 F& 7[Ct
31 F%HWHIH%‘—?—?AQ'—IEL

5. 174CHA S gh=ot0] M & ZE LA &l S 25 Z=H HO[HH| 0| & AHAS 4K
'<'5I-|__||:|-
= .

A I A|AE0| HIO|EH| 0| A S W Yote]{H Ch3 A S 2t2oldAlL.

=]
o STh AA I AIL—O| CO|EH O] & HAS NI S0 SEHA| 2Rl L Ct
o AMZhGO[EH|O|AE of M Hi ot 2 0f = DHX| 9 i O] = HEE LI ST YRR E| D=
T4 MY0| O T LLH O Z2 A= £ 2F0.5GB ~ 2GB2| H|O|E & # gL

C}.

1. O|S20|eiA 22| QHEO|AZ SOLLICHEI A3 E S0P ES EA| OHYAI2).

2. H|O|EH|O|A B RS X Fot7| ?lofl &4 Tk Al LB ERet S7Hs Chsar 20| 2
I—l'c‘il-|_| |:|-
[@=] .

. Home(-‘-’-) = =g Ef

« /lancope/var uko' AI*E“BI Used(byte)(AH2E: HIO|E 7|F) %% HEBL|CE
H|O|E{ H O] &~ W AS XM FSte{H 220 O] St A2 THA A|AE0 15% O B
= S0l 2Lt

Di5k U;;H"MMMWWM"wﬂ-wwwm—mmwmtnnw.mnﬂ

Name Used Size (byte) Used (byte) Available (byte)

/ 37% 492G 168G 299G

flancopefvar 68% 37.03G6 24.48G 11.79G

a —

3. Configuration(7Z1Z| 12j|0]49)> Remote File System(¥ 4 Tt A|ARNZ S E|otL|Ct
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FlowCollector for NetFlow VE

Remote File System

IP Address: 15.32

Port Mumber: 445

Share Name: \ckup

Username:

Password: k
..........

ot &7+ SMB(Server Message Block) 2t = St CIFS(Common Internet File
System) T2 EZS AFR L CL.

HEHZE YT = Apply(E-8) HE0| 2d2t|X| %2 4% Remote File System(&
Z4 Ot A|AHN) I o] X| 2| Bl Y-S ot H F2I5t0] HdotgtLCt

6. Test(HIZE)E S =250 O{Z2}0|A A2 4 MU A|AHIO| M2 S4lg 4= A=K =
ol&tL|C}
[ | .

Bl A £ 7} 22 5] B Remote File System(®lZ THQ A| A &) H 0| X| o] 3FEHO| T+ B A| K|
=0l sfof Lt

=
= i -

7. Support(X|¥) > Backup/Restore Database(E| O] E{H| O] A W /= 21)E S 2|5tL|CL,
CHS 0| 2t 20| Backup Database(H| O| E{ H| O] A B &) I| O X| 7} & & L| Cf.

FlowCollector for NetFlow VE 1

Backup/Restore Database

1
E
i
Backup Database 3

Backup database and configuration to previously configured file share.

Create Backup

Please see the help page for information on restoring database backups.

8. Create Backup( ¥ 4/d)2 S S LICE O ZEMAE A|7H0] @2 ZE 5= JASLICH
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HY Z2MATEAEEH Z2 A S SESHA| 30 HO[X|0f M O A S 05
2 A HE 2L HAO| Tl L= 52t Cancel(Fl &)= S =0t 0] Z 210
THAIZFSHA| G0 W AS CRA| AIRSHR] 2 o= AS LT
L

i% |_| A2 T M-d
« HZO[ 2= = WK =t HO| XA MHF LT,
o =

N2o| ME H2E 22{H View Log(Z1E7|)E S2/TtLCt.

Hu

9. Tl x5 tHo 2™ Close(R7])E 22/TtLICL.

WO R |7| HOf F|25t= ZR0= OO EH| O] & A ARS THA| AFK|SH OF
LICt. 4. HIO|E{H| O] & ARHAE AH|S ARSHYA2.

Nget = kg X™of w2k oL 8

e

=2 ZHE HO|EH 0| A0 A A MRS

DL A S S22 Z=E O OB H|0] & A AS A M3l OF R L|E. O] EHAl= 98X
ol 0| E0| S 2L,

—

OfLX == 222 ZHE 0| Z2210[ A HIO|E{H| 0]~ 2&0 adminz 2 Q1R LCY.
o

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. AEAF MR BD): CHSS UE:

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl');"

4. AR EC 7L HAE WX 7|CHEILICE TS

mjo

ekl ct.

-

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/

Z0t71H[0f AX| B A% 7|CHE LT Hlo[H /o[22 37]0f et H = §& 7|Ct
o{OF SE 7L MAHE = AE LI

5. 174CHA S 8h=ot0] Mg & ZE LA & S 27 Z=H HO[HH| 0| & AHAS 4K
gL,

=
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H,OIH H| O] & B S (HIHIOIHAEO =0
O
')

LA X E2S ZE HO|HH|O|AE E5t2{ M CH3 X[& 2 AFE S LICE HIO|H X& A
£ S35t H E1|0|Eiﬁ50‘| Y SR SRS &R

e

I ClO|E{H| O| A S E-7138}7| H O Cisco A| X EIO| 29|8t= Z0| E&LILCE

CIOlE 1O A =& 2 {2 XN CIO|HH[O] A B 2 O|F Mo L8 2= Ho{&F Lt 7|
ZHEHI d8S BOMX| pEE5LCH

o SUSHHH: 0| ™ BT 9| Secure Network Analytics 0] 2 20| A A0 A] BH X TS A}
8510 O] Z20|AA HIO|HH|O|AE SR 4= gl L T Y oY B O] O Z2t0[ A
2 ™ L X|SH=X| 2ol C.

o S@ 0| M. FHZ QIHILO|AE AHESHO] GO E{H| 0] AQ| O|H A S SRS =
USLCH HHE HO|HH O] A= O|FOf| F/dE A oY A|AB(TIHY S57)0 =
O|E{H{|O| AR L| T},

o 7|22 ST HO|HH| 0| A2 O| 52 KI'HSHA| %2 BF, 7|2 0| S(A|AHC| Y& H
2)0| AtE & L.

A o
Hl OB H|O| A& =&
GOl H|O| A =& 22 HXH CIO| 10| A B! 12 O|F B ol LI 2= HO
SHCL 7|E HESRR 288 B0 AKX iU
SE ZENATEA|RE 20| = SESHA| OpY Al 2.
x

=l 2 IO| X0 M LtZ = A2 ("0t A O|3") ZEMAZFSEH G0 Al E L
C} SO0 ™ HEf7} FOO|EE LIt
. FE E0f| AM A2 H O] E2H0[AA 250 sysadmin2 2 21 QISLICHA
. sysadmin2 & 5t1 EnterE =& L L.
HEHs TETEJI HAIZ|H lan1copeE 2 =5t Enter
M E

1
2
3.
4. N2" 79 070 A Advanced(Z1 &)= St
5
6
7

on 4r
1

L|Ct.
C

.

[

=

=

1 Ef nterE +
L

-

. RootShell(FEd)= MEHSI 2 EnterE =5
t CtS EnterE +5 IEL

n J
|'0F
IU

cd /var/tmp
nohup doDbRestore -c —g &
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ZtOlo| ALEfE 31Ol

=t Ql5t7| ?loff &= LhE S HEAIZ & AS L.

/lancope/var/logs/VerticaRestore.log

/lancope/var/logs/DatabaseRestore.log

AMABO| 5 A E S =0t H, M5 & HO[H =& Of A[Zf LT,
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H/O|& X &2 OB H O] &

Secure Network Analytics= H|O|E{AE O 2 /g2t E2, Central Management?| H|O|EH{ A E
Of B0 AM AT 5= ASL T

CO|E| A £0 2 40l £7ko2i B HIH|0|Ef XZA 0| o O|E| KT A 7}
E22 ZaE|oh H|B|0|E HZA 70| QOIS NFA FIHE HESHIAIL.

HIOJ B X &4
Central ManagementOj| M HIO|EH{ A E 0] B2 ALESIY CH22 =Y = USLICH

o SEH: CIO|E{H| O] & = 2= HIO|EH =9 §Ef S FLCH AMS LIE2 HOIHAE
Of CIO|E{H|O| & HEH H7| S HESIMAI2.

o MEEE SX|: £ HOHHO|A E= 2E HOJH =ES *I’i.* L= SXEg s ASH
Ct. XpA[SE LIE2 EIO[E{ 2 E0] HIO|E{H|0| & HEf H7| S HZESHYA|L.
« 2EE|X| AL CIO|EH|O| A2 AT AEE[X| AHEE S % solgtLct 222 ¢

ET0|2 BlO[Eo| BE AE|S £HE 42 USLICL KASH LSS HlOIEH|0|~
= HI|Z AXSAAL.

- YH|0| AEf: Q0| 5t S0 BE H0[Ef i EO| MEHS SHOIBLICE XN 3 LIS

2 Hl0|E] k£ YE[0|E A BLIES AESHAIL.

o= o

Z2EHOIH =0 SSHE 2d=tefL . SSH7t 2= HO|H =0 2 gty

o =
A 2 8 LR HO[HHO|A XAS dSHR e 4 RS L.

E1|0|E1 SESEAR= R0

. OfLMCHSo 2aelgtLct,
2. Configure(T‘d) > GLOBAL Central Management(H% S 22[)E MEistL|C}.
3. HO|H{AEO0 &2 SEeL .

HO|E AEOf O] B H| O] & S Ef E 7|

Central ManagementOf| A{ H|O|H A E 0 B2 2251 ™ G| O| E{Hf| O] A X| O H|O| X| 7} S &L
Ct. O] &0l = GOl EfH|O] & B! 2} G| O|H .= EO| o Ef 7} A& LICE.

« B 0| Yo Y CO|E = E2 I EHOR IOl LANIPE 7| EOR HEE L B
o I HE 22e10] O|Ef Lt E B Ch H T 4+ YL

o B Z SEfO M= HIOIHH| O]~ Bl 2= HIO|E =7t Up(RS) SEI 2 HAIEL
Ct. CIO|HH| O] A= &5 S =~ UKL HO|H LE T oLt SEil= SHE = U5

AL I_l
=T AMd
Ct. Aot H|0|H ==& S+t = G| O|E{H| O] A7t Up(&*%)EE HAIE 5= AKX T M
2 Z7E O L E= "7 3" JEi 7t €l LT

Il

rEI
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e Ml &Y 0w S AFESHY HIO|HH|O| (= H|O[H L E)S ARSHALE S Kol
._IH - HD-I'ITEAOO Y= 0 ( I_I:OEL-E)EA_I L3x
Of 2Lt
=
7 Inventory ~ DataStore  Update Manager ~ App Manager ~ Smart Licensing
> entra anagemen
Data Store
Database Retention Database Update Status
Database Control
Database Status
Up
Data Node Status | Host Name Management IP Private LAN IP
Up sdbn-
Data Last Retrieved: Mar 03, 2022 4:09 PM
From Data Node: sdbn-741-10-0-74-149-7

| &Y oS AFEot0] HIO|E /| O] ~(5E= H|OH

= E)E MESHALE S XL L

HIO|E{H[O] & A%

1. CIO|EHH|O|A X|of BHO| MEREZ|Of QK| =HQIgHL| L,
2. OIO|E{Hf|O| A0 2O HOfA] «+- (E)}ER) OIO|EE S EITLLCH.
3. Start(AZhE MEISHL|CH
4. OO H|O|A &Ef7I Up(RHE)2 2 BA|Z|=X| EolgtL|Ct
ClO| B H[ O] & S X
1. HIO|E{H|O|A KO B0 MEHEZ|Of /JE=X| =HQlBtL|C,
2. HIO|E{H|O| A0 A HOA] --- (EYE)OIO|ZE S ETLICE
3. Stop(EX|)S MeEigtL|Ct.
4. G|O|E{H]|O|A MENZ} Down(EEHS 2 HA| | =X| ZQlstL|Ct,
AZHOIH L E
C|O|E = EE A|AS2{H Ofel THA|E =3B L|C}
Ci| O] E{H| O] A H|Of B4 0| MEHE|Of QeX| =HOlTtL| T},
2. AlEt2 O|0|E L EE AL LT} Actions(ZH ) SOA] -+« (BEYUE)OIO|EE SEITHL
Ct.
3. Start(AZhHE 285t OO|H L EE A| &L},
4. HO|H & &Ef7t Up(BHS)2 2 BEA|Z|=X| 2 QIghL| T,
SX| OOy ==
CIO|E ==& SX[5t2{™ ofef A E =2 BtL|Ct.
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o] MEHE|of QU=X| BHolgtLCh

. ClIO|E O] £ R O] RO] 1=t 2]
2. 3X|g HO|H =EE ZEL|CH Actions(2f &) SOl +-- (EYE)OIO|ZE 2L
C}.
3. Stop(ZXl)= HE{SI0] H|O|H =EE SX|gLCt.
M O[Ef .= E & E} 7} Down(SEH2 2 HA|Z|=X| =HolgtL(Ct.

ORR|SF 21 20t HE

AFERE 2=0f| 2tA Q10| o O StLto| AT Rl 5= QS L|CEH 2 Yol Tl F2 4%, CHE
S Y = 81’.; LICEH 20| 22 | ol H o EHO| HiLHOf| 2= AR XS] 2tz &Ef 7t
ii*l%! LICt. Of2f THAof w2t Opx| 2 2 A0S A E gL L

CIO|EH{ H| O] A | O §40| MERE[O] U=X[ =FlgL|Ch
2. <} StEHOf Last Action Results(BFHX|2F 2+ Za}) 23 5 =22 L Ct. Action Results
(2H 2o i = shAe W7EX] S 2HOf| ZoF L& LT

CIO|EHH|O|A E&E BHO M= CtS 0t 22 A 20| it &S M3 gL .
o C|O|EHHO|ATZF HOLL} 74S ME L T2
o 0| 5F0| 7|0i5t= Z LM E2| 8 (NetFlow, NVM, &3t 2 1)2 AOtLt E L7k
o O{X| CllOJE{HfO]|A0f A2 MZHEl O] E{o| ¥ AOtLt &l L|7t?
o OOIEHO|AS & 822 Ot L|7t?

Of H|O|X| | H|OJH AE2|X| SA MMt 2= KE= 5HF0] of HAY HH 0| EEL
Ct.

HO|H MZ&E A 7] - HO|HH o[ A HE
1. Configure(‘d) > GLOBAL Central Management(H ¥ %
2. HO|HAEO0 &= ST
3. Database Retention(El|O|E{H|0| A B &) &= S 2IotL|Ct.
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%7 Central Management Iventory  DataStore  Update Manager  App Manager  Smart Licensing 2 secune

Data Store

Per Telemetry Contribution @

g2
&

Daily Storage Oldest Data in Data Store @

wwwwwww

mmmmmmmmm

ole 2 o9
HER R AL

—— Screenshot

O O| B || O] A =Rt Xt E

Database Fullness(H|O| E{H| O] A S 2tE) Xt EOf| = | O| E{ A E O H|O[EH{H| O] A0 U= ARE
5| 27+o| 37|9F 0f © 270 FA|E LI,

Y HE: 7|08 X E

M EL| 7|0 =E XtEO| = H|O|HAE O] H|O|H H| O] A0 = H|O[E{0f| Ciot &4 0] ZA|

£ 90| EAIE L ¢
Zt 2o E2| Kol &

y 1

AU A E2|X| M M0 F U0l G| Eft|0| 20 Z:IHEl BIO|Ef 2| 5

M S22 2UIEI-ISH0f 0| &b 0|27t ADfLt W] A9X| X
A XNF B £ 0 Yot 7|0jSH=X| BoFE 4 UL o

GHIOolE MEao| 7tE 2 & Ho|H

O i 7hd 22§ & 7| 20| K08 MFY40] 7| SE 0|22 et Y5 HOIFLICL O] b

OlEf = St20fl 3+ eirf|o| EE LT

SE? Z2YH((EEs S22 ZHE HOIEHH0|2)0 2Z = MY & HO0[H = Of #O| Z&&[X|
e Ek HIH|0|E1 SEE= =2 ZHE S HOoJH M2 =5 ZHEHE Tetol 1 H|O|E EE

sd o= =25
SHO| U= B2, 0| B rﬂ*rm G| Ol Ef X{ & A0f Af HIO|E{ 7} QU= 2k HIOJE X &0
Hehg 2tRBL7|0f O] 4 X QI A7 S mhatet = Qe LCt.
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M|H
Ho Hl

7 QHEO|A HO|H AE2|X| HE
O

OlE| T 0] A A ME Z22 EHE HS X
H& LIE /201 of2] #C|x| mOIEE K235
jZists o 8% LICH 02 S0f 2227} 0j2f o
EJH 0| A0 BHAE| B 222 OlE{Ho|A 5

|0 E| A £ 0= GlO|E{E A|Ti3t QAT B E
2 EL|Ct G0|E{ A E 0|7} R R 20| = 2Ha}e 7hx
AlEFetLct,

Z2QQEHO|A EHEH ME ST AE2K|E ARSI DR C}E F23H |0/ (0): =

2R 8A)E EEE 5+ U= AlLO| H=E = ASLIL

= Hu

O mju 4o mlk
N

0 ot

r

il

0]7|M 222 AHHO|A HO|H AE2|X| 7|Zhs HESHH A
K|35t OB 2| NetFlow F=20f| 2F FefS DIF L 7|22 7€ /L CHL 220 o}
ot HE S S2AUH EE = AS LI

L

« HES M AU 7|tez HEPot= 2, AO[Lt= AlZHEHE 7| Bt A M E &= H| O]
SASHA FL et O O7kX| HIolH = 718 K2 e =

(tE HE)= EAELCL OIS S0 & 7|22 320 102 =2 B ZSHH MHE
5= Ho|E 7t E& 2F0 Z=o| LXI5HA E WK 78S 7| B2 OF g LTt

o C|23 AFEZ0| et HO|E 7 St X0 ZE[2=, MEiot 2 & 7| ZHE
2| ClOIE 7t A = AL E 7Hse ot 2SO H|0|H & M Yot == =5}
= 4 HOIHAEO0] M S0 =EHotH 7He @&l HIOJH 25 AXgY
Ct.

'

Central Management 2| O| E 2t2| X}0j| A GO = E9| O] EE A2 = O] E{H]| O
2 OO E MEf S A8 50| 2L H|O| B = E 9| H|O|E{H|O| A MH|A YHHO|E 2 &S
2L gL

HO[E MEa 7| -CIO|HH| O]~ A0 E Ef B
1. Configure(+’d) > GLOBAL Central Management(H ¥ S #2[)S MEHSIL|C}.
2. HO|HAEO0 &= ST
3. G|o|E{H|o] A ULIO|E e B S S =L T,

HO[EHH|O| A FHO|E &Ef 2L{HE

Zt =H0|H = YH0|E Soi| 23| SEi S Soff Tl E L

Bl E{H HOH Mg HHOIE /TS

N

b QOO E Z2NAQ| A|ZHH
| St LICHOF2 FAl).

1]
40
o
i
i
mju
|
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10| 0| E0f ‘433524 Cisco Secure Network AnalyticsA| 2 El 21| 0| E 7}0| E 9|
AHAH0|E 2= Mo} X| XS 2 AA| L.

| |

Ofe O|O|X|0of A=l JEi Mt S 2F = YHO0|E 1HE SOf 02 =7 Zdst2
ZHS M2 1Ht= S20l= Edst= AS =g 5= L

CIlO|E{H| O] A L0 E AE BHOj|-= GO|H = E9| HAX| YOOI E HEf7F EA|ELICH & H|O]
E L MM AZEQO MO E(Y 2 0|E E&= IX|)E A|ZSH = O] H|O|E{H|O| A &G
O|E 3 AFESIY 4 HIO|H L Eo| MEHE ZLIH S HHO|EZ AR K[} =X &l
LICt. HI0|E YAEZLE A|Z4H o Z H2{H View Diagram(5 CH0|0] 13)S 2 2!5HL
Ct.

YO O[EVt 2t 2 &| M | O] B X &2 C|O]E{H| 0| 22 = 0| 5510{ H| O B H| O] & & E{ 7} Up(%t
)R] gelgtL|Ch =7t 2= YH0|E 7I0| =8 FESHUAL.

'U@ Central Management Inventory Data Store Update Manager App Manager Smart Licensing

Data Store

Database Control Database Retention Database Update Status
—

Database Update Status
Data Store Update Workflow

Data Node Status Description Last Status Change Host Name Management IP Private LANIP T

Never Updated February 28, 2022, 5:03 PM sdbn
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HIO|E X2 HO|EfH| O]~

CtZ O|0|X|= HIO|HAE0] HH|O[E Y22 E2RE RN T LILE

Data Store Update Workflow

-

@:0 ©@ @ @ %

Never Updated Local Update Waiting for Peers

Database Update Schema Update Update Successful
or Update Failed
Al Data Nodes Data Nodes wait for One Data Node
perform local each other to complete - updates the database
updates local updates Waiting for Leader

(while others wait)

. No Update Running . Update Running ' Update Started by User

Close
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Ol2{st 2t g2 A 2ot #3i5t= O E20| HR5HH Cisco & MH|AE O 22|35}
SIS
HO[HAEO E M ASt M CHZ HXLE AEINUAIR
1.4 SAE AEA|X| QF AFY 2
2.9 SAE FH|E FH|THL|C 2 S A E 0| Python v3.7 ¥ rsync v3.0.55 A X[t
L|C}.
Secure Network Analytics O Z2F0| AL HEOf Linux 7|t @ AEF AFESHA A
Q.
3. dbadminOj| CH gt H| Y Q1= SSH A M| A % Stofl CHol H| Y H= @l= SSH A A|
~E gLt 2= HO|H L E7HH| 2D §l= SSH UM AE AFESH H Y =
AEO| HAY = UA=K| =olghL o,

4.9 SAE|M WY ClHER| X7|3}
5. CIO|E{ 2 E 0] Cf| O] E{Hjj O] 2
1Y 2AE ARRX[ 27 MY T
1. OOl “EZE0 root 2 2QITHL|CF
2. Ctg 8= A0l HE=0| 0 €2 ChS EnterS %H vSQLE AE5t= H| O B H|
7

o -
OjA0f H&ot H2|S AL ZEZENAM B2 S YLD ZIE H2
SHAA| 2.

/opt/vertica/bin/vSQL -U dbadmin -c "SELECT SUM(used bytes) FROM
storage containers;"

3. O A0 28 &0l MY S AE0 B AEZX| S| ¥E FHLIC

2. HiH S AE =H|

1.0 SAE AER|X| 27 AR FHE £ D, UEYAA LinxE LSt =
AES A0 WAS HESILL BAS AR2IK Q7 AYS 25 LinuxS L5
N e L

Secure Network Analytics 0] Z2f0| A A 2F E & Of Linux 7|8t S AEF AMESHU A
Q.
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ok

A S AE BE0 root2 2218 L|CH
YH ZEZEN M python3 --versions Y&HSIL EnterE &2 A X|El Python H
M2 =olgtL|ct O3t 42 S40| JAEL L

o Python 3.7 O|&t0| &
o X 4242 4EHA

4. sudo apt-get update® ¥ St EnterE &2 Python2 H|Z3 20|0|E =l Ifi 7|
ANHHEE OREESLCHL = EEOHH HEZHSE ALt
5. sudo apt-get install python3.7= Y&} EnterE =12 Python 3.72 X!

CICHCHE B dAlste el B 2 )
6. FHZEZEO A rsync --versions &5t EnterE &2 AX|El rsynce| KT
= 2oL O ChE 1t 22 S8 0] A& L Lt
 rsync3.0.5 O| 40| AX[El Z2 9CtAH 2 A &Lt
o X ¥2M rsync3.0.55 HX[L|CH 7EHA 2 ZIASLICE

7. sudo apt-get update% LSt Enterg =24 rsync% Zakoh o 7| X[ YOOl E
HHUS OREZESL O ZEZEN M HEHS & YL
=

8. udo apt-get install rsyncs= LSt Enterg =& sync§ AX|ghL|C,

H
. HHAIZEIZEA getent passwd | grep dbadmin= Y &SI EnterE =21 0]
DAEH dbadmin AFEAL OFF2 EZF UK 2tolgtL|CH Ch2at 22 40| /S L
Ct.
 dbadmin Afﬂxf 71|jH O| U i S AEJF F=H[E AYL|C} 3. dbadminOi|
CHh H| M §l= SSH HM| & 2dstof Cfoh H| 2D Qle SSH MM A 2Hd 3t
OHX| Ao M O] ZAENAM dbadmin AFEAL A E 2 d-d S LICEH 10EH A E F1A
'c'>'|'|_| |:|-

10. HH ZEZEOQ|A adduser dbadming & EH5t1 Enterg &2 dbadmin AME X} 07}
2EE gLt
11. passwd dbadmings Y =5t1 EnterE 2] dbadminOf H| ¥HZ E 2oL T
12. New password(M H|Z¥H$)E 2510 EnterE &2 dbadmin HIZ2HS E HHTL
Ch ZE2ZEO|M H[EHS E 2 Qlet LT,
1. SSHO| B2 H S AEQ} 2F H|O|H & 7+ 2 E 22/TCPE €1, rsync?| 3% H Y

DAEQLZ 2t 0| O] = E 70| Z E 50000/TCPE & L|LC},

2. XtMIBt LHE2 ssh-copy-id dbadmin@<hostname>0|Al OpenSSH A& & X5t
AAIQ
H .

3. L322 2850 dbadmin2 2 HA H|O|E = EO0f 2 QIgtL(C}

su dbadmin

154 -
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



HO|E{AE0f ¥ 4

4. CHS YYS BASHO] Ut HAE HET| 0 £0j @& T
ssh-copy-id dbadmin@[hostname O7|M [hostname] 2 MU SAEQISTAE
0|5 & IPFAQLCH

5. HOIO|EE HE S ASIY B ZEZE0 20|22 Ct= Enter 2 dbadmin
SSH 215 7| & HY S A E 0 AL

6. Ct= B S IASt0] LEtEIAE HEY|0| 20/ 5 LICtH
ssh 'dbadmin@ [hostname]' 07| M [hostname] & A S AEQIDSAE O|F &
£ 1P AU,

7. YOO|EE BE= ARSI BE ZEZEQ 20 22 Lt3 EnterE =21 O| HIO|EH =
EOjMH2Hz Ql0| SSHE &l ¥4 2 AEQ| 250 20 5= A=K &gt
Ct.

1. MY O|E L E &0 root 2 2 Q8L T},

WO CIMEEE &7[2ke [ AHES= HIO|H = EE EUMA|R. S22 0 &
=2 AFR310] 0]= FAH(5. B 0| E{ A E 0] G| O] E{ 10| A W Q).
su - dbadmings Y51 EnterE &2 dbadmin AFEALE CHS BE S Al LT}
ssh [backup-host]E T LICE O 7| A [backup host]= B & MH 2| 2 AE O|F
=P FA2QYULICH O|EA SHH H|EHS & RSt et= A X|7F HA|Z[X] Qf10 4
2AE°| QI O| A0 dbadmin2 E 2 Q1g 4= QIO{OF SHL| L}, B Y = A EOf| A H
LS Z YEHSIEt= AKX 7 HEAE|H 2782 =l o

4. cd /home/dbadmings YHSIL EnterE =2 C|HEZ[E HZGTL|CH

5. mkdir backupsE RHSII EnterE 52 WY C|AE2|E PHSL(CH

6. exitE YHOI L EnterE =2 HO|H =EO| BHEZEZE R SOrLLIC

7. vi pw.iniE YHSID EnterE 2 pw.ini M H|YHS Y2 =0 HE L
Ct.

setup-sw-datastore-secure-connectivity 2 3 &l E & A}235}0] dbadmin B| 2 HS &
YHO|ETH E% pw.ini H S H|ZH mpA0| MEE HEHS = HHO|ESHOF L
Ch X o™ H'“’*Oﬂ *'ﬂHE.”—IEf.

8. L2 =2 LUt HAE HEI|0| SAtgL(CE
[Passwords]
dbPassword = [dbadmin-password]

9. [dbadmin-password] = HIO|EHHAE X dbadmin H|Z2HZ Z 40| 0| ETHL|LCY,

10. YHIO|EE E22 SASY pw.ini AR E 8HQ) A0 20 L& LIt
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11. EscE 21 :wgE YHSID EnterE =2 HE A2 MHStD ZS2THLC}
12. chmod 640 pw.iniE Y HSI1 EnterE &2 dbadmin AFEAPZFIHY 2 A0 =gt
AEE pw.ini I U Hot= BHASLICT
13. L& &2 SAI6t0 et BIAE HEY|0f 20 & L0
[Mapping]

v_sw _node0001 backup-host-ip:/home/dbadmin/backups
v_sw _node0002 backup-host-ip:/home/dbadmin/backups
v_sw _node0003 = backup-host-ip:/home/dbadmin/backups

[Misc]

snapshotName = data store backup
passwordFile = /home/dbadmin/pw.ini
enableFreeSpaceCheck = True

retryCount = 2
retrybDelay =1

[Transmission]

encrypt = true
checksum = true
concurrency backup = 2

concurrency restore = 2

14. vi config.ini= YEHSID EnterE &2 config.ini MY 74 ot
Suct
= .

15. 15EH O A Ut Y AE T
of @&t

16. backup-host-ipt= WH ZAEQ||P FAE HEL|LY,

T

ot

=
=

mjo
[
rk
A

710 2 Ed2 HAES SAMSI0 config.ini THE0 =

e

17. [Mapplng (0fE) ofeiel = AE O|F0| HIO|E =E8F ZX|SHK| = BF dld =4
EOlE= °*E1IOIEE.“—|EF HOIH = £ 0|55 28528 Chg& LI}

o OFR OO = E 240 root 2 HZATL|C}
e su dbadmin= &= erL|LC}.

+ admintools -t node map= Y HELICH
e [Mapping (O1E)] &S0 CHsl "NODENAME" €0 .- = 0| ES A2 EfL|C

Off:

dbadmin@sdBN-742-10-0-56-133-5:/root$S admintools -t node map
HIOJEHO[~ | =EO|F | 2AEO|F

SW | v_sw node0001 | 169.254.42.10
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SW | v_sw node0002 | 169.254.42.12
sw | v_sw node0003 | 169.254.42.15

18. 2tZ0| 37§ Ol &t & =0t 2% 2 HO[H L E0f Cfot &+ =0 RLOJOF gL|Ct, £H | O
H LEDAs 3% tHY HIO[H L E0f Lol 2fQIBH A S0 =7t [Mapping] 29l
S A,
19. EscE FE21 :wqgE YEHSI D EnterE 52 HE A2 X EStD TESLICH
20. vbr -t init -c config.iniE 5t EnterE 2 HIO|HAEQ WY Z =4
SIEE HMA S AEO| /home/dbadmin/backup CIHEZ|E 7|3t T},

=
18

N OES == CIO|HH[O| A5 W A5t M StLEC| H| 0| L= =0 M backup B =

2 ASHH FLICf

1. 4.HHQ SAEQA B ClMER| X7|5}0|A B C|AEa] x7|3
su - dbadmins Y5t EnterE 2 dbadmin AFEXLE Ct

= dd= ddg
3. vbr -t backup -c config.ini --debug 3 --dry-runs= Y} EnterE =
2| QI MABIR U2 A WY Bl AEE S 1S SHZ 0|8Y % UL
o HAHAEZI YSHE AL HOIHAEN S MASI 0 4THA = AL
Ct.
o SOl B A 20| A KHO| 7} SAHSIR A A THUO| MAE 2L % 2108 2 HHe
OF S LITH H X &2 HOJE KAl el NS MESHAAIL. Hel HAES
81 Z51% 2312 /tno/vor CIE2/2) CH 1 2112 AEsa 22 2ol
S |23 THS WIS ThHA| BIAEEL|TH £80| B B R8i® Cisco A 20| 2
ol =AAIS.
4. vbr -t backup -c config.iniE G} EnterE s Y S AEQ
/home/dbadmin/backup C|HEZ[0| QO|HAENE SHATHL|C}

HIO[H AEO WA 2Iishs B2 CHE HHS Al=5t7] 0 HIO|E B 0] & A AFS K| A
SHAA| 2. BIO|E{ A E0f L| O Ef | O] &~ AR AFS M A5t H Chg THAIS A= LTt

1. vSQLE AL85}0] TO|Ef A £ 0] B O|EfH 0| & 22| AE{0f QZBLICH
2. CHS B2 Aolol AN B 52 ZMBHLC,

select * from database snapshots;

3. HAHE AHAFO| 0|22 2 'snapshot_name'S CHA|St2 O HEHS A

0
o
-
n

select remove database snapshot ('snapshot name');
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GOl AE0f ¥ g =l

HOIHAEC 5 =&
__I_I.

olz{st 2= A =dtn
AMAIQ.

16t= Ol =20| EQ5}H Cisco T2 MH|AE O 22|35}

HO|HAEOE st ™ tomﬂ%JE&ﬂMR.
JHHA O|E U ATEQ O A A

. HIO|JE{ 2 E0f H|O|E{H| O] &
Ao M HIOIE{AE0 S

. A Z HIo|E A E0f

IR 2AHMAEHA

.STE HIO[HHo|A HE

O O A WODN =

CIOJHAEON B2 VN2 SLo HO|HHAEC Ot A S ST o~ G L|CE

SHOO|HAEOO|M HAS BLE CHS CHE HIOIHAEON E S/ =& Y& LICH
CIOJHAEO B2 Mot Z2 OFF H|O|H ==& AHESH0] backup FE 2 A
== '3|0|E1¢EO1 S SRl [[H._ restore 3H = A SH7| [ OFF H|O| H
LEEMETLICHH Y HH0 AtESHOIO|H tEM S He+= 93)

1. 891012 Y ATEY O T HE

1. E1I0|E1*EO1 E1I0IE1 IOIﬁH—“.‘P:.*%ﬂo._l6 HOI[HAEO7LHO|H =E2f S 2ot

Q
o
ot
|-O
I-J
i
2
m
>
HM
<2
N
x
Rai
il
w
0]
(@]
c
1)
Z
o
=
o
=

. H=
Analyt|CSJ-f %%'3._* H 7 QIX| =tolghL| T,

| WA HHL CHE HTE 22 HO|HH| 0| A5 S8 dts A2 A2 K| g5 L.
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3. HEHOM HO|HAEN S &

H|mE 2|5 HlO|EH|0| A7} =R [7] F1} O] = 0f| Ct2 HH S A ASHOF g LT
/opt/vertica/bin/vsgl -U dbadmin -w <'password'> -c "select*
from partitions;" >/lancope/var/tcpdump/partitions-full-

DBbackup

1. setup-sw-datastore-secure-connectivity 23 EHEE A5 dbadmin H|
2SS AOO|ES 4R pw.ini MR H| Y HS IO MY E HEHZE AHO|E
SO LI 1T A| o o = glof Aujet|ct

2. config.ini WM T OIUS MYt OO LEE ARSI ST EE0] root2E 2
=

aQlgkL cf, XWWJ HES 4. W SAEM WY CIHER X7|3HE HISHH AR,
3. su - dbadmine Y} EnterS =2 dbadmin AFEXIZ CHS HEH S A3etL|Ct,
I = I E 0f| M vbr --task restore --config-file config.iniE & 25t EnterE =21 Y

4_
SAENM E SRYHLLHOIHAEO

N EHS =& H|O|E{H|0| A~ S =5t B StLt Tl OB == 0f A restore F & TH &
ASHH LTt

4. \|=} G|O|EJ A E0f

Central Management2| | O E{ H| O] A& |0 {2 =2 Z O£} L|Ct.H| O] E{ A E O
H|O|E{ H|O| A E & LILCE.

Actions(% ) €0 A «-+ (EE) O}O|Z S S EILILE.
Start(A =) S =L Tt

5. 7t 2 0 AHAF K| A

HO|HAEOS MAIRSH = 7tE 2 0 2t= 0| F2| A AFS MA S LICE SR0| 2 E =0
= O] 2H4F0| EQ05HX| oM, O|H A SHH VerticaO| A 2& 22| 7t Al &[X| G5 LTt

b=

1. HOIH L& E&0| root 2 2R L|CE

2. su - dbadmins YHSIL EnterE 2] dbadmin AFEALZ Ctg HHES AT LCL

3. Ot HHS =810 [password] S dbadmin password2 LHI?_F CtS Enter 7| & +
SU|Ch o[ 2iA| 511 722 1 A ARO| HAZ LT

/opt/vertica/bin/vsgl -U dbadmin -w [password] -c "select
remove database snapshot ('catalog');"

6. 57 & HO|HHO|A HE

HIWE 2|5 GO H| O] A7} SR [7] Tt 0| = 0f Chg S &AdHOF gL Ct.
/opt/vertica/bin/vSQL -U dbadmin -w<password> -c "select*
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i@‘ Central Management Inventory Data Store Update Manager App Manager Smart Licensing F 8 ‘ ((((( ' SECURE

Inventory

3 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status A HostName ~ Type A~ IP Address A Actions
Connected nflow Flow Collector

FCNFVE-KVM:
Connected sdbn Data Node

DNODEVE-KVM

Connected smc Manager
SMCVE-KVM

3. C|O|E{~E0f C|O|E{H|O] 2 X0 S 1= TtL|Ct. O|O| E{H| O] & HE{ 7} Up(Bt&)2 =
EA|E|=X| sHolstL|Ct.

@. Centra| Management Inventory Data Store Update Manager App Manager Smart Licensing s

&5’ SECURE

Data Store

Database Control Database Retention Database Update Status

Database Control

Use this tab to monitor the status of your database and each Data Node. Your database status may be Up, but an individual Data Node status may be Down or Recovering.
Make sure you use the Actions menu to start or stop your database (or a Data Node).

Database Status Actions
Up

Data Node Status 1 Host Name Management IP Private LAN IP Actions
Up sdbn

Data Last Retrieved: Jan 09, 2023 4:08 PM Last Action Results
From Data Node: sdbn
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3 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status A HostName A~ Type A IP Address A~ Actions
Connected nflow- . Flow Collector | Data Stora Transition |
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DNODEVE-+ = - - -
Connected smc- Manager
SMCVE -
E Al 310
4 O - 7 =

Ol M HIO|H AE0] = Q10| MEHE|Ql=X] =HRIgt LT,

=

@ Network Analytics Monitor v Investigate v Report »  Configure v Q @ & | %4 SECURE

Security Insight Dashboard | Inside Hosts

3. Report(E.IA) 0 7S MeBtLICt
4. Report Builder(®2 1A 24 7[)E MEiSIL|C}
A

-170-
© 2023 Cisco Systems, Inc. S/E& 1 A @AL 2 E 2| 2],




=]
=

HIHIOIE MY 50| L0 MEa 7t 8L ERF

!
m

e

6. Flow Database Ingest Trend Report(Z =% Cl|O|E{H|0| 2~ =% EYIE B 1
= YL

7. WRo| uf2} 0eto|§ S NS o Run(d8l)e 223t

8. HIMZ ZAESHO] HO|E{H|0|A = HO|HAEO| 222
Cf.

X

!

-—

mn
1
pa
ot

F

x| SHOISHL|

= -4k

_|
rir

SEF HO[HHO[A =F EH
(o]

-
OofoilAM E22E 4ot UASS =l

. “E° ZHE =M EO]S: 20t SE AIELER 0|55t 222 ZHEH FA HOI=
= dEYHH HOHAEO M ZE2RE U0t 82 O7|0f AL

o O|O|E{H|0]A B Z: Central Management(Configure(T4) > GLOBAL Central
Management(X & & 2t2())E €11 Data Store(H|O|EH X & A ) > Database Retention
(HIO[E{Hf| 0| A HZE) B0 BEZ ZESLICL O] O] X| 2] HIO|HAEON HO| A= 7t
e E HIo|H s 7t @2 E 7| Z0| HIO|[HAEN O 2d &l Rt =5 FH5t=
O =20| EL|C}. O] H|O] =2 H|0|E = SIF0f of HEF AN 0| EL| 22 Fet F 0=
O| H|O|=0i| GO & 7} H A= X| Q5 LICH REM| ot L§ &2 O] 7t0| =2 G| O|E{H|o] & &
EHI|MHEZ EXRSIHAIL.

ME 2d5te A 20| CtES =510 HO[HAE
St
=

220 M MY

CHoHZ S22 FH2|E M2 Investigate(ZA}) > Flow Search(EZ2 2 A M)E MEH
SFLICH SHE R HRIE AL8SI0 21 E SrEate L

o HgtH Hel: BHO|HAE0] =0 QIoA Hek ™ 7[ZE HO|HE HEotHEH S22 2
HE Het EMEL 0| T8 EME M= OF LTt

2
o Mt el ZE T = HO[HAEO HIO|HE HE|ot2H, 222 ZHEHE Pt
=W EE= O O|=0f AJASHE AR ZW-E =0 OF gL Tt

Central Manager 2IH E2[0f| A HE
2 Cisco A| R EIC| =32 Hop Mt TR AE = B|{0F L Ef.

= O

« M HOIE: S22 ZHES HOE MEL=2 Tt A% EXE dES = 7‘1§F3FE%

= ZHEHOM 2= M E2HEZ[7}HO[H 29 E1|0|E1AEO1E1IOIE1H1IOIAE
E!'—IEL 1. GOl MEx =M HES HESHH 2Z [t ™ H|0[E 7t HIHIOIEV\E
Of | QIof A< Z=XH LT,

o HetHOolH: S22 Z& 1E HIOJE Off Cieh HM A S XISt = of e OO &

S ZZEZ AlS MELICE det ™ H 0|8 7FH O] ¢ HR5HX| s [ 0| MAH3t=

YO Chet XIH2 Co[H MEx: E22 ZHE Het 225 HISMUA L.

ﬂJl

171
© 2023 Cisco Systems, Inc. /== 1 A EAL 2 E el E].



=27 ZHH H 50| S A FES U P HIHOIHAES =0 Q1 HIO|E MEa =0
ol 70l & 7|2t JEf 2 FAot A S =& UG L. O] 40| M= HIH| OB AE0 =02l
= 2H HO|HAEN =0l S7|20t= Z2 M A0 CHo) 2 F LTt

You need administrator access for this procedure.

i

Synchronized Properties

The following properties will be synchronized between domains:

» Data Store domain specific configuration as well as alert configuration (if enabled).
Domain configuration includes:

e Host Group Management

» Alarm Severity

e Policy Management

» Services, Applications

o Exporter SNMP profiles (not including passwords)

e Domain AS Numbers.

Recommended Synchronization Frequency

While you can synchronize your domains as often as you like, we recommend that you limit
your synchronizations to only after you perform a group of changes or once a day or week.
This is because the synchronization process requires the use of resources that take away
from daily processing.
Synchronizing Domains Procedure
Follow these steps to synchronize your Non-H| O] E{ 2 E O domain (Source) with your H|O| K
A E O] domain (Target).

1. From the menu bar, choose the Non-L| O| E{ 2 E 0] domain that you want to synchronize

with your H|O|E{ 2 E 0] domain.
2. From the main menu, choose Configure > SYSTEM Domain Properties.
3. Select the Edit button.

4. Choose the Data Store domain that you want to synchronize this domain with in the
Target Domain to Synchronize drop-down menu.
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You can only synchronize your target G| O| E{ 2 & 0 domain with one source Non-Ei|
O| {2 E 0 domain. If you attempt to synchronize your target Data Store domain
with more then one source Non-H| O| E{ 2 E 0 domain, you will receive an error.

5. Click the Save button to save your changes. A synchronize button appears next to the
Non-Ll| O| E{ A E 0f domain that you selected to synchronize with your G| O] E{ A E 0
domain.
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